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(VCS M-SUITE)

B MOBILITY SUITE (M-SUITE) LA Gi?

Chang ta dang s6nq trong thdi dai cong nghé 4.0
- ky nguyén méi clia céng nghé s6 da phat trién
vUot bac, mbi thuc thé cé that sy an todn va cac
két ndi dau cudi con dang tin cay la mot cau hoi
dugc dat ra cho linh vyc an ninh mang hién nay.
Cac phuong phap bao mat truyén thdng mang
tinh chét tap trung, chdm phan héi va hoat dong
dua trén cdm giéc tin cdy khdng ding ché hodc
cap quyén truy cdp qua muc vao toan bd mang
lUGi cGia don vi la mdt thach thic trudc bién dong
clia cac van dé an ninh mang hién nay.

VPN hay tudng lGa truyén théng khéng con phi
hgp véi thé giGi s8 khdng bién gii! D& dén lic ra
doi mét mo hinh bao mat tap trung vao nguai
dung dé (ng bién véi tinh hinh dé.

M-Suite ra dgi nhu mdt giadi phdp cung cdp bdo mat mang luéi trong
qua trinh két ndi va truy cap tl xa, dugc xay dung dya trén cac yéu cau
t6i da héa an toan thong tin cho doanh nghiép.

M-Suite |3 mdt sdn pham c6 cach tiép can mdéi mé va hién dai vé linh
vuic bao mat két néi tii xa, dugc ap dung trén giao thic SDP (Software
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Defined Perimeter). SDP |3 mot md hinh bdo mat mang két ndi 1-1
giTla ngusi dung va cac tai nguyén ma ho truy cap. M-Suite tuan tha va
vugt qua nhiing nguyén tdc c6t 16i trong linh vuc bdo méat an ninh

mang, ngang tdm gia tri véi cac sdn pham tuong duong trén thé gisi vé
nganh an ninh céng nghé sé.

B CAC TINH NANG CHiNH CUA GIAI PHAP M-SUITE

Gidi phap M-SUITE thuc thi giao thic dat chudn quéc té
Software-Defined Perimeter (SDP) dugc céng bd bdi Cloud Security
Alliance, hé trg t6t da cho ngudi dung trong qué trinh két néi lam viéc
tU xa an toan va chuyén nghiép, vdi cac tinh nang chinh nhu sau:

@ Chinh sach truy cdp nang dong

M-Suite thay thé cac quy tac truy cap tinh bang cach phan quyén truc
tiép thdng qua céc chinh séch truy cap linh hoat, phi hgp véi tinh
hudng st dung. Nha quan tri d& dang thay dai chinh sach bdo mat dya
trén nhiing hoat déng, dia diém va thai gian ngudi dung thao tac. Viéc
kim soat truy cap cu thé nhu vay dam bao ngudi dung cudi chi truy cap
nhiing tai nguyén can thiét dé thuc hién cdng viéc cla minh mdt cach

bao mat, nhat quan va tu dong loai bo yéu t6 16i gdy ra bdi nqusi dung.

@ An toan trudc cac tdn cdng an ninh

M-Suite dugc xdy dung nhu mét l6p bao méat dé che gidu ha tang phia
sau, chi nhiing nqudsi dung da dugc xac minh Mi cé thé truy cap hé
théng. LGp bdo mat nay vé hinh trudc nhiing dgt san tim 16 hdng va ma
héa bdng bado mat dé tang bdo vé an toan cho hé thdng. Cac cdng
(Gateway) va bd diéu khién (Controller) dugc che gidu hoan toan nén
ching khéng thé bj thdm dd, truy quét hodc tan cong. Diéu nay gidp
ngan chan viéc trinh sat mang cling nhu tan cdng an ninh tryc tiép vao
cac tai nguyén hé thdng.
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@ Bao vé thiét bi trudc nhiing truy cdp trai phép

M-Suite cé thé bao vé ca thiét bj va tai nguyén truéc nhiing két néi tréi
phép bang viéc bao mat thiét bj truéc cac yéu cau két néi dén. Viéc phan
quyén két ndi téi cac tai nguyén ndi bd ¢ thé thuc hién ma khong can
quan tdm téi nhing ngudi dung trai phép trén mang ndi bd ciing nhu
khéng anh tudng téi luu lugng truyén tai thong tin ctia mang ndi bé.

BB

M-Suite sif dung d{ liéu cUa tiing ngudi dung trong thai gian thuc theo

Truy cdp mang ca nhan

céc chinh sach dé tao ra chu vi bdo méat cla ca nhan. Piéu nay dam bao
réng tat ca nhiing diém cudi déu dugc xac thuc va Oy quyén trudc khi
truy cap vao bat ky mdt tai nguyén nao. Sau khi nhan dién dugc ngudi
dung, M-Suite sé tao ra dudng dan bdo mat riéng chi cho phép di liéu
truyén ti thiét bj ti tai nguyén can thiét.

<'TJ_T‘> Trién khai linh hoat

M-Suite dugc thiét ké dé hoat ddng trén ca dién todn ddm may va may
cht vat ly. M-Suite cung cap cac bién phap kiém soéat truy cap nhat quan
trén cac mdi trudng cé quy md khac nhau. Nha quan trj c6 thé két néi
lién mach ngudi diing téi cac ing dung ndi bd thdng qua cac chinh sach
truy cap clia M-Suite.
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= 3 THANH PHAN KIEN TRUC CUA VIETTEL M-SUITE

M-Suite Controller

La noi phdn quyén tap trung, chiu trach nhiém xac dinh
thiét bi va ngudi dung ndo dugc phép két ndi. Sau khi thiét
bi va ngusi duing xac thuc thanh cdng, sé chuyén két qua téi
cdng Gateway.

M-Suite Gateway

Gateway [a nai xac dinh nguai dung va thiét bj dugc phép
hodc bi tif chéi truy cdp vao cac Ung dung ndi bd. C6 chic
nadng tao proxy két ndi ti Agent client dén cac may chu
Ung dung.

M-Suite Application

La thanh phan client, dugc cai dac dudi thiét bi ngudi dung
cudi, c6 nhiém vy tao proxy két ndi tif cac Gng dung client
dén server gateway. Agent xac minh danh tinh tiing ngudi
dung va két ndi cac dng dung dugc Gy quyén trong danh
sach téi cac dich truy cdp tuong dng.
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UU BIEM NOI BAT

M-Suite tu tin la mét nén tang bdo mat manh mé, cung cap
gidi phap SDP toan dién nhat trong nganh an ninh, c6 kha
nang bdo mat moi ing dung, trén moi nén tang, & bat c( vi
tri nao vdéi ba trong tam chinh.

. Trung tdm dinh danh: M-Suite thiét ké dua trén nhan dang

NQudi dung va thiét bj thay vi dia chi IP, xdy dung hé so da
chiéu clia nqusi diing hoac thiét bj va cap quyén cho nqudi
dung trudc khi truy cap.

.. MO hinh cap quyén: Thuc thi md hinh truy cap thong qua

céc quyén hodc chinh sach; ap dung nguyén tac trao quyén
it nhat cho ngudi dung lam gidm cac truy cap tréi phép
hodc céc nqguy co tan cdng mang.

- Linh hoat trién khai: M-Suite dugc xdy dung dé trién khai

dé dang trén may vat ly hodc dién toan dam may, linh hoat
thiét [ap hodc nang cap tling module chic nang theo nhu
cau st dung clia doanh nghiép.

® THONG SO KY THUAT

Tinh nang Mo ta

+ Quan ly tép di liéu nquai dung.
« Quan ly nqudi diing theo nhém hodc t6 chuc.
« Phan quyén quan trj theo chiic nang trong hé thdng.

Identity Management

« Thiét lap va quan ly cac chinh sach truy cap diém dau cudi.

- Thiét [ap kich ban va hanh dong phan Gng véi cac hanh vi bat thudng.
« Chap thuan hodc tU chéi yéu cau truy cap Gng dung.

- Chap thuan hodc tU chdi yéu cau dang ky thiét bj truy cap hé théng.

Access Management

« Khai bdo va quan ly cac Gng dung cling nhu server chia hodc server trung gian.
« Quan ly c3p nqudi duing va thiét bj .

Network Management

Device Management - Quan ly thiét bi da dang ky trén hé théng.
- Thiét lap b danh gia thiét bj dap Ung tiéu chudn truy cap hé thng.
- Thiét [ap chinh sach cho thiét bi, chdn cac chic nang cla thiét bj khi st dung hé théng.

« Kiém soat thiét bj (Mobile) qua cac [énh yéu cau vi tri, chup anh, khéa md may.

Privilege Management + Quan ly cac tai nguyén SSH Server.

« Xem lich st truy cdp SSH Session.

« Cung cdp ngdn ngl tim kiém than thién cho cac chic ndng tim kiém va truy van.
« C6 kha nang trich xudt két qua tim kiém ra file (json, xIsx).

Audit & Logging

Dashboard « Dashboard t8ng quan c6 thé tly chinh va tuong tac, tich hgp cac di liéu thai gian thuc dusi dang bang, biéu
dd tryc quan nham t8i Uu héa cdng viéc gidm sat van hanh hé thdng.

MFA « Cau hinh céc phuong thic xac thuc nhiéu 16p: username password login, TOTP, SMS OTP, Email OTP, Security Key.

Agents - Ung dung M-Suite hoat dong trén cac nén tang: PC (Linux, Windows, MacOS) va Mobile (Adroid va i0S)
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