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I1. Hwéng dan thiét 1ap chinh sach bao mat

1. Cai dit hé diéu hanh

1.3.  Bién moi truong $PATH khong duogc chira cac duong tuong d6i, duong dan bat
thuong, duong dan tréng

e Buéc 1: Kiém tra cac duong dan trong bién méi truong, ta dung 1énh sau:
echo $PATH
e Budc 2: Bién méi trudng khong duoc chira cac duong dan:
o PATH khéng chira dudng dan trong (::)
/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin::
o PATH khong chira duong dan tuong dbi (./)
/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:./src/bin
o PATH khong chira duong dan bt thuong (/tmp)
/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/tmp
e Budc 3: Néu bién moi truong cé chia duong dan khdng cho phép, thuc hién loai
bo theo huéng dan sau:
o Truy cap file: nano ~/ .bashrc
o Tim dong lénh sau va x6a cac duong dan khong hop 18
export PATH=":/path/to/folder "
o Save lai va chay lénh dé thay doi cau hinh
source ~/.bashrc

1.6.  Thiét 1ap cau hinh dich vu CRON

e Budc 1: Thuc hién xo6a File cron.deny:
#rm /etc/cron.deny

e Budc 2: Thém File cron.allow néu hé théng chua co:
#touch /etc/cron.allow

e Budc 3: Sura file /etc/cron.allow, cap nhat hoac thém cac tai khoan dugc phep st
dung dich vu CRON:
Userl




User2 ..

e Budc 4: Sira file /etc/cron.allow, han ché quyén sira cac file cau hinh caa
CRON:
#chown root:root /etc/crontab
#chmod 600 /etc/crontab
#chown -R root:root /etc/cron.hourly /etc/cron.daily
/etc/cron.weekly /etc/cron.monthly /etc/cron.d
#chmod -R go-rwx /etc/cron.hourly /etc/cron.daily
/etc/cron.weekly /etc/cron.monthly /etc/cron.d

2. Kiém soat truy cap
2.1.  Cau hinh tai khoan quan tri phai tuan thu Phan V, Tiéu chuan Xac thuc ding nhap
va quan ly mat khau hé thdng cong nghé thdng tin s6 TC.CNVTQD.CNTT.26

P dai téi thiéu cia mat khau phai 16m hon heic bing 8 ky tw

e Budc 1: Cai lib require
apt-get update
apt-get install libpam-cracklib # Ubuntu 14.04 / 16.04 / 18.04
apt-get install libpam-pwquality # Ubuntu 20.04 / 22.04 and up

e Budc 2: Mo tap tin /etc/pam.d/common-password
vi /etc/pam.d/common-password

e Budc 3: Thém hoic cap nhat cau hinh sau trong tap tin cdu hinh cia PAM:
o Véi pam_cracklib (Ubuntu 14.04 / 16.04 / 18.04):
password requisite  pam_cracklib.so [cac option trudc dd]
minlen=8
o Vi pam_pwquality (Ubuntu 20.04 / 22.04 tr¢ 1én):
password requisite  pam_pwquality.so [cac option trudc dd]
minlen=8

e Budc 4: Luu lai tap tin ciu hinh

Mat khau phai chira ky tu viét hoa, viét thwong, chir s6, ky tw dic biét

e Budc 1: Mo tap tin /etc/pam.d/common-password
vi /etc/pam.d/common-password

e Budc 2: Thém hoic cap nhat cau hinh sau trong tap tin cdu hinh cia PAM:




o Vi pam_cracklib (Ubuntu 14.04 / 16.04 / 18.04):
password requisite pam_cracklib.so [cdc option trudc do]
lcredit=-1 ucredit=-1 dcredit=-1 ocredit=-1

o Vi pam_pwquality (Ubuntu 20.04 / 22.04 tr¢ [€n):
password requisite pam_pwquality.so [cac option trudc do]
lcredit=-1 ucredit=-1 dcredit=-1 ocredit=-1

Budc 3: Luu lai tap tin cau hinh.

Mat khau chi hop Ié trong téi da 90 ngay

M téap tin /etc/login.defs, thay doi tuy chon PASS_MAX_DAYS:
PASS_MAX_DAYS 90 q q w ’
Vi cac tai khoan da ton tai, co thé sir dung Iénh sau dé thay doi thoi gian hét han mat

khau:

#chage -M 9@ username i
Vi du, d¢ thay doi thoi gian hét han mat khau cho tai khoan userl:
#chage -M 90 userl

Yéu cau mat khau méi khac 5 mat khau gan nhat

Budéc 1: M¢ tap tin /etc/pam.d/common-password
vi /etc/pam.d/common-password

Buégc 2: Thém hoic cap nhat cau hinh thudc tinh remember cua tuy chon:

o Véi pam_unix (Ubuntu cii / hé théng khéng c6 pam_pwhistory):
password required/sufficient/requisite pam _unix.so [cdc option
trudc dé] remember=5

o Véi pam_pwhistory (Ubuntu 20.04+):
password required/sufficient/requisite pam_pwhistory.so [cac
option trudc d6] remember=5

Tay theo yéu cau cua td chic, c6 thé dat gia tri remember 16n hon hoic bang 5

e Budc 3: Luu lai tap tin cau hinh.




M4 héa mit khau sir dung thuit toan ma hoa an toan

e Budc 1: Mo tép tin /etc/login.defs, thém hozc cap nhat cdu hinh
MD5_CRYPT_ENAB no
ENCRYPT_METHOD SHA512 # hodc YESCRYPT néu hé théng hd tro

e Budc 2: Mo file /etc/pam.d/common-password thém hoac cap nhat cau hinh:
o Néu st dung SHA512:
password sufficient pam_unix.so sha512 shadow [existing
options]
o Néu st dung yescrypt:
password sufficient pam_unix.so yescrypt shadow [existing
options]

Cubi cling, yéu cau ngudi sir dung thay doi lai mat khau dé cé hiéu lyc

2.4.  Cau hinh gi6i han tai khoan duogc phép sir dung dich vu quan tri tir xa

e Budc 1: Mo tap tin cau hinh /etc/ssh/sshd_config
#vi /etc/ssh/sshd_config

e Budc 2: Thém tuy chon AllowUsers dé cau hinh tai khoan duoc phép truy cap
tur xa:
AllowUsers username
Vi du néu mudn cho phép tai khoan sshuser dugc phép str dung dich vu truy cap
tlr xa, ta CAu hinh nhu sau:
AllowUsers sshuser

e Budc 3: Khdng cho phép tai khoan root dang nhap quan tri tur xa.
PermitRootLogin no

e Budc 3: Luu lai cau hinh va khoi dong lai dich vu ssh.
systemctl restart sshd
hoac
systemctl restart ssh

2.5.  Giéi han thoi gian tu dong ngat phién khi khéng c6 hoat dong trong mot khoang
thoi gian 1a 05 phut
e Budc 1: Thém noi dung sau vao cudi cau hinh file /etc/profile
TMOUT=300
readonly TMOUT
export TMOUT
e Budc 2:Khoi dong lai dich vu ssh
systemctl restart sshd
hoac




systemctl restart ssh

2.11. Thiét 1ap hé thdng chi cho phép quan tri tir xa sir dung kénh truyén an toan, c6 ma
hoa
e Budc 1: Mo tap tin cau hinh /etc/ssh/sshd_config:
#vi /etc/ssh/sshd_config
e Budc 2: Sira lai tuy chon Protocol nhu bén duéi:
Protocol 2

e Budc 3: Luu lai tap tin va khai dong lai dich vu ssh.

3. Phong chéng xam nhap
3.1.  Ghi log nhitng ban ghi vao/ra khéng hop 1¢. Mic dinh phai ¢ rule chan tat ca voi
nhitng ban ghi vao/ra khéng hop 1€

Cach 1: Cau hinh iptables

Bwéc 1: Cai dat: o ‘
- bam bao may chu co6 két noi Internet. Thuc hién cai dich vu dudi quyeén root:
apt install -y iptables iptables-persistent

Buréc 2: Cau hinh iptables:
- Kiém tra cac rule hién tai:
iptables -L -n -v

- Thém Rule cho két néi hop 1. Vi du:
# cho phép cac két n6i da thiét 1lap
iptables -A INPUT -m state --state ESTABLISHED,RELATED -j
ACCEPT
# cho phép loopback (localhost)
iptables -A INPUT -i lo -j ACCEPT
# cho phép SSH (céng 22)
iptables -A INPUT -p tcp --dport 22 -m state --state NEW -
j ACCEPT

- Thém Rule dé ghi log va chan két néi khéng hop 1é. Sira file cau hinh iptables:
nano /etc/iptables/rules.v4

Thém céc dong sau:
-A INPUT -j LOG --log-level 4 --log-prefix "IPTABLES DROP:

-A INPUT -j REJECT --reject-with icmp-host-prohibited




-A OUTPUT -j LOG --log-level 4 --log-prefix "IPTABLES
DROP: ™
-A OUTPUT -j REJECT --reject-with icmp-host-prohibited

Bwéc 3: Nap lai file cau hinh:
netfilter-persistent reload

Céch 2: Cau hinh nftables (Ap dung cho Ubuntu20+)

Ké tir kernel Linux 4.x tré [8n (mic dinh tir Ubuntu 20.04), nftables tro thanh cong cu loc
goi tin mac dinh, thay thé iptables, ip6tables, arptables, va ebtables.

Bwéc 1: Cai dat: o ‘
- bam bao may chu co6 két noi Internet. Thuc hién cai dich vu dudi quyén root:
apt install -y nftables

- Kiém tra trang thai dich vu:

systemctl status nftables # Kiém tra trang thai
systemctl enable nftables # Bat khi kh&i dong
systemctl start nftables # Khdi dong ngay

Bwéc 2: CAu hinh nftables:
- Kiém tra cac rule hién tai:
nft list ruleset

- Thém Rule cho két ndi hop 1 tiy nhu cau st dung. Vi dy:
# tao table
nft add table inet firewall
# tago cdc chain INPUT, OUTPUT, FORWARD
nft add chain inet firewall INPUT { type filter hook input
priority ©\; policy accept\; }
nft add chain inet firewall FORWARD { type filter hook
forward priority ©\; policy accept\; }
nft add chain inet firewall OUTPUT { type filter hook
output priority ©\; policy accept\; }

# cho phép SSH tir mét IP cu thé

nft add rule inet firewall INPUT ip saddr 10.0.0.1 ct
state new tcp dport 22 counter accept comment "Allow SSH
from 10.0.0.1"




# cho phép truy cdp ra ngodi dén nhiéu céng

nft add rule inet firewall OUTPUT ip daddr 192.168.1.1 ct
state new tcp dport {80, 443, 514, 4505, 4506, 5044, 6379,
9092, 9080-9100} counter accept comment "Allow external
services"

# ghi Log va drop cdc kRét néi khéng hop Lé

nft 'add rule inet firewall INPUT log prefix "INPUT DROP:
" level debug'

nft 'add rule inet firewall INPUT drop'

nft 'add rule inet firewall OUTPUT log prefix "OUTPUT
DROP: " level debug'

nft 'add rule inet firewall OUTPUT drop'

# Lluu Lgi cdc rule sau Rhi cdu hinh xong
nft list ruleset > /etc/nftables.conf

Cau hinh ghi log va drop cac két néi khdng hop 18. Kiém tra file cau hinh
/etc/nftables.conf.
nano /etc/nftables.conf

Dam bao c6 c4c cau hinh sau (Phan in dam 1 bat bugc):

Option 1:

chain INPUT {
counter packets @ bytes

(]

log prefix "Dropped input by firewall:

" level debug

counter packets 0 bytes 0 drop

chain OUTPUT {
counter packets @ bytes

(]

log prefix "Dropped output by

firewall: " level debug

counter packets 0 bytes 0 drop
}

Option 2:

chain INPUT {
counter packets @ bytes

(O]

log prefix "Dropped input by firewall:

" level debug drop

}

chain OUTPUT {
counter packets 0 bytes © log prefix "Dropped output by

firewall: " level debug drop




}

Budc 3: Load lai cAu hinh nftables:
nft flush ruleset
nft -f /etc/nftables.conf

Céch 3: Cau hinh firewalld (Ap dung cho cac Hé diéu hanh sir dung firewalld
>=0.9.0, mac dinh tir Ubuntu22.04+)

Buwéc 1: Cai dat: o ‘
- bam bao may chu co6 két noi Internet. Thuc hién cai dich vu dudi quyén root:
apt install -y firewalld

- Kiém tra trang thai dich vu:

systemctl status firewalld # Kiém tra trang thai
systemctl enable firewalld # Bat khi khdi déng
systemctl start firewalld # Khdi doéng ngay

Buwéc 2: Cau hinh firewalld:
- Kiém tra cac rule hién tai. Bam bao zone active c6 target KHAC gia tri
ACCEPT (DROP|REJECT|default):
firewall-cmd --list-all-zones

- Kiém tra trang thai ghi log deny. Pam bao trang théi 12 all:
firewall-cmd --get-log-denied

- Thém Rule cho két néi hop I¢ tiy nhu cau st dung. Vi du:
# add cdc dich vu cho phép inbound
firewall-cmd --permanent --add-service=ssh
firewall-cmd --permanent --add-service=ntp

- Cau hinh mic dinh ghi log cho cac két noi khong hop 1¢:
firewall-cmd --set-log-denied all

- Cau hinh drop cac két ndi inbound khong hop 1. Vi du déi véi active zone la
public, dam bao target khac gia tri ACCEPT:
# set target for zone public
firewall-cmd --permanent --zone=public --set-target=DROP

- Cau hinh drop cac két ndi outbound khéng hop Ié. Vi du tao policy nhu sau:
# tao policy filter cho tat ca cac két néi outbound
firewall-cmd --permanent --new-policy DefaultOutput




firewall-cmd --permanent --policy DefaultOutput --add-
ingress-zone HOST

firewall-cmd --permanent --policy DefaultOutput --add-
egress-zone ANY

firewall-cmd --permanent --policy DefaultOutput --set-
target DROP

# m& cac két n6éi outbound can thiét

firewall-cmd --permanent --policy=DefaultOutput --add-
rich-rule="rule family='ipv4' destination
address="10.255.251.69/32"' accept”

Budc 3: Load lai ciu hinh firewalld:
firewall-cmd --reload

3.4. Xba hoic vo hiéu hoa céc dich vy, ttng dung, giao thitc mang, céng két ndi khdng
su dung

Kiém tra trang thai caa Bluetooth

systemctl status bluetooth

Néu trang thai dang 1a Active, ding 1énh sau dé vo hiéu hoa
systemctl stop bluetooth

systemctl disable bluetooth

Kiém tra trang thai ciia Cups

systemctl status cups

Néu trang thai dang 1a Active, ding 1énh sau dé vo hiéu hoa
systemctl stop cups

systemctl disable cups

4. Nhat ky hé théng
4.1. Mac dinh ghi log thong tin dang nhap vao may chu
Ghi log cac hanh vi quan treng ciia may chii: Yéu cau thiét 1ap cau hinh ghi log toi
thiéu cac loai sau: message log, dmesg log, secure log.



Céu hinh nai dung tap tin /etc/rsyslog.conf véi ndi dung sau

$ModLoad imuxsock # provides support for local system logging
(e.g. via logger command)

$ModLoad imklog # provides kernel logging support (previously
done by rklogd)

$ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat
$IncludeConfig /etc/rsyslog.d/*.conf
*.info;mail.none;authpriv.none;cron.none /var/log/messages
authpriv.* /var/log/secure

mail.* -/var/log/maillog

cron.* /var/log/cron

uucp,news.crit /var/log/spooler

local7.* /var/log/boot.log

4.6. Y@u cau cau hinh luu log command nguoi dung hé thong véi HPH Linux
Luwu y: Chi can thao tac véi 1 trong 2 services: syslog hoac rsyslog, bo qua cac
commands vai service con lai

Kiém tra service nao dang chay

service rsyslog status
service syslog status

Budc 1: Thyuc hién backup file cau hinh

cp /etc/bash.bashrc /etc/bash.bashrc.back
cp /etc/syslog.conf /etc/syslog.conf.back
cp /etc/rsyslog.conf /etc/rsyslog.conf.back

Budc 2: Cau hinh ghi log command

- Thém vao cuébi file /etc/bash.bashrc (lwu ¥ ciu 1énh dudi ddy nam trén 1 dong)



export PROMPT_COMMAND='RETRN_VAL=$?;logger -p
local6.debug "[cmdlog] $(whoami) [$$]: $(history 1 | sed
"s/AL I*[e-9]1\+[ 1*//" ) [$RETRN_VAL] [$(if [ -z

"$SSH CLIENT" ]; then ctty=$(echo $(tty) | cut -d"/"
-f3,4);who | grep $ctty | cut -d"(" -f2 | sed "s/)//";
else echo $(echo $SSH CLIENT | cut -d" " -f1); fi)]""

Apply ciu hinh

\source /etc/bash.bashrc

- Céu hinh déy log vao file chua logs:

Thém dong cau hinh sau vao file /etc/syslog.conf hoic /etc/rsyslog.conf tly thudc
vao server chay syslog hay rsyslog (recomment thém vao sau dong local7.*
/var/log/boot.log, cho dé kiém soat)

#Log cmdlog
local6.* /var/log/cmdlog.log

- Khdi dong lai syslog

\/etc/init.d/syslog restart

Hoac

\/etc/init.d/rsyslog restart

- Kiém tra viéc ghi log trong files ghi log.

\cat /var/log/cmdlog. log

4.7.  Cau hinh thoi gian luu log téi thiéu 1a 03 thang (HPH Linux)
e Budc 1: Cau hinh noi dung tap tin /etc/logrotate.conf véi noi dung sau:

weekly
rotate 12
create
dateext
include /etc/logrotate.d
/var/log/wtmp {
monthly
create 0664 root utmp
minsize 1M

rotate 3

}

/var/log/btmp {
missingok
monthly

create 0600 root utmp




rotate 3

}

e Budc 2: Cau hinh log cho cac tap tin messagelog, syslog, kernel.log. .. nhu sau:

- Tao tap tin syslog trong /etc/logrotate.d/
#vi /etc/logrotate.d/syslog

- Sra ndi dung tap tin thanh:
/var/log/syslog

{

compress

postrotate

reload rsyslog >/dev/null 2>&1 || true
endscript

}

/var/log/mail.info

/var/log/mail.warn

/var/log/mail.err

/var/log/mail.log

/var/log/daemon.log

/var/log/kern.log

/var/log/auth.log

/var/log/user.log

/var/log/lpr.log

/var/log/cron.log

/var/log/debug

/var/log/messages

{
compress

delaycompress

postrotate

reload

rsyslog >/dev/null 2>&1 || true
endscript

}

e Budc 3: Khai dong lai dich vu rsyslog:

\systemctl restart rsyslog

- Kiém tra dam bao tat ca c&c sy kién quan trong déu duoc ghi lai log. Quan tri vién
c6 thé phan nhém céc su kién va ghi ra thanh cc tap tin riéng biét dé thuan tién trong
viéc theo do6i va giam sét.



- Hé thdng sé& kiém tra thoi gian rotate cho tat ca cac file cau hinh c6 trong thu muc
Jetc/logrotate.d/, vi vay can dam bao da cap nhat rotate cho tét ca céc file ciu hinh
¢6 trong thu muc nay.

- Trén CentOS, c6 2 dich vu log duoc su dung, 1a syslog va rsyslog. Tuy nhién syslog
6 nhiéu han ché trong viéc luu trit tir xa an toan, do vdy rsyslog dugc khuyén nghi st

dung.

- Cau hinh céc su kién ghi log dugc luu trong tip tin /etc/syslog.conf ddi véi syslog
va /etc/rsyslog.conf ddi véi rsyslog.
- Syslog va rsyslog hd tro nhiéu loai log hé théng véi nhiéu mac log, cu thé nhu sau:

e kern — kernel

e user — log cac ng dung cua ngudi dung

e mail/news/UUCP/cron — Email/NNTP/UUCP/cron
e daemon — system daemons
e auth — log lién quan tai xac thyc nguoi dung
e lpr —log lién quan dén dich vu in

e mark — thém timestamp vao dit liéu log

« local0-local7-8 log cho cac tuy chon kiém tra, thanh tra
e syslog — cac log khac cua dich vu syslog
e authpriv — cac log xac thuc khong thudc hé thong

Log hé¢ diéu hanh cé cac muc: emerg, alert, crit, warning, notice, info, debug

- Dya vao cac cau hinh trong bang dé xac dinh thoi gian log s& dugc luu trit trén hé

thdng trude khi bi x6a

Cau hinh Giai thich
Interval | Mot trong cac gia tri daily, weekly, monthly, va yearly. Bé don gian
hoa, cé&c gia tri daily, weekly, monthly, va yearly tuong duong vai 1,
7, 30, va 365 ngay
Rotate | So lugng file log s& dugc gitr lai sau mdi lan rotate. Vi du voéi rotate 7

va interval daily, s& giir lai log trong 7 ngay trude d6 (file.log.1 dén
file.log.7) ngoai file hién tai (file.log). Khi xoay vong lan thu 8, file
file.log.7 s& bi xda va cac ban con lai s& duoc day 1én. Néu rotate 14 0
cac file log cti s€ khong duogc gitr lai sau khi xoay vong - ching sé bi
x0a ngay. Chi log hién tai (file.log) dugc giir lai.

- Thoi gian log duoc giir lai s& bang Interval * Rotate . Cau hinh can thiét dé dat
dugc 90 ngay It trir log duoc ghi ¢ bang dudi day:

Cau hinh Interval

C4u hinh Interval

C4au hinh Rotate

Thoi gian lwu triv

theo ngay log (Ngay)
daily 1 >= 90 >= 90
weekly 7 >=13 >=91




monthly 30 >= 90

V|V
i
=W

yearly 365 >= 365

4.8. Dong bo thoi gian HDH vé may cha thoi gian tap trung (NTP server)
Cich 1: Pong bd bing dich vu systemd-timesyncd (Ap dung cho Ubuntu 16.04+)

Buwoc 1: Cai dat:
- Kich hoat va chay tién trinh duéi quyén root:
apt install -y systemd-timesyncd
systemctl enable systemd-timesyncd --now

Buréc 2: Cau hinh dong bd thoi gian:
- Cau hinh dia chi NTP server dong b thoi gian:
nano /etc/systemd/timesyncd.conf

- Vi du cdu hinh file timesyncd.conf: (Thay dia chi domain/IP bing dia chi kha
dung)
# /etc/systemd/timesyncd.conf
[Time]
NTP=pool.ntp.org 192.168.1.1 192.168.1.2
FallbackNTP=ntp.ubuntu.com
Buwéc 3: Kich hoat va chay tién trinh:
systemctl restart systemd-timesyncd

Ciach 2: Pong b bing dich vu ntp (Ap dung cho Ubuntu 16.04+)

Buwérc 1: Cai dat:
- Pam bao may chu c6 két ndi Internet. Thuc hién cai dich vu duéi quyén root:
apt install -y ntp
systemctl enable ntp --now

Buéc 2: Cau hinh dong b¢ thoi gian:
- Cau hinh dia chi NTP server dong b thoi gian:
nano /etc/ntp.conf

- Vi du cdu hinh file ntp.conf: (Thay dia chi domain/IP bang dia chi kha dung)
# /etc/ntp.conf
server 0.pool.ntp.org iburst
server 1.pool.ntp.org iburst
server 2.pool.ntp.org iburst




# /etc/ntp.conf

peer 192.168.1.1 iburst

peer 192.168.1.2 iburst
Buwéc 3: Kich hoat va chay tién trinh:

systemctl restart ntp

Ciach 3: Pong bg bing dich vu chronyd (Ap dung cho Ubuntu 20.04+)

Buwdéc 1: Cai dat:
- Pam bao may chu c6 két ndi Internet. Thuc hién cai dich vu dudi quyén root:
apt install -y chrony
systemctl enable chrony --now

Buéc 2: Cau hinh dong b¢ thoi gian:
- Cau hinh dia chi NTP server dong b thoi gian:
nano /etc/chrony/chrony.conf

- Vi du c4u hinh file /etc/chrony.conf: (Thay dia chi domain/IP bang dia chi kha
dung)
# /etc/chrony/chrony.conf
server 0.pool.ntp.org iburst
server 1l.pool.ntp.org iburst
server 2.pool.ntp.org iburst

# /etc/chrony/chrony.conf
peer 192.168.1.1 iburst
peer 192.168.1.2 iburst
Bwéc 3: Kich hoat va chay tién trinh:
systemctl restart chronyd

Cach 4: Pong b bang ntpdate va crontab (Ap dung cho Ubuntu 16.04+)

Bwérc 1: Cai dat:
- bam bao may chu co két noi Internet. Thuc hién cai dich vu dudi quyeén root:
apt install -y ntpdate

Buéc 2: Cu hinh crontab dinh ky dong b¢ thoi gian:
- Chinh stra cau hinh crontab:
crontab -e




Thém cau hinh dinh ky déng bo thai gian toi da 5 phat/lan. Vi du:
# crontab -e

*/5 * * * * Jusr/sbin/ntpdate -u pool.ntp.org >>
/var/log/ntpdate.log 2>&1

Luu crontab




