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Thuat ngip
Thuét ngir Dién giai Ghi chu
VCS-alJiant  Tén thwong mai clia s&n pham
IR Flow Incident Response Flow: luéng van hanh xt ly
céac Alert, diéu tra va phan tng.
Artifact Céc dbi twong diéu tra lién quan dén Alert nhuw:
dwdng dan file/registry/process
Detection Phat hién cac dbi twong lién quan dén Alert
Containment Qua trinh c6 lap may tinh: c6 |lap mang,
suspend tién trinh
Investigation  Qug trinh didu tra: dwa trén cac log sw kién
(event logs) hoac diéu tra cht déng bang céng
cu trén may ngudi dung.
Co6 cac cach diéu tra dwoc hé tro sau:
- Process Analysis
- Tim kiém event logs
Dung tool diéu tra: autoruns, listdlls
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Thuét ngir Dién giai Ghi chu
Response Qua trinh phan ng: tir két qua diéu tra, ngudi
van hanh x ly cac két qua diéu tra dwoc bang
cac cach:
- Response Scenario
- LiveResponse
Timeline Puwong thoi gian thé hién cac hoat ddng trong
IRFlow:
- Tao IR Flow
- Taol/déng phién Process Analysis
- Tao/ddéng phién Live Response
bong IR Flow

1. GIOI THIEU
1.1 Thwec trang hién nay

Ngay nay, cac té chirc, doanh nghiép tiép tuc gdp rat nhiéu khé khan véi viéc
phat hién, xac dinh, diéu tra va gidm thiéu cac dang phan mém déc hai tién tién trong
hé thdng. Cac cdng nghé phong chédng ma ddc truyén théng nhw antivirus dwa trén
ch¥ ky dang bi vwot qua mét cach cb y b&i nhirng ké tdn céng chuy&n nghiép co
trinh d6 cao v&i cac bd cong cu tAn céng, phan mém doc hai dwoc tly chinh va
hwéng muc tiéu cu thé. Nhiéu td chirc da thira nhan rang cac phwong phap phong
tha chdng phan mém doc hai truyén théng cha ho da that bai va mét chién lwoc méi
phai dwoc tao ra dé xac dinh nhivrng vi pham nay tai endpoint. Mét sé lwong dang ké
cac vi pham di¥ liéu gan day tir cac dang phan mém déc hai nang cao da lam tang
s quan tam cla khach hang dbi véi cac Giai phap phat hién va phan rng cho lép
endpoint (EDR) ma VCS-aJiant 1a mét trong sb do.

1.2 Swphét trién cta céng nghé

Céng nghé cla Giai phap VCS-aldiant giup bu dap cac thiéu sét cua cac cong nghé
dwa trén chir ky ma céc td chirc dang st dung nhu antivirus hay IPS/IDS dé cung
cap kha nang phat hién bat thwdng dwa trén hanh vi va cho cai nhin sau hon vé cac
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thdng tin cu thé co lién quan trén endpoint dé& phat hién va giam thiéu cac méi de doa
nang cao.

1.3 VCS-aldiant

VCS-aldiant c6 kha ndng cung cap théng tin chi tiét vé viéc lay nhiém phan mém
dodc hai va cac hanh vi mé réng pham vi tAn cdng (lateral movement) ctia nhirng ké
tan cdng khi ching thwe hién viéc do quét hodc st dung thdng tin bi danh cap trong
mang ndi bd ddi véi cac hé théng va ng dung.

Ngoai ra, VCS-adiant ciing bd sung cho cac cdng nghé bao mat hién c6 nhw
giai phap quan ly sw kién va théng tin bao mat (SIEM), cac céng cu giam dinh mang
(Network Forensics) va céac thiét bi phong chéng méi de doa tién tién (Advanced
Threat Detection), ddng nghia 1a bd sung vao danh muc céc giai phap phan &ng sw
cb an toan thong tin cla td chirc.

1.4 Céc thdng tin nang cap
Phién ban 3.3.0 mang dén cac tinh nang méi nhw sau:

- Cai tién tinh nang Login, Process Analysis theo thiét k& giao dién m&i, cai
thién trai nghiém nguoi dung va bd sung cac thdng tin process can thiét hé tro' ngudi
dung trong qua trinh diéu tra;

- Cai thién cac van dé trong phién ban cii nham da&m bao tinh &n dinh.

2. TONG QUAN
2.1 Cbéng nghé

VCS-aJiant str dung céng nghé Filter Driver (cho phép chay va theo d&i & murc
Kernelbased) thu thap cac théng tin bao gém File, Process, Registry, Network trén
may tinh nguoi ding va server. Cac dau hiéu vé file bao gobm (modified, delete,
changed attribute), vé registry (delete key/value, set value, rename key/value, create
key v&i access nghi ngd. Cac dau hiéu nghi ngd vé Memory dwoc dinh ki quét ra
soat lién tuc. Cac hanh vi dwoc xac dinh 1a nghi ngd dwoc day vé hé thdng Back-end
phan tich tap trung;
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Ludng nghiép vu diéu tra tAn cdng dworc thiét ké khép kin theo kich ban incident
response (IR Flow), hd tro phat hién va phan tich cac d4u hién b4t thwdng ngay trén
mot giao dién duy nhat. Cung cip cac chirc nang diéu tra (Forensic) sau trén
Endpoint. H6 tro lay file nghi ngd (Get Artifact), ddy cdng cu ra quét (Tool
Deployment), cho phép thwe hién diéu tra, cung cap bang chirng theo thdi gian thuc
(Process Analysis, Live Response), cho phép thuwc hién phan (rng khi phat hién mbi
de doa;

Ngay khi xac minh dwoc bat thwdng, Endpoint cung cap cac cong cu g& bd ma
doc trén dién rong (Response Scenario) bao gdm: c¢d 1ap mang may bi nhiém
(network containment), kill process, delete file/registry.

2.2 Kién trac hatang

Server Database Portal Admin

Endpoint Endpoint Endpoint
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C6 3 thanh phan chinh:

- Agent: L& thanh phan dwoc cai dat trén tirng may tram, may chd, c6 nhiém
vu gidm séat cac diu hiéu bat thweng trén cac may tram, may chd, gvi log vé may cha
guan tri tap trung;

- Cum may chu quan tri, xt ly tap trung va lwu triv: La thanh phan xa ly di
liéu dwoc glri vé tlr cac agent, déng vai trd chinh trong viéc phan tich va x ly di liéu
theo th&i gian thuc;

- Giao dién Web-Portal: La thanh phdn ma nguwdi quan tri sé st dung dé theo
ddi, giam sat va phan tich cac théng tin ca hé théng.

2.3 Lam viéc vé&i giao dién quan tri
Giao dién Web-portal bao gébm céc giao dién chirc ndng va cac ludng x& ly nhuw sau:

- Dashboard: théng k&, biéu dé truc quan vé tinh hinh an toan théng tin cda té
chuec;

- Alert management: danh sach cac alert vé cac dau hiéu xuat hién ma déc
trén may nguwdi dung;

- IR flow management: danh sach cac IR flow dwoc tao béi ngwdi quan tri trong
qua trinh diéu tra. Ludng x& ly bao gbém: Detection, Containment, Investigation,
Response;

- Investigation: danh sach céac céng cu phuc vu diéu tra (Process Analysis,
Event search va Deploy tools);

- Response: danh sach cac cdng cu phuc vu phan rng, x& ly sw cb (Live
response);

- Protect & Prevention: danh sach cac tinh nang phong chéng va bao vé may
tram (Application control va Endpoint firewall);

- Setting: danh sach cac chirc nang cai dat hé théng (Policy management,
Agent management, Group management, Rule correlation va Account management:
User, Role, Permission management);
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3. HUONG DAN S’ DUNG
A. Giao dién web Portal

3.1 DPang nhap

Bwdc 1:  Truy cap vao hé thdng tai dia chi dwoc cung cép;

viettel

aldiant

Signin

Bwéc 2: Dang nhap véi user/pass dwoc cap;

3.2 Dashboard VCS-aJiant

Céc tinh ndng chinh gdm cé:
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Organization Dashboard o OB/06/2022 - Now Bl o
e R I S - —
+1ne Suspicious @ e False Postive . Closed
16 O - 0 i 0
Security Operation
ALERTS BY STATUS o, Export data ALERTS BY SEVERITY &, Export data
1 — Cac thao tac voi div liéu trén Dashboard:

+ Trich xuét di liéu trén dashboard:;
+ Tim kiém di liéu t6i da 90 ngay gan day;
+ Lam mé&i dir liéu.
2 — Overview: Théng ké tdng quan tinh hinh an toan théng tin té chirc (thdng
gua trang thai agents va Alerts);

3 — Security Operation: Theo ddi tinh hinh van hanh an toan théng tin (théng
gua viéc theo doi van hanh Alert);

4 — Agent Monitoring: Theo déi tinh hinh cai dat va trang thai agents;

5 — Risk Detection: Theo d&i cac mdi nguy hai dén té chirc (thdng qua viéc
thdng ké cac dbi twong phat sinh nhiéu Alert chwa x& Iy nhat hé thdng);

- Phan quyén di liéu tai tinh ndng nhw sau:
+ User dang nhap thuéc group root: Hién thi di¥ liéu toan bo hé théng;

+ User dang nhap thudc group cap 1: Hién thij di¥ liéu tai toan bd group cép
1 va cac group con tryc thuéc;
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+ User dang nhap thudc group cap 2 tré di : Hién thj div liéu tai toan bd group
cép 1 chira group cla user dang dang nhap va cac group con truc thudc group cap
1 twong wng.

3.2.1 Thaotacvéidwliéu
3.2.1.1 Xuat di¥liéu
- Muc dich: Cho phép trich xuat di¥ liéu hién co6 trén giao dién dashboard bang
cach chon , ngoai ra bd sung cac sheet di¥ liéu chi tiét hé tro bao céo;

+ Truwdng hop 16i két ndi hoac khdng c6 dir liéu trén toan bd cac thanh phan
ctia Dashboard, khdng hé tro trich xuét, thao tac sé bj an di;

+ Trwdng hop co di liéu, hé tro xuét file dinh dang .xlsx;
3.2.1.2 Tim kiém theo ngay
- Cho phép diéu chinh khodng th&i gian can theo ddi tinh hinh an toan théng
tin tinh dén thei diém hién tai, mac dinh tinh tlr ngay trwdc d6 (Last day);
+ P& chon thoi diém bat dau cha khoang thdi gian can theo ddi, cé thé chon
thdi gian tuyét déi hoac twong dbi:

Absolute time range Relative time range

From

Last 90 days

08/06/2022 B |
‘. ) Last 60 days

Apply time range Last 30 days

Last day

e Thoi gian tuyét déi: La gia tri ngay bat diu cu thé, hé tro tdi da 90 ngay
ké tw hién tai;
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VD: Hién tai l1a 03 gi® sang ngay 07/06/2021, lwa chon ngay bat dau = “06/06/2021”.
> Khoang thdi gian theo d&i: 00:00 06/06/2021 dén 03:00 06/07/2021.
e Thoi gian twong dbi: La khoang thei gian twong dbi gitra ngay bét dau

va hién tai.
VD: Hién tai |4 03 gi® sdng ngay 07/06/2021, lwa chon ngay bat dau = “Last 30 days”.
Hé thdng tw dong tim ngworc lai 30 ngay trwdc va bat diu tinh to 00:00 cla ngay dé.
- Khoang thdi gian theo dai: 00:00 08/05/2021 dén 03:00 07/06/2021.

+ Sau khi chon khodng th&i gian muén theo déi, chon [ e R
tai lai di liéu twong rng.

3.21.3 Lam méidliéu

S L ae e g
- Muc dich: Cho phép lam méi di¥ liéu thi cong, chon dé cap nhat di¥ liéu
m&i nhat tinh dén thoi diém hién tai.
3.2.2 Théng ké Overview

- Muc dich: Cho phép théng ké nhanh vé tinh hinh an toan théng tin trén té
chire theo khodng thdi gian da chon trong phan tim kiém;

17 o ‘ 5.1M

+ Théng ké lién quan dén agents:

Sé théng ké Y nghia

Bao gébm 02 chi s6:

’;‘lG;TS" 1 — Tbéng s6 may da cai dat agent trén hé
+1 new agents théng (khdng phu thudc khodng thoi gian
tim kiém);
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2 — Tbéng s6b may méi cai dat agent trong
khoang th&i gian tim kiém;
(+: May mai cai dat, Remain unchanged: Khéng co6
may mai cai dat trong khodng thoi gian tim kiém)
Online Bao gébm 03 chi s6:
3274 - :
1 — Trung binh sO may Online trong khoang
+ BB4 agents ,
' thoi gian tim kiem (chi tinh thoi gian lam
viéc trong gi& hanh chinh 08:00 — 18:00);
2 — Ty lé may Online trung binh so v&i toan
hé théng;
3 — S6 lwong may Online trung binh chénh
|&éch so v&i chu ky truérc.
(+: S6 lwong may Online trung binh ting so v&i giai
doan trwdc, Remain unchanged: Khong c6 chénh
l&ch)
Offline
47% N i
2897 Bao gdm 03 chi sb
4 -898 agents

1 — Trung binh sé may Offline trong khoang
thdi gian tim kiém (chi tinh thoi gian 1am
viéc trong gi& hanh chinh 08:00 — 18:00);

2 — Ty lé may Offline trung binh so vé&i toan
hé théng;

3 — Sb lwong may Offline trung binh chénh
Iéch so v&i chu ky trwdce.
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(+: S6 lwong may Offline trung binh ting so v&i giai
doan trwdc, Remain unchanged: Khéng c6 chénh
|&ch)
Suspicious @ 1%
3748 Bao gém 03 chi sbé:
+ 1529 agents

1 — Tbéng s6 may da cai dat agent trén hé
théng (khdng phu thudéc khodng thdi gian
tim kiém) cé phat sinh Alert chwa dwoc X

s

ly;
2 — Ty lé may c6 phat sinh Alert so v&i sb
lwong may trén toan hé théng (khéng phu
thudc thoi gian tim kiém);
3 — Tbéng s6 may c6 phat sinh Alert trong
khoang thoi gian tim kiém.
(+: May maoi phat sinh Alert, Remain unchanged:
Khéng c6 may mai phéat sinh Alert trong khoang thoi
gian tim kiém)

+ Théng ké lién quan dén Alerts:

Sé théng ké

Y nghia

Alerts @

466354

+ 10386 alerts
has been updated

Bao gébm 02 chi sé:

1 — Tbéng sb Alert trén toan bd hé
thdng (khéng phu thudc khoang thoi
gian tim kiém);

2 — Tbéng sb Alert m&i phat sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém;
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(+: Alert mé&i phat sinh, Remain unchanged:
Khéng cé Alert m&i phat sinh trong khoang thoi
gian tim kiém)

New

10386

¥ -3627 alerts

100%

Bao gém 03 chi sé:

1 — Tbng sb Alert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW,

2 — Ty léAlert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW so voi toan bd Alert méi phéat
sinh hoac dwgc cap nhat trong
khoang th&i gian tim kiém:;

3 — Tbng sb Alert méi phat sinh hoéc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW chénh léch so v&i chu ky trwéece.

(+: Téng sb Alert méi tang so véi giai doan
trwdc, Remain unchanged: Tdng sb Alert méi
khong thay dbi so v&i giai doan truwéc)

Executing

0

Remain unchanged

0%

Bao gém 03 chi sé:

1 — Tbéng sbé Alert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
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(NEW, FALSE POSITIVE,
CLOSED);

2 — Ty léAlert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang théai <>
(NEW, FALSE POSITIVE, CLOSED)
so v&i toan bd Alert méi phat sinh
hoac dwoc cap nhat trong khoang
thdi gian tim kiém;

3 — Tbng sb Alert mé&i phat sinh hoéc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
(NEW, FALSE POSITIVE, CLOSED)
chénh Iéch so véi chu ky truérc.

(+: Tdng sb Alert tdng so v&i giai doan truérc,
Remain unchanged: Téng sé Alert khdng thay
dbi so v&i giai doan truwée)

False Positive

0

Remain unchanged

0%

Bao gébm 03 chi s6:

1 — Tbéng sbé Alert méi phéat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED;

2 — Ty lé Alert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED so voi toan bd Alert moi
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phéat sinh hoac dwoc cap nhat trong
khoang th&i gian tim kiém:;

3 — Tbng sb Alert m&i phéat sinh ho&c
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED chénh léch so vo&i chu ky
trwéece.

(+: Téng sb Alert tang so v&i giai doan trwdc,
Remain unchanged: Téng sé Alert khdng thay
dbi so v&i giai doan truwée)

Closed

0

Remain unchanged

0% Bao gébm 03 chi s6:

1 — Tbéng sbé Alert méi phéat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE;

2 — Ty lé Alert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE so véi toan bd
Alert mé&i phat sinh hoac dwoc cap
nhat trong khodng thei gian tim kiém;

3 — Tdng sb Alert mé&i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE chénh Iéch so v&i
chu ky trwéce.
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(+: Tong sb Alert tdng so v&i giai doan trudec,
Remain unchanged: Tdng sb Alert khdng thay
dbi so v&i giai doan truwée)

3.2.3 Theo dbi Security Operation

- Muc dich: Cho phép theo d&i tinh hinh van hanh an toan théng tin (théng qua
viéc theo d6i van hanh Alert) theo khodng thoi gian da chon trong phan tim kiém:

+ Théng ké tinh trang x& ly Alert theo trang théi;

+ Théng ké Alert theo mirc d& nguy hai;

+ Trich xu4t di¥ liéu twong trng trong cac biéu db;

pppppp

aliant

Organization Dashboard e

17

Security Operation  Agent Manitoring

ALERTS BY STATUS

12

New Executing
17 0
+8a Remain unchang

ALERTS BY SEVERITY &, Export data
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Biéu dé/théng ké

Y nghia

Alert by status

Biéu d& mién - Theo d&i tinh hinh ghi nhan cac Alert
m&i ghi nhan hoac c6 cap nhat trong khoang thoi
gian tim kiém, bao gém:

- Truc x: thoi gian;

- Truc y: Ty Ié Alert phan chia theo 04 nhém
trang thadi = (New, Executing, Closed, False
Positive);

o, Export data

- Cho phép chon | dé tai vé danh

sach Alert sép xép theo trang thai.

Alert by severity

- Biéu db tron - Theo ddi tinh hinh ghi nhan
Alert méi ghi nhan hoac cé cap nhat theo mirc dd
nguy hiém trong khoang th&i gian tim kiém, bao
gdm:

- Ty lé: ty I& Alert tai t'ng mirc d6 nguy hiém;

- Tai gitra biéu d6 hién thj tdng sb Alert méi
hoac cé cap nhat trong khoang thoi gian;

o, Export data

- Cho phép chon | dé tai vé danh
sach Alert sép xép theo mirc do nguy hiém.

3.2.4 Theo dbi Agent Monitoring

- Muc dich: Cho phép thdng ké agents theo trang thai va thdng tin hé diéu hanh
theo khodng thoi gian da chon trong phan tim kiém:

+ Thdng ké trang thai agent (Trwc tuyén, ngoai truyén);

+ Thdng ké agent theo hé diéu hanh, phién ban hé diéu hanh;

+ Trich xu4t di¥ liéu théng tin agent;
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Shant =
Organization Dashboard e (=] o
5 12 N I'|7' 0
17 5.1M
o 16 @ 0 0
Biéu dé/théng ké Y nghia

Agent by status

- Biéu d6 mién- Theo d6i tinh hinh ghi nhan
may theo trang thai (Online/Offline) trong chu ky bao
cdo tinh dén thei diém hién tai, bao gébm:

- Truc y: Ty Ié may phan chia theo 02 nhém
status (Online, Offline);

- Truc x: thoi gian théng ké;

- Hién thi sé lwong may khdng online 1an
nao (trong trwdng hop may qua 30 ngay khéng
online, tw déng khdng ghi nhan may).

Agent by operation system

Biéu d6 tron - Theo ddi tinh hinh ghi nhan may theo
OS, bao géom:

- Ty lé: ty |&é may tai tirng OS;

- Phan ghi chu liét ké danh séach cac hé diéu
hanh: Windows, MacOS, Linux, cac hé diéu hanh
khac;
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- Cho phép chon (s | g5 sl & danh
sach may sap xép theo thdng tin hé diéu hanh.
Agent by OS version Théng ké top phién ban hé diéu hanh cai dat trén

may nhiéu nhat;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5.

3.2.5 Theo dobi Risk Detection

- Cho phép theo ddi cac mébi nguy hai dén té chirc (théng qua viéc théng ké
cac dbi twong phat sinh nhiéu Alert chwa x& ly nhat hé théng):

+ Thbéng ké top cac nhém phat sinh nhiéu Alert nhat;
+ Théng ké top agent phat sinh nhiéu Alert nhét;
+ Théng ké top céc ruleid va scenario phéat sinh nhiéu cdnh bsao nhét;

+ Trich xu4t di¥ liéu théng tin theo déi twong nguy hai;

aaaaaa
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Biéu dé/théng ké

Y nghia

Total groups at risk

Téng sb nhdm co6 chira may tinh phat sinh Alert moi
ghi nhan ho&dc c6 cap nhat (khong ké Alert false
positive va closed, khéng k& nhém da bj xda) trong
thoi gian tim kiém:;

Ty 1é nhdm kha nghi so v&i toan bd nhdm trén hé
théng (khdng k& nhém da bi xoa).

Top groups at risk

Biéu db cot — théng ké top nhém ¢ chira nhiéu may
tinh phat sinh nhiéu Alert m&i ghi nhan ho&c cé cap
nhat nhat (khong k& Alert false positive va
closed, khdng ké nhém da bi x6a) trong thei gian tim
kiém:

- Truc x: sb lwong may phat sinh nhiéu Alert
tai t'ng nhom,;

- Truc y: tén nhém twong &ng;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5;

&, Export data

- Cho phép chon | dé tai vé danh

sach nhém may tinh phat sinh Alert.

Total agents at risk

Téng sb may tinh phat sinh Alert méi ghi nhan hoéc
c6 cap nhat (khdng ké Alert false positive va
closed, khéng k& may tinh da khéng hoat ddong qua
30 ngay gan day) trong thoi gian tim kiém;

Ty I& may kha nghi so v&i toan bd may trén hé théng
(khéng ké may tinh da khéng hoat déng qua 30 ngay
gan day).

Top agents at risk

Biéu d6 cot — théng ké top may tinh phét sinh nhiéu
Alert mé&i ghi nhan hoac c6 cap nhat nhat (khéng ké
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Alert false positive va closed) trong thoi gian tim
kiém:;

- Truc x: sb lwong Alert tai trng host, phan
chia r6 ty |é theo severity = (Critical, High, Medium,
Low)

- Trucy: tén may twong ng;

- Cho phép thay dbéi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5;

o, Export data

- Cho phép chon | dé tai vé danh

sach may tinh phat sinh Alert.

Alerts by RulelD

Théng ké top rule Id phat sinh nhiéu Alert méi ghi
nhan hoéc cé cap nhat nhat trong théi gian tim kiém:;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 15, Top 20. Mac dinh chon Top 5.

Alerts by scenarios

Théng ké top Scenario phéat sinh nhiéu Alert méi ghi
nhan hodc c6 cap nhat nhat trong chu ky béao céo
tinh dén thoi diém hién tai: Cho phép thay ddi
khoang théng ké&: Top 5, Top 10, Top 15, Top 20.
Mac dinh chon Top 5

3.3 Dashboard Anti-malware

- Chtrc ndng cung cap cac biéu dd tric quan phuc vu theo ddi tinh hinh an

toan thdng tin cta té chirc thong qua sé liéu lién quan dén viéc tiéu diét ma doc;
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Organization Dashboard (Anti-malware) & &, Export this Dashboard 20/07/2021 - Now B o
INFECTED DEVICES Resalved - Remained MALWARE Resolved Remained
I:I o 1% 8% 2%
= 22, 58 37.9%) 2 20 65.5K 50.9K 14.6K

TOP INFECTED MALWARE GROUPS Tog

Display groups that include the largest number of devices with detected malware. P v

ennt_test105 [ ]

—— ]

o 2 4 6 8 0 12 4 1% AL] 20 22 24
S RESOLVED wmmm  REMAINED
Cac tinh nang chinh gébm co:
Organization Dashboard (Anti-malware) & 20/0772021 -Now Bl e
1
3 e Resolved = Remained MALWARE Resolved Remainod
% 9% 8% 2%

LB 22uwm 2 20 65.5K 50.9K 14.6K
2

TOP INFECTED MALWARE GROUPS

Display groups that include the largest number of devices with detected malware Tops v

liennt_test105 [ ]

liennt_test301 -

0 2 4 6 8 10 12 14 16 18 20 22 24
— RESOED  REMAWED

3

4 — Cac thao tac voi div liéu trén Dashboard:
+ Trich xuét di liéu trén dashboard:;
+ Tim kiém di liéu t6i da 90 ngay gan day.
Lam m&i dir liéu;
5 — Overview: Théng ké tdng quan tinh hinh an toan théng tin té chirc (théng
gua trang thai devices va threats);

6 — Risk Detection: Theo ddi cac mdi nguy hai dén td chirc (théng qua viéc
thdng ké cac dbi twong phat sinh nhiéu ma déc nhéat hé théng).

- Phan quyén di¥ liéu tai tinh ndng nhw sau: Cho phép hién thi toan bd di liéu,
khéng phan theo don vi.
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3.3.1 Thaotacvéidwliéu
3.3.1.1 Xuat dirliéu

- Cho phép trich xuét di¥ liéu hién c6 trén giao dién dashboard bang cach chon

, ngoai ra bd sung cac sheet di¥ liéu chi tiét hd tro bao céo:

+ Trwong hop 16i két ndi hodc khoéng co dir liéu trén toan bd cac thanh phan
ctia Dashboard, khdng hé tro trich xuét, thao tac sé bj an di;

+ Trwdng hop co dir liéu, hé tror xuét file dinh dang .xIsx
3.3.1.2 Tim kiém theo ngay
- Cho phép diéu chinh khodng th&i gian can theo ddi tinh hinh an toan théng
tin tinh dén thei diém hién tai, mac dinh tinh tlr ngay trwdc d6 (Last day):
+ P& chon thoi diém bat dau cha khoang thdi gian can theo dbi, cé thé chon
thdi gian tuyét déi hoac twong dbi:

Absolute time range Relative time range
From

Last 90 days

Last 60 days

Last 30 days

Last 24 hours

e Thoi gian tuyét déi: La gia tri ngay bat dau cu thé, hd tro tdi da 90 ngay
ké ttr hién tai.
VD: Hién tai 1a 03 gi& sang ngay 07/06/2021, lwa chon ngay bat dau = “06/06/2021”
> Khoang thdi gian theo dai: 00:00 06/06/2021 dén 03:00 06/07/2021.

e Thoi gian twong dbi: La khoang thoi gian twong dbi gitra ngay bat dau
va hién tai.
VD: Hién tai la 03 gidr sdng ngay 07/06/2021, lwa chon ngay bat dau = “Last 30 days”.
Hé thdng tw dong tim ngworc lai 30 ngay trwde va bat dau tinh t 00:00 cla ngay dé.
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- Khoang théi gian theo ddi: 00:00 08/05/2021 dén 03:00 07/06/2021.

+ Sau khi chon khoang thdi gian muén theo déi, chon | = ' gé
tai lai di liéu twong &ng.
3.3.1.3 Lam méi de@liéu
- Cho phép lam méi dir liéu tht céng, chon dé cap nhat dir liéu m&i nhat
tinh dén thoi diém hién tai.
3.3.2 Théng ké Overview

- Cho phép théng ké nhanh vé tinh hinh an toan théng tin trén té chirc theo
khoang thoi gian da chon trong phan tim kiém

D 2 *) 20 ® 65.5K 50.9K ™) 146K

+ Théng ké lién quan dén agents:

Sé théng ké Y nghia
ke Bao gébm 03 chi s
1 — Tbéng sb may bj lay nhiém trén hé
thdng trong khoang thoi gian tim
kiém

2 — Tbng sb6 may cai dat agent trong
hé théng (khéng ké thoi gian tim
kiém)

3 — Ty lé may bilay nhiém so va&i toan
bd may cai dat agent trong hé théng
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Resolved o Bao gom 02 chi so:

0 1 — Tbéng sé may bij lay nhiém trén hé
théng da dwoc x& ly thanh cong

2 — Tylé may bjlay nhiém dwoc xr ly

thanh cong so v&i toan bd may bi lay
nhiém trén hé théng.

Remained :

D%

0

Bao gébm 02 chi s6:
1 — Tbng sb may bi lay nhiém trén hé
théng chwa dwoc x ly thanh cdng
2 —
Xt ly thanh cdng so v&i toan bd may
bi lay nhiém trén hé théng

Ty |& may bi lay nhiém chwa duwoc

+ Théng ké lién quan dén alerts

Sé théng ké

Y nghia

MADOC

1.960

Bao gébm 01 chi s6:

1 — Tbéng sb ma doc ghi nhan trén toan bd
hé théng

112

Bao gém 02 chi s6:
1 —
xt ly thanh coéng;
2 _
S0 vOi toan bd ma déc ghi nhan trén hé
thdng.

Téng sb ma doc trén hé théng da dwoc

Ty 1é ma déc da dwoc xtr ly thanh céng
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1.é48 o

Bao gém 02 chi sé:
1 — Tbéng sb ma doc trén hé théng chua
dwoc xtr ly thanh cong;
2 — Ty lé ma déc trén hé thdng chua duoc
Xt ly thanh c6ng so v&i toan bé ma doc ghi
nhan trén hé théng;

3.3.3 Theo doi Risk Detection

- Cho phép theo ddi cac mébi nguy hai dén té chirc (théng qua viéc théng ké
cac déi twong nhiém ma doc nhiéu nhat hé théng):

+  Théng ké top cac nhém bi 1ay nhiém:;
+  Théng ké top cac may bij lay nhiém:;
+  Théng k& may theo trang thai;

+  Théng ké cac ma doc thwdng gap;

+  Théng ké tinh trang x& ly virus;
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Béng diéu khién 8 chiic (Anti-malware) &

CAC MAY THED TRANG THAI
Hie I 00 T i 1 €09 cc iy

j MAY BI LAY NMIEM B8 gidi quyét : Conlal @ MA BOC 08 gl quyst - Conlal m\
p PR 2 20 65.5K 50.9K ©  Taek
CAC NHOM MAY B) LAY NHIEM HANG DAL
it 9 c nivem c0 £1ugmg may co m dbc e phat e ign bt TS v
_—

- e

_— -

(CAGMA DOC THUDNG GAP HANG DAL
i th s m 0o o

L) phist hidn Thutng cuyln AL rdn méy 1rong Mang. ips v
w—  Binh thutng 48 (84.22%)

— —
—

CAC LOAI MA DOC DA PHAT HIEN VA CAC KET QUA XIJ ¥ MA BOC

- I

e _—

e ]

- -

- I

e 1

. 1

joke |

- |

Biéu da/thdng ké

Y nghia

Top infected device groups

- Biéu do cot liét ké nhém may c6 nhiéu may
lay nhiém ma doc nhat trong thdi gian tim kiém tinh

dén thoi diém hién tai:

- Truc x: sb lwong may lay nhiém ma doc tai
ttrng nhém theo trang thai x& ly (Resolved - may co
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toan bd ma déc da xr Iy va Remain - may ¢ it nhat
01 ma doéc chwa xt& ly xong);

- Trucy: Tén nhdm may twong ng;

- Cho phép thay dbéi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5

Top infected devices

Biéu d6 cot liét ké may bi lay nhiém ma doc
nhiéu nhat trong thdi gian tim kiém tinh dén thoi
diém hién tai:

- Truc x: sb lwong ma ddéc lay nhiém theo
trang thai xt&r ly (Resolved va Remain);

- Trucy: Tén may twong ng;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5.

Devices by status

Biéu db tron - Theo ddi tinh hinh may trong hé théng
theo trang thai tai thoi diém hién tai, bao gdm:

- Ty lé: Ty Ié may tai tirng trang thai so véi
tdng sb toan bd may.

Top frequent threats

Biéu dd cot liét k& ma doc lay nhiém nhiéu nhat trong
thdi gian tim kiém tinh dén thei diém hién tai:

- Truc x: s6 lwong ma doc phat sinh;

- Trucy: Tén loai ma déc;

- Cho phép thay dbéi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5.

Types of detected viruses
and disinfected results

Biéu do cot liét ké virus xuat hién trong thoi gian tim
kiém tinh dén thoi diém hién tai (sdp xép theo sbé
lwong virus gidm dan):

- Truc x: sb lwong virus phéat sinh theo trang
thai x ly;
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- Trucy: Tén virus

3.4 Man hinh Setting
3.4.1 Agent Management

- Muc dich: Chirc nang Agent Management hd trg ngwdi quan tri quan Iy cac
agent da cai dat bao gébm:

+ Xem danh sach céc agent va cac thdng tin chung;
+ Xem chi tiét cGa Agent;

+ Chon nhanh céc agent va thiét 1ap mét sb cai dat (policy, update group);

\lll:‘[.lEl -
aliant =

Agent management @ cuidel

- Heé théng hd tro thuc hién cac tinh ndng:
1 — Xem danh sach cac agent da dwoc cai dat trén hé théng:

+ User dang nhap thudc group root: Hién thj tat cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thj tt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tAt c& Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tat cad Agent
thudc group cla user dang login;
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+ Mbi agent dwoc hién thi cac thdng tin chung gém: Name, Status, Group,
Update Group, Last Ping, First Ping, DNS, Policy, AgentID, PlatForm, PlatForm
Version, Architecture, DNS, Version.

2 — H6 tro chirc ndng tim kiém Agent theo AgentID, ComputerName, OS,
Architecture, Platform, Policy, IPDCN, Online, Update Group, Group ID, IP,

“n

Mac, Version. V&i moi tiéu chi tim kiém thi hé tro cac toan tlr tim kiém “=”,

w=r «_n.
LR ’

St =
Agent managemen @ s
- Vidu vé cac cau tim kiém:
+ Tim kiém v&i diéu kién “=":
et -
Agent management @ cuidelines
T re

+ Tim kiém voi diéu kién “1=":
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viettel p—
aldiant =
Agent management @ cuidel
First Ping Last Ping
2 result(s)
N . X ;o 4 A A w o,
+ Tim kiém v&i dieu kién “~”:
viettel -
aliant 2
Agent management e
1 resul; v

+ Tim kiém theo tiéu chi két hop AND:
T =
Agent management %)
1 ves

+ Tim kiém theo tiéu chi két hop OR:
aJiant =
Agent management @ ouic
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3 — Chon nhanh 1 agent/ 1 nhém cac agent dé thiét lap Policy

viettel .
aliant Setting / Agent Management mou O
@ Guidelines

FistPing LastPing () m

Agent management

05/04/2022 14:49.51 10611882

B
Test /06/2022 17-24:2 07/06/2022 10:5023 10611882
N WA WA

N/

+ Tich chon 1 agent/ nhiéu agent d& vao phién Multiselected;

+ Thwc hién Set Policy:

e Chon Policy:

viettel
@ suideline

aliant e
FirstPing () LastPing ) a

Agent management

3 resuhis) fiew column v
Selected (2) SetPolicy  Movetgroup  Set updste group. Cancel
NAMI a =} +
1061.1882 phula_test

Policies
09/06/20: 13:58 05/04/2022 14:49.51

alhy
bunt Test 09/06/2022 17:24:22 07/06/2022 10:50:23 1061.188.2 anhnn_full features
NiA NiA NiA

N/A

e X&c nhan thao tac bang cach chon nut “Set policy”;
e X&c nhan huy thao tac bang cach chon nut “Cancel”.

4 — View Column: C4u hinh hién thj cac c6t theo mong mudn.
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View column ~

Search in dropdown list...

5 — Xem chi tiét 1 agent bang viéc click duplicate chuét vao 1 row bat ky

Hé théng hé tro nguoi dung thiét 1ap Policy, Update Group va Move to group cho
Agent 1 cach nhanh chong.

+ User dang nhap thudc group root: Hién thi tat cd Group trong hé théng;
+ User dang nhap thudc group default: Hién thi Group default;

+ User dang nhap thudc group cha: Hién thj tAt cd Group thudc user dang
login va cac user thuéc group con twong &ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thi tAt cd Group
thuéc user dang login;

- Tab General info

+ Heé théng hién thj cac théng tin chung vé agent gém: Cac théng tin chung,
CPUs, Network Interfaces, Default Gateway, DNS Server;
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Vst S — #Offine Agent localhost localdomain
aliant e o e B

Agent management

3 result(s)
Locathost Locaidomain Offline Default Phul tthis
Ubuntu1g Offline Defoult Test
Generalinfo
WA Offline N/A NA _—

- Installation Files Version

+ Théng ké tat ca cac file cai agent, bao gbm céc théng tin: Tén folder chira
file cai, File name, Version;

+ HO tro search nhanh theo File name, Version vao text box search

viettel

aliant Setting / Agent Management Agsi £9686AD

® Offiine  Agent localhost.localdomain

Agent management

t pro;
licy pdat M
e : m
Localhost.Locaidom; Offline Default Phula_test About this agent
Jbuntu18 Offline Default Te
< n Installation Files Version i
NIA Offline N/A A _—
Disy I
AJIAN VESUpdater
co VESSve
dri i
RWorker

VESConfigurationManager
Agentinfo

VESConnectionManager

- Installed Certificates

+ Thdng ké tat ca cac certificate trén may cai agent, bao gém cac théng tin:
Danh sach certificates trén may, Issused by, Issused to, Expiration date, Status;
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+ Trwong hop mudn xem chi tiét véi nhidu thong tin hon, chon © | hién
thi man hinh nhw sau:

Certificate *
FRIEMDLY_MAME Microsoft Root Certificate Authority
SSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
KEY_USAGE Digital Signature, Mon-Repudiation, Certificate Signing, Off-line CRL Signing, CRL
Signing (c6)
SIGNATURE_ALGORITHM shalR3A
STATUS R
SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
VALID_FROM 10/05/2001 06:19:22

- Scheduled Tasks

+ Théng ké tat ca scheduled tasks trén may cai agent, bao gém céac théng
tin: Danh sach cac scheduled tasks, Name, Status, Trigger, Next time run, Last time
run, Author, Created,;

+ Chon ™ » hodc "#> dé& tuy chinh viéc hién thj théng tin bd sung cho
trng task;

+ Hover vao task va chon (i) dé& xem thong tin day dd cla task dwéi dang
xml
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XML Detail X

<?xml version="1.0" encoding="UTF-16"?=>
<Task version="1.2" xmins="http://schemas microsoft. com/windows/2004/02/mit/task"=
<Registrationinfo=
<Date>2021-03-09T18:36:49.6502882</Date>
<Author=VCS\Administrator</Author=
<URI=\dffffff</URI>
</Registrationlnfo=
<Triggers />
<Principals>
<Principal id="Author">
<Userld=5-1-5-21-3942219608-2752901308-3935319899-500</Userld=
<LogonType=Interactive Token</LogonType:
<RunLevel=LeastPrivilege</RunLevel=
</Principal>
</Principals>
<Settings> "
<MultiplelnstancesPolicy=IgnoreNew</MultipleInstancesPolicy =
<DisallowStartifOnBatteries>true</DisallowStartlfOnBatteries>
<StopliGoingOnBatteries>true</StoplfGoingOnBatteries:
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable>false</StartWhenAvailable>
<RunOnlylfNetworkAvailable>false</RunOnlylfNetworkAvailable>
<|dleSettings>
<StopOnldleEnd=true</StopOnldieEnd=
<RestartOnldle>false</RestartOnldle=

4, Export to XML

4, Export to XML

+ Chon dé tai vé thong tin scheduled task, hé tro dinh dang

xml

- Disks & partitions

+ Théng ké tat ca disks & partitions trén may cai agent, bao gém céac théng
tin: Danh sach Disks, Partition, Volume name, Serial, Drive type, File system,
Capacity, Available

+ Chon ™ hoac ~ dé tuy chinh viéc hién thij théng tin bd sung cho tirng disk.
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#Online. Agent DESKTOP-R2GBJEF

viettel
aliant

Agent management

- Environment variables

+ Théng ké tat ca environment variables trén may cai agent, bao gém cac
théng tin: Danh sach system va users, tén bién, gia trj trwc thudc system hodc user;

+ Chon ~ hoadc ~ dé thy chinh viéc hién thi théng tin bd sung cho trng disk.

#Gnline. Agent DESKTOP-R2GBEF

viettel
aliant

Agent management

Felease

- Tab Installed Software

+ Thdng ké tat cd phdn mém da cai trong agent bao gém théng tin: Tén phan
mém, version cai, ngay cai;
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+ H6 tro search nhanh phdn mém Antivirus da cai hodc nhap tén phan mém
vao text box search;

- Tab Required Software

+ Théng ké tat ca phan mém bét budc da cai hoac chwa cai trong agent bao
gdm théng tin: Tén phan mém, version cai, trang thai cai;

+ Hb tro search nhanh phdn mém bat budc chwa cai dat trén may hoac nhap
tén phan mém vao text box search.

- Tab User list

+ Théng ké tat ca User dang nhap trong agent bao gém théng tin: Tén user,
active, administrator

6 — Chon nhanh 1 agent/ 1 nhém cac agent dé thiét Iap Move to group

+ Tich chon 1 agent/ nhiéu agent d& vao phién Multiselected;

nnnnnn

aliant a 2

Agent management @ Guidelines

+ Thwc hién Move to group:
Danh sach Group trong combobox Move to group:
e User dang nhap thudc group root: Hién thj tt c& Group trong hé théng;
e User dang nhap thudc group default: Hién thi Group default;

e User dang nhap thudc group cha: Hién thj tt ca Group thudc user dang
login va cac user thuéc group con twong &ng;

e User dang nhap thudc group mot hodc nhiéu con: Hién thj tAt ca Group
thuéc user dang login;
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+ Chon nhanh 1 agent/ 1 nhom céc agent dé thiét 1ap Set update group:

e Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected;

10.61.188.2 anhnn_full_features 338

e Thyc hién Set update group;

Lwuy:

+ Move to group: Chuyén agent vao cac group cé trong man hinh Group
management;

+ Update group: chuyén agent vao cac group lwu trir cac file chay duai
Agent, mdi group c6 cac file chay khac nhau dwoc dinh nghia trong server.

3.4.2 Policy Setting

- Muc dich: H6 tro ngwi dung quén ly danh sach cac chinh sach thiét 1ap cho
cac Agent;
- Man hinh giao dién khi ngw®i dung truy nhap vao Setting >> Policy Setting:

pppppp

aliant B u O

Policy management 2]

1 — Hién thi danh sach cac Policy da dwoc tao trén hé théng. Mbi 1 policy
gdm céc théng tin: Tén, sé lwong Agent dwoc ap chinh sach, Thei gian tao,
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th&i gian cap nhat, Thoi gian ap chinh séch, trang thai (c6 2 trang thai:
Applied va Not Applied);

2 — Tao mé&i mét chinh sach: Click vao nuat “Create” hé thdng hién thi Popup
tao m&i chinh sach nhw sau:

9 Guidelines

POLICY NAME

full_feature s_huyerlpkl |

LNTILE S0 ERORILY Fldr e’ 7 Ter LredTel

Bdle

Lwu y: khi tao méi: Tén Policy khdng dwoc trung véi cac Policy da tao trwdc dé.

- Sau khi tao méi policy thanh céng hé théng sé hién thi man hinh chi tiét cta
1 policy:
R

AGENT SERVICE LIST PLUGIN UST MODULE LIST

EventSuberiber

EventPolicy
WindowsEventiog —

Antikeylogger @&

SysmonConfig

— ProcessAnalysis

PeriodicScan

AdvanceCollector

_ = S

ApplicationControl

EndpointFirewall

BlsPlugin o)

NacAuPlugin

Configuration guidelines
- policy ion: Press edit configur button to edit

Inedit mode: Press check/uncheck button to add/remove a node

After completed editting: Press save configuration button to save configuration or cancel button to comeback previous configuration

- M6 1 policy tao xong thwong cé 3 core service mac dinh:
ConfigurationManager, ConnectionManager, Updater. Lwu y 3 service nay khdng
duwoc phép xo6a khoi hé théng. Cac budc dé& cau hinh cho 1 policy:

Bwéc 1:  Click nat =" |dé thay ddi cay Policy
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Bwéc 2: Khi & trong ché do Edit, nguoi dung dwoc phép Check/Uncheck dé
Add/Remote céac service khac:

AGENT SERVICE LIST PLUGIN LIST MODULE LIST

,, NS

ApplicationContro

EndpointFirewall
BlsPlugin o]

HacAuPlugin

CoreService PerformanceControl

Configuration guidelines

- Change mode of policy tree config;

Bwéc 3:  Sau khi hoan thanh ché do edit:
e Nguoi dung nhan nut “Save config” dé lwu cac thay déi;

e Nguoi ding nhan nat “Cancel” dé hay thao tac cap nhat Policy va hé
thdng quay lai ciu hinh trwédc day.

Bwéc 4:  Click icon K= dé thwe hién cAu hinh chi tiét cho tirng module/Plugin cla
cac Service.

- WindowsEventLog: cau hinh cac ngudn log |y duéi Agent:
- EventSubcriber: chi dinh cac kénh l4y log
- Yéu ciu dir liéu:
+ Trwdng event_filter (loc theo Event ID): cac string con cach nhau d4u
phay (,);
VD: “4”: loc cac event co eventlD = 4
“-689”: loc cac event c6 eventID # 689

+ Trwdng providers cac string con cach nhau dau chdm phay ());

+ Céc trwdng bat budc phai dién: subs_type, channel;
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+ Channel: nguén log;
+ sub_type:
e PUSH: khi c6 event m&i = goi ham cta VCS-aJdiant dé xt ly;
e POLLING: VCS-aJiant sau 1 khoang th&i gian chi déng 13y log;
e PULL: VCS-aJiant cht ddng l4y log sau 1 khoang thoi gian;

- Sau khi c4u hinh xong can Save lai:

PULL

PULL

PULL

+ EventPolicy: Thiét 1ap policy dé& enable/disable 1 sb loai log ma hé théng
mac dinh chuwa co;

e Yé&u ciu: cé it nhat 1 trwérng dwoc chon

Event policy canfiguration

Accountlogon T powershell

Account Management

Detail Tracking

+ EventChannel: ciu hinh chi tiét 1 sé nguén log:

e Retention: ¢6 lwu log xoay vong hay khéng (Néu chon Rentention thi
khi file log day c6 log m&i sé& ghi dé 1én log cii nhat);

e Log file path: dwirng dan file log;
e Log file size: kich thworc file log;

e Y&u cau: tit ca dir liéu déu phai dién;
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Event channel configuration

+ SysmonConfig: enable/disable sysmon tool trén Agent dé 13y log sysmon:
Microsoft-Windows-Sysmon/Operational;

e Antikeylogger: la mét SelfRun Plugin cia VCS-aJiant, c6 nhiém vu dinh
ky quét toan bdé may dé tim ra KeyLogger dang chay trén may néu co;

e Scan setting: cu hinh céac loai KeyLogger can quét;
e Yéucau:

o Scan cycle: min la 1 phat, max la 180 phut;

o Chon it nhéat 1 loai Keylogger;

+ Whitelist setting: cau hinh whitelist 1 s phan mém theo dwdng dan cla
file trén & dia hodc theo chi ky sbé (cert) cua file chay key logger

e Yé&u ciu: dién day da cac tredng;

e Sau khi nhap xong can “Save” lai cau hinh:

White list setting

+ Self defend: Bb sung co ché chdng unintall cho Self Defense;

e Y&u cau: Lya chon Chon Drivers > Tich chon Self Defense dé bat tinh
nang Self Defense hodc bé chon dé tat > chon Save > chon Apply Policy;

e Sau khi cap nhat thay déi xong can “Save” lai cau hinh:
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Policy detail - anhnn_full_features
et ey
G
m Evi—nrr,hannn\ &
-
Iy
[
File Monitoring. Registry Monitoring Self Defense.
Process Monitering S5DT Hooking
............. s Fipeontarng
x
O T S——

Bwéc 5:  Click nat dé thiét 1ap Policy vira dwoc cAu hinh cho Agent:

+ Clone chinh sach méi: Click vao nat © hé théng sao chép toan b chi tiét
cua policy dwoc clone ngoai trir tén policy.

Clone from policy:
test_sample

NAME OF POLICY

Cannof edit name of policy after create policy

+ Xoa chinh sach: Click vao nat I hé thdng hién thi pop up dé nguwoi dung
dwa ra quyét dinh x6a hay khéng?

Delete Policy

Do you want to delete policy: 0503_testl

+ Trworng hop Policy da c6 agent dwoc ap, sau khi x6a hé thdng tw dong
gan “default policy” cho cac agent do;
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Delete Policy
Do you want to delete policy: hieupcd

This policy has been assigned to agenti(s). If this policy is deleted, agent(s) will be reset to
default policy!

Cancel

+ Khi click dup vao tivng ban ghi hé théng sé chuyén tiép tdi trang chi tiét
cta 1 policy dé ngudi dung xem/ thay dbi cau hinh cho Policy.

3.4.3 Group Management

- Céu hinh luat dé tw déng chuyén policy va chuyén nhém cho céac agent néu
théa man luat trén Portal, gidm th&i gian chuyén policy va chuyén nhém cho tirng
agent va déng bo policy cho cac agent théa man luat da ciu hinh.

- Cac tinh nang chinh trén man hinh nay bao gém:

+ Quan ly nhém theo cay;
+ Tim kiém nhom;
+ Thém md&i nhom:
e Tao luat tw ddng chuyén nhém cho agent;

e Tuy chon céach th&rc chuyén nhém (All existing agents, New agents
only, All existing and new agents) va gan policy (gan ngay, khéng gan);

+ Theo dbi cac agent thudc nhém, tdng sb agent thudc nhém:;
+ Chinh stra nhém;
+ Xo6a nhém, xéa agent thuéc nhom;
1 — Quan ly nhém theo cay:
+ User dang nhap thudc group root: Hién thi tat cd Group trong hé théng;
+ User dang nhap thudc group default: Hién thj group default;

+ User dang nhap thudc group cha: Hién thi Group thudc group cla user
dang login va group con twong wng;
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+ User dang nhap thudc group mét hoac nhiéu con: Hién thj tat cad Group
thudc group cuia user dang login;

- Danh sach nhom hién thj theo dang cay bao gdm cac nhém gbc va méi nhém
gbc gdbm cac nhom con cép 1, cép 2...

- M&i nhém gém tén nhém, thdng tin ciu hinh ctia nhém (rule, policy, apply to),
va danh sach agent thuéc nhém.

- Céc rule ctia nhom la déc lap gitra cac nhom (khdng co ké thra cha con).
Viéc quan ly nhém theo cay dé quan ly dé dang hon khi sb lwong agent I6n va co sw
phan cip vé quan ly agent theo céng ty, phong, ban...

- Khi user thudc group con, chon group cha sé khéng nhin thay popup group
detail

2 — Tim kiém nhém

+ Cach 1: Click vao textbox Search > hién danh sach cac nhém cua twong
rng v&i user dang login co thé scroll dwgc > Chon nhém trong danh sach hién ra;

+ Céch 2: Click vao textbox Search > nhap ky tw tim kiém vao textbox > hé
thdng tw ddng tim kiém cac ban ghi chiva ky tw nhap vao > Chon 1 ban ghi phu hop
trong danh sach goi y hoac click Search hoac Enter sé hién danh sach cac ban ghi
thda man;

viettel

aliant ' S

Group management @ Guidelines
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- Khi click dup vao 1 ban ghi sé hién thj thdng tin chi tiét ctia ban ghi do.

+ Tab thdng tin chi tiét hién thj 1a Detail, di¥ liéu ctia group d6 |1a Rule, Policy,
Apply to;

+ Khi chon tab Agent list thi di¥ liéu théng tin cac agent match v&i group do.

+ Khi chudt phai vao 1 ban ghi thi sé hién thj 2 option: Go to group va Delete
group.

+ Néu chon Go to group thi dwa user dén vi tri ciia group dé trén cay;

+ Néu chon Delete group thi hién thi popup confirm x6a group.

- Khi click vao menu goc phai méi an ghi ciing hién thj 2 option: Go to group va
Delete group.

3 — Thém mé&i nhom:

+ User dang nhap thudc group root: C6 thé them mai tat ca Group trong;

+ User dang nhap thudc group default: Khdng thé thém mai;

+ User d&ng nhap thudc group cha: c6 thé thém méi group con twong trng
cua group thudc user dang login;

+ User d&ng nhap thudc group mét hodc nhiéu con: cé thé them maéi group
con twong rng cua group thudc user dang login;

Bwéec 1:  Lwa chon vi tri nhdm sé tao

+ Néu tao méi nhém & danh sach nhém gbc, click nat “Add new” géc phai
man hinh hodc hover vao cudi danh sach nhém géc trén man hinh, click Add new ;
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viettel

alignt st G Mansger =

Group management @ cuidelines

+ Néu tao m&i nhom la nhém con trong mét nhém gbe hodc nhom cép 1,
cép 2... thi click vao nhém cha sau d6 click “Create” trén man hinh ho&c hover vao
cudi danh sach nhém cuing cép va click “Create”;

Bwéc 2: Nhap tén nhém va cau hinh luat;
Lwu y: t&n va luat cau hinh khéng dwoc tring véi tén va luat da cé.
+ Néu chon toan t& “All”: luat thda man khi ca 2 trwdng dwoc théa man;

+ Néu chon toan t&r “Any”: luat thda man khi 1 trong 2 ho&c ca 2 trwéong thda
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viettel —
aliant =

Group management @ cuidelin EDR_group

ppppppp

Bwéc 3:  Lwa chon policy va loai agent sé& apply policy néu théa mén rule:

- Sau khi click Apply kiém tra agent dwoc chuy&n nhém trong tab Agent list:
danh sach agent thda man luat va dwoc chuyén nhém sang nhém vira thém. Tay
thudc vao lira chon & phan “Apply to” d& chuyén nhém cho céc agent trong hé théng:

+ All existing agents: chuyén nhoém cho tat ca agent dang ton tai trong hé
théng, cac agent cai méi sau khi apply néu cé khép luat ciing KHONG chuyén nhém:;

+ New agents only: chi chuyén nhém cho cac agent cai méi sau khi Apply,
cac agent dang ton tai trén hé thédng néu khép luat cing KHONG chuyén nhém;

+ All existing and new agents: chuyén nhém cho tat ca agent dang ton tai
trong hé théng va agent cai méi sau khi apply néu khép luat;
Lwuy:

+ Néu chon checkbox “Apply policy now when rule matched”, sau d6 click
“Apply” thi v&i cac agent dwoc lwa chon Apply sé kiém tra cac gia tri néu khép voi
luat da cAu hinh sé& chuyén policy cho agent sang policy da chon & muc “Policy”, ddng
thdi chuyén nhom:;

Trong trwong hop ko chon checkbox trén thi sau khi Apply, cac agent dwgc chon
Apply chuyén nhém nhwng khéng chuyén policy, tirc 1a agent git nguyén policy trong
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khi chuyén sang nhém c6 policy khac; véi cac agent cai méi néu khdp luat thi chuyén
nhom va dwoc ap policy “default” do khéng chon checkbox > 4p policy mac dinh;

+ Néu agent méi khép luat ctia nhiéu nhom sé wu tién chuyén vao nhom
dwoc tao méi nhéat, khong tinh thei gian stba nhom.

4 — Stra nhom: c6 thé lya chon stra 1 hodc 2 hodc ca 3 thanh phan trong
mot nhém: Rule, Policy, Apply to

+ User dang nhap thudc group root: C6 thé sira tit ca group trong hé thdng;
+ User dang nhap thudc group default: Khdng dwoc stra group default;

+ User dang nhap thuéc group cha: C6é thé sira tat ca group thudc dang login
va group con co role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: C6 thé sira tat ca group
thudc user dang login;

+ D& stra Rule (luat) ctia nhom, click vao icon Edit > Chinh stva luat cta
nhém sau d6 click Save > Sau d6 cé thé chinh stra & muc “Policy” va “Apply to” roi
click Apply;

Detail information Agent list User list

Rule

oving agent to this group if following conditions matched

Policy Update group

Applying to existing agents may take a while, you can check later.
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Detail information Agent list User list

Rule

Moving agent to this group if following conditions matched :
IP DCN v 10.61.1882/32

Policy Update group
beta_ves ~ beta ~
Apply policy immediately when rule matched

Apply to
New agents only 2

Lwuy:

+ Trwdng hop sra cac thanh phan cta nhém (Rule, Policy hodc Apply to)
sau dé ko click Apply thi néi dung chinh stra da dwoc Iwu lai, nhwng khéng cap nhat
Agent list. V&i cac Agent cai méi thi x&r ly nhw sau:

e Chuyén nhém: phu thuéc Agent méi c6 dwoc chon & muc “Apply to”
hay khéng, néu dwoc chon sé kiém tra phia Agent, khdp luat cia nhom sé duoc
chuyé&n vao nhom:;

e Apply policy: policy cua agent phu thudc viéc chon checkbox “Apply
policy now when rule matched”, néu checkbox dwoc chon thi sé& apply policy cia
nhom, néu khéng dwoc chon sé ap policy “default” do khéng chon checkbox sé ap
policy mac dinh.

+ Trwong hop slra xong cac thanh phan cta nhém rdi click Apply thi noi
dung chinh stra dwoc lwu lai, ddng thdi néu co lwa chon “All existing agents” trong

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 54
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

phan “Apply to” thi thwc hién quét théng tin toan bd agent trong hé théng va chuyén

nhém cho agent, sau d6 cap nhat Agent list.
- DPbi véi Agent méi x&r ly twong tw nhw trén.

5 — Xoba nhom hoac x6a agent khéi nhom:

+ User dang nhap thudc group root: Co thé xda tat ca group trong hé théng;

+ User dang nhap thuéc group default: Khéng duoc xda group default;

+ User dang nhap thudc group cha: C6 thé xoa tat ca group thudc dang login

va group con co role cling thuéc group role con cua role user dang login;

+ User dang nhap thudc group mét hoac nhiéu con: Cé thé xoa tat ca group

thudc user dang login;

- Pé x6a nhém click vao nhém can xda, click “Delete” sau do click “OK” trén
man hinh confirm. Sau khi x6a 1 nhém thi cac agent thuéc nhém sé& chuyé&n vé nhém

mac dinh, nhém “default”, policy gilr nguyén;

viettel

aliant

Group management @ 7 idelines huyenpk_group

© oelete

Update group
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- Pé xb6a Agent khdi nhom thi click vao tab Agent list, click icon “x” dé& x6a agent
khdi nhom. Sau khi x6a agent khdi nhém thi agent dwoc chuyén vé nhom méc dinh:
“default”, policy gilr nguyén

VCE_anm

Detail information Agent list User list

50/279 agent(s) Search agent

1
1
h]
1]
1
i
{
=]
(=]
]

AAEBD11BFB5037A209FD20FSCEDF  AMM-HOAMGMD31 ves_anm e Offline full_features_with_autoscan_selfdefense %

11B3TDBD3SD0FE32DOFTBEFBE421 ANM-SANGLV11 ves_anm e Offline full_features_with_autoscan_selfdefense %
T5E895D48390F5CA42FC5TADE2C  ANM-THONGNDT ves_anm e Offline full_features_with_autoscan_selfdefense X
(FBAF3B15A0A343F09203596EBAS  ANM-HOABT21 ves_anm e Offline full_features_with_autoscan_selfdefense %
2FAGF1E3EN16CT48600CAFOCIAT  ubunbu-18 ves_anm e Offling full_features_3.3.0 X
‘SCA1ES4ECACOSACESEDB202FDTE ANM-ANHMMNIG ves_anm e Offline full_features_with_autoscan_selfdefense %
OACEGCABE8FEEIFO4428BCEBDD1  IS-LANNT ves_anm e Offline beta_ves x
i43E35430D5CCAEFCESACTARIERB1 ANM-THANGNM14 ves_anm e Offlineg full_features_with_autoscan x
AQ4CFOTFFE250F800308CERA352  ANM-DUCDHS ves_anm e Offline full_features_with_autoscan_selfdefense %

Lwu y: tredng hop xéa mdét nhdém cha:
+ Xoa tat ca nhom con;

+ Chuyén tit ca agent ciia nhém cha va cac nhém con vé nhém méc dinh:
“default”;

+ Gilr nguyén policy cua cac agent trong nhém cha va con;

6 — Thém md&i user vao group
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Group management @ Guidelines admin

Add user to group artist

User available to add to group

NO. USERNAME FULLNAME EMAIL

fullname

fullname

fullname

fullname

fullname

fullname

fullname

fullname

- Danh séach user:
+ User dang nhap thudc group root: Hién thi tat cd User trong hé thdng;
+ User dang nhap thudc group default: Hién thj user chi thudc default;

+ User d&ng nhap thudc group cha: Hién thj User dang login va user thudc
group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login:

7 — Xoba user

viettel

aliant e ement =

Group management @ Guidelines test_wildcard %

3.4.4 Account Management

- Quan ly céc tai khoan, quyén, nhom quyén cua hé théng Portal
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3.4.4.1 Permission management
- Quan ly cac quyén truy cap vao tai nguyén (API) cla hé théng. 1 permission
la quyén truy cap vao 1 tai nguyén xac dinh (API) cta hé théng;
- Cac chrc nang chinh trén man hinh nay:
+ Quan ly cac permission;
+ Tim kiém permission;
+ Xba permission;

1 — Quan ly cac permission: hién thj toan bd cac permission cta hé théng.
Trong tredng hop xd6a permission trén man hinh nay, khi thiyc hién cac chirc
nang trén portal ma bi thiéu permission thi sé tw déng thém permission da
x0a trén man hinh quan ly Permission

2 — Tim kiém permission: nhap ky tw tim kiém vao texbox Search > click
Enter hodc nut “Search” => hién thj danh sach permission théa man

3 — Xoa permission: click icon “Delete” > click “OK” trén man hinh confirm la
x6a thanh cong:
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Permission management o

© oetete

3.4.4.2 Role Management

- Quan ly céc role (hnhém quyén hay nhdm permission) ctia hé thdng;
- Céc chirc nang trén man hinh nay bao gém:

+ Quan ly danh sach role:
e User dang nhap thudc Role root: Hién thj tat ca Role trong hé théng;
e User dang nhap thudc Role default: Hién thj Role default;

e User dang nhap thudc Role cha: Hién thj tAt ca Role thudc cla user
dang login va group con twong wng;

e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tt ca Role
thudc Role cua user dang login;

+ Tim kiém role;
+ Thém mdi role;
+ Xoba role.

1 — Quanly danh sach role: quan ly danh sach role theo dang cay. Cé6 2 role
o géc mac dinh da tao san: role “default” va “root”
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+ Role “default”: User c6 quyén “default” chi c6 quyén truy cap vao Portal,
khong cé quyén xem di¥ liéu hoac thao tac chirc nang;
+ Role “root”: bao gbm toan bd céac role ctia hé théng, User cé role “root” co
toan bd quyén s dung tat ca chirc nang trén Portal;

+ Click vao 1 role s& hién thij théng tin chi tiét cia role. Mot role sé& bao gdbm
cac thong tin: tén role, danh sach cac permission, danh sach User (tai khoan) chra
role, role cha ho&c danh séch role con (néu cd)

2 — Tim kiém role

+ Céch 1: Click vao textbox Search > hién thi danh sach céc role trong hé
thdng va c6 thé scroll dwoc danh séch role > Lwya chon role trong danh sach hién ra

+ Céch 2: Click vao textbox Search > Nhap ky tw tim kiém vao textbox > Hé
thdng loc ra cac role chiva ky tw tim kiém > chon role trong danh sach da loc hoac
click Enter hoac click nat “Search”

viettel

aliant ‘ sgement S

Role Management @ Gcuidelines root

software_statistic_handler_read
proxy_read pray_manage

comrelation_manage comelation_read

e Khi click dup vao 1 ban ghi sé hién thj théng tin chi tiét ctia ban ghi dé.

o Tab thdng tin chi tiét hién thi |a Detail, div liéu cta role bao gém
thdng tin role va cac permission cla role do;
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o Kbhi chon tab User list la danh sach User chira role;
+ Khi chudt phai vao 1 ban ghi thi sé hién thi Go to role. Click vao “Go to
role” dwa vé danh sach role dang cay ban dau;
+ Khi click vao menu goc phai méi ban ghi ciing hién thij option: Go to role;
3 — Thém moairole:
+ User dang nhap thudc group root: C6 thé them mai tat ca role trong cac
cay dir liéu;
+ User dang nhap thudc group default: Khdng thé thém mai;
+ User dang nhap thuéc group cha: C6 thé thém mai role con twong trng
ctia group thudc user dang login, khéng thé them mai role cung cép;
+ User d&ng nhap thudc group mét hodc nhiéu con: cé thé them maéi group
con twong rng cua group thudc user dang login.
Bwéc 1:  Co cac cach tao méi role nhuw sau:
- Click vao 1 role sau do hover vao cudi danh sach role chon “Add new” dé tao
role cuing cap v&i role da chon
- Click “Add new” trén man hinh dé tao role con cua role da chon

- Chut phai vao 1 cét trong cay chon “Add new role”
- Sau d6 nhap tén role khdng trung véi tén role da ton tai trong hé théng.
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Role Management @ Guidelines

deploy_tool_handler_manage  deploy._tool_handler_read update_group_read

endpointhy_handler_read

ic_handler_read

Bwéc 2:  Click icon Edit d& thém théng tin permission cho role > Lwa chon
permission dé thém vao role > click Save:
+ User dang nhap thudc group root: C6 thé stra tt ca role trong hé théng;
+ User dang nhap thuéc group default: Khéng dwoc stra role default;

+ User dang nhap thudc group cha: C6 thé sira tat ca role thudc dang login
va role con role ;

+ User dang nhap thudc group mét hodc nhiéu con: C6 thé sira tat ca role
thubc user dang login;

Lwu y: danh sach permission cua role con la tap con cua role cha. Ttc 1a khi mudn
lwa chon permission gan cho role con thi role dé phai thuéc danh sach permission
cua role cha.
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view_irflow

Detail information

Role detail information

Permission list

irflow_read containment_read

response_scenario_rea d

deploy_tool_handler_read

view_irflow [view_irflow)

view_irflow

process_analysis_read

event_read

live_response_read

User list

artifact_handler_read

view_live_response

Detail information

Role detail information

Mame view_|

Domain

Description

Permission list
live_response_read
read
containment_read
containmant_manage
agent_management_read
agent_management_manage

agent_policy_read

view_f

ve_response

ve_response

User list

Bwéc 3: Chuyén sang tab User list @& thém role vao danh séach role ctia User

+ User dang nhap thudc group root: Hién thj tAt ca User trong hé théng;

+ User dang nhap thudc group default: Hién thj user chi thudc default;
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+ User dang nhap thudc group cha: Hién thj User dang login va user thudc
group con c6 role ciing thudc group role con cuia role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login;

viettel

Role Management © Guidelioes view_live_response x
‘Add User Into Role x

03 view_rols management

4 — Xoa role: click vao role can xéa, chon “Delete” > click OK trén man hinh
confirm
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Role Management @ Guidelines New_Role1

Lwu y: Sau khi x6a 1 role, tat ca cac user sir dung role nay dwoc thay dbi: Néu user
X nam trong role bj x6a va user X chi c6 1 role thi chuyén user X vé role mac dinh,
nguoc lai, néu user X cé nhiéu role thi chi loai bo role bi x6a ra khéi danh séch role
cla user X.

3.4.4.3 User management

- Quan ly cAc tai khodn dang nhap vao hé théng Portal VCS-alJiant.
- Céc chirc nang chinh trén man hinh nay gém co:

+ Tim kiém tai khoan;

+ Thém m¢i tai khoan;

+

Chinh stra tai khoan;

+

Xoba tai khoan;

1 — Tim kiém tai khoan: click vao textbox Search > hién danh sach céac tai
khodn trong hé théng > Lwa chon tai khoan can tim kiém trong danh séch
ho&c nhap ky tw <text> vao textbox dé loc bét cac tai khoan> Click “Search”
hodc chon tai khoan can tim trong danh sach céc tai khoan da dworc loc
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User management @ cuideli

44 resuies

- Thém mai tai khoan: click “Create” > Nhap thong tin vao form hién 1én > click
“Next”

ettet
Sliant | setina/ ccout anagement ser Manager =0
User management @ Guidelines
66 resul

i Sopper A

+ Lwa chon role (nhém quyén) sé& gan cho tai khoan, sau d6 click “next’;
+ Khi click vao check box ttrng role sé hién thi cac permission (quyén) twong
trng v&i role do:
e User dang nhap thudc Role root: Hién thj tAt ca Role trong hé théng;
e User dang nhap thuéc Role default: Hién thi Role default;

e User dang nhap thuéc Role cha: Hién thj tt ca Role thudc cla user
dang login va group con twong wng;
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e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tit ca Role
thuéc Role cua user dang login;

- Trén man hinh add role cho User, c6 thé tim kiém cac role twong tw phan tim
kiém tai khodn, sau khi nhap cac ky tw tim kiém vao textbox “Search” > click icon
Search hodc Enter hién man hinh cac role thda man diéu kién tim kiém:;

Back

+ Click chon checkbox twong (rng véi role can thém, sau dé click “Go to
role” dé& vé man hinh danh sach role ban dau, sau dé click “Create” dé tao tai khoan;

+ Lwu y: Tai khoan dang dang nhap tao 1 tai khoan méi chi tao dwoc cac
tai khoan chira cac role con thudéc danh sach role ma tai khoan dang dang nhap dworc
cap;

+ Lwa chon group sé gan cho tai khoan, sau do click “Create”;

+ Khi click vao check box tirng role sé& hién thi cac permission (quyén) twong
tng voi role do;

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 67
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
e User dang nhap thudc group root: Hién thij tat ca Group trong hé thdng;
e User dang nhap thudc group default: Hién thi group default;

e User dang nhap thudc group cha: Hién thi Group thudc group cutia user
dang login va group con twong ng;

e User dang nhap thuéc group mot hodc nhiéu con: Hién thj tAt ca Group
thudc group cua user dang login;

edit User

Cancel

+ Click chon checkbox twong &ng véi group can thém, sau dé click “Go to
role” @& vé man hinh danh sach group ban dau, sau d6 click “Create” dé tao tai khoan.

- X0a tai khoan: click vao icon X6a sau doé click OK trén man hinh confirm
Kiém tra hién thi icon xéa;
+ User dang nhap thudc group root: Hién thj tat cd User trong hé théng;
+ User dang nhap thudc group default: Hién thj user chi thudc default;

+ User dang nhap thudc group cha: Hién thj User dang login va user thudc
group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login;
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3.4.5 Update management
3.4.5.1 Update groups

- Muc dich: la tinh nang cho phép quan ly, tao mé&i va cap nhat cac Update
Group (Chia cac Agent thanh cac nhém cap nhat, gitp dé dang phan chia, quan ly)

1 — Tim kiém:
Bwéc 1:  Login vao Portal bang tai khodn da dwoc cung cép;

Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéde 5:  Nhap tir khéa tim kiém vao 6 textbox va chon nut “Search”
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2 — Thém maoi Update groups:
Bwéc 1:  Login vao Portal bang tai khodn da dwoc cung cép;

Bwéc 2:  Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4:  Chon nut “New update group”, hé thdng hién thi man hinh thém mai
Update Group;
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Create new group

02000

Choase the package version for this group. Only deployed and not removed package
versions related 1o agents can be shown here.

‘337(\-12:!) - ‘

Update schedule
Wihen & new package version Is deployed
© Updste manually (change in the section "Package version abovs)
@ Update automatically

Time to update

© update immediately

o tn [0 ]

O Update at a specific time
EI

Bwéc 5:  Nhap thong tin thém méi Update Group va chon nut “Create”. Hé théng
ghi nhan va quay v& man hinh danh sach Update Group.

3 — Cap nhat Update groups:
Bwéc 1:  Login vao Portal bang tai khodn da dwoc cung cap;

Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update

Group;
update groups Packages
Q, search
8 group(s)
Name of update group Description ‘Current package Number of agents. Update schedule Upcoming package
Update_ Thour update sau 1 hour 337 [] 1 hour(s) after release NA
Update_specific Update vaa chu nhat hang tuan 337 L] On Sunday at 08:00 3.3.4(03/07/2022 08:00:00)
alpha Group alpha test team agent core release o Update manually NA
beta Group Beta update ngay 337 [ Immediately NA
congne Update group congne NA o Update manually NA
phula_test Update group phula_test release o Update manually WA
reease Update group rekease reléase 4 Update manually NA
test Update group test test o Update manually NA

Bwéc 4: Tai ban ghi can cap nhat/ chinh slra théng tin, chon icon “Cap nhat
thdng tin Update Group:
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update sau 1 hour EEE] a 1 hourls) after release WA

Update vao chu nhat hang tusn EEE] a On Sunday at 0800 33.4(03/07/2022 08:00:00)
Group alpha test team agent core release 0 Update manually WA
Group Beta update ngay 337 [ Immediately WA
Updste group congne Nia 0 Update manualy WA
Update group phula_test reboase 0 Update mansal) ¥ WA
Update group release release 5 Update manually WA
Update group test test 0 Update manally WA

Bwéc 5:  Hé thdéng hién thi man hinh théng tin chi tiét Update Group, cho phép
cap nhat/ chinh stra théng tin va lwu lai bang cach chon nat “Apply”:

Edit group detail

Name of update group

Update_Thour

ordy letess, pusmbers,
Description (optional)

update 58y 1 hour (update)

6200
Package version

(Choose the package version for this group. Only deployed and not removed package
versions related to agents can be shown here

337 (lstest)
Update schedule
‘when & new package version is deployed:
© Update manually (change in the section “Package version' above)
© update automatically
Time to update
© Update immediately

s ]

© Update st a specic ime

~'@

4 — Xoa Update groups:
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;
Bwéc 2:  Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;
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Updste groups Packages
|Q Search
8 group(s)
Nama of update group Description Current package Number of agents Updata schedule Upcoming package Action
Update_1hour update sau 1 hour 337 0 1 hour(s) after release WA
Update_spacific Update vao chu nhat hang tuan 337 [ On Sunday at 08:00 3.3.4(03/07/2022 08:00:00)
slpha Group alpha test team agent core release 0 Update manuslly WA
beta Group Bata update ngay 337 0 Imnmediately WA
congne Update group congne NiA 0 Update manually WA
phula_test Update group phula_test reloase 0 Update manually WA
release Update group release. release 4 Update manually WA
test Update group test test 0 Update manuslly WA

Bwéc 4:  Tai ban ghi can xoa, chon icon “Xéa” Update Group:

Update groups Packages
Q updste
8 group(s)
Name of update group Description Cument package Mumber of agents Update scheduls Upcoming package Action
Update. Thour updste sau 1 hour 337 0 1 hour(s) after release WA
Update.specific Update vao chu nhat hang tusn 337 ] On Sunday at 08:00 3.3.4 (03/07/2022 08:00:00) -
sipha Group alpha test team agent core release [ Updste manually WA @
bets Group Beta update ngay. 337 [ Immedistely wa
congne Update group congnc: NA Q Update mansally wa
phula_test Update group phula_test release [] Update manually WA
release Update group release release 5 Update manually Wa
test Update graup test test [] Update manually WA

Bwéc 5: Hé thdng hién thi Popup Xac nhan xéa Update Group, Nguwdi dung

chon nut “Delete” dé xac nhan yéu cau Xéa Update Group va chon nut “Cancel

dé hay yéu cau X6a Update Group.

=

Delete this group?

Do youreally want o delete this update group?

Cancel

1 —

Bwéc 1

3.4.5.2 Update packages

Tim kiém packages:

: Login vao Portal bang tai khodn da dwoc cung cap;

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi
T: (+84) 971 360 360 E: vessales@viettelcomyn | W: www.viettelcybersecurity.com

Page |73



viettel

security

Bwdc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwédc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon tab “Package”, hé théng hién thi Danh sach Pakage trong hé
théng;

Packages

Q
Téng 58 package frén hé thing atic depl 1, upload new package
Storage: 5.91 0B used of 55.59 08 54 dung Iwang 8 53 dung ri thng
dung hugng hi héng cung cdp

version Release date File size Related 10 agents? @ Deployment status Uploader Deploy date

Bwéc 5:  Nhap tlr khoa tim kiém vao 6 textbox va chon nut “Search”

Packages

a
Automatic deployment show unused packages IR

Storage: 6.91 GB sed of 55.58 GB

Deployment status Uploadr eploy date

2 — Auto Update

- Muc dich: |4 tinh néng cho phép tw dong trién khai cac ban update t&i khach
hang mét cach nhanh chéng va hiéu qua. Auto Update cho phép upload cac goi qua
giao dién portal hodc tw déng ldy cac ban update qua trang
hub.viettelcybersecurity.com;
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Lwu y: Doi trién khai g lai cac théng tin trén cho déi dw an Ajiant d& cap nhat vao
hé théng dé cho phép trién khai goi tw dong tai khach hang. Vé sau, khi can trién khai
g6i update mai, doi trién khai hodc phia khach hang chi can lay géi update dwoc cung
cap va upload Ién portal ajiant va chon trién khai goi.

Bwédc 1:  Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon Tab “Package”, hé théng hién thj Danh sach Pakage trong hé
théng;

Packages

Storage: 6.91 GE used of 55.59 GB

Release date Deployment status Uploader Deploy date

Bwéc 5: Chon nut “Update new package”, hé thdng hién thi Popup “Upload
package”;

Deployment status Uploader Deploy date

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 75
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Bwéc 6: Chon tai Ién package;

Upload package

W Choosafila  Max file size is SOOME, supparted file type is ZIF.

Bwéc 7:  Bat/ Tat Action “Automatic Development” dé tw dong trién khai cac ban
cap nhat package téi khach hang.

Version Release date e size Related 1o agents” @ Deseription Deployment status Uploader Deploy date Action
2319 13/06/2022 171834 16418 ves Update pack 3 319 B3 sung source process path va Self Defense cha VESRe... # Not deployed oot NiA
10/08/2022 174507 2309818 ves 36 update 3318 B sung tinh ndng Auto Update Reposiory 3 318 tdng hop._ # ot depioyed dat
091047 1226 ves Updste pack 3310 * Not deployed root
3310 00/04/2022 174213 137M8 ves G6i updiate 3.3.10 B3 sung hash mdS event 7 « Not deployed dat A
09/04/2022 17,4530 159M8 No iy dung trong trung hop khach hang khang o6 k& ndl ra ngoai intemet, chi _ @ Not deployed dat
338 20i03/2022 09.58:12 1392MB 66 update 338 Cip nhit tinh ndng b irg NCSE Alert Agent Offine Live R, dat N
337 26103/2022 09:58:12 13928 ves 6 o3 03t 3 3.7, cip nhit file sgents dat 10/05/2022 17:37:46
BOYHIOLSEIZ  14ZIEME ves 3.3.4 description dat 10/05/2022 17:36:29
232 09/04/2022 174530 2152M8 ves Goi update 3.3.2 Release AV dat 10/05/2022 17:3342
release e old repository reiease ® install successed

3 — Deploy package
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;
Bwéc 2:  Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon Tab “Package”, hé théng hién thj Danh sach Pakage trong hé
théng;
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Update groups Packages

= a

[ D . o =
e

version Release date Signature Description Deployment status Uploader Deplay date Action
3319 13/06/2022 17:18:34 164 MB Yes [ verified | Update pack 3.3.19 B8 sung o path v ® Not deployed root N

3318 10/08/2022 17:48:07 230 98 MB Yes G6i update 3 318 BA sung tinh néng Auto Update Repository 3 3.18 tdng hop_ @ Not deployed dat NA

3an 09/04/2022 17.4530 1326KB Yes Update pack 3310 ® Not deployed root N/A

3310 00/04/2022 174213 137ME ves Z G6i updiate 3.3.10 B3 sung hash mdS event 7 » Not depioyed dat A

339 09/04/2022 174530 1598 No Aip dung trong néi L chi_ e Not deployed dat NA

338 28/03/2022 09:59:12 1392MB No EEEDEETE Gtivpdate3 3.3 Ciprhit finh ning b trg NCSC Alert Agent Offine Live Re... ® hiot deployed dat A

337 28/03/2022 095912 13.92MB ez [ verified | G6i cai it 3.5.7, cdp nhit file sgents ® install successed dat 10/05/202217:37:46
234 28/03/2022 09:58:12 142.46 M8 ves 2.3.4 description » Ins! dat 10/05/2022 17:36:29
232 09/04/2022 174530 2152M8 ves [ verified | Goi update 3.3.2 Release AV » instal failed dat 10/05/2022 17:3342
release A A ves [ verified | Old repository release ® install successed WA NA

Bwéc 5: Chon icon “Deploy this package” tai ban ghi package d6, hé théng hién
thi Popup Xac nhan Deploy package

Update groups. Packages
[Q —
10 package(s) | Backend version 33 . [u]

Storage: 691 BB used of 55.56 68
—

Version Release date File size Related 10 agents? @ Signature Description Deployment status uploader Deploy date Action
2319 13/06/2022 17:18:34 1.64 MB Yes [ verified | Update pack 3.3.19 B8 sung source process path va Self Defense cho VESRe... ® Not deployed roat NA

3318 10/05/2022 17:45:07 230.98 MB Yes [ verified | update 3.3.1885 & MtoL 2318 ting hop... ® Mot deployed dat NA

231 09/04/2022 174530 1326K8 Yes [ verified ] Update pack 3310 ® Hot deployed ract nA %.
3310 09/04/202217:4213 137 M8 Yes [ verified | G6i update 3.3.10 83 sung hash md5 event 7 ® Mot deployed dat NA Deploy this package
339 09/04/2022 174530 159 M8 No [ veritied | Ap dung trong trutmg hp khdch hing khdng <6 kit 1 ra ngoli intermet, chi .. # Mot deployed dat NA

238 28/03/2022 095912 1392 M8 No Bl update 3.3 8: Cip nhjt tinh néng hé trg NCSC Alert Agent Offline Live Re.. ® Not deployed dat NA

337 28/03/2022 095912 135218 Yes 66l cai d5t 3 3.7, cdp nhét file agents ® Install successed dat 10/05/2002 173746

334 02205512 14246MB Ves [~ Voritiod | 33.4 description & Instal successed dat 10/05/2022 173629

332 09/04/2022 17:45:30 4452 M8 Yos [ verified | G6i update 3.3.2 Releasa AV ® Install failed dat 10/05/2022 17:3342

release WA WA Yes [ verified ] Old repository relesse ® Install successed WA Ni&

Bwéc 6: Chon nut “Deploy” dé xac nhan Deploy package trén thiét bj hodc chon
nat “Cancel” dé hay thao tac Deploy package.

&

Deploy this package?

Do you want to deploy the package?
O Rebuild agent installes

Cancel

4 — Chitiét Package

Bwéc 1:  Login vao Portal bang tai khodn da dwoc cung cap;
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Bwdc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon Tab “Package”, hé théng hién thj Danh sach Pakage trong hé
théng;

Packages

Q
< 33 Téng 54 package frén h théng atic: depl A

58 Bung lrong 8 50 dung frén ting
dung hremg hé héng cung cip

Storage: 6.91 GB used of 55.59 GB

version Release date File size Related 10 agents? @ Deployment status Uploader Deploy date

Bwéc 5:  Chon icon “View Detail” tai ban ghi package d6, hé théng hién thi Popup
théng tin chi tiét ciia Package vira chon:

Package detail X

Deployment

® Not deployed

Information

Backend version N/A
3.38
13.92 MB

46bac489a084ed4115de3ef71f30e89ceed60fal 5had23f93edbo29be39c3de3

28/03/2022 09:59:12

10/05/2022 17:33:05
Uploader dat
Description
: GGi update 3.3.8:
Cap nhat tinh ndng ho trg NCSC
Alert Agent Offline
Live Reponse v2
Fix |15i Dashboard, checkmarx
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3.5 Anti — Malware
3.5.1 Scan Schedule
- Muc dich: Chtrc nang Scan Schedule cho phép ngudi dung 1ap lich quét virus
dwdi cac may tram tr xa.
3.5.1.1 Tim kiém Scan Schedule task
- Muc dich: Chirc ndng tim kiém Scan Schedule task cho phép nguwi ding tim

kiém céc 1ap lich quét dwdi cac may tram theo Task name.
- Cac buoc thwe hién:
a "R
@ Show only my schedule

Task name Auther Created time Sean type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
ubuntu 2 root 06/10/2022 - 16:15:56 Quick scan 1 immediately 06/10/2022-16:15:56 Ny N/
Ubuntu root 06/10/2022- 16:11:44 Quick scan 1 Immediately 06/10/2022-16:11:44 N N
Quick Win 11 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:38 N, [0
Task win 1 no Immediately N A
Task 456 roat 1 At 06/10/2022 - 12:39.30 N N/
Task 123 t 1 426 N/A N/
Bwew 2 N N
Task1 t 2 N [0
Task mai 1 N N
maitest 1 N HA
Task2 t 1 N N

Bwéc 1:  Nguwoi dung nhap vao tir khoa tim kiém;
Buwéc 2:  Chon nat B hoac nhdn Enter @& xac nhan thao tac tim kiém véi tiv
khoa vira nhap.
Bwéc 3:  Hé thdng sé hién thi danh sach 1ap lich quét theo tir khoa tim kiém.
3.5.1.2 Thém méi Scan Schedule task

- Muc dich: Cho phép nguoi dung thém méi mét lap lich quét, cau hinh thoi
gian va théng tin may tram.
- Cac buwdc thwe hién:
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Bwéc 4:  Tai man hinh danh sach 1ap lich quét, nguwdi dung chon nat New task

viettel
aliant

Q, search ] E

Showing 11 of 11 result(s) 1B show only my schedule ﬂ

Anti-Malware / Scan Scheduler * 0

Task name Author Created time Scan type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
ubuntu 2 raot 06/10/2022- 161556 Quickscan 1 Immediately 06/10/2022-161556  N/A N/A o Finished

Ubuntu root 06/10/2022-16:11:44  Quick scan 1 Immediately 06/10/2022- 161144 N/A A o Finished

Quick Win 11 root 06/10/2022 - 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:34  N/A N/A @ Finished

Task win 11 root 06/10/2022- 160341 Customscan 1 Immediately 06/10/2022-16:0341  N/A WA « Finished

Task 456 oot 06/10/2022 - 11:37:08 Quick scan 1 At 06/10/2022 - 12:39:30 06/10/2022-12:39:30  N/A N/A @ Finished -
Task 123 foot 06/10/2022 - 11:34:26 Quick scan 1 Immediately 06/10/2022-11:3426 N/A N/A @ Finished

Ewene root 06/10/2022-111759  Quickscan 2 Immediately 06/10/2022-1117.50  N/A A o Finished

Task 1 root 06/10/2022-11:14:04 Quick scan 2 Immediately 06/10/2022-11:14.04  N/A N/A @ Finished

Task mai root 06/10/2022-111010  Quick scan 1 Immediately 06/10/2022- 111010 N/A WA « Finished

maitest root 06/10/2022 - 10°54:37 Quick scan 1 Immediately 06/10/2022 -10:5437  N/A N/A ® Finished

Task 2 root 06/10/2022-08.0909  Customscan 1 Immediately 06/10/2022-09:08.09  N/A WA o Finished

Bwéc 5: Hé thdng hién thi man hinh thém mdi mét 1ap lich quét, nguoi dung
nhap vao cac thdng tin:

Create new task

Task name

l new task 1|

Scan type @

[ Quick scan

Trigger

When this task is created

© Runimmediately

O _Runon a schedule
Assignee(s)

@ All agents (1otal 38 agents)
O Choose group(s) and agent(s)

0 assignee(s)

5 — Théng tin lap lich quét bao gébm: Task name, Scan type, Priority
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- Task name: Ngw®i dung nhap vao tén lap lich quét;
- Scan type: Nguwéi dung lwa chon mét trong 3 loai scan. Cho phép:

+ Quét nhanh: Kiém tra nhanh cac tép va thu muc dang ngd tiém an;

+ Quét toan bo: Kiém tra toan bd cac tép va thw muc trong may tinh. Quéa
trinh nay c6 thé mat vai gio dé hoan thanh;

+ Quét tiy chinh: Cho phép nguwdi diing mét tép / thw muc cu thé trong may
tinh cGa ban dé quét.

- Priority: Cho phép ngu®i dung lwa chon tbc d quét va thay déi mirc dd chiém
dung tai nguyén cta may. Khi dat mic wu tién cao, hé théng sé quét nhanh chong,
tuy nhién sé tiéu tdn nhiéu tai nguyén cta CPU. Twong tw, néu chon mic dd wu tién
thap, hé thdng sé quét cham hon va tiét kiém tai nguyén CPU.

6 — Théng tin Trigger cho phép ngwoi dung Iwa chon loai lap lich quét:

- Run immediately: Cho phép ngw&i dung lap lich quét ngay lap trc dwdi cac
may tram khi task vira dwgc tao thanh cong;

- Run on Schedule: Cho phép nguwoi dung lap lich quét theo ciu hinh cla
nguwoi dung:

© Funon a schedule

One time v
Start time
31/10/2022 -10:45:27 @

[ Runtask as soon as possible after a schedule is missed @

+ Schedule:
e One time: Lap lich quét mét 1an;
e Dalily: Lap lich quét hang ngay;

e Weekly: Lap lich quét hang tuan;
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e Monthly: Lap lich quét hang thang;
+ Start time: Cho phép ngwdi ding nhap vao thdi gian bat dau 1ap lich quét

+ Vi du: Schedule: Daily, Start time: 15/08/2022 — 03:00:00. Buwoc hiéu la
cau hinh 1ap lich quét hang ngay lic 03:00:00;
+ Run task as soon as possible after schedule is missed: Cho phép nguwoi
dung cau hinh Iap lich quét lai ngay khi lap lich trwéc bj bé 16
7 — Théng tin Assignee: Cho phép ngwdi dung cau hinh thdng tin cAc may
tram nhan lap lich
- All Agent(s): Lap lich vé&i tat ca cac may tram thudc quyén quan ly cla nguoi
dung dang dang nhap;
- Choose Agent(s) or Group(s):

+ Muc dich: Cho phép c4u hinh, lwa chon cac may tram hoac cac nhém may
tram:

Assignee(s)

All agents (total 38 agents)
© Choose group(s) and agent(s)

0 assignee(s) Add agent/group Import from list...w

+ Cac budce thye hién: Add Agents or Group

e Add Agents or Group - Nguoi dung chon Add Agent. Hé théng hién
thi popup lwa chon may tram:
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Add agent(s)

38 result(s)

O AgentiD Computer name 1P Address
[ 06A6927157E4EEEDOAOCTS... ajlant-agentcentoss 127.0.0.1,10.255.250.... auto_test

07 'DF72EGEGC... phul i051018 127.00.1,192.168.12... default

0A69TACC638FODAESACATS.. Win7x64-A-PC 10.0.215,127.00.1  maitest]

OAC36E41E40C67DESAIEFS.. phula-redhat?.7 127.001,192.168.12... chuyen_test

08 localhost 127.00.1,192.168.19.. no_group
OE1CBE9249C35DCOF763F2.. ubuntu 127.00.1,192168.12.. maitest1_1
15SESIFAED2450B5750CEF . phula.redhat8 4 127.0.0.1,192.168.12.. global

1570617137788D10F47BES.. agent-core-mac 127.0.0.1,192.168.6.2... no_group
<23 45>

Cancel

o Tim kiém may tram:

= Tai popup Add agent(s), ngu®i dung c6 thé tim kiém may tram
theo truy van céc truwéng thong tin: AgentlD, Computer name, IP Adress, Group,
Status, ...

= Nguoi ding chon icon B hosc nh&n nat Enter dé xac nhan tim
kiém:;
= Hé théng sé hién thj danh sach may tram theo truy van.

o Tich chon mét hodc nhiéu cac may tram dé thwc thi 1ap lich quét:
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Add agent(s)
[ fi search by g

Selected (1)

phula-redhat7.7 »

b 38 result(s)

Agent ID Computer name 1P Address Group
06A6927157E4EEEQOAOCT6 .. ajiant-agent-centost 127.0.0.1,10.255.250... maitest1_2_3
0715289C3ABA7DF72EGE6C... phula-viettelos1018 127.001,192.168.12... default
0A691ACCH38FODAESACATS... Win7x64-A-PC 100215127001 maitest!

0AC36E41E40C67DESATEFS.. phula-redhat?.? 127.0.0.1,192.168.12... chuyen.test

B2... localhost 127.0.0.1,192.168.19... no_group
OE1CBE9249C350CDF763F2... ubuntu 127.00,192.168.12.. maltest1_1

15SESOFAED2450B5750CEF... phula redhats.4 127.0.0.1,192.168.12... global

-]
o
o
o
]
of o
o
o
o

15706171377B8D10F47BES..  agent-core-mac 127.001,192.168.6.2_ no_group

<@z 45>

o Chon nat Add dé thuc hién thém théng tin Agent/ Group — HT quay
lai danh sach Agent/ Group;

o Hoé&c chon nat Cancel dé thuc hién hiy thao tac thém thoéng tin
Agent/ Group;

= Danh sach cac may tram dwoc Iwa chon sé duoc ty déng thém vao khung
thong tin may tram da dwoc chon.

e Add Agents or Group - Nguoi dung chon Add Group. Hé théng hién
thi popup lwa chon group:

o Tim kiém group:
= Tai popup Add group(s), ngwdi dung co thé tim kiém may tram

theo truy van céc truéng thong tin: Group name

= Nguwoi ding chon icon B3 hoac nhén nat Enter d& xac nhan tim
kiém:
= Hé théng sé hién thi danh sach group

o Tich chon mét hodc nhiéu group dé thuwec thi lap lich quét:
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Add group(s) X

a a

@ HOTE:n thisinterface, users belonging to the parent group have full cantrol over il the child groups of teir parent g.. Sz mare >

b TENANT n: 0O thanhnm1_test 8 g lient
,“, global

b admin

oo TENANT edrcom

oo TENANT viettel.c.

Selected
3 group(s)

Group

&b TENANT_nsm.com

o Chon nat Add dé thwc hién thém théng tin Agent/ Group — HT quay
lai danh sach Agent/ Group;

o Hoé&c chon nat Cancel dé thwc hién hiy thao tac thém thong tin
Agent/ Group;

= Danh sach cac may tram dwoc Iwa chon sé duoc ty déng thém vao khung
théng tin group da dwoc chon.
+ Import from .CSV: Cho phép ngu i dung tai Ién danh sach may tram bang
cach:
e Lwa chonvao nut Import from list;
e Luwa chon Download sample file, cho phép tai xubng file mau danh
sach may tram;
e Nguwoi dung nhap théng tin may tram va tai Ién file danh sach may tram
bang cach chon nat Import from .CSV

Bwéc 6: Nguwoi ding chon nat Create dé hoan thién thao tac thém méi 1ap lich
quét. Hoac, chon nit Cancel dé hiy thao tac thém mai 1ap lich quét
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3.5.1.3 Nhéan ban Schedule task
- Muc dich: Cho phép nguw&i dung nhan ban lap lich quét.
- Cac budc thwe hién:
Bwéc 7:  Tai man hinh danh sach task, nguwdi dung chon Duplicate ban ghi task
can nhan ban:

viettel o -
aliant Malware / Scan Scheduler 4

a

Task name Author Created time Scan type umber of agent(s)  Trigger Start time Next run time Expired time Status Action

N
ubuntu 2 raot 06/10/2022- 161556 Quick scan 1 N/A N/A -
ity root 1 WA N View repoct
root 1 N/A N/A
view detai
as root 1 N/A N B this
il root 1 WA WA Tielete T task
ask roat 1 WA NiA -
Ewew root ] WA N
Task 1 t 2 N/A N/A
Task t 1 N/A N
maite: 1 Immediately N/A N/A
Task t 1 Immediately WA NiA

Bwéc 8: Hé théng hién thj man hinh Duplicate task, ngw®i dung nhap lai task
name va kiém tra lai toan bd thdng tin trwdc khi nhan ban
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Duplicate task

Task name

[
@ Youcant leave this fied blank

Scantype @ Priority ®
[ Quick scan v l [ Low
Trigger

When this task is created

© Runimmediately

© Run on a schedule

Assignee(s)

© All agents (total 836 agents)

© Chaose group(s) and agent(s)

4 assignee(s)

Assignee Computer name 1P Address Action

1FBAFFB82BBCS... virtual_agent_phul.. 172.17.0.22

Type
agent
09D9E77FA9E63.. agent  virtualagentphul. 1721702
agent
agent

192.168.74.128

ECBEBSFODAB21... WIN10x64_MalNTN  192.168.74.128

<>

Bwéc 9:  Nguwoi ding chon nat Create dé hoan thién thao tac nhan ban lap lich
quét. Ho&c, chon nat Cancel dé& hiy thao tac nhan ban 1ap lich quét.

Duplicate task

Task name

‘ Task 1|

Scantype ©

[ Quick scan

Trigger

When this task is created

© Runimmediately

O Run on a schedule
Assignee(s)

O Al agents (total 836 agents)
© Choose group(s) and agent(s)
4 assignee(s)

Assignee Computername 1P Address  Action

1FBAFFBE2BBCS... virtual_agent_phul.. 172.17.0.22

19216874128

Type
agent
09D9E7TFA9EG3.. agent  virtualagentphul.. 172.17.0.2
agent
agent

ECBEBSFODAB21... Win10x64_MaiNTN  192.168.74.128

<@

3.5.1.4 Xem chi tiét

- Muc dich: Cho phép ngu i dung xem thdng tin chi tiét 1ap lich quét
- Cac budc thwe hién:
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Bwéc 10: Tai man hinh danh sach task, nguwoi dung chon View Detail ban ghi
task can xem chi tiét;

= Hé thdng hién thi man hinh chi tiét 1ap lich quét

View task detail
Task name

‘Task test immediately

Trigger

When this task is created
Run immediately
Run on & schedule

Assignee(s)

All agents (total 836 agents)
Choose group(s) and agent(s)

1 assignee(s) L]
Assignee Type  Computername  IPAddress  Action
AEGCSEDEASFOA.. agent  MaintnWinx6d 192.168.74.128

1

Cancel

Bwéc 11: Nguwoi dung chon nit Cancel ho&c icon Close dé hiy thao tac xem chi
tiét 1ap lich quét

3.5.1.5 Xoba Schedule task

- Muc dich: Cho phép x6a lap lich quét trong danh sach task;
- Cac buwdc thye hién:

Bwéc 12: Tai man hinh danh sach task, ngw®i dung chon Delete this task ban
ghi task can xoa;
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g‘i‘;:‘lt Anti-Malware / Scan Scheduler &0
Q, search ] n
Showing 50 of 759.426 resuit(s) @ Show only my schedule  lI+]
Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task root_test 22/09/2022-17:2536  Quick scan 5 Immediately 22/09/2022-17:2536  N/A /A ® Finished
Test immediately root_test 22/00/2022-1056:27  Customscan 1 Immediiately 22/09/2022 - 10:5627  NiA NiA ® Finished
Task name immediately main root_test 22/09/2022-10:27:27 Custom scan 1 At 22/00/2022 - 10:30:47 22/09/2022-10:30:47  N/A N/A ® Finished
Task name immediately mai root_test 22/09/2022 - 10:19:37 Customscan 1 Immediately 22/09/2022-10:19:37  N/A MNIA ® Finished -
Task name immediately root_test 22/00/2022-1017:37  Customscan 1 Immediately 22/09/2022- 101737 NiA NiA View report
Task test immediately root_test 22/00/2022-100535  Customscan 1 Immediately 22/00/2022- 100535 N/A NiA View detal
Task mai test immediately root_test 22/00/2022-09:5355  Customscan 1 Immesiiately 22/09/2022 -09:5355  N/A NiA Duplicate this task
data 1 root_test 20/09/2022 - 17:42:46 Quick scan 1 Immediately 20/09/2022 - 17:42:46  N/A N/A
test create root_test 16/09/2022-150459  Quick scan o Immediately 16/09/2022 - 150459 N/A NiA
create test agent edrtest 2 root_test 14/00/2022-100836  Customscan 1 A129/09/2022-10:10:42 20/09/2022- 101042 N/A N/ ® Finished
data-test1-20-5:9-999 root_test 09/09/2022- 185445 Quick scan 10 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-008 root_test 09/00/2022-16:5445  Quick scan 10 Immesiiately 00/09/2022 - 18:5445  N/A NiA ® Finished
data-test-1-20-5-0-997 root_test 09/09/2022 - 18:54:45 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/A @ Finished
Cata-test-1-20-5-9-996 root_test 09/09/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
data-test1-20-59-995 root_test 09/09/2022- 165445 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished
data-test1-20-5:9-994 root_test 09/09/2022- 185445 Quick scan 10 Immediiately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-003 root_test 09/00/2022- 165445 Quick scan 0 Immesiiately 00/09/2022 - 18:5445  N/A N ® Finished
data-test-1-20-5-9-992 root_test 09/09/2022 - 18:54:45 Quick scan 0 \mmedialﬂy 09/09/2022 - 18:5445  N/A N/A @ Finished
data-test-1-20-5-9-991 root_test 09/00/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished
a

Bwéc 13: Hé thdng hién thi man hinh popup Xac nhan xéa. Nguoi dung chon No
dé hay thao tac xéa lap lich quét hoac chon Yes, keep delete dé tiép tuc thao
tac xoa

Delete this task?

Are you sure you want to delete the task Task name
immediately mai*?
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3.5.1.6 Xem bao cao

- Cac buwdc thwe hién:

Muc dich: Cho phép nguw&i dung xem béo cao 1ap lich quét;

Bwéc 14: Tai man hinh danh sach task, ngudi dung chon View report ban ghi
task can xem béo céo;

viettel

aldiant

Q

Anti-Malware / Scan Scheduler

@ Show only my schedule [+ TORIE

Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task raot_test 2/09/2022 - 17:25:36 Quick scan 5 mmediately NiA N/A
Test immediately 1 Immesiiately N/A N
Task name immediately main 1 At 22/09/2022 - 10:30:47 N/A N/A
Ta: e immediately mai 1 Immegiately N/A NiA
T e immediately 1 Immediately N/A N/
Task test immediately Custom sc 1 Immediately N/A N
Task mal test immediately Customscan 1 Immediately 22/09/2022-09:5355  N/A N/A
data 1 Quick scan 1 Immediately 20/09/2 N/A NiA m
test create Quick scan o immediately N/A N/A e
create 1est agent edr test 2 Custom scan 1 At20/09/2022 - 10:10:42 N/A N/A
10 Immediately N/A N,
- 185445 10 Immediately N/A N/ -
B5445  Quickscan 10 Immediately W& NiA
roat. 65445 Quickscan 10 immediately N/A N/A
root_test 09/09, 2- 185445 Quick scan 10 Immediately N/A N/A
Quick scan 10 Immediately N/A N/A
scan 10 Immediately N/A N/
root_test Quick scan 10 Immediately WA NiA
roat_test Quick scan Immediately NiA

Bwéc 15:

8 —

Hé thdéng hién thi man hinh View report:
Tim kiém:
- Muc dich: Cho phép tim kiém truy van cac théng tin trong bao cao nhu:

AgentID, Computer name, IP Address, Platform, Group, Status, Result
- Cac buwdc thwe hién:
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View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
‘ fx ‘ Q KM=l [ view on Dashboard
5 result(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSO5CDEAZCASADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4C83AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 # Scan complete Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DCEBDTFC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows 4 ¢ complete Start time: 14/09/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

+ Nguwoi dung nhap vao théng tin truy van va chon icon ¢ hodc nhan nut
Enter d& xac nhan truy van;

= Hé théng hién thj danh sach két qua bao céo lap lich quét sau khi truy van.
9 — Export to Excel

- Muc dich: Cho phép nguoi dung tai xudng bao céo két qua lap lich quét theo
dinh dang file Excel;

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| fx ‘ Q &, Export to Excel E&l view on Dashboard
5 resuli(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDS95CDEAZCAQADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25FACB3AFSC33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 ® Scan complete: Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:5%
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DC6BDTFC37D  Bichpt3_win10Tes 192.168.255.1 Microsoft group_windows o Scan complete Start time: 14/09/2022 14:36:18
t 38 windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0
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- Cac budc thwe hién: Tai man hinh View task report, ngw®i dung chon nat
Export to Excel

= Hé thdng cho phép tai xudng file két qua bao céo lap lich quét.
10 — View on dashboard

- Muc dich: Cho phép xem béao céo théng ké Anti-malware cta hé théng

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
fx | Q o, Export to Excel [ View on Dashboard
5 result(s)
Agent 1D Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSISCDEA2CAOADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack
524B30C4C568F59292D6076E25F4C83AFSC33BC  EDR-TEST02 192.168.133.1, Microsoft group_1 Start time: 14/09/2022 14:36:18
102.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DC68D1FC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows Start time: 14/00/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

- Cac budc thye hién: Tai man hinh View task report, nguw®i dung chon nut
View on dashboard

= Hé thdng diéu huwéng sang trang bao céao thdng k& Anti-malware cta hé théng;

B. Giao dién Agent

3.6 Main

- Chtrc nang cho phép nguwéi dung xem nhanh trang thai an toan thdng tin tai
may dang cai agent;

- Trén thanh taskbar tim icon Il click chudt phai va chon “Viettel Endpoint
Detection & Response”:
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Viettel Endpoint Detection & Response

Helpdesk support

Check policy compliance

- Heé théng hién thj cac thdng tin:

+ Trwdng hop may khdng cé6 ma déc nao hoac toan bé ma doc da dwoc xir

Viettel Endpoint Detection & Response

Clean

DISINFECTED NOT PROCESSED

2 (4%)

[ Reports © About

+ Trwdng hop may c6 it nhat 01 ma ddc va khéng cd ma ddc nao co dd
nguy hiém cao;

Viettel Endpoint Detection & Response

G Warning

DISINFECTED NOT PROCESSED

2

[ Reports © About

+ Trwdng hop may cé it nhat 01 ma doc cé dd nguy hiém cao;
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Viettel Endpoint Detection & Response

Critical

DISINFECTED NOT PROCESSED

ré Reports

+ Ngoai ra hé thdng hién thi con sé théng ké lién quan dén tbng sé ma déc
da dwoc phat hién;

« Disinfected: Tdng sb va ty 1é ma doc da phat hién va dwoc xi ly;

e Not processed: Téng sb va ty 1&é ma déc da phat hién nhwng chwa dwoc
X ly.

3.7 About

- Chrc ndng cung cap thdng tin vé phién ban Agent cai trén may nguoi ding
va thong tin hé tro’ sdn pham:

About

Viettel Endpoint Detection & Response
VERSION

11.0.2215

OPERATION SYSTEM
Microsoft Windows 10 x64

For more detail, please contact us via cskh_anm@viettel.com.vn.

© 2021 Viettel Cyber Security - Branch of Viettel Group
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3.8 Reports

- Churc nang tdng hop danh sach cac ma doc da dwoc phat hién trén hé thdng

va tinh trang x& ly tinh dén th&i diém hién tai;

Event date

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-165:53:12

Status

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Reports

€ Restore € Remove T Clear storage

Object

Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice Generic
Trojan: Exploit. MSOffice Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice Generlc
Trojan: Exploit. MSOffice.Generic

Trojan: Exploit. MSOffice.Generic

Copies of disinfected or modified files during disinfection are move to Backup folder. Those files are stored in a dedicated format
and do not impose any threats, you can restore, remove or clear all files in Backup folder any time.

File path
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost exe
C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

- Céc file chira ma doc trwée khi dwoce xtv ly déu dwoc lwu trir ban gbc trong
thw muc Backup, dé don thw muc Backup ho&c phuc hbi file, san phdm cung cap cac
tinh nang sau:

BEIEE - Cho phep Iva chon 01 file & phuc héi:
| © remove IR phép lwa chon 01 file d& x6a khai thuw muc Backup;

EXEEEEN: Cho phep don nhanh toan b file hién c6 trong thu muc Backup;

3.9 Scan

- Chtrc ndng cho phép ngwdi dung chi déng st dung hé théng dé quét va xcr
ly ma déc trén may;
- Céc phuwong thire quét dwoc hé tro bao gdm
+ Lwa chon truc tiép twr file explorer, cho phép chon nhiéu tép tin va thu muc,
chudt phai chon quét (Context scan);

+ Lwa chon céc hinh thirc quét tir giao dién phia agent;
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e Quick scan: Quét trén mét tap cac thw muc dwoc dinh nghia trwdc, day
la cac thuw muc thuwdng xuyén phat sinh ma déc, khi chon quét toan bd cac tép tin va
thw muc trwe thudc cac thw muc da chon;

e Full scan: Quét toan bé cac tép tin va thw muc cé trong may ngudi
dung;

e Custom scan: Twong ty context scan, khi chon hinh th&rc nay agent
hién thj file explorer cho phép ngwdi dung Iwa chon 01 tép tin hodc thuw muc dé quét

Malware Scan

How do you want to scan?

Choose type of scan you want to use.

Quick scan

Quickly check for potential suspicious files and folders.

Full scan

In-depth checkup for your computer. This process may take several hours
to be completed.

Custom scan

Choose one folder or file in your computer to scan.

- Sau khi chon phwong thirc phi hop, hé thdng thwc hién quét va xi ly ma

33% - Quick/Scan

Q_ Scanning... (33%)

2 malware detected

00:00:02
868

Scanning: C:\Windows\System32\svchost.exe

Q.; View report o Stop scanning
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- Hé tro céc thao tac trong ltc quét nhw sau:

o Pause

: Cho phép tam dirng qua trinh quét;

: Cho phép két thic qua trinh quét;

L_;a View report

: Trwdng hop phéat hién dwoc it nhat mét ma doc, cho phép xem nhanh
trang thai xtr ly tai 3.14 Reports;

Man hinh khi nguw®i dung chon tam dirng qua trinh quét

33% - C:\Windows\Windows\Windo\System32\sv... - Custom Scan

Q. Paused (33%)

2 malware detected

DUR 00:00:02
NED 868

Paused scan. Click ‘Resume’ to continue your scanning.

fé; View report o Stop scanning
: Cho phép chon dé tiép tuc quét hoac dé hoan thanh qua

trinh quét.

- Khi hoan thanh quét, hién thj két qué nhu sau:

Quick Scan

Scan complete.

2 malware detected

00:00:02

L-:s; View report Close
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