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Glossary

VCS-aliant Trade name of the Viettel Endpoint Detection & Response product
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1. Introduction

1.1. Current Situation

Today, organizations and enterprises continue to face many difficulties with the detection,
identification, investigation and minimization of advanced malware forms in the system.
Traditional anti-malware technologies such as signature-based anti-virus are being
intentionally bypassed by highly skilled professional attackers with attack kits and malware
customized and targeted to specific objects. Many organizations have acknowledged that
their traditional anti-malware defense methods have failed and a new strategy must be
created to identify these breaches at the endpoint. A significant number of recent data
breaches from advanced malware forms have made the customer interest increase in the
Endpoint Detection and Response (EDR) Solutions, in which VCS-aliant is one of them.

1.2. Technology Development

The technology of the VCS-alJiant Solution improves the shortcomings of signature-based
technologies that organizations are using such as anti-virus or IPS/IDS to provide the ability
to detect the behavior-based anomalies and the deep insight into specific information related
to endpoint to detect and minimize the advanced threats.

1.3. VCS-aliant

VCS-alJiant is able to provide detailed information on malware infections and lateral
movement behaviors of attackers as they perform scans or use information stolen in the
intranet for systems and applications.

In addition, VCS-aJiant also complements the existing security technologies, such as Security
Information and Event Management (SIEM) solutions, Network Forensics tools and Advanced
Threat Detection devices, which means complement to an organization's portfolio of
information security incident response solutions.

1.4. Upgraded Information

Version 3.3.0 provides the following new features:

e Provide Dashboard feature: The product supports a separate Dashboard for data analyzed
from AV engine.
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¢ Improve Agent Management feature, provide version information for the agent and the
Installation File Version information tab and allow looking up version information of the
agent installer and detailed files in the installer.

e Provide an Agent-side interface to monitor the information security situation at the
machine and proactively scan malware for processing.

e Improve issues in the old version to ensure stability.

2. Overview

2.1. Technologies

VCS-aJiant uses Filter Driver technology (allow to run and monitor at the Kernel-based level)
to collect information, including Files, Processes, Registries, Networks on user computers and
servers. The file signs include Modified, Delete and Changed attribute. The registry signs
include Delete key/value, Set value, Rename key/value and Create key with suspicious access.
The suspicious signs of Memory are periodically scanned. The behavior identified as Suspicious
is pushed to the centralized analysis back-end system.

The attack investigation workflow is designed as a closed flow according to the incident
response scenario (IR Flow) in order to support the detection and analysis of anomalous signs
right on a single interface, provide deep investigation (Forensic) functions on Endpoint,
support to get suspicious files (Get Artifact), push scanning tool (Tool Deployment), allow
investigation implementation, provide evidence in real-time (Process Analysis and Live
Response) and allow respond to a threat detected.

As soon as the anomaly is verified, Endpoint provides wide-ranging malware removal tools
(Response Scenario), including: isolating the infected machine network (with network
containment), killing process and deleting file/registry.

2.2. Infrastructure Architecture
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There are 3 main components as follows:

e Agent: A component installed on each computer, responsible for monitoring abnormal
signs, thoroughly preventing and removing malicious programs on the system and sending
results to a centralized administration server.

o Cluster of servers for administration, centralized processing and storage: A component that
processes data sent back from agents and plays a key role in data analysis and data
processing in real time.

e Web-Portal interface: A component that the administrator will use to monitor and analyze
the system's information.

2.3. Work with Admin Interface
Currently, VCS-aliant provides 02 interfaces as follows:

e Web-portal interface: Include the following functional interfaces and processing flows:

o Dashboard: Statistics and visual charts about the organization’s information security
situation.
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e Agent-side interface: Include the following functional interfaces and processing flows:

©)

Main: A home page allows quickly viewing the information security status of agent
installed machine

Reports: Reports on the situation of handling malware detected at the machine

Scan: Allow users to actively scan for malware with files and folders on the machine,
including 3 mechanisms: Quick Scan, Full Scan and Custom Scan.

About: Provide version information and product support.
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3. Instruction to Use

3.1. WEB-PORTAL INTERFACE

3.1.1. Login

e Access the system at the provided address.

] AJIANT
Signin
e Login with the provided user/password.
3.1.2. Dashboard VCS-aJiant (default)
e Main features include as follows:
Page]|
Viettel Cyber Security
Keangnam Building - Landmark 72, Pharn Hung st., Nam Tu Liemn dist., Hanoi 10

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



il anant

Organization Dashboard [=]
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Alerts @
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TOTAL

o Action to data on Dashboard

= Extract data on Dashboard
= Search data up to the last 90 days
=  Refresh data.

o Overview: An overview statistics of the organization's information security situation
(through agent and alert state).

o Security Operation: Monitor information security operation situation (through alert
operation monitor).

o Agent Monitoring: Monitor installation state and agent state.

o Risk Detection: Track threats to the organization (through the statistics of the objects
generating the most unprocessed alerts in the system).

e Data authorization at the features is as follows:

o User login under root group: Display data of the entire system.

o User login in 1 level group: Display data at all 1 level group and affiliated subgroups.

o User login in 2 level group onwards: Display data at the entire 1 level group containing
the group of the user login and the affiliated subgroups of the corresponding 1 level

group.
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3.1.2.1. Action to Data

3.1.2.1.1. Export Data

Allow exporting the existing data on the Dashboard interface by selecting ,
in addition to adding the detailed data sheets to support reports.

¢ In case of connection failure or no data on all components of Dashboard, the export is not
supported and the action will be hidden.
¢ In case of having data, support to export files in .xlsx format.

3.1.2.1.2. Search by Date

Allow adjusting the time range to monitor the information security situation up to the current
time with the default time from the last day.

o Toselect the start-time range to monitor, enable to choose absolute or relative time range
as follows:

Absolute time range Relative time range

From

Last 90 days
Last 60 days
Last 30 days

Last 24 hours

o Absolute time range: A specific start date value and up to 90 days from the current
date supported.

For example, it is currently 3 am on 7 June 2021, select start date = "06/06/2021". -
Monitoring period: 00:00 6 June 2021 to 03:00 6 July 2021.

o Relative time range: A relative time range between the start date and the current date.

For example, it is currently 3 am on 7 June 2021, select start date = “Last 30 days”. The
system automatically searches the last 30 days and starts counting from 00:00 of that day. -
Monitoring period: 00:00 8 May 2021 to 03:00 7 June 2021.
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e After selecting the time range to monitor, select to reload the
corresponding data.

3.1.2.1.3. Refresh Data

Allow refreshing manual data, select " to update the latest data up to the current time.

3.1.2.2. Overview Statistics

Allow quick statistics on the information security situation at the organization according to
the selected time range in the search section.

New A"‘c:} Executing

54% 100% L
15164 W/ 0

Agents ® - s Alerts © . Remain unchanged

6169 465653

Suspicious o D False Positive Closed

61% been updated o =
3739 0 0
t +1454 agent Remain unchanged Rédtk inchenged

e Statistics related to agents

Statistics Meaning

Include 2 numbers as follows:

Total number of machines with agent installed
A ) the system (regardless of search time range)

A , :
gents © Total number of new machines with agent

6171

b o installed during the search time range

(+: Newly installed machine, Remain
unchanged: No newly installed machine during
the search time range).

Include 3 numbers as follows:

Average number of online machines during the
search time range (only counting working time
during office hours from 08:00 - 18:00)
Average number rate of online machines
compared to the whole system
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Online Average number of online machines different
53%
3274 @ from the previous cycle.
1t +884 agents e (+: Average number of online machines
increased compared to the previous time
range, Remain unchanged: No difference).
Include 3 numbers as follows:
Average number of offline machines in the
search time range (only counting working time
during office hours from 08:00 - 18:00)
Average number rate of offline machines
compared to the whole system
o Average number of offline machines different
47% from the previous cycle.
2897 — P ) j .
R (+: Average number of offline machines
-898 agents <

increased compared to the previous time
range, Remain unchanged: No difference).

Include 3 numbers as follows:
Suspicious Total number of machines with agent installed

61%

3748 \ in the system (regardless of search time range)
1 +1529 agents generating unprocessed alerts

Rate of machines generating alerts compared
to the number of machines in the whole
system (regardless of search time range)
Total number of machines generating alerts
during the search time range

(+: New machines generating alerts, Remain
unchanged: No new machine generating alerts

during the search time range).

e Statistics related to alerts

Statistics Meaning
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Include 2 numbers as follows:

Alorte o Total number of alerts in whole system
466354 (regardless of search time range)

+10386 alerts Total number of new alerts generated or
s e e updated during the search time range
(+: New alerts generated, Remain unchanged:
No new alert generated during the search

time range).

Include 3 numbers as follows:

Total number of new alerts generated or
updated during the search time range and in
the NEW state
Rate of new alerts generated or updated
New - during the search time range in the NEW state
1038 compared to all new alerts generated or
4 -3627 alerts updated during the search period time range
Total number of new alerts generated or
updated during the search time range and in
the NEW state different from the previous
cycle.
(+: Total number of new alerts increased from
the previous time range, Remain unchanged:
Total number of new alerts remained
unchanged from the previous time range).

Include 3 numbers as follows:

Total number of new alerts generated or
updated during the search time range and in
the <> (NEW, FALSE POSITIVE, CLOSED) state
Rate of new alerts generated or updated
during the search time range and in the <>
(NEW, FALSE POSITIVE, CLOSED) state
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Executing

0

Remain unchanged

False Positive

0

Remain unchanged

Viettel Cyber Security

0%

0%

compared to all new alerts generated or
updated during the search time range

Total number of new alerts generated or
updated during the search time range and in
the <> (NEW, FALSE POSITIVE, CLOSED) state
different from the previous cycle.

(+: Total alert increased compared to the
previous time range, Remain unchanged:
Total number of alerts remained unchanged
from the previous time range).

Include 3 numbers as follows:

Total number of new alerts generated or
updated during the search time range and in
the CLOSED state

Rate of new alerts generated or updated
during the search time range and in the
CLOSED state compared to all new alerts
generated or updated during the search time
range

Total number of new alerts generated or
updated during the search time range and in
the CLOSED state different from the previous
cycle

(+: Total alert increased compared to the
previous time range, Remain unchanged:
Total number of alerts remained unchanged
from the previous time range).

Include 3 numbers as follows:

Total number of new alerts generated or
updated during the search range time and in
the FALSE POSITIVE state
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Rate of new alerts generated or updated
Closed during the search time range and in the FALSE
0 0% POSITIVE state compared to all new alerts
generated or updated during the search time

range

Remain unchanged

Total number of new alerts generated or
updated during the search time range and in
the FALSE POSITIVE state different from the
previous cycle.

(+: Total alert increased compared to the
previous time range, Remain unchanged:
Total number of alerts remained unchanged
from the previous time range).

3.1.2.3. Monitor Security Operation

Allow monitoring the information security operation situation (through alert operation
monitor) according to the selected time range in the search section, including:

e Statistic of alert process state by state
e Statistic of alert by severity
e Corresponding data export in the charts.

il AnanT

Organization Dashboard ()

Agent Manitoring  Risk Detection

ALERTS BY STATUS Export data ALERTS BY SEVERITY Export data

30
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Charts/Statistics  Meaning
Alert by state Domain chart: Monitor the state of newly recorded or updated

alerts during the search time range, including:

e X-axis: Time
e Y-axis: Alert rate divided by 4 state groups (New, Executing,
Closed and False Positive)

o+, Export data

e Allow selecting to download alert lists sorted by

state.

Alert by severity  Pie chart: Monitor the state of newly recorded or updated alerts
by severity during the search time range, including:

e Rate: Alert rate at each severity
e Total number of new or updated alerts in a time range is
displayed in the middle of the chart.

ok, Export data

e Allow selecting to download alert lists sorted by

severity.

3.1.2.4. Agent Monitoring

Allow statistics of agents by state and operating system information according to the selected

time range in the search section, including:

e Agent state statistics (online and offline)
e Agent statistics by operating system and operating system version
e Agent data export.
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Organization Dashboard m 03/2021 - N [=]
Security Operation A Risk Detection
AGENTS BY STATUS & 0 agent(s) not online in this period.
o -
o
s
1472
00 00:00:00
== ONUNE o= OFFLINE
AGENTS BY OPERATING SYSTEM & Export data AGENTS BY 0S VERSION oS v
| Microsoft Windows 10 Pro 21
Windows 46 (74.2%) Microsoft Windows 7 Ultimate Service Pack 1 13
MacOs 0(0.0%)
ubuntu 18.04 5
62 — Linux 16 (25.8%)
OSTYPE centos 6.10 5
Others 0(0.0%)

Microsoft Windows 7 Enterprise Service Pack 1

Charts/Statistics =~ Meaning

Agent by state Domain chart: Monitor the state of machine recognition by
state (Online/Offline) in the report cycle up to the current
time, including:

e Y-axis: Rate of machine divided by 2 state groups (Online
and Offline)

e X-axis: Statistical time

¢ Display the number of machines that are not online at all
(in case the machine is not online for more than 30 days,
the machine is not automatically recognized).

Agent by Pie chart: Monitor the state of machine recognition by
operating system  operating system (OS), including:

e Rate: Machine rate at each OS
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¢ The notes section lists the OS list: Windows, MacOS, Linux
and other operating systems.

Export data

e Allow selecting to download machine lists
sorted by OS information.

Agent by OS Statistics on the top OS versions installed on the machines.

e e Allow changing the statistical period: Top 5, Top 10, Top

20, Top 50. Default is Top 5.

3.1.2.5. Monitor Risk Detection

Allow monitoring of threats to the organization (through the statistics of the objects that
generate the most unprocessed alerts in the system), including:

e Statistics of top groups that generate the most alerts.

e Statistics of top agents that generate the most alerts.

e Statistics of the top RulelDs and scenarios that generate the most scenes.
e Export the information data according to dangerous objects.
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Organization Dashboard N [=]

‘Security Operation  Agent Monitoring

TOP GROUPS AT RISK L bportdta | Tops v
dattest2
o 1 2 3 4 s 5
TOTAL GROUPS AT RISK
o,
2 (7%)
TOP AGENTS AT RISK SBpordan | Tops v
—
winnsse_vozsers... [N
TOTAL AGENTS AT RISK
s —————
o 1 2 3 4 5 6 7 8 9 10 1 v
- Ciitical = Hig M L
ALERTS BY RULE 1D Tops v ALERTS BY SCENARIO Tops v
[1 Windows_Malware_ZeroDay_Taskscheduler 15 g} Malware 17
[Inad z .
Windows, xee edu Execution &8

Startup_Folder_Correlation 4 2

Charts/Statistics Meaning

Total groups at risk ~ Total number of groups containing computers with newly
recorded or updated alerts (excluding false positive and
closed alerts, excluding deleted groups) during the search
time range.

Rate of suspicious groups to the entire group in the system
(excluding deleted groups).

Top groups at risk Column chart: Statistic of top groups containing many
computers with the most newly recorded or updated alerts
(excluding false positive and closed alerts, excluding deleted
groups) during the search time range, including:

e X-axis: Number of machines generating multiple alerts in
each group
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Total agents at risk

Top agents at risk

Alerts by RulelD

Alerts by Scenarios

Viettel Cyber Security

e Y-axis: Corresponding group name
¢ Allow changing the statistical interval: Top 5, Top 10, Top
20, Top 50. Default is Top 5.

Export data

e Allow selecting to download computer lists
that generate alerts.

Total number of computers with newly recorded or updated
alerts (excluding false positive and closed alerts, excluding
computers that have been inactive for more than last 30
days) during the search time range.

Rate of suspicious machines compared to all computers in
the system (excluding computers that have been inactive for
more than last 30 days).

Column chart: Statistic of top computers with the most
newly recorded or updated alerts (excluding false positive
and closed alerts) during the search time range, including:

e X-axis: Number of alerts at each host, clearly divided by
severity (Critical, High, Medium and Low)

e Y-axis: Corresponding machine name

¢ Allow changing the statistical period: Top 5, Top 10, Top
20, Top 50. Default is Top 5.

Export data

e Allow selecting to download computer lists
that generate alerts.

Statistics of top RulelD with the most newly recorded or
updated alerts during the search time range, including:

¢ Allow changing the statistical period: Top 5, Top 10, Top
15, Top 20. Default is Top 5.

Statistics of top Scenario with the most newly recorded or
updated alerts in the report cycle up to the current time,
including:
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¢ Allow changing the statistical period: Top 5, Top 10, Top
15, Top 20. Default is Top 5.
3.1.3. Anti-malware Dashboard

The function provides visual charts to monitor the organization's information security
situation through data related to the removal of malware.

Organization Dashboard (Anti-malware)

&, Export this Dashboard 20/07/2021 - Now [} s}
INFECTED DEVICES Resolved ~ Remained MALWARE Resolved Remained
L-l_-_l 9% 91% 78% 22%
5 2253 37.9%) 2 20 65.5K 50.9K 14.6K
TOP INFECTED MALWARE GROUPS Ton 5
Display groups that include the largest number of devices with detected malware. pS v
dattest
anhnn_test
default
liennt_test105
liennt_test301
0 2 4 6 8 10 12 14 16 18 20 22 24
mmmm RESOLVED wmmmm REMAINED
. .
.
¢ Main features include a set of as follows:
Organization Dashboard (Anti-malware) @ | 4 Export this Dashboard [T EIELCIRINEN B o
1
3 INFECTED DEVICES Resolved - Remained MALWARE Resalved Remained
o o1 8% 2%
L 220em 2 20 65.5K 50.9K 14.6K
2
TOP INFECTED MALWARE GROUPS Top5
Display groups that include the largest number of devices with detected malware ey
iennt_test105 [ ]
liennt_test301 -
0 2 4 6 8 10 12 14 16 18 20 2 24
wmmm  RESOLVED wmmmm REMAINED
3

o Action to data on Dashboard

= Export data on Dashboard
= Search data up to the last 90 days
= Refresh data.
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o Overview: An overview of the organization's information security situation (through the
device and threat state)

o Risk Detection: Track threats to the organization (through the statistics of objects that
generate the most malware in the system).

e Data authorization at the feature is as follows:

o Allow displaying all data, not by unit.
3.1.3.1. Action to Data

3.1.3.1.1. Export Data

Allow exporting the existing data on the Dashboard interface by selecting
in addition to adding the detailed data sheets to support reports.

¢ In case of connection failure or no data on all components of Dashboard, the export is not
supported and the action will be hidden.
¢ In case of having data, support to export files in .xlsx format.

3.1.3.1.2. Search by Date

Allow adjusting the time range to monitor the information security situation up to the current
time with the default time from the last day.

e Toselect the start-time range to monitor, enable to choose absolute or relative time range
as follows

Absolute time range Relative time range

From

Last 90 days
Last 60 days
Last 30 days

Last 24 hours

o Absolute time range: A specific start date value and up to 90 days from the current
date supported.
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For example, it is currently 3 am on 7 June 2021, select start date = "06/06/2021". -
Monitoring period: 00:00 6 June 2021 to 03:00 6 July 2021.

o Relative time range: A relative time range between the start date and the current date.

For example, it is currently 3 am on 7 June 2021, select start date = “Last 30 days”. The
system automatically searches the last 30 days and starts counting from 00:00 of that day. -
Monitoring period: 00:00 8 May 2021 to 03:00 7 June 2021.

e After selecting the time range to monitor, select =] to reload the
corresponding data.

3.1.3.1.3. Refresh Data

Allow refreshing manual data, select ~ to update the latest data up to the current time.

3.1.3.2. Overview Statistics

Allow quick statistics on the information security situation at the organization according to
the selected time range in the search section.

D gidi quyét ; Con lgi ~ D3 gidi quyét o S \
22,575k 2 : 20 O 65.5K 50.9K O 14.6K <

e Statistics related to agents

Statistics Meaning

Include 3 numbers as follows:

Total number of infected machines in the
system during the search range
Total number of agent installed machines in

MAY BI LAY NHIEM

136, . the system (excluding search time range)

940 (3.5%
\ Rate of infected machines compared to all

agent installed machines in the system.

Include 2 numbers as follows:

Total number of infected machines in the
system processed successfully
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Rate of infected machines processed
. / successfully compared to all infected
0 * - machines in the system.

Include 2 numbers as follows:

Total number of infected machines in the
system failed to process
/ Rate of infected machines failed to process
e @ compared to all infected machines in the
system.

e Statistics related to alerts

Statistics Meaning

Include 1 number as follows:

%Eo ~ Total number of malware recorded in the

entire system.

Include 2 number as follows:

Total number of malware in the system
processed successfully
Rate of malware processed successfully

D4 gidl Juyet

112 | g compared to all malware recorded on the

system.

Include 2 number as follows:

Total number of malware in the system failed

to process

Rate of malware in the system failed to
C1m_§48 @‘f process compared to all malware recorded in

the system.
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3.1.3.3. Monitor Risk Detection

Allow monitoring of threats to the organization (through the statistics of the most malware
infected objects in the system).

e Statistics of top infected groups

e Statistics of top infected machines
e Statistics of machines by state

e Statistics of common malware

e Statistics of virus handling status
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3 MAY Bl LAY NHIEM Da gl quyat ’: Contal o~ A DOC Do gl quyst -~ contai 2;‘\
‘;“ 2258 319%) 2 20 65.5K 50.9K 14.6K

(CAC NHOM MAY B] LAY NHIEMHANG DAU .
Hitn thi & nhém ¢t 56 luging méy <6 md doc duo: phét hign idn ritdt. -

2568 5136 7704 1027 12810 15408 7976 EE mm 25680

chc
-AC My oG Mang. hén1 TS v
- Binh thuing 48(84.22%)

pe— —
CAC LOA! MA DOC DA PHAT HIEN VA CAC KET QUA XU LY MA DOC
|
- I
e -
- -
o ]
. I
o |
o I
- \

- e -

Charts/Statistics Meaning

Top infected device Column chart: List the machine group with the most
groups malware infected machines in the search time up to the
present time, including:

e X-axis: Number of infected machines in each group
by processing state (Resolved - machine with all
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Top infected devices

Devices by status

Top frequent threats

Types of detected viruses
and disinfected results

Viettel Cyber Security

processed malware and Remain - machine with at
least 1 unprocessed malware)

e Y-axis: Name of the corresponding machine group

e Allow to change the statistical interval: Top 5, Top
10, Top 20, Top 50. The default is Top 5.

Column chart: List the most malware infected machines
in the search time up to the present time, including:

e X-axis: Number of infected malware by processing
state (Resolved and Remain)

e Y-axis: Name of the corresponding machine

¢ Allow to change the statistical interval: Top 5, Top
10, Top 20 and Top 50. The default is Top 5.

Pie chart: Monitor the machine's status in the system
according to the current status, including:

e Rate: Rate of machines at each status compared to
the total number of machines.

Column chart: List the most infected malware in the
search time up to the present time, including:

e X-axis: Number of generated malware

e Y-axis: Name of malware

e Allow to change the statistical interval: Top 5, Top
10, Top 20 and Top 50. The default is Top 5.

Column chart: List viruses appearing in the search time
up to the present time (sorted by the number of viruses
in descending order), including:

e X-axis: Number of viruses generated by processing
status
e Y-axis: Virus name.
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3.1.4. Setting Screen

3.1.4.1. Agent Management

Agent Management function supports administrators to manage installed agents, including:

View Agent List and general information
View details of Agent

Quickly select Agents and set some settings (policy, update group).

Agent Management

(1)

08 F R OE|E

The system support performing the following features:

View the Agent List installed on the system:

(0]

o

o

User login under root group: Display all Agents in active system < 30 days.

User login under default group: Display all Agents in the default group.

User login under parent-level group: Display all Agents in the group of the user logging
in and the corresponding child-level group.

User login under a child-level group or many child-level groups: Display all Agents
belonging to the group of the user logging in.

Each agent is displayed general information, including: Name, Status, Group, Update
Group, Last Ping, First Ping, DNS, Policy, Agent ID, Platform, Platform Version,
Architecture, DNS and Version.
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e Support searching for Agent by Agent ID, ComputerName, OS, Architecture, Platform,
Policy, IPDCN, Online, Update Group, Group ID, IP, Mac and Version. For each search

criteria, search operators “=", “I=" and “~” are supported.

Agent Management

‘ > @

e Examples of search statements as follows:

Search by the condition “=":

ANM-NHANOTA Ofine Ne_graup 18/13/2018 103710 12/12/2018 05:08:0 1921684222 test_sample

Search by the condition “!=":
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nhandtd

34 resuitfs View colun v

pEsKIOPEGANLEQ ® online Ho_group Relase 240572019 1042143 17708 /2019 10116146 192.168.4.222,152, tast_sample
Thanhinavirualiox otfine Ho_group Test 1921884222, A
offine Ho_grovp Release 130372018 130522 21684111 sample
offine Ho_groun ot 13/03/2019 05:01148 192.168.4.222,152, A
offine Ho_group Release 2270372018 09257 13/03/2019 13:3045 192.168.4222,192, test_sample
offine Ho_grow Release 200572018 181925 8 173814 1921681202 ample
Chuysnnta vistaios ofine Ho_grovn Relnase 210872018 16:04:51 2210472015 16:56:40 192.168.4.222,192.168. i
DESKTOR iHAZEID offine Ho_groun Release 200372019 15:1840 2018 142145 192.168.4.111,192, test_sample
offine Ho_grovg Relzsse 140572018 1 oL0472018 171143 192168252 sample
ofine Ho_groun Reloaze 192 16842 aample
offine Ho_group Release 192.168.4.222,152 A
offine Ho_growp Relzsse w2168112 s sample
offine Ho_group Releaze 192168252 ample
offine Ho_group Release 192.168.4.222,192, test_sample
offine Ho_growp Relzsse 192168422282 A
DESKIQP.LIVSI22 offine Ho_groun Release 192 188.4.11,192.188.422 test_sample
DESKTORTHISID0 offine Ho_group Release 1921684111 test_sample
i THANI N offine Ho_growe Test 9 pezsiaL 2900172019 0434508 192168422282, s sample
A0 CONGNCS Ho_group Release 010 0513541 081172018 10:55:48 1821881202 test_sample
Ho_group Reloase 0172018 112835 1o/ /209 85119 192.168.4.111,152. tost_sample

Agent Management

6 resultis) . -
a
Search by AND match criteria:
> 6 e 103016137, n " X v v ViR D3N v 33cyAxMCE w M @ Z

Agent Management

AN AND

192.168.4.322,192, Microsf Windows 10 P10

ANm-CONGNCE offine He_group

ANM-CONGN offine . WA A WA W Microsoft Windows 10 Pro

Search by OR match criteria:
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cure | 10.30.161.37/#

Agent Management

14 resuitfs) v
=] [
DESKTOP EGANUEQ ® Oniine No_group Rele = 1710412019 10:16:45 21684222, 1521684111 test_sample Microsaf Windows 10 Pra
DESKTOP HHIZBIO Offine No_group. Release 21/05/2015 15:18:40 05/1/2018 14:21:48 192.1684.111162.168.4222  test_sample Microsat Windows 0 Pra
DESKIOP-SCBPVCE Offine No_group. Release 01/04/2018 18:51:50 05/11/2018 14:42:16 192,168,112 test_sample Microsaft Windows 10 Pro
DESKTOP-UBOSHAR Offline No_group Release 29/03/2019 15:48:06 12/03/2019 18:39:01 192.168.4222,182 1684111 test_sample Microsaft Windows 10 Pra
DESKIQP-LIVS2ZZ offine Ho_group Release 02/03/2019 22:5403 19022019 16:08:27 1921684.111,192.0684322  test_sample Microsaft Windows 10 Pro
1 THANHL Offine No_group Test 15/02/2019 08:35:41 29/01/2015 044508 1921684.222,102.168.4111  test_sample Microsaf: Windows 10 Enterprise
PuICCONGNCE offine Ho_group Release 2570172018 023541 08/10/2018 10:55:48 1921681292 test_sample Microsaft Windows 10 Pro
ANM HIEUPCS Offiine No_group Release 22/01/2019 11:25:35 18/01/2019 02:45:18 1 A111,192.168.4222  test_sample Microsaft Windows 7 Enterprise Service Pack
ANMAHANDTA offine Ho_group Test 18/12/2018 10:37:10 1211212018 09:06:04 192.168.4.222 test_sample Microsaft Windows 10 Enterprise
ANM-COMGNCD offine No_group Apha 03/12/2018 15:01:10 30/11/2018 16:13:13 192.168.4.232,1521684111 test_sample Microsa: Windows 10 fra
ANMEHUOCHM offine No_group Apha 03/12/2018 14:31:13 30/11/2018 16:12:38 168.4232,1521684111  tost_sample Microsak Windows 10 Enterpy
DESKTOP QMETRIE Offine No_group. Release 30/11/2018 14:10:30 30/11/2018 14:04:16 192.1664111162.169.4222  test_sample Microsat Windows 10 fra
DESKTOPIQTLTR Offine No_group. Release 26/11/2018 15:31:18 17112018 1701228 88888844 test_sample Microsaf Windows 10 Pra
ANM-COMGNCS Offtine NA N/A H/A N/A 192.168.120.2 N/A Microsaft Windows 10 Pra

ay 14/14 result

e Quickly select 1 agent/ 1 group of agents to set policy as follows:

M Aahant

Agent Management

33 resultls) olmn v
ancel
a Offline Test_scan_ip Test 22/05/2020 15:46:14 15/05/2020 17:38:55 10.61.188.2 Agent Parformance |
Offline Liennt_groupl Alpha 25/05/2020 15:05:57 21/03/2019 13:31:53 10.61.188.2 bls_test
a Offline Test_scan_ip Test 25/05/2020 14:40:55 31/01/2020 17:23:19 10.61.188.2 Agent Performance
Offline Test_scan_ip Test_ping 11/05/2020 10:41:10 22/04/2020 17:00:46 10611882 huyhv-2211
Offline Liennt_group2.1 Release 07/05/2020 09:56:40 07/05/2020 0%:33:04 10.61.188.2 NiA
Offline Default Release 18/05/2020 12:31:13 18/05/2020 11:16:38 10611882 defoult
Offline Default Alpha 07/05/2020 14:28:53 24/07/2019 13:44:07 10.61.188.2 full_features
Offline Anm Release 22/05/2020 17:23:55 17/01/2020 18:3:40 10611882 huyhy_15.01ProPre
isnNT-TestPC Offline Liennt_groupl.1 Release 25/05/2020 14:30:29 21/05/2020 11:42:22 10.61.188.2 NiA
Ubuntul8xEachuyennt. Offline Default Beta 18/05/2020 15:32:16 29/10/2019 10:50:34 10.61.188.2 Agent Performance i
WIN- Offline Test_scan_ip Beta 19/05/2020 15:20:57 17/12/2019 53 10.61.188.2 hisupcd
WinT-32bit-PC Offine Test_scan_ip Test /2020 18:17:53 25/02/202017:38:33 10611882 Agent Performance
Ubuntuhypers-Yirtual-Machine Offline Default Release 2020 10:50:39 25/02/2020 17:03:22 10.61.188.2 test
ThanhLN-pC Offine Default Test 18/05/2020 12:23:01 13/03/2019 13:30:45 10611882 Agent Performance
Localhost.Localdomain Offline Test_scan_ip Release 27/04/2020 18:26:29 01/04/2020 14:38:38 10.61.188.2 centos
DESKTOP-EGANURG ® Online Test_scan_ip Test 25/05/2020 15:30:51 08/05/2020 22:18:52 10611882 full_features
DESKTOP-312SAGT Offline Liennt_groupl.1 Release 25/05/2020 14:38:40 19/08/2019 17:18:19 10.61.188.2 huyhv_15.01.ProPre

Tick to select 1 agent or multiple agents to enter the Multi-selected session.
Perform Set Policy.

Selected (1) | SetPalicy

Nhand

test_sample v Eroul
o =
Thanh grouy

o Result after setting policy:
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1.2 test_sample

11,14 X
J Set Policy successfully!

o Delete the action on the Multi-selected screen

¢ View Column: Configure the display of columns at will:

& View column w

Search in dropdown list...

e View details of an agent by clicking duplicate the mouse on any row

The system supports users to perform Set Policy, Update Group and Move to group for Agent
quickly.

o User login under root group: Display all Groups in the system.
User login under default group: Display default Group.

o User login under parent-level group: Display all the Groups belonging to the user
logging in and the users belonging to the corresponding child-level group.

o User login under a child-level group or many child-level groups: Display all Groups
belonging to the user logging in.

= Tab General Info Tab
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The system displays general information about the agent, including: General information,
CPUs, Network Interfaces, Default Gateway and DNS Server.

Ml AnaNT
Agent ANM-CHUYENNT2
Agent management
[——— ! : Frstng ©) P B
13 resuttls) hanca_s e -
ofine oo sttt s030
wove oo,
Offine ot 2030
 Oniine od = a3
® Online el o s e 3030
Oftine ot 030
Ofine Del Ainfo 3030
Offine bel o ANM-CHUYENNT2 enhance_slert_chyen 5050
Oftine Dl h0STO 4aSa0aeb-dbir-4ale-bbECIISTET aehna9_test_lond_image 3030
Offtine Dol ull_features 3030
® Oniine oot
Offine el 3030
Offine o a3
@ Onling Dl 3030

» |[nstallation Files Version Tap

Statistics of all agent installation files, including the following information: Name of folder
containing installation file, File name and Version.

Support quick search by File name, Version in search text box.

fl AJlANT
Agent VCS

Agent properties

13 ety — s & Viewsotun v
= S8 serupoare caoue RS
s o ool st
wout o anou prp
fr— o oat it 2030
[ rp— o oni ool [ o | enhance_sient_chuyen 20
AH-CHUYENNT2  onl o . et iedvotere oot enhancs_siet_chuyen 203
Ubuntulixeachyyenat of Dat full_festures_centes aa30
Test SeaBank bhasth v o ool o
HICE-EGAN: Off Dol oy AN VEDRDrvSetup.exe e
DESKTCP-BUME30S Offine. Def. . 1.0.085 arhrnis_test lsad_image 2030
WinTsEEA-PC Offine. oef [ full_festures 1030
¥ @ Online: Def 3.00.1210 full_festures 3030
TnanblieC Oftine oot full_festures_thantin 0m
Agentinfo.exe - -
Winioees Offine oat 3001050 fullfestures_server 20
WD PC  onl et [y — 203
PerfCirldil
Display 13113 remit Snosas

RWorker exe
1004154

VESUpdater.exe
1154

» |Installed Certificates Tap
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Statistics of all certificates on the machine with the agent installed, including the following
information: List of certificates on the machine, Issued by, Issued to, Expiration date and
Status.

Ml ANANT

Agent management

Version="10.K" o R FirtPing ) LastPing ) n
13 resuits} & w columer
. STATUS A s
™ Oftine ool e 2030
Nescloud Oftine ost e 2030
¥inTagchyysntest ® Oniine ool 030
ANM-CHUVENNTZ ® Oniine ol 5 - — - . o
G cheduled Tasks Disks & partitions Ermvironment varisbles installed software Required softwarg

Ubunbulcfichusennt Offine Dat- 830
Test SeaBank khat v Oftine e B certficates- Local Maching R Micrasoft Roat Certificate Autharity am

Microseft Aoot Certificate Autharity 10/05/2021 0828:13
DESKIDP-EGRUER or osf 030
DESKTOR-FUMEAR3 of Ded. Root R Thawte Timestamping CA arhnnis_test osd_image 1030

Thaute Timestamging CA ovi01/2001 0e:se59
VTP Oftine oot full festures 3030
s # Oniime ool R repovisccom ull festures a3
Minicgs # Orime oef ¢ e # WA 030
rey or osf full_festures_thanhing 3030
VTP # Onine ot ull festures 583

result
13703
R Microsoft Roat Cartificate Autharity 2011
FlghtRoot Microsaft Root Certificate Authoriy 2011 23/03/2035 01304
01/2000:

In case of viewing details with more information, select © , the screen is displayed as
follows:

Certificate *
FRIEMDLY_MAME Microsoft Root Certificate Authority
ISSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority

KEY_USAGE Digital Signature, Non-Repudiation, Certificate Signing, Off-line CRL Signing, CEL
Signing [c8)

SIGNATURE_ALGORITHM shalRSA

STATUS R

SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority

VALID_FROM 10/05/2001 06:19:22

= Scheduled Tasks Tap

Statistics of all scheduled tasks on the agent installed machine, including information: List of
scheduled tasks, Name, Status, Trigger, Next time run, Last time run, Author and Created.
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Select ™ ” or "> to customize the display of additional information for each task.

fl AJIANT

AgentVCS

Agent management

Version =300 FntPig O
Agent properties
13 rescitiy) o T & Vewcslum v
€ o8 =

s Oftine oef defsalt 3030
Nestcloyd Offine. Dt " e default 3030
Wntieschuventest ® Oéne oef =3 enhance_slect_chayen 3030
ANMLCHUVENNT; ® Online B i Nt Ve taliod Coxtiicai Eonmntiariblcs  WndiallodsoRinirs * Roquired aciwerd enhance_slert_chuyen 3030
Ubuntulaxgschyvenat Offine. Dat- full_features_centos 3030
Test Seaflank bhaith 1 o oef kS X i Aul_festures 3030
DESKTOP£GuNB0 Oftine o e % enhance_slet_chyen 3030
DESKTOP-RUMBSOY Offline bd - - sohnn1s_test_losd_image 3030
JIRSTEE Offine oel foeatures 3030
¥ ® Online Det sibl $uA_festures. 3030
Win1oxes @ Oniine Def L NA 2030
ThahutipC Oftne ot e foll_fentures Shanbins 030
WinlsgeAPC ® Oriine oef 8 festures 03

Dispiay 13/13 resuit P

o Ready

st
Reacy
=N
Reacy

Hover over the task and select (i) to view the complete information of the task in .xml
format.
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XML Detail X

=?xml version="1.0" encoding="UTF-16"7=
<Task version="1.2" xmlns="http://schemas.microsoft. com/windows/2004/02/mittask">
<Registrationinfo=
<Date>2021-03-09T158:36:49.6502882</Date>
<Author=VCS\Administrator</Author:=
<URI=\dffffff=/URI>
</Registrationinfox
<Triggers />
=Principals=
<Principal id="Author"=
=Userld=5-1-5-21-3942219608-2782901308-3935319899-500</Userld=
<LogonType=Interactive Token</LogonType=
=RunlLevel>LeastPrivilege</RunLevel>
</Principal=
</Principals>
<Settings> "
<MultiplelnstancesPolicy=IgnoreNew</MultipleInstancesPolicy>
=Disallow5tarilfOnBatteries>true</DisallowStarilfOnBatteries>
«<5toplfGoingOnBatteries>true</StoplfGoingOnBatteries>
<AllowHardTerminate>true</AllowHardTerminate>
=5StartWhenAvailable=false</StartWhenAvailable=
<RunOnlylfNetworkAvailable>false</RunOnlylfNetworkAvailable
<|dleSettings>
=5topOnldleEnd=true</StopOnldieEnd=
<RestartOnldle>false</RestartOnldle>

4, Export to XML

4, Export to XML

Select to download scheduled task information. The .xml format is supported.

= Disks & Partitions Tab

Statistics of all disks & partitions on the agent installed machine, including the following
information: List of Disks, Partition, Volume name, Serial, Drive type, File system, Capacity
and Available.

Select © or ” to customize the display of additional information for each disk.
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il AJnaNT

AgentVes ——

s Offline Det default 2030

o 7o G
Nestcloud ine ot 5430
MinTasechyotest ® O odf 3030
ANM-CHUYENNTZ i Del all 3050
Ubustipsptchysnnt Oftine Ot 3030
e Dt STSOUDMOO218DLAZ o
DESKTOP-EGANUBD oef 5430
DESKIOP-RUMBY0R osf 3030
irTae BT ot sas
s odf Feed ol festures 3030
PiniQeit ® Online. Def P N& 2030
ThanhldeFC Offine Def - ull_festures_thanhing sas
PinTagtAPC # Online. Def o full_festures 3030

Dispia "

Apacer AS350 51268

=  Environment Variables Tab

Statistics of all environment variables on the agent installed machine, including the following
information: List of system and users, variable name and values belonging to system or users.

Select © or ” to customize the display of additional information for each disk.

Ml anant

Agent management

o default S0

Hedcloud o ot o
WinTsBichuysatest ® onl ol o
ANM.CHUVENNT2 ® Oni ol i 3030
b Beachyenet o st 5030

Test SeaBank Khith v o D Srlem o
DESKTOP-EGANUED o Ol ) ministrato oo
DESKTOR B AENDY o L . 503
WnTuh A PG o . e sas
ws » Oni [ J— 5030
Wil ® Onl Def  SHISERPROFILES AppDats|Local Temp = T
Thoubl it 7 & LI Rullfestures_tharilnd 5050
WinTsaAPC ® onl oef  WIE Rl festures 3030

= |nstalled Software Tab

Statistics of all software installed in the agent, including information: Software name,
installed version and installed date.
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Support quickly searching for installed Antivirus software or entering the software name in

the search text box.

Ml AnaNT
Agent ANM-CHUYENNT2
Agent management
[——— fintPag © [ B
13 resuitts) aca_o m =
ofine oo sttt s030
wove Tosmcue
oftne out 2030
 Oniine od = a3
® Online oef o s e 3030
Oftine ot 030
Offine od 59 el -
Offtine Dol enhance_alert_chuyen 3030
&4 it HP €10 Components nstaler
Ofing O versioniia: aehna9_test_lond_image 3030
Oftine o 1900 el l_festures 2030
® Onling Def oo
Offine el 3030
Oftine o sa30
@ Onling Dl 3030

* Required Software Tab

Statistics of all required software installed or not installed in the agent, including information:
Software name, installed version and installed state.

Support quickly searching for required software that is not installed on the machine or
entering the name of the software in the search text box.

fll AJANT

Agent ANM-CHUYENNT2

Agent management @ Guidelines

: e & wer & B

Agent properties

13 et — e e L e 5
pp—

wove ToGRouP P

Hexicioud R Dat 2650

3050
ANM-CHUYENNT2 # Ori Def 3030
Ubuntylsxidch yennt Lo Dat 3050
Teat SzoBank khath v1 Off Def = 2030
DESKICF-EGANVEQ 0Ffl Def 030
DESKTOP-BUMBI03 O Def ‘Z . 4 1030
WinTxate2-PC 0Ffl Def 2050
=3 ® Orii Def 3050
ThanhLb-PC OF Def 2030
Winlowgs 0Ffl Dat 2030
WinZxaAPT ® Oriine. Def = 2030

Display 13/13 resuit VEDR
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= User List Tab

Statistics of all users logging in the agent, including information: Username, active and
administrator.

fl AJlANT

Agent VCS

Agent management @ Gudelines

Version = 30307 s T FrtPing £ LagPig O a
Agent properties
13 resultls) serpoucy Sl Vewcslumn -
AME sTaTus S e uronre coour poLICY ersion
ws Offine oef defalt 2030
uot ToGRUe
Nextcioud Offine oat Sefaalt 3030
in o ® Ortine: Def enhance_alert_chiyen 103
= = o - | Installabion Files Version Scheduled Tasks Ervironment variabies et )
Ubuntusssschyyennt Offine Dt ful_features_centos 1030
Is ik khy yj Offline Def - full_features 3.030
DESKTOP EGANVBQ Offline. Def ‘enhance_alert_chuyen 3.030
DESKTOP-BUMEICD Ofine Def o - anhan1s_test_lcad_image 2030
WinTe8E-APC Ofine Def. No full_features. 2030
S ® Orime. D Goest to o Ul festures 1030
ThanhiipC Offine Def  thato ™ o _festures_ thanhiey 3030
o Offine oaf l_features_server 203
D ® Online Dt anhanis_test_load_image 2030

Display 1313 resuit

¢ Quickly select 1 agent/ 1 group of agents to set up Move to group

o Select 1 agent/multiple agents to enter the Multi-selected session

fl AJIANT

Agent Management

FirstPing B LastPing B n

33 resultls) &

Selected (3} | SelPolley  Mawelogoup | Setupdstegowp Cancel

(=]
DESKTOP-ACEVS4! Test 22/05/2020 15:46:14 15/05/20201 10.61.188.2 Agent Performance
ThanhLN3.PC =) Alpha 25/05/2020 15:05:57 21/03/2019 1 bls_tast
C Test 25/05/2020 14:40:55 31/01/2020 Agent Performance

Offling 11/05/2020 10:41:10 huyhv-2211

Offtine Release 07/05/202009:56:40 NiA

Offline Default Relaase 18/05/2020 13:31:13 10.51.188.2 default
DESKTOP-BGHEQIG Default Algha 020 14:28:53 10.61.168.2 full_features
DESKTOP-LETTQ4L Anm Release 5/2020 17:23:55 10.61.188.2 huyhu_15.01. ProPre
LienhT-TestPC Liennt_groupl.i Release 25/05/2020 14:30:28 21/05/2020 11:42:22 10.61.168.2 A
Ubuntulég4chuyennt Offline Default Beta 18/05/2020 15:32:16 29/10/2019 10:50:34 10611882 Agent Performance
WIN-OH3ISL4BER) Offline Test_sean_ip Beta 17/12/2019 13:36:53 10611882 hieupcd
WinT-32bit-PC Offline Test_scan_ip Test 25/02/2020 17:38:33 10611882 Agent Performance
UbuntubypeneVirt Default Release 10611882 test
ThanhLh-PC Default Test 10611682 Agent Performance
Localhostl ecaldomain Offline Test_scan_ip Release 10611882 cantos
DESKTOP-EGANUBO ® Online Test_s Test 08/05/2020 22:16:52 10611682 full_teatures
DESKTOP-31SSAGT Offline Liennt_group1.1 Release 25/05/2020 14:38:40 19/08/2019 17:18:18 10611882 huyhy_15.01.ProPre

o Perform Move to group
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Group list in the Move to group combo box

= User login under root group: Display all Groups in the system.

= User login under default group: Display default Group.

= User login under parent-level group: Display all the Groups belonging to the user

logging in and the users belonging to the corresponding child-level group.
= User login under a child-level group or many child-level groups: Display all Groups

belonging to the user logging in.

o Quickly select 1 agent/ 1 group of agents to set up Set update group
o Select 1 agent/multiple agents to enter the Multi-selected session.

fl AJIANT

Agent Management

33 resultis)

Selected (3) | SetPolicy | Mowetogoup | Setupdategroup | Cancel

alaase 05/05/2020 10:50:39
18/05/2020 13:28:01
elease 27/04/2020 18:26:29

e
Re

B

B

Test 08/05/2020 16:17:53
R

T

)

T 25/05/2020 15:30:51
!

o Perform Set update group.

Notes:

elease 25/05/2020 14:38:40

FstPing wes o [BY

21/03/2019 13:31:53

23,19

22/04/2020 17:00:46

21/05/2020 11:42:22

29/10/20

350:34

17/12/2019 13:36:53

o Move to group: Move the agent to the groups in the Group Management screen

o Update group: Move the agent into groups that store files running under the agent,
each group has different running files defined in the server.

3.1.4.2. Group Management

Configure the rule to automatically switch the Policy and group to the agents if the rule is

satisfied on the Portal, reduce the time to switch the Policy and group for each agent and
synchronize the Policy for the agents that satisfy the configured rule.
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Key features on this monitor include as follows:

(1) Manage groups by tree

(2) Search group

(3) Add a new group:

o Create rules to automatically switch groups for agents
o Options for group switch (All existing agents, New agents only, All existing and new
agents) and Policy assignment (assign immediately, not assign).

(4) Monitor the agents belonging to the group and the total number of agents belonging
to the group

(5) Edit group

e (6) Delete group and agent belonging to the group.

3.1.4.2.1. Manage groups by tree

e User login under root group: Display all groups in the system.

User login under default group: Display default group.

User login under parent-level group: Display the group belonging to the group of the user
logging in and the corresponding child-level group.

User login under a child-level group or many child-level groups: Display all groups
belonging to the group of the user logging in.

The list of groups displayed in a tree form includes the root groups, and each root group
includes child-level groups at level 1, level 2, etc.

Each group includes the group name, the group's configuration information (rule, policy and
apply to), and a list of agents belonging to the group.

Group rules are independent among groups (no parent-child level group inheritance).

The group management by tree is for easier management when the number of agents is large
and there is a hierarchy of agent management by company, department, etc.

When the user belongs to a child-level group, if selecting a parent-level group, the group
detail popup will not be seen.
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3.1.4.2.2. Search group

Method 1: Click on the Search textbox — A scrollable list of groups corresponding to the user
logging in will be displayed — Select the group in the displayed list.

Method 2: Click on the Search textbox — Enter the search character into the textbox — The
system automatically searches for records containing the entered characters — Select a
suitable record in the suggested list or click Search or Enter, the list of satisfying records will

be displayed.

& # # # 8 3 3 &
2 E R

b &

e When double-clicking on a record will display detailed information of that record.

o Detailed information tab is displayed as Detail and the data of that group is Rule, Policy
and Apply to.
o When selecting the Agent List tab, the agent information data matches that group.

e When right-clicking on a record, it will display 2 options: Go to group and Delete group.
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o If selecting Go to group, then the user is taken to the location of that group on the tree
o If selecting Delete group, a confirmation popup to delete the group will be displayed.

e When clicking on the menu in the right corner, each record also displays 2 options: Go to
group and Delete group.

3.1.4.2.3. Add a new group

e User login under root group: Enable to add all new groups.
User login under default group: Unable to add a new group.

e User login under parent-level group: Enable to add a new corresponding child-level group
of the group belonging to the user logging in.

e User login under a child-level group or many child-level group: Enable to add a new
corresponding child-level of the group belonging to the user logging in.

o Step 1: Select the group location to create.

If creating a new group in the original group list, click the Add new button on the right corner
of the screen or hover over the bottom of the original group list on the screen and click Add

new.

il AnanT

Alert R Flow nvestigation Respons Protect & Preventior Setting roo = -
Group Management D

AR OEOED T W o
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If creating a new group is a chil-level group in an original group or a group at level 1, level 2,
etc, click on the parent-level group, then click Add new on the screen or hover over the bottom
of the group list at the same level and click Add new.

© VEDR bosrd - Agile Boord - Your X | 4 Test Management for JRA - Your X | € Test Management for JIRA - Yeu: X | b Test Management for JRA - You X

() A Notsecure | 1030161.37/#/set

Applyte

AR DEOED B oG

o Step 2: Enter the group name and configure the rule.
Notes: The name and configuration rule cannot be the same as the existing name and rule.
If the All operator is selected: The rule is satisfied when both fields are satisfied.

If the Any operator is selected: The rule is satisfied when one of the two or both fields is
satisfied.
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Group Management
0 server_computer
03 itdepartment

hr_department

O osbm
0 test
hasds

03 new_and_exsit_os

03 add_group
phupcnm3_0722_1

[3  cpu_modelname

hostname_anm

O sies
0o s
Ip_den

o ipaszises
0 ipa

0O defoutt

KHCL_department

Detail

3

o this group if following condlions matched

Palicy

Applyto

All existing and new agents

¥

-0 E=E3 F

o Step 3: Select the policy and the agent type to apply the policy if the rule is satisfied.
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khcl_department X

Rule

Detail Agent list

Moving agent to this group if following conditions matched :

102.168.87

*Windows®

Policy

Apply to

All existing agents

| | 7

After clicking Apply, check the agent switched to new group in the Agent List tab: The list of

agents meets the rules and is switched to the newly added group. Depending on the option in

the Apply to section to switch the group for agents in the system as follows:

Notes:

All existing agents: Switch groups for all existing agents in the system. For new
agents installed after Apply, if they match the rule, groups are NOT switched.

New agents only: Only switch groups for newly installed agents after Apply. For the
existing agents on the system, if they match the rule, groups are NOT switched.
All existing and new agents: Switch groups for all existing agents in the system and
the newly installed agents after Apply if the rule is matched.

« If select the Apply policy now when rule matched checkbox, and click Apply, those
selected agents will be checked the values. If they match the configured rule, they
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will switch the policy for the agent to the selected policy at the Policy section, and
switch groups.

* In case the above checkbox is not selected, after Apply, those selected agents will
be switched the group but not the policy. That is, the agents will keep the same
policy while switching to the group with another policy. For newly installed agents,
if the rule is matched, the group is switched and the default policy is applied.
Because the checkbox is not selected, the default policy is applied.

= If the new agent matches the rules of many groups, it is prioritized to switch to the
newly created group without counting the time to edit the group.

3.1.4.2.4. Edit group

Enable to choose to edit 1 or 2 or all 3 elements in a group, including: Rule, Policy and Apply
to.

e User login under root group: Enable to edit all groups in the system.

e User login under default group: Unable to edit the default group.

e User login under parent-level group: Enable to edit all groups belonging to the user
logging in/ and the child-level group whose role is also in the child-level role group of the
user role logging in.

e User login under a child-level group or many child-level groups: Enable to edit all groups
belonging to the user logging in.

To edit a Rule of a group, click the Edit icon.

khcl_department X
Detail Agent list
Rule — 1
Maving agent to this group if following conditions matchad :
152.168.87
"Windows”

Edit the group rule then click Save.
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khcl_department %
Detail Agent list
Rule Cancel n
Moving agent to this group if [ A v following conditions matched :
IP ~ 192.188.8.* x
0s Platform W “Windows* %

Then enable to edit in the Policy and Apply to sections, and click Apply.

Notes:

¢ In case of editing the elements of the group (Rule, Policy or Apply to) and do not click
Apply, the edited content has been saved, but the Agent List is not updated. For newly
installed Agents, perform the following:

o Switch group: Depend on whether the new Agent is selected in the Apply to section. If
selected, the Agent will be checked. If the rule of the group is matched, it will be
switched to the group.

o Apply policy: A policy of an agent depending on selecting the Apply policy now when
rule matched checkbox. If the checkbox is selected, the group's policy will be applied.
If it is not selected, the default policy will be applied. Because if the checkbox is not
selected, the default policy will be applied.

e In case the components of the group are edited and then Apply is clicked, the edited
content is saved. And if the All existing agents button in the Apply to section is selected,
perform a scan of the entire agent information in the system and switch the group for the
agent, then update the Agent List.

For new Agent, perform the same process as above.
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3.1.4.2.5. Delete group or remove agent from group

e User login under root group: Enable to delete all groups in the system.

e User login under default group: Unable to delete the default group

e User login under parent-level group: Enable to delete all groups belonging to the user
logging in and the child-level group whose role is also in the child-level role group of the
user role logging in.

e User login under a child-level group or many child-level groups: Enable to delete all groups
belonging to the user logging in.

To delete a group, click on the group to delete, click Delete — OK on the confirmation screen.

After deleting a group, the agents belonging to the group will be switched to the default
group, while their policies will still remain.

» g Y B R a8 e g @ AR OEOETD Y MG I

To remove the agent from the group, click on the Agent List tab, click the x icon to remove
the agent from the group.

After removing the agent from the group, the agent is switched to the default group, while its
policy still remains.
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os_linux X
Detail Agent list

7 agent(s) Type to filter agent.. View column v
NO.  AGENTID HOSTHAME STATUS POLICY -g
1 CFF901BCE83AEOBEA4OTTES0... thedvl-VirtualBox o Offline default
2 68555CF02D2580563A8F12B4... ubuntulBxs4chuyennt @ Offline thanhln0910 x
] BES00069868F655D59F4C2BE...  chuyennt2-ViettelOS o Dffline thanhln_demo x
4 EA3B92E4CBB2887FBO4DF59E... chuyennt2-ViettelOS-test @ Offline default x
5 ACTCO96A104BE0A0TFC4ABBET... thanhIng-VirtualBox ® Offline thanhln_demo x
6 COFFB3EB991525CESEAGD360... test-windows7 ® Offline thanhln0910 x
7 C8B5960DEFTCIES32536930F... chuyennt2-VirtualBox ® Offline default x

Notes: For deleting a parent-level group:

e Delete all child-level groups
e Switch all agents of the parent-level group and child-level groups to default group
e Maintain policy of agents in parent and child-level groups.

3.1.4.2.6.

fl AdlanT

Add a new user to the group

Setting

Group Management

EEN -

[ default

bussiness_solution
liennt_groug

3 ves_anm

0O test

03 group_test

[O  unknown
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I Add user into group
User available to add into group

I NO.  USERNAME

2 jiant
3 sjiant_dev
4 chuyennt;

datntss
[ hisup
7 lienntl

t_aler

liennt_inves
10 liennt_irflow liennt irflow lienntirflow

[ lie

o Supper Ad)
thanhlng L& Nhu Thank

thildl Ly Bink Thi thild1@viettel.com.vn

List of Users:

e User login under root group: Display all Users in the system.

e User login under default group: Display User only belonging to default group

e User login under parent-level group: Display the user logging in and the user belonging to
the child-level group whose role is also in the child role group of the user role logging in.

e User login under a child-level group or many child-level groups: Display the user logging

in.

3.1.4.2.7. Delete user

U ANANT
Group Management ED test *
O am » » tast_ip Detail Agent list Userlist

[0 default > m

2 st iant . x
[0 group_test
3 sjiant_dev ajiant_dev . x
[3 unknown 4 chuyenniz chuyenntz . *
5 datntss datnt88 .k x
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3.1.4.3. Account Management

Manage accounts, permission and permission group of the portal system.

3.1.4.3.1. Permission management

Manage access permission to system resources (APIs). A permission is access permission to a
specific resource (API) of the system.

e The main functions on this screen, including:

o (1) Manage permission
o (2) Search permission
o (3) Delete permission

e Manage permission

Display all system permission. In case the permission is deleted on this screen, when
performing functions on the portal without permission, the deleted permission will
automatically be added on the Permission Management screen.

e Search permission

Enter the search character in the Search textbox — Click Enter or Search — A list of satisfied
permission is displayed.

(Y A Naotsecure | 10.30.161.37/8/settings/account/permissio @9 & @8 L

U anant

e Delete permission

Click the Delete icon — Click OK on confirmation screen to delete successfully.
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fl aJlaNT

Permission search

43 resultls)

B E} B} B} E) B E)E

5% S % % BB VST S OS OBS OBV OB YOSSOS

B E} B} B} E) BN E)E

a7 & o * o x

3.1.4.3.2. Role Management

Manage roles (permission group) of the system.

¢ Functions on this screen includes a set of as follows:
o (1) Manage list of role

= User login under root Role: Display all Roles in the system.

= User login under default Role: Display default Role.

= User login under parent-level Role: Display all the Roles belonging to the user
logging in and the corresponding child-level group.

= User login under a child-level Role or many child-level Roles: Display all Roles
belonging to the role of the user logging in.

o (2)Searchrole
o (3) Add a new role
o (4) Deleterole

e Manage list of role

Manage the role list in the tree form. There are 2 built-in default root roles: Default and Root.
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Default role: User with Default permission only has permission to access to Portal, no
permission to view data or perform the function.

Root role: Include all system roles. The user with Root role has full permission to use all

functions on Portal.

Clicking on a role, the detailed information of the role will be displayed. A role will include
information: role name, list of permission, list of users (accounts) containing role, parent-level
role or list of child-level roles (if any).

e Searchrole

o Method 1: Click on the Search textbox — The list of roles in the system is displayed and
can be scrolled — Select the role in the list that is displayed.

o Method 2: Click on the Search textbox — Enter the search character in the textbox -
The system filters out the roles containing the search character — Select the role in
the filtered list or click Enter or click the Search button.

© VEDR bowd - AgikeBe. X | € VEDRSSOIPortall i % | € VEDR34] Userfioles - X T - Role Mansge X NT - Groups Mane % AJIANT - Log X | € TestMansgementtor | X AJIANT - Rudes Mansg: X | 0 Instances - Opensisct X |

;;;;;;;

*=  When double-clicking on a record, the detailed information of that record will be
displayed.
o Detailed information tab is displayed as Detail. The role data includes role
information and permission of that role.
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o When selecting the User List tab, it means the user list containing the role is
selected.
»  When right-clicking on a record, it will display Go to role. Click on Go to role to
return to the original tree role list.
=  When clicking on the menu in the right corner, each record also displays the option:
Go torole.

Add a new role

o User login under root group: Enable to add all new roles in the data tree.

o User login under default group: Unable to add new.

o User login under parent-level group: Enable to add a new corresponding child-level role
of the group belonging to the user logging in. Unable to add a new role at the same
level.

o User login under a child-level group or many child-level groups: Enable to add a new
corresponding child-level group of the group belonging to the user logging in.

= Step 1: There are ways to create a new role as follows:
o Click on a role then hover over the end of the role list and select Add new to
create a role with the same level as the selected role.
o Click Add new on the screen to create a child-level role of the selected role
o Right-click on a column in the tree and select Add new role.

Then, enter the role name that does not match the role name existed in the system.
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Ul anant

Role Management [ ] manage_deploy_tool
wiew_appete_handier peal

AR OEOED S B M

= Step 2: Click the Edit icon to add permission information for the role — Select

permission to add to the role — Click Save.

o User login under root group: Enable to edit all roles in the system.

o User login under default group: Unable to edit default role.

o User login under parent-level group: Enable to edit all the roles belonging to
the user logging in and its child-level roles.

o User login under a child-level group or many child-level groups: Enable to edit
all roles belonging to the user logging in.

Notes: The permission list of child-level role is the parent-level role's subset. That is, when
choosing the permission to assign to the child-level role, that role must belong to the
permission list of the parent-level role.
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test x

Detail User list

Detail role information

MAME test {test)
DOMAIN

DESCRIPTION test

Permission

test X

Detail User list

Detail role information Cancel n 3

Name test

Damain

o test
Description

Permission

agent_management_read deploy_tool_handler_manage
auto_runs_handler_manage

auto_runs_handler_read il
containment_manage ¥
containment_read
deploy_tool_handler_read

endpointfw_handler_manage

= Step 3: Switch to the User List tab to add a role to the User's role list.
o User login under root group: Display all users in the system.
o User login under default group: Display user only belongs to the default.
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o User login under parent-level group: Display the user logging in and the user in
the child-level group whose role is also in the child-level role group of the user
logging in.

o User login under a child-level group or many child-level groups: Display the user

logging in.
© VEDR bowd - Agike Be. X | € VEDRSS0IPortall 2 % | 4 VEDR-34|Userioles X [ ANANT-Fole Mansg: X (i) AANT - Groups Mane % | (] AANT - Login X | € TestMansgementtor | X | [ ANANT - futes Mansg: X | 4 + - 8 x
B AN 10.30.161.37/4/set int/n test G [+, 3 B (-]
Al anant
Role Management Delets - test (3
| Detail User list 1

[ manage_permission_management
£ manage_policy_management

Add user inta role

rOROE D WG

e Deleterole

o Click on the role to delete, select Delete — Click OK on the confirmation screen.
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1 test %

Detail user list

Detall role Information &

Permission
agent_policy_manage  agent_read

X

X 9 » @

Notes: After deleting a role, all users using this role are changed: If user X is in the deleted

role and user X has only 1 role, user X is switched to the default role. Otherwise, if user X has

many roles, only the deleted role is removed from user X's role list.

3.1.4.3.3.

User management

Manage accounts logged into Portal VCS-aJiant system.

The main functions on this screen include a set of as follows:

©)
©)
©)
©)

Search account

(1) Search account
(2) Add new account
(3) Edit account

(4) Delete account

Click on the Search textbox — The list of accounts in the system is displayed — Select the
account to search in the list or enter the <text> character in the textbox to filter out the
accounts — Click Search or select the account to search from the list of filtered accounts.

Viettel Cyber Security
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ieuped « 2
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« ¢

o [ @K 4

[ @K 2

& ¢
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e Add new account

Click Add user — Enter information in the form that is displayed — Click Next.

liennt_irflow

fU AJIANT

User search

16 resutss)
admin

1
2 ajiant
3 ajiant dev
4 chuyenni2
5 datntss
6 hieupcd

liennt1

7
8 liennt_alert
9

liennt_inves

10 liennt_irflow

11 liennt_testl

Add user x

Active

Active

Active

Active

Supper Admin

- - G 1
N

siem

LE Mhu Thanh

i

Luu Binh Thi

o Select the role (permission group) to assign to the account, then click Next.
o When clicking on the check box, each role will display the permission corresponding to
that role:

User login under root Role: Display all Roles in the system.

User login under default Role: Display default Role.

User login under parent-level Role: Display all the Roles belonging to the user
logging in and the corresponding child-level group.

User login under a child-level Role or many child-level Roles: Display all Roles
belonging to the Role of the user logging in.
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16 resuit

o Onthe Add role screen for user, the roles can be searched similar to the account search.
After entering the search characters in the Search textbox — Click the Search icon or
Enter to display the role screen that meets the search criteria.

Add user

Search results

o Click the checkbox corresponding to the role to be added, and click Go to role to return
to the original role list screen, then click Create to create an account.

Notes: The account that is logged in to create a new account can only create accounts
containing child-level roles in the list of roles that the account logging in is granted.

o Select the group to assign to the account, then click Create.
o When clicking on the check box, each role will display the permission corresponding to
that role.

= User login under root group: Display all groups in the system.

= User login under default group: Display default group.
User login under parent group: Display the group belonging to the group of the user
logging in and the corresponding child-level group.
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= User login under a child-level group or many child-level groups: Display all groups
belonging to the group of the user logging in.

l o ’ -

informatior Role
User sea —

» iennt_gs x
anm ] lennt_group

16 resuit

e =

Display 16, n

o Click the checkbox corresponding to the group to be added, and click Go to role to
return to the original group list screen, then click Create to create an account.

l Edit user X .

Information Role P J % 1 groupselectsd
User sea .
Search results ngalss [ llennt_groupt x
3 ngawzs
16 result
1 s
2 s
3
4 d
s d
L] h
T
8
9
10 G 1
o i}
2 on
13 s
14 L]
15 f
= =

e Delete account
Click on the Delete icon, then click OK on confirmation screen.

Check the display of the Delete icon as follows:

Page]|
Viettel Cyber Security

Keangnam Building - Landmark 72, Pharn Hung st., Nam Tu Liemn dist., Hanoi

64

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



o User login under root group: Display all users in the system.

o User login under default group: Display user only belongs to default.

o User login under parent-level group: Display the user logging in and the user in the
child-level group whose role is also in the child-level role group of the user logging in.

EOETY Mo

3.2. Agent Interface

3.2.1. Main

The function allows users to quickly view the information security status at the agent installed
machines.

On the taskbar, find and double-click the icon — Select Viettel Endpoint Detection &
Response:

Viettel Endpoint Detection & Response
Helpdesk support L]

Check policy compliance

The system displays the information as follows:
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¢ In case the machine has no malware or all processed malware:

Viettel Endpoint Detection & Response

Clean

DISINFECTED NOT PROCESSED

2 (4%)

(& Reports @ About

e In case the machine has at least 1 malware and no malware with a critical threat:

Viettel Endpoint Detection & Response

G Warning

DISINFECTED NOT PROCESSED

2 (4%)

[ Reports @ About

¢ |n case the machine has at least 1 malware with critical threat:

Viettel Endpoint Detection & Response

Critical

DISINFECTED NOT PROCESSED

2

(& Reports @ About
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¢ Inaddition, the system displays statistics related to the total number of detected malware
as follows:

o Disinfected: The total number and rate of detected and processed malware
o Not processed: The total number and rate of detected and unprocessed malware.

3.2.2. About

The function provides information about Agent version installed on user's machine and
product support information.

About

Viettel Endpoint Detection & Response

VERSION
11.0.2215

OPERATION SYSTEM
Microsoft Windows 10 x64

For more detail, please contact us via cskh_anm@viettel.com.vn.

© 2021 Viettel Cyber Security - Branch of Viettel Group

3.2.3. Reports

The function collects a list of malware detected on the system and the processing status up
to the present time.
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Copies of disinfected or modified files during disinfection are move to Backup folder. Those files are stored in a dedicated format
and do not impose any threats, you can restore, remove or clear all files in Backup folder any time.

Reports

) Restore € Remove T Clear storage

Event date

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

-15:5312

-15:53:12

-15:53:12

-15:53:12

-18:53:12

-15:53:112

-15:53:12

-15:53:12

-15:53:12

Status

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Object

Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice. Generic

Trojan: Exploit.MSOffice.Generic

File path

C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:A\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

For the files containing malware, before they are processed, their originals are stored in the
Backup folder. To clean the Backup folder or restore files, the product provides the following
features:

S : Enable to select 1 file to restore

: Enable to select 1 file to remove from Backup folder
: Enable to quickly clean all existing files in the Backup folder.

3.2.4. Scan

The function allows users to actively use the system to scan and handle malware on the
machine.

The supported scanning methods include a set of as follows:

e Select directly from explorer file: Enable to select multiple files and folders, then right-
click to select scan (Context scan)
e Select scan methods from agent interface:

o Quick scan: Scan on a set of predefined folders where malware is frequently generated.
When selected, all files and folders belonging to the selected folders will be scanned.
o Full scan: Scan all files and folders on the user's computer.
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o Custom scan: Similar to Context scan, when this method is selected, the agent displays
the explorer file in order to allow the user to select a file or folder to scan.

Malware Scan

How do you want to scan?

Choose type of scan you want to use.

Quick scan

Quickly check for potential suspicious files and folders.

Full scan

In-depth checkup for your computer. This process may take several hours
to be completed.

Custom scan

Choose one folder or file in your computer to scan.

After selecting the appropriate method, the system scans and processes malware:

33% - Quick|Scan

Q_ Scanning... (33%)

2 malware detected

DUR 00:00:02
NNED 868

Scanning: C:\Windows\System32\svchost.exe

I__é View report o Pause o Stop scanning

The following actions during scanning are supported:

: Enable to pause the scanning process
-
: Enable to stop the scanning process
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f\ View report
: In case at least one malware is detected, the quick view of the processing status
is allowed at 3.14 Reports.

When user chooses to pause the scanning process, the screen is displayed as follows:

33% - C:\Windows\Windows\Windo\System32\sv... - Custom Scan

Q. Paused (33%)

2 malware detected

00:00:02
868

Paused scan. Click ‘Resume’ to continue your scanning.

fé View report o Stop scanning
Itis possible to select to continue scanning or to complete the scan

process.
When the scan is completed, the result is displayed as follows:

Quick Scan

Scan complete.

2 malware detected

00:00:02

L_Eg View report
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