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Glossary

Terms Description

VCS-aliant Trade name of the Viettel Endpoint Detection & Response product

IR Flow Incident Response Flow: A operational flow to handle alerts,
investigations and responses

Artifact Alert-related investigation objects, such as path file/registry/process
Detection Object detection related to alerts

Containment  Process isolation in computer, such as network isolation and process
suspension

Investigation  Investigation process: Based on event logs or active investigation
using tools on the users’ machine.

The below investigation methods with investigation tools including
auto runs and listdlls are supported:

e Process Analysis
» Search event logs.
Response Response process: From the investigation results, the operator
processes them in the following ways:
e Response Scenario

e Live Response.

Timeline A timeline to show activities in IR Flow, including:

Create IR Flow

Create/close Process Analysis session

Create/close Live Response session.

Close IR Flow.
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1. Introduction

1.1. Current Situation

Today, organizations and enterprises continue to face many difficulties with the
detection, identification, investigation and minimization of advanced malware forms
in the system. Traditional anti-malware technologies such as signature-based anti-
virus are being intentionally bypassed by highly skilled professional attackers with
attack kits and malware customized and targeted to specific objects. Many
organizations have acknowledged that their traditional anti-malware defense methods
have failed and a new strategy must be created to identify these breaches at the
endpoint. A significant number of recent data breaches from advanced malware forms
have made the customer interest increase in the Endpoint Detection and Response
(EDR) Solutions, in which VCS-aliant is one of them.

1.2. Technology Development

The technology of the VCS-aliant Solution improves the shortcomings of signature-
based technologies that organizations are using such as anti-virus or IPS/IDS to provide
the ability to detect the behavior-based anomalies and the deep insight into specific
information related to endpoint to detect and minimize the advanced threats.

1.3. VCS-aliant

VCS-aliant is able to provide detailed information on malware infections and lateral
movement behaviors of attackers as they perform scans or use information stolen in
the intranet for systems and applications.

In addition, VCS-aliant also complements the existing security technologies, such as
Security Information and Event Management (SIEM) solutions, Network Forensics
tools and Advanced Threat Detection devices, which means complement to an
organization's portfolio of information security incident response solutions.

1.4. Upgraded Information

Version 3.3.0 provides the following new features:

e Improve Login and Process Analysis features according to new interface design

* Improve user experience and add necessary process information to support users in
the investigation process

» Improve issues in the old version to ensure stability.
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2. Overview

2.1. Technologies

VCS-aJiant uses Filter Driver technology (allow to run and monitor at the Kernel-based
level) to collect information, including Files, Processes, Registries, Networks on user
computers and servers. The file signs include Modified, Delete and Changed attribute.
The registry signs include Delete key/value, Set value, Rename key/value and Create
key with suspicious access. The suspicious signs of Memory are periodically scanned.
The behavior identified as Suspicious is pushed to the centralized analysis back-end
system.

The attack investigation workflow is designed as a closed flow according to the IR Flow
scenario in order to support the detection and analysis of anomalous signs right on a
single interface, provide deep investigation (Forensic) functions on Endpoint, support
to get suspicious files (Get Artifact), push scanning tool (Tool Deployment), allow
investigation implementation, provide evidence in real-time (Process Analysis and Live
Response) and allow respond to a threat detected.

As soon as the anomaly is verified, Endpoint provides wide-ranging malware removal
tools (Response Scenario), including: isolating the infected machine network (with
network containment), killing process and deleting file/registry.

2.2. Infrastructure Architecture

o-JeoReEN

Server Database Portal Admin

—

Endpoint Endpoint Endpoint

I 1]
A O @ -

VCS-aliant system includes 03 main components:
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Agents: A component installed on each computer, responsible for monitoring
abnormal signs on the computer and sending logs to a centralized server.

Cluster of servers for centralized processing and storage: A data processing
component, playing a key role in analyzing and processing data sent by the Agent
in real time.

Web Portal: A component for administrators, used to monitor and analyze system
information.

2.3. Work with Admin Interface

The Web-portal interface includes the following functional interfaces and processing

flows:

Dashboard: Statistics and visual charts about the organization’s information
security situation.

Alert management: An alert list about signs of malware appearing on the user's
computer.

IR Flow management: A list of IR Flows created by the administrator during the
investigation. The flow includes a set of Detection, Containment, Investigation and
Response.

Investigation: A tool list for investigation (Process Analysis, Event search and
Deploy tools).

Response: A tool list for response and incident response (Live response)

Protect & Prevention: A list of workstation protection and prevention features
(Application control and Endpoint firewall)

Setting: A list of system setting functions (Policy management, Agent
management, Group management, Rule correlation and Account management:
User, Role, Permission management).
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3. Instruction to Use

3.1.  Login

e Access the system at the provided address.

] AJIANT

Signin

e Login with the provided user/password.

3.2. Dashboard VCS-alJiant

e Main features include as follows:

fl AJIANT
Organization Dashboard | 1 06/06/2021 - Now B o
Online Offline New Executing
0% 100% @ 0%
7 43906 30 . 0
Agents @ + 1 agents * +1agents Mets @ + +Salents Remain unchanged
43913 499940
1 +1 new agents Suspicious @ - o enalens es False Positive . Closed
been updated - o
516 0
2 T +2agents R Rem ged
| sy ety .ﬂgpmMnnilanhI |m b |
ALERTS BY STATUS . Export data ALERTS BY SEVERITY &, Export data
o0
o
o
s
30
TOTAL

o Operations with data on Dashboard
= Export data on Dashboard

= Search data up to the last 90 days
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= Refresh data.

o Overview: An overview statistics of the organization's information security
situation (through agent and alert state).

o Security Operation: Monitor information security operation situation (through
alert operation monitor).

o Agent Monitoring: Monitor installation state and agent state.

o Risk Detection: Track threats to the organization (through the statistics of the
objects generating the most unprocessed alerts in the system).

e Data authorization at the features is as follows:
o User login under root group: Display data of the entire system.

o User login in 1 level group: Display data at all 1 level group and affiliated child-
level groups.

o User login in 2 level group onwards: Display data at the entire 1 level group
containing the group of the user login and the affiliated child-level groups of
the corresponding 1 level group.

3.2.1. Action to Manipulating Data

3.2.1.1. Export Data

This function allows to export the existing data on the Dashboard interface by selecting

, in addition to adding the detailed data sheets to support reports.

* Incase of connection failure or no data on all components of Dashboard, the export
is not supported and the action will be hidden.

e In case of having data, support to export files in .xlsx format.

3.2.1.2. Search by Date

This function allows to adjust the time period to monitor the information security
situation up to the current time with the default time from the last day.

* To select the start-time range to monitor, enable to choose absolute or relative
time range as follows
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Absolute time range Relative time range
From Last 90 days
06/06/2021 (] Last 60 daye
Apply time range Last 30 days

Last 24 hours

» Absolute time range: A specific start date value and up to 90 days from the current
date supported.

For example, it is currently 3 am on 7 June 2021, select start date = "06/06/2021". -
Monitoring period: 00:00 6 June 2021 to 03:00 6 July 2021.

» Relative time range: A relative time range between the start date and the current
date.

For example, it is currently 3 am on 7 June 2021, select start date = “Last 30 days”.
The system automatically searches the last 30 days and starts counting from 00:00 of
that day. — Monitoring period: 00:00 8 May 2021 to 03:00 7 June 2021.

e After selecting the time range to monitor, select toreload the
corresponding data.

3.2.1.3. Refresh Data

This function allows to refresh manual data, select " to update the latest data up to
the current time.

3.2.2. Overview Statistics

This function allows to quick statistics on the information security situation at the
organization according to the selected time range in the search section.

2840 “3) 3331 & _ 15164 0 °‘
169 | 465653 )
o 3739 o) e 0 S\ o =
3.2.2.1. Statistics Related to Agents
Statistics Meaning

Include 2 numbers as follows:
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e Total number of machines with agent installed

6171 in the system (regardless of search time range)
+ 19 new agents

Total number of new machines with agent

installed during the search time range

(+: Newly installed machine, Remain
unchanged: No newly installed machine during

the search time range).

Include 3 numbers as follows:

Average number of online machines during the
search time range (only counting working time
during office hours from 08:00 - 18:00)

3274

+ BB4 agents

53% Average number rate of online machines

compared to the whole system

Average number of online machines different

from the previous cycle.

(+: Average number of online machines
increased compared to the previous time

range, Remain unchanged: No difference).

Include 3 numbers as follows:

Average number of offline machines in the
search time range (only counting working time
during office hours from 08:00 - 18:00)

Average number rate of offline machines
Offline

2897

898 agents

a7% compared to the whole system
Average number of offline machines different
from the previous cycle.
(+: Average number of offline machines
increased compared to the previous time

range, Remain unchanged: No difference).

Include 3 numbers as follows:
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Total number of machines with agent installed
I / in the system (regardless of search time range)
3748 — generating unprocessed alerts

+ +1529 agents

Rate of machines generating alerts compared
to the number of machines in the whole system

(regardless of search time range)

Total number of machines generating alerts
during the search time range

(+: New machines generating alerts, Remain
unchanged: No new machine generating alerts

during the search time range).

3.2.2.2. Statistics Related to Alerts

Statistics Meaning

Include 2 numbers as follows:

Alerts ® Total number of alerts in whole system

466354% (regardless of search time range)

+ +10386 alerts
has been updated

Total number of new alerts generated or
updated during the search time range

(+: New alerts generated, Remain unchanged:
No new alert generated during the search time

range).

Include 3 numbers as follows:

Total number of new alerts generated or

updated during the search time range and in

the NEW state
New
10386 100% || @, Rate of new alerts generated or updated
¥ 3677 alerts during the search time range in the NEW state

compared to all new alerts generated or
updated during the search period time range

Total number of new alerts generated or
updated during the search time range and in
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the NEW state different from the previous

cycle.

(+: Total number of new alerts increased from
the previous time range, Remain unchanged:
Total number of new alerts remained

unchanged from the previous time range).
Include 3 numbers as follows:

Total number of new alerts generated or
updated during the search time range and in
the <> (NEW, FALSE POSITIVE, CLOSED) state

Exeggng 0% Rate of new alerts generated or updated

0

Remain unchanged

during the search time range and in the <>
(NEW, FALSE POSITIVE, CLOSED) state
compared to all new alerts generated or

updated during the search time range

Total number of new alerts generated or
updated during the search time range and in
the <> (NEW, FALSE POSITIVE, CLOSED) state

different from the previous cycle.

(+: Total alert increased compared to the
previous time range, Remain unchanged: Total
number of alerts remained unchanged from

the previous time range).
Include 3 numbers as follows:

Total number of new alerts generated or

updated during the search time range and in

the CLOSED state
ERESEE 0’% Rate of new alerts generated or updated
0 during the search time range and in the

Remain unchanged

CLOSED state compared to all new alerts
generated or updated during the search time

range
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Total number of new alerts generated or
updated during the search time range and in
the CLOSED state different from the previous

cycle

(+: Total alert increased compared to the
previous time range, Remain unchanged: Total
number of alerts remained unchanged from

the previous time range).
Include 3 numbers as follows:

Total number of new alerts generated or
updated during the search range time and in

the FALSE POSITIVE state
Closé o5 Rate of new alerts generated or updated
0 during the search time range and in the FALSE
Remain unchanged POSITIVE state compared to all new alerts
generated or updated during the search time

range

Total number of new alerts generated or
updated during the search time range and in
the FALSE POSITIVE state different from the
previous cycle.

(+: Total alert increased compared to the
previous time range, Remain unchanged: Total
number of alerts remained unchanged from

the previous time range).

3.2.3. Monitor Security Operation

This function allows to monitor the information security operation situation (through
alert operation monitor) according to the selected time range in the search section,
including:

o Statistic of alert process state by state

o Statistic of alert by severity
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e Corresponding data export in the charts.

fl AnanT

i ; F BL EN root
Organization Dashboard m : =)

ALERTS BY STATUS. 4, Export data ALERTS BY SEVERITY L, Export data

30

TOTAL

= Critical 0(0.0%)

8(26.7%)

EEEEEEEEE False Positive == Closed Low 9(30.0%)

Charts/Statistics Meaning

Alert by state Domain chart: Monitor the state of newly recorded or updated

alerts during the search time range, including:
e X-axis: Time

e Y-axis: Alert rate divided by 4 state groups (New,
Executing, Closed and False Positive)

=k, Export data

e Allow selecting to download alert lists sorted by

state

Alert by severity Pie chart: Monitor the state of newly recorded or updated

alerts by severity during the search time range, including:

e Rate: alert rate at each severity

e The total number of new or updated alerts in a time range
is displayed in the middle of the chart.

o}, Export data

e Allow selecting to download alert lists sorted by

severity

3.2.4. Agent Monitoring

Allow statistics of agents by state and operating system information according to the
selected time range in the search section, including:
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e Agent state statistics (online and offline)
» Agent statistics by operating system and operating system version

e Agent data export.

fll AJIANT

Organization Dashboard £ m a0 dow (=)

Security Operation t Mon Risk Detection

AGENTS BY STATUS @ 0 agent(s) not online in this period

== OMUNE OFFLINE

AGENTS BY DPERATING SYSTEM &, Export data AGENTS BY 0S VERSION Tops v

w 46.(74.2%)
MacOs 0(0.0%)
62 — Linux 16 (25.8%)

OSTYPE

Others 0(0.0%)

Charts/Statistics Meaning

Agent by state Domain chart: Monitor the state of machine recognition by
state (Online/Offline) in the report cycle up to the current
time, including:

e Y-axis: Rate of machine divided by 2 state groups (Online
and Offline)

e X-axis: statistical time

e Display the number of machines that are not online at all
(in case the machine is not online for more than 30 days,
the machine is not automatically recognized).

Agent by operating Pie chart: Monitor the state of machine recognition by

system operating system (OS), including:
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e Rate: Machine rate at each OS

¢ The notes section lists the OS list: Windows, MacOS, Linux
and other operating systems.

o+, Export data

e Allow selecting to download machine lists
sorted by OS information.

Agent by OS version Statistic on the top OS versions installed on the machines.

» Allow changing the statistical period: Top 5, Top 10, Top
20, Top 50. Default is Top 5.

3.2.5. Monitor Risk Detection

This function allows to monitor threats to the organization (through the statistic of
the objects that generate the most unprocessed alerts in the system), including:

» Statistic of top groups that generate the most alerts.
e Statistic of top agents that generate the most alerts.

» Statistic of the top RulelDs and scenarios that generate the most scenes.

e Export the information data according to dangerous objects.

fl anaNT rool
Organization Dashboard & m o (=]
Security Operation  Agent Monitoring
TOP GROUPS AT RISK L Eportdsta | Tops v
dattest2
0 1 2 3 . s B
TOTAL GROUPS AT RISK
2(7%)
TOP AGENTS AT RISK Egondss | Tops v
/ANM-BICHPT3_BADA.. ‘
Ve 8080B9SATEF.. |
Anm-CHUYENNTZ 4. |
wimits_oaaers.. |
TOTAL AGENTS AT RISK
VinTx64.A-PC_ET2
6 (0%) ‘

0 1 2 3 a s 6 7 8 e 10 n 12

ALERTS BY RULE ID TS v ALERTS BY SCENARIO

)

C
s
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Charts/Statistics

Meaning

Total groups at

risk

Top groups at

risk

Total agents at

risk

Top agents at

risk

Total number of groups containing computers with newly
recorded or updated alerts (excluding false positive and closed

alerts, excluding deleted groups) during the search time range.

Rate of suspicious groups to the entire group in the system

(excluding deleted groups).

Column chart: Statistics of top groups containing many
computers with the most newly recorded or updated alerts
(excluding false positive and closed alerts, excluding deleted

groups) during the search time range, including:

e X-axis: Number of machines generating multiple alerts in each
group
e Y-axis: Corresponding group name

e Allow changing the statistical interval: Top 5, Top 10, Top 20,
Top 50. Default is Top 5

Export data

e Allow selecting to download computer lists that
generate alerts

Total number of computers with newly recorded or updated alerts
(excluding false positive and closed alerts, excluding computers
that have been inactive for more than last 30 days) during the

search time range.

Rate of suspicious machines compared to all computers in the
system (excluding computers that have been inactive for more
than last 30 days).

Column chart: Statistics of top computers with the most newly
recorded or updated alerts (excluding false positive and closed

alerts) during the search time range, including:

e X-axis: Number of alerts at each host, clearly divided by
severity (Critical, High, Medium and Low)

e Y-axis: Corresponding machine name
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* Allow changing the statistical period: Top 5, Top 10, Top 20,
Top 50. Default is Top 5.

Export data

e Allow selecting to download computer lists that
generate alerts.

Alerts by RulelD  Statistics of top RulelD with the most newly recorded or updated

alerts during the search time range, including:

e Allow changing the statistical period: Top 5, Top 10, Top 15,
Top 20. Default is Top 5.

Alerts by Statistics of top Scenario with the most newly recorded or
Scenarios updated alerts in the report cycle up to the current time,
including:

e Allow changing the statistical period: Top 5, Top 10, Top 15,
Top 20. Default is Top 5.

4. Manage Alerts

e Main features include as follows:

o Search data by query and time
= Search data by query command and use stored query commands

= Search data by time
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o Quick search

o Alert list and actions with alert
» View alert list
= Group alert
= View alert summary
= View 1 alert details
* View Investigation Graph
= Mark not dangerous (Set False Positive) for 1 or many alerts
= Create IR flow from 1 or many alerts
= Add 1 or many alerts to IR flow

e Data authorization at the following features:
o User login under root group: Display all alerts in the system.
o User login under default group: Display all alerts belonging to the default group.

o User login under parent group: Display all alerts belonging to the group of the
user logging in and the corresponding child-level group.

o User login under a group with one child-level group or many child-level groups:
Display all alerts belonging to the group of the user logging in.

4.1.1. Search Alerts

Allow creating a query command, using a stored query command or quickly searching
to search for an alert by the time that the alert was generated.

4.1.1.1. Search by Time

» Default when accessing the system, search alert according to the last 7 days.

Last 7 days
:
Absolute time range Relative time range I
4
"c From Last 15 minutes
ic
L 03/06/2021 10:53:05 Last 1 hour
1 - Last & hours
o
. _ Last 12 hours
10/06/2021 10:53:05
Last 24 hours
L
Last 7 days
Last 30 days
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» Allow changing time value by selecting absolute time or relative time

o Absolute time: A specific start time - end time value, which allows entering or
choosing from the calendar and supports dd/mm/yy, hh:mm:ss format.

o Relative time: A relative time between the start time and current time.

For example, it is currently 3 am on 07/06/2021, select start date is “Last 30 days”.
The system automatically searches the last 30 days and starts from 03:00 hour of that
day. — Monitoring period: 03:00 08/05/2021 to 03:00 07/06/2021.

4.1.1.2. Quick Search

Quick Search supports quick alert search by fields:
e Time: Time to generate alert

e State: The state of the alert

e Severity: The severity of the alert

e Scenario: The scenario that generates the alert.

e Assigned to: The person assigned to handle the alert.

4.1.1.3. Search by Query

This function allows to search by query in 2 below ways:
e Use the previously saved query to search

e Enter the query to search

4.1.1.3.1. Use Previously Saved Query to Search

Usze saved query

o Step 1: Select the previously saved query at the combo box.

e Step 2: Review the query content before selecting by selecting
In case of deleting the old query, move the cursor to the record to delete and select
m)

e Step 3: Click on the record to use in order to query, the old query content is
displayed in the query input box.
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Use saved query fx host_name = "ADMIN-PC"
Q Search name...
auto test 2
testauto
test
Hello

test20
test1s
test13
test1z

-test

In case of adding or editing the query content, enable to enter right on the query

Save query
box and select to save.

Notes: The " button is only displayed when the query has correct structure.

4.1.1.3.2. Enter a query to search
e Step 1: Enter query into the Search textbox with the following format:
<field name> <operator> “<value>” AND/OR <field name> <operator> “<value>”
In which:
o <field name> are the following values:

= Severity: The severity of the alert.

= Alert id: Alert code.

= State: The state of the alert.

= Group: The group of the event that generates the alert.

= Hostname: Name of the workstation.

= Scenario: The scenario that generates an alert based on MITER ATT&CK.

* Ir flow name: The name of the IR flow to which the alert belongs to that IR
flow.

= Assignee: The person assigned to handle the alert.

* Signature id: Event code that generates the alert.
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* Rule id: Code of the rules generating alerts
= Description: Describe the context information the alert generated.
o <operator> are the following values:

= =: Find an exact value as the value

!=: Find a value other than the value

~: Find a value including the value

AND/OR: Combination operators to combine 2 queries.
e Step 2: Click on Search.

o Incase there is no matched result, the system will display the notification as No
data.

o In case there is a matched result, the system defaults to display 50 records in
descending order by time. To view more records, scroll the data to the bottom
of the page, the system will load the next 50 records.

e Step 3: In case the query has the correct structure to save it for future usage, select

Save query

and enter a name to remind the query:

AE FOR THIS QUERY

query 1|

Cancel

Notes: The " button is only displayed when the query has correct structure.

4.1.2. Alert List

This function allows to view a list of alerts that meet the search condition.

EER  1soe 00820 20210610_82321 10700646 THATT @ Hew A — talvia Y 00] Deteet process [nul A8 0
i |

e Step 1:Select ™™ to select the fields to display on the Alert List.
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View column

Here, searching information fields by field name is allowed and select/deselect all
fields are supported.

e Step 2: On the list, the operations are supported as follows:
o Sort by data in each column

For example, to sort the data by the creation time field, click the first time at
the field name to sort by the ascending creation time, click the second time
to sort by the descending creation time, click the third time to remove the sort and

return to original state TR CREATE

o Drag and drop the information field to the desired position

® New default VIN10X64 [10C] Detect process [nul 6:23:19 10/06/2021 m Malware
o New | default  ANM-BICHPT3 [10C] Detect process [nul e:17:3210/06/2021  [[IEHN  Malware
® New default VIN10X64 Detect process [null] (P1 5:56:16 10/06/2021 Privilege Escalation

1. Chon trirong mudn thay déi vi tri .
2. Kéo dén vi tri moi

= Click once to view summary information, view details at section 3.3.4 View
Alert Summary.

= Click twice or select © to view detailed information, view details at section
3.3.4 View Alert Summary.

o Select “ tomark Not Dangerous for alert, view the marked case of 1 alert at
section 3.3.5 Mark Not Dangerous for 1 Alert/Multi-Alerts or Alert Group.

o Select “ to insert alert into IR Flow, view the inserted case of 1 alert into an
existed IR Flow at section 3.3.7 Add 1 Alert/Multi-Alerts or Alert Group into an
Existed IR FLow or into a new IR Flow at section 3.3.6 Create a New IR Flow from
1 Alert/Multi-Alerts or Alert Group.
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o Select ¥ to view the reason for marking Not Dangerous in alerts that are in the
FALSE POSITIVE state.

o Step 3: After completing the actions on the records, selecting one or more records
is allowed by clicking “ at the top of each alert to continue performing next actions
with the below supported actions.

‘selected 3 alert(s) Add to IRFlow ‘ mammmH Erpan:a\zdd:m{i‘l pro——

o Select to add the selected alert to the IR Flow for processing.
Notes: This action is only applied when all selected alerts are in NEW state. If there is

at least one alert in state different from NEW, the action will be hidden the
button. View details in case of adding 1 alert to a new IR Flow at section 3.3.6 Create a
New IR Flow from 1 Alert/Multi-Alerts or Alert Group or add to an existing IR Flow at
section 3.3.7 Add 1 Alert/Multi-Alerts or Alert Group into an Existed IR FLow.

o Select to mark Not Dangerous for alert.

Notes: This action is only applied when all selected alerts are in NEW state. If there is

at least one alert in state different from NEW, the action will be hidden the

button. View details in case of marking Not dangerous 1 alert at section
3.3.5 Mark Not Dangerous for 1 Alert/Multi-Alerts or Alert Group.

o Select to export the currently selected alert.

4.1.3. Group Alert

This function allows to group alerts by one or more criteria, including: hostname,
scenario, group and RulelD.

e Step 1: After searching, alerts can be grouped by selecting to select
the criteria to use as alert grouping criteria.
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Support searching by criteria name and selecting 1 or more criteria to group
e Step 2: Select L~ to apply.

Alerts that have the same selected criteria and same state and are in the same IR Flow
(if any) will be grouped into 1 row in the result list.

21 resuitis)

Malware

Malware

[; A

Malware

Malware

B setiing
Matware
B sienising
Malware

In which:

WINIOKES

WINTXE6-4-PC

ANM-BICHPT3

KHAITS

ANM-CHUYENNT2

WINTXG4-A-PC

VUONGLVMTEST

‘TEST_SEABANK_KH

default

default

default

default

default

default

damestz

Q Search field...

104233 10/06/2021 NiA

0:40:59 04/06/2021 N/A

140251 03/06/2021 MIA

08:53:42 02/06/2021 W/A

1629:4101/06/2021 MiA

1531:4001/08/2021 MiA

1E1L4028/05/2021 NIA

i1 Groupalertsbhy v

20210610_105355_63452087_644270

20210610_34234_S17154521 141482 @ New

® New

20210603_T252 652579214 461528 @ New

20210601_235343_653743842_344462 »

3, ® New

20210526_6472_820884530_TT4157, @ New
20210528 _5435_322265580_874335
andsothers

o Fields used as grouping criteria will be bolded.

jennt_dashboard_close [T1543.003] W

10C] Detect process [nul »

[T1547.001] Regestry Run »

[1oc] Detect pracess [nul »

[T1542.003] Windows Senvi »

o The number of grouped alerts is displayed at the selected criteria.

e Step 3: To ungroup, perform the same actions but do not select any criteria

select Apply only.
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Q Search field...

4.1.4. View Alert Summary
This function allows to quickly view the alert summary information.

o Step 1: Click once on the alert to view the summary, the following information is
displayed:

NEW [HIGH| 20210611 229 97509963_480283

TIME T

&) addtoIRflow &)  setfalse positive =  Viewrelated events

General information

Unassigned

[10C] Detect process [C:\Windows\explorer.exe] (PID: [1628]) »
default

WINTX64-A-PC

N/A

N/A

Windows_Malware_ZeroDay_Taskscheduler

Malware

11

Advanced information

Show mere information » 2

o General information group of alert, in which:
= Artifacts: List of suspicious objects automatically/ manually marked in alert.
= Objects: List of objects in alert.

»= Time to detect: Total time to detect and investigate alert, from when the
alert is generated to when it is inserted into the IR Flow or marked FALSE
POSITIVE.

= Time to response: Total alert processing time, from when the alert is
inserted into IR Flow to when IR Flow is closed.

o Group actions with alert
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= Select to insert alert into IR Flow, view the case of inserting 1
alert into an existed IR Flow at section 3.3.7 Add 1 Alert/Multi-Alerts or Alert
Group into an Existed IR FLow or into a new IR Flow section 3.3.6 Create a
New IR Flow from 1 Alert/Multi-Alerts or Alert Group.

= Select to mark Not dangerous for alert, view the case of
marking 1 alert at section 3.3.5 Mark Not Dangerous for 1 Alert/Multi-Alerts
or Alert Group.

to switch to the Event Search feature with the default
time of last 4 hours and after the time the alert generated.

=  Select

Notes: The action of and is only displayed for the alert in the

NEW state, in case the alert is different from NEW, only the following
button is displayed:

4.1.5. View Alert Details

This function allows to view detailed alert information, support automatic information
enrichment by automatically collecting information about events related to the alert
that has just arisen, and provide a visual chart to quickly view the relationship between
objects included in the alert.

Page |29

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

[ [ m—

2

jol

e General information group of alert, in which:
o Artifacts: List of suspicious objects automatically/ manually marked in alert
o Objects: List of objects in alert

o Time to detect: Total time to detect and investigate alert, from when the alert
is generated to when it is inserted into the IR Flow or marked FALSE POSITIVE.

o Time to response: Total alert processing time, from when the alert is inserted
into IR Flow to when IR Flow is closed.

o Enhancing: The completion rate of the system's automatic information
enrichment process.

e Group actions with alert

o Select to insert alert into IR Flow, view the case of inserting 1 alert
into an existed IR Flow at section 3.3.7 Add 1 Alert/Multi-Alerts or Alert Group
into an Existed IR FLow or into a new IR Flow at section 3.3.6 Create a New IR
Flow from 1 Alert/Multi-Alerts or Alert Group.

o Select to mark Not dangerous for alert, view the case of marking
1 alert at section 3.3.5 Mark Not Dangerous for 1 Alert/Multi-Alerts or Alert
Group.

o Select to switch to the Event Search feature with the default time
of last 4 hours and after the time the alert generated.

* Investigation Graph: View details at section 3.3.5 Investigation Graph.

e Information tab related to alert: Currently only Alert Detail is supported.
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4.1.6. Investigation Graph

This function allows to display the object relationship in the alert, view the object
details and support the spill investigation based on the set of events collected in the
system.

ous [l Malicious Host detail X

® e
© ©
‘ d
' ©
) o @ |
1 - Graph display area and graph actions
2 - Detailed information display area of objects on the graph
4.1.6.1. Graph Display Area and Graph Actions

e This function allows to visually display the objects in the alert for information view
and investigation.

e By default, when accessing, the graph displays information related to the original
machine that generates an alert, specifically as follows:

VCs

e Inthegraph, there is always a flagged " machine to mark the original machine that
generates the alert, and by default, each machine always comes with the objects
that have a direct relationship with the original machine within 1 day from the time
the alert is generated. The list of objects includes as follows:
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B Unknown [ Clean [ Suspicious W Malicious

e Each object includes the following state:
e Among objects, the relationships are displayed, including:

o Relationship: The relationship is defined according to the events arising within
1 day from the time the alert is generated (where the relationship name is above
the solid line arrow connecting 2 objects.):

ABC

o Reference: Reference relationship, which is other objects recorded in the main
event that generated the object (shown by a dashed line arrow and without a
specific relationship name):

For example:
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@ ©
pr )
o un, /Z.Ix
e o ) :
@@ B

e Actions to support graph display, including:

Display support actions Meaning

Enable to hide/show information on the graph, including:

Hide reference

e eletanshzname o Reference: When selected, enable to hide/ show
reference information, including dashed line arrow and
reference object at all existing objects on the graph.

e Relationship name: When selected, enable to hide/
show the relationship name information above all
existing solid line arrows on the graph.

Enable to zoom in/ zoom out the corresponding graph at the

Z position of the pointed cursor.
In addition, enable to roll the cursor the desired position to
zoom in/ zoom out for quick action.

. Enable to return to the graph center (original machine).

Enable to zoom in the maximum screen in order to view graph

and perform action on it.
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An example of a default graph as follows:

In case each object type has more than 1 dependent object, the objects will be

automatically grouped.

Hover to view quick statistics at each object group as follows:

®
l_\ )

USER 42
B unknown (42) B Clean (0}
Suspicious (0} B Malicious (0}

From here, for further spill investigation to the objects, perform the following

steps:

o Step 1: Click on the group of objects to view, the interface is displayed as

follows:

‘ Objects in this group network

Q search object

B Unknown (48) 3 Clean (125) & Malicious (87)

Selected 1/20 nodefs) | Tl Show on graph Clear selection

-] . 240,100.28.3
® Cle crld.digicert.com £0.105.28.3
 Clean crlmicrosaft.com 1687.28.3
® Malicious www.microsoft.com 96.103.28.3
® Cle ocsp.digicert.com 240.94.28.3
 Clean crlverisign.com 22491283
* Malicious 0.96.28.3
® Clean isign.com 112.89.28.3
* Cle ocsp.glabalsign.com 4888283

crld digicert.com 50.105.28.3
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= Enable tofilter objects in the group by state =" = "= ®2e or quickly
search by entering the data to search in all fields.
* When a suitable object selected, select ™ to display 1 object on the graph
or select to select up to 20 objects on the graph.
Notes: If the expanded object is a computer, when the object is displayed by default,

the objects that have direct relationships to the computer within 1 day from the time
the alert generated are also automatically displayed.

%0
@
:' — 224.91.28.3 . .;-_;Z ‘.5’\\;&' -
[09+) e 5 S QS :G?‘;—
- ::HL‘}.;‘.!‘.!TE £y oy o Mn?xs\d;h-fl;yaeHai . AUy @
@
V : (o)
240.100.28.3 SERVICE
[58)
55.@8.3 @
® o

o Step 2: After displaying the objects to be investigated on the graph, the below
support actions enable to expand/ collapse are displayed:

= At the original machine/ normal computer: Support collapsing objects to the
default state when displaying the machine (Only include objects that have a
direct relationship with the machine and for each object type if there is more
than 1 object inside, a group form is displayed) by right-clicking on the
object, then selecting Group child-level objects.

A WinTx64,
1

Group child-level objects
Unpin

= At other objects: Support collapsing by grouping by object type and
relationship type with objects of the same level by right-clicking on the
object, then selecting Group same-level objects.
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0.9¢

Unpin

Group same-level objects

I

= At the object is a process, allow expanding for spill investigation by right-

clicking on the object,

In case it is not possible to continue the spill, the following is displayed:

Unpin

In case of the spill, select Add more objects...

=
e

\

nan  Add more objects...

Unpin

The interface that allows selecting the object to be spilled is displayed as follows:

x|

Show more object
|
Files . Create Key Delete Value Set Value 2
Network 5
Q search object... [a]
Process 3
& Malicious (3 " -
Registry 5 ] ious (3) View column
staTUs & DOMAIN ADDRESS & pe LOCAL PORT 4 PROCESSNAME & ACTION
® Malicious N/A 127.0.0.1 1588 main.exe &
i
® Malicious N/A 127.0.0.1 6668 main.exe &
® Malicious N/A 0.000 o main.exe &
Showing 1/1 result(s)
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o Select object type
o Select the relationship type from process to object

o Directly select the object to display. Support searching by object's Malicious or
Clean state or searching by content in the object's information fields.

Select """ to select the display information fields or use the feature ~ to sort
information in the list.

When a suitable object is selected, select ™ to display 1 object on the graph or select

to select up to 20 objects on the graph.

o At the object which is a process, when there are objects being expanded, it is
allowed to collapse by right-clicking on the object as follows:

o By default, in the graph, objects automatically run and keep their distance from
each other when moved. In case of using the cursor to select and drag and drop
objects, after removing the cursor, the object is automatically pinned to a new

Unpin

position. To cancel the Pin action, select

Add maore objects...
Collapse all

Unpin

4.1.6.2. Detailed Information Display Area

As an additional feature of the graph, allow displaying detailed element information in
the graph (including objects and relationships in the graph).
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Host detail X

General
HOST NAME Win7x64_MayaoHai Copy
HOSTID fe2adba0-h348-4243-hd26-79995feh57:0
STATUS Offline
SET UP VERSION MfA
GROUP default
PDATE GROUP release
full_features
10.61.188.2
windows
FIRST PING 12/05/2021 16:02:02

LAST PING 26/05/2021 14:23:17

Plattorm d
CPUs w
Network Interfaces 4
Default Gateway ~

e Group of general information: Including general information/identifying
information of the object and always displayed when accessing.

e Detailed information group: Include detailed information of object classified into
different information groups which will be closed by default, select * to expand
and display the information group.

The “°PY action supports copying the information field content.

Notes: Some object identifying information fields allow quickly linking to look up in
Event Search or Agent Management.
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Process detail X

General

1432

main.exs

MD5 12052a44d44c20ef8d6bfc3a 7434073

SHA26 16841d3f261033344b22c5e9cf246e5683c17d450ac87d0af6f
3ed7a52f431bbs

PROCESS PAT) C:\users\admin\desktop'taodataloang\main.exe
FILE COMPANY A

FILE DESCRIPTION /A

FILE VERSION N/A

FILE PRODUCT /A

USER NAME admin

Jmain.exe

TY LEVEL HIGH

4.1.7. Mark Not Dangerous for 1 Alert/Multi-Alert or Alert Group

This function allows to mark alert as Not dangerous and Not continue processing as
follows:

o Step 1: Select 1 alert or multi-alerts to mark as Not dangerous.

e Step 2: Click on the Set False Positive button (Set False Positive button is only
displayed in record with the NEW state as or all selected records are in NEW state.)

Set false positive

Selected 1 alert(s) Add to IRFlow | ‘ Set false po: Export selected alert(s) ‘ Clear selection

e Step 3: Enter the reason for marking Not dangerous and select .

COMMENT

Cancel

4.1.8. Create IR Flow from 1 Alert/Multi-Alert or Alert Group
e Step 1: Select 1 alert/multi-alerts to create IR Flow.

e Step 2: Enter the information and create IR Flow.
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Create New IR Flow X

Rflow name

The data displayed in the Assigned to combo box include as follows:
o User login under root group: Display all user names in the system.
o User login under default group: Display the username of the current user login.

o User login under parent-level group: Display all user names belonging to the
child-level group of the current user login and the own current user login.

o User login under a group of one or more child-level group: Display the username
of the current user login.

o Step 3: After creating, the following window displayed to be able to undo in 10s:

Alerts

added to IR Flow

Go to page to continue or back to page

o To undo: Select Undo for 10 seconds.

o To create an IR Flow immediately and switch to the IR Flow screen, select the
name of the newly created IR Flow and then select New IR Flow.

o To back to the alert screen, select Alert List.

4.1.9. Add 1 Alert/Multi-Alert or Alert Group into Existed IR Flow

Same as the 3.3.5 section but do not select Add new IR Flow and select an existed IR
Flow from the drop-down list only:
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Q, Searchin dropdown list....

liennt_dashbeard_inpro '
liennt_dashboard_close

20210607_anhnn_test

Centos 6

HoaNN test

chuyen test UAT
liannt rantncR A

©  Add new IRFlow
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5. IR Flow Screen

5.1.1. Display List

User login under root group: Display all IR Flow in the system.

User login under default group: Display all IR Flow assigned to the current user
login.

User login under parent-level group: Display all IR Flow assigned to the user login
and the users belonging to the respective child-level group.

User login under a group of one or more child-level group: Display all IR Flow
assigned to the current user login.

5.1.2. Search IR Flow

Only the records corresponding to the current user login can be searched.

Similar to the Search function in the Alert screen, the IR Flow screen supports searching

by query as follows:

Search IR Flow

B H®

o)

Step 1: Enter into the Search query textbox with the following format:

<field name> <operator> “<value>” AND/OR <field name> <operator> “<value>”

In which:

o <field name> are the following values:
= Assignee: The person assigned to handle the alert.
* Created by: Account to create IR Flow
= Name: Name of IR Flow
= Notation: IRFlow's note
= State: State of IR Flow

o <operator> are the following values:
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= =:Find an exact value as the value

» I=: Find a value other than the value

» ~:Find a value including the value

= AND/OR: Combination operator to combine 2 queries.

e Step 2: Select the search period by clicking the Date & Time button and select an
arbitrary time period. If not selected, the default is Last 7 days.

» Step 3: Click on Search.

In addition, search by history is also supported.

Search IR Flow

QI assignee = "hieupcd” AND status = "NEW" AND Last 60 days |“=2
+ Add new IRFlow
Q| assignee="congncs” AND Last 60 days
1 assignee ="congnes" AND status = “IN_PROGRESS AND Last 60 days
e 3
® 3
30 RFLOWmGI 3
o chon 1 arifact o naw chuyenntz hieupea BReE o 3
y ni2 hieupcd o 3

To view detailed information of 1 IR Flow and perform investigation and process, select
IR Flow Detail.

+ Add new IRFlow

Q
®
®
®

M ®H®

5.1.3. How to Create a IR Flow?
e Step 1: Click Add new IR Flow.
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'] Last 7 days a
_
+ Add new IRFlow

e Step 2: Enter valid information.
The data displayed in the Assigned to combo box include as follows:
o User login under root group: Display all user names in the system.
o User login under default group: Display the username of the user logging in.

o User login under parent-level group: Display all usernames belonging to the
child-level group of the user logging in and the user logging in.

o User login under a group of one or more child-level groups: Display the
username of the user logging in.

Create New IRFlow

IR Flow Name IR Flow Name.

Assigned to Choose assignees...

First Note

Cancel

o Step 3: Click the Create button — the newly created IR Flow is displayed on the IR
Flow Screen
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5.1.4. Steps to Performin IR Flow

o After creating IR Flow from alerts or pushing alerts into IR Flow, operator will go to
IR Flow page to perform following actions:

o View information to investigate: Alert list, computer with alert, related objects
(file/registry/process).

o Isolate alert generating computers: Isolate the network and process.

o Investigate and detect alert-related objects (artifacts).

o Response: Process the investigated results. For example, kill the malicious

processes, delete malicious files, delete registry entries generated by malwares,

etc.

o Investigation close: Close IR Flow, stop isolating machine and close Process

Analysis and Live Response sessions.

5.1.5. IRFLow - Detection

e Detection tab displays alert-related objects, such as:

o Computer list with alert.

o Alert list.

o List of artifacts discovered during investigation.

Original detection

Agent

DESKTOP-HHN2B1Q

Alert

07:00:00 14/01/2019
07:00:00 14/01/2019

07:00:00 14/01/2019

Additional detection

Asitfacts

07:25:05 14/01/2019

07:25:05 14/01/2019

no_group

no_group

no_group

9D76ET5C81645C6BE8E 18B46961C5DT5CE154752

OD76E75C81645C6BE8E 18B46061C5DT5CR154752

£y =
[o  containment 4*% Investigation

DESKTOP-HHN2B1Q
DESKTOP-HHN2B1Q

DESKTOP-HHN2B1Q

c:\Users\Test\Desktop\demo.exe

HKLM\SOFTWARE\Microsoft\Windows\CurrentVarsion|Run\demo

B response

Execution
Execution

Initial Access

WIN_EVENT_LOG

WIN_EVENT_LOG

pla3sWgBTYSIdpUVVI-d

pla3SWgBTYSIdpUVV-d

* Objects in the Original Detection section: Be as initial alerts (Alert) and computers

(Agent) when IR Flow is created.

artifacts added at the investigation step (Investigation).

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
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o Time: Time to add agent/artifact to the Detection screen.
o Object: File/registry path of artifact.
o From: Source of generating artifact (Event log or Process Analysis).

o Reference: ID of event log or ID of Process Analysis connection session.

5.1.6. IRFlow - Containment

Containment tab allows isolating 1 or more computers in the Detection or Suspend tab
the process in the alert located in IR Flow.

Containment state includes as follows:
o NOT APPLIED: The command to agent is not sent.
o APPLYING: The command to agent is being sent.
o APPLIED: The isolation command is sent successfully.
o STOPPING: The isolation stop command is being sent.
o STOPPED: The stop isolation command is sent successfully.

e Step 1: Select the investigation method: Isolate the network or suspend the process
and then select Next Step.

2 ==
1 ¢ Network containment

T
&

Notes: After entering Path/PID, the Enter button must be pressed to save the
configuration. The multiple processes can be suspended at the same time.

e Step 2: Select the list of Agents to isolate and select Start to start isolating.
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Rule setting

Choose sgentin st below snd cick move right button o odd 1o apply agen I @ Agentapply list Click Start bustlon o apply rule or st sgent below

e Step 3: To stop isolating, click Stop or select agent in the Agent apply list button
and switch back to Agent List.

Agent apply list

no_group APPLIED »

o Deploy ta agent

o_group NOT APPLIED & i

° Deploy to-agent

|

a

In case the administrator does not actively stop the isolation on the Portal, after the
default time (24h), the Agent will also automatically remove the isolation under the
Agent.

5.1.7. IRFLow - Investigation

5.1.7.1. Process Analysis
5.1.7.1.1. View Process Information

This is the process of analyzing the processes on the user's machine in the Detection
tab in real time to look for anomalies.

Step 1: Select the agent to connect, then click Start. Agent List is Agents in IR Flow.
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Choose Agent to...
DESKTOP-HHMZB1Q [3076E75081645C6EE821824656103D7308154752)
nhandt4-PC (20277236356 ECTT526B87CC385633FEDE3DCE253)
=-".==_* DESKTOP-EGANUBQ [2240362028EEATEE1D5BT105870DD4F4DESESSIE] I

Win7-CongMCS [4CEAE35ED33FESTI9C 1 EFIEEE432TES0TTEAZARS)

Notes:

.

o Timeout to create a connection is 60s. After 60 seconds, if the Agent cannot be
connected, it needs to be reconnected.

o Atatimein 1 IR Flow, only 1 connection to the Agent can be created. In case
there is another account connecting to the Agent in the same IR Flow, an error
notification will be displayed.

CreateSession failed: another websockst connected

e Step 2: Click Refresh to get the latest process list under Agent.

® Nomal ® Alert Refresh —ap=Ti—

dL
ar

L™

» Step 3: Select the process in the process list to view detailed information
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Q Eventsearch 3 Tools [ nvestigation result

1 ROCES VESSvC exe Homal

o Area 1: Select agent and process.

o Area 2: Display process tree information. The default displays 1 parent level and
1 child level. Allow expanding/collapsing the levels when clicking on a process
in the tree. Processes that is focused in the tree will display an icon different
from the process that is not focused.

o Area 3: Display focused process information in the tree, including information
on tabs: Process info, Modules (loaded dll), File handles, Key handles, Thread
List, Section handles and Network Connection.

e Step 4: To get the latest information of the process, click the Refresh icon on each
tab.

=Y © ® =)
DESKTOP-EGANUBQ 18:10 23/05/2018 00:26:31 Running
PROCESS INFO ¢ eaiJRmm| 0ADED MODULES FILE HANDLE KEY HANDLE THREAD LIST S »
=1 SYSTEM

AME Viettel Corporation
AE Viettel Endpoint Detection & Response
LEVE 0.1.0.758
E Tt C:\Program Files\VEDR\VESSvc.exe
NDLINE "C\Program Files\WEDR\WESSve.exe”

936
4dcdeT2cafB6954738022504bd50a433
9ddcdd07a568ca3abfbee35d80d4c3a0TT2792f693c643135fc31e052a60c962

ESSEN ALLUSERSPROFILE=C:\ProgramData; APPDATA=C:\Windows\system32\config\systemprofil...

5976

Notes:
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o When switching sub-tabs in Investigation, such as Event Search, Tools and

Investigation Result, the connection session with Agent is kept and no need to

reconnect.

o When switching to other tabs, such as Detection, Containment, Response, Alert,

Setting, etc. or F5, Logout, etc., the connection session with Agent needs to be

reconnected.

o The Process Analysis connection session in IR Flow only closes when the

administrator closes IR Flow. That is, if the IR Flow is not closed, every time

when entering IR Flow and connecting to the Agent, the ID of the connection

session does not change.

5.1.7.1.2.

Marking/Get Artifact

Marking artifact function allows marking the artifact to be tracked. The following

data can be marked:

o Process Info: Process Path

o Loaded module: Path

o File

o Key Handle: Key path and Value

Handle: Path

Step 1: Select any record and hover over that record. Click on the Marking artifact

button.

DESKTOP-EGANUBQ

14:34 24/05/2015

G
00:41:42

Running

WESSve.exe

ntdlldll

mavert.dll
wWs2_32.dll

sechost.dll

LOADED MODULES

FILE HANMDLE

C:\Program F....R\WESSvc.exe

ChWindows'\S....32' ntdll.dll

KERNEL32.DLL C:'\Windows\s.... KERNEL32.DLL

KERMELBASE.IL C:\Windowss....RNELBASE.II

C\Windows\s....2\msvert.dll

C:'\Windows\s....2\W52_32.dll

ChWwindows\s....\sechost.dll

KEY HANDLE

4dcdeT2cafB65547...

87f19276e5f6f790b...

038b10c8e735fe66...

e202b8613c3e8171...

Oed9ble08dfa4848...

2a6b77a722230c20...

THREAD LIST

adodefaizdaadobl...

§32e8ce10f414153..

628ae302e45726fc...

8e56e5e0c3986223...

86d38fc561achi46...

SECTION LIST »

Oddcd It

1c3Tccasdas3daad...

Microsoft Corpo...

Microsoft Corpo...

. Microsoft Corpo...

Microsoft Corpo...
Microseft Corpo...

Microsoft Corpo...

Step 2: Click the Accept button, enable to edit the file path when clicking on the
Edit icon.

Viettel Cyber Security
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DESKTOP-EGANUBQ 14:34 24/05/2019 Running
« IFO LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIST SECTION LIST >
NAME PATH MD5
VESSVC.exe B c\Program F....R\WESSvc.exe M 4dcdev2cafeees47... B 9d4cadoTase8casa. . Viettel Corporat...
ntdll.dll B c\Wwindows\S...32\ntdlLdIl | 87f19276e5f6f790b... M 1c37cca54a534aad. .. Microsoft Corpo...

KERNEL32.DLL [N C:\Windows\s...KERNEL32.DLL M 038b10c8e735fe66... | 9dod&fa334aa40bl. . Microsoft Corpo...

KERMELBASE.dIl |B C\Windows\s...RNELBASE.dIl B e202b8613c329171...|H 632e8ce10f414153... Microsoft Corpo...

msvert.dll B c\Windows\s...2\msvcrt.dll B 42e3a19087ccalf6... M 628ae302e49726fc... Microsoft Corpo...
ws2_32.dll B C\Windows\s...2\WS2_32.dll M 0e49b1e08df34348... M 8e56e520c3986223... Microsoft Corpo...
sechost.dll B C\windows\s...\sechost.dil M 2a6b77a7232a0c20...|M 86d38fc561acb046... Microsoft Corpo...
RPCRT4.dII B c\Wwindows\s...2\RPCRTA.dIl M 015b50451c5503fd... M 13e5d9833bde390... Microsoft Corpo...
NSl B ci\Wwindows\s...em32\NSL.dll M dd1e88bc0333756... |M e3b794df433bd349... Microsoft Corpo...
WINMM.dIL B C\windows\S...32\WINMM.dIl |8 04b150189dce3afe... |M 98b6eb826644cd5... Microsoft Corpo...

Marking artifact 2| -I Cancel

PATH
VEDRWESSvc.exe ¢

C:\Program File:

In case of selecting a record with an Agent that does not exist in Detection, there will
be an Add Agent to IR Flow check box. When performing Accept, the corresponding
Agent will be added to Detection.

IR Flow

IRFlow Detail - liennttessts.5
€ WFlowlist

83 Process Analysis 7 Tools
Search Log Last T days a

= 210.621 results 1470872020 17:42:38 - 28082020 1742738 View column v
649228EFD1784DF6CF1047228D4EE0E2TCIBADG 1 DESKTOP-EGANUBQ Eventlog 17:42:03 25/05/2020
7843225EFD1784 722BD4EE0E27CIGADS 1 DESKTOP-EGANUBQ Eventlog 17:41:28 25{05/2020
7843228EFD1784 T22BD4EEOE2TCIBADS 1 DESKTOP-EGANUBQ Eventlog 0512020 17:20:18 25/05/2020
7843225EFD1784DF6CF104722BD4EE0ERTCIGADS 1 DESKTOP-EGANUBQ Eventlog 17:41:2025{05/2020 17:20:1325/05/2020 |
7849225EFD1T84DFECF 104722804 EE0E2TCIBADG 1 DESKTOP-EGANUBQ Eventlog 17:40:57 25(05/2020 17:19:50 25/05/2020
7849225EFD1784DFGCF104722BD4EE0ERTCIBADG Marking artifact(s) 05/2020
7843228EFD1784DF6CF 104722804 EEOE2TCIGADG CHUYENN —
7849229EF D1 T84 DFSCF104722BDAEEOETCIBADS . 5/2020
7849229EF D1784DF6CF104722BD4EE0E2TCIGADG S 5/2020
7849229EF D1 T84 DFSCF104722BDAEE0E2 TCIBADS dows\Microsoft NET\Frameworkiva.0. e . 0572020
T649228EFDIT84DF6CF1047228D4EE0E2TCIBADG 05/2020
7843228EF D1 784 DFCF 104722BD4EE0E2TCIBADS o [ . 0572020

T84DF6CF104722B04EEE2TCIGADE o @ 05/2020
Cancel
784 104722B04EEOE27C3BADE 05/2020

722BD4EE0E2TCIGADG 1 DESKTOP-EGANUBQ Eventlog 17:39:26 25/05/2020 17:18:19 25/05/2020 o

o After marked successfully, the notification is displayed. Click the View all artifacts
in Investigation Result button to go to the Investigation Result screen. Artifact
marked will be displayed on this screen.
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DESKTOP-EGANUBQ 14:34 24/05/2019 00:45:22 Running
4 IFO LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIST SECTION LIST ]
HAME PATH D5 SHA25 OMPA AME
Marked artifact... 3 View all Artifacts in Investigation Result
aLLeL iR s Windows\5....32\ntdILdIl [N 8711027625161 TO0h. I e .

KERMEL22.DLL |B C\Windows\s....KERMEL32.DLL B 038b10c8e735fe66... | 0dod6fa334aadbl... Microsoft Carpo...

KERMELBASE.dIl [B Ch\Windows\s....RMELBASE.dIl |B 2202b8613c325171...|H 632e8ce10f414153... Microsoft Corpo...

msvert.dll I c\windows\s....2\msvert.dll B 42e3319087ccalf6... |B 6283e302249726fc... Microsoft Corpo...

Ws52_32.dll 1B CwWindows\s....2WWs2_32.dll |8 0e49b1e08dfs4848... N 8e56e5e0c3986223... Microsoft Corpo...
FouBesl 2 VEDRonl oy Stigs . x | ) imsgobon-VieelEndpot * X | § VDA Yo Company A % | R NEDR T e Mortig 3o X | § OR8] o et o % | - o x
D AN e | 10.30.161.3, v 4 e B e

IRFlow Detail - 2305 test1
& W

L S it B m

Result
~  DESKTOP-EGANUBQ Succass
~  DESKTOP-HHN2B1Q Success (0/1]
Marked Artifact

x 444

e Get Artifact function allows getting file/registry information under Agent for

investigation.

e Select a record and hover over that record. Click Get artifact button - Select
artifact type (File/Registry) — Click Accept. Then check the result of performing
Get artifact on the Investigation Result screen.

Page |52

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

DESKTOP-EGANUBQ 14:34 24/05/2019 00:41:42 Running

4 IFO LOADED MODULES O FILE HANDLE KEY HANDLE THREAD LIST SECTION LIST »

AME PATH MD5 SHAZS6 Col F1~ E

VESSvc.exe B C\Program F....R\WESSvc.exe [N 4dcdev2cafgsos4y... B 9d4c
ntdll.dll B ChWindows\s....32\ntdLdll B 87f1027625f6f730b... B 1c37ccas4a534aad. .. Microsoft Corpo...
KERNEL32.DLL |B c\windows\s....KERNEL32.DLL |M 038b10c8e735f=66... |M 9dodsfa334aa40bl... Microsoft Corpo...
KERNELBASE.I B Ci\Windows\s....RNELBASE.dIl B e202b8513c220171...|H 63228c210f414153... Microsoft Carpo...

msvert.dll B cowindows\s...2\msvert.dll [ 4223219087ccalfé... B 628ae302245726fc... Microsoft Corpo...

Get Artifact 3 I Cancel

C:\Program Files\VEDR\WESSvC.exe I FILE w 2

5.1.7.2. Event Search

This is the process of finding objects based on event logs. Unlike other tabs in IR Flow
that only display information about Agents added to IR Flow, this tab displays all
events of all Agents in the system.

5.1.7.2.1. Event Search
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>R AN e | 103016137, ’ 4 od’) & e

P50 B D B i

e Step 1: Enter query into the Search textbox with the following format:
<field name> <operator> “<value>" AND/OR <field name> <operator> “<value>”
In which:
o <field name> are the following values:
= AgentlD: ID of the agent
= EventlD: ID of the event
=  Computer: Name of the computer
* LogType: Type of log
= Channel: Channel of the event.
o <operator> are the following values:
»= =: Find an exact value as the value
= I=:Find a value different from the value
» ~:Find a value including the value
= AND/OR: Combination operator to combine 2 queries.

e Step 2: Select the search range by clicking the Date & Time button and choosing an
arbitrary time. If no time is selected, the system defaults to Last 7 days.

e Step 3: Click on Search.
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In case there are no matching results, the system will display the notification:
No data.

In case there is a match, the system will default to 50 records in descending
order of time with 5 default display columns, including: AgentID, EventID,
Computer, LogType, Channel.

To add a display column, click on View Column and tick to select the necessary
fields.

I View column 1 v I

hin dropdown list ... Q

AgentlD

oV

oV
EventID

oV
Computer

oV
LogType
oV

Platform

oV
Channel

oV
DestinationHostname

oV
2 Destinationlp

oV
Destinationlslpvé

oV
DestinationPort

oV
Guid

oV

Initiated

e Inaddition, users can search for fields in the Popular and Others section by showing
the values of the fields and hovering over the value in Popular/Others, that record

will display 2 icons:

(0]

“_"

and “|=II

If the user selects "=", the Search textbox will display the query corresponding
to the "=" operator.

If the user selects "!=", the Search textbox will display the query corresponding
to the "I=" operator.

If there is data in the Search textbox and the user chooses to add values in the
Popular/Others section, the two sides of the query are connected by the AND
operator.
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AgentiD

Channel

‘Computer

EventID
EventRecordID

Image

Keywords

Level

DestinationHostname

Destinationlp

Destinationislpvé

e In the Others section, all fields of the log are displayed.

e  When performing show/hide 1 field, 5 fields with the highest number of records
sorted from highest to lowest will be displayed.

e  When the user loads more, each record of field will be updated according to the
number of records displayed on the screen.

o Inthe Popular section, 10 popular fields of the most searched log are displayed.

o If there are >= 10 fields, the 10 fields with the highest number of searches will
be displayed, if there are less than 10 fields, all those fields will be displayed.

e  When performing show/hide 1 field, 5 fields with the highest number of records
sorted from highest to lowest will be displayed.

e  When the user loads more, each record of field will be updated according to the
number of records displayed on the screen.

e  When double-clicking on a record, the detailed information of that record will be
displayed.

o The detailed information tab is displayed as a Table type, the data is displayed
in the form of a table

o When selecting the JSON tab, the data is displayed as .JSON format.
5.1.7.2.2. Event Handle

Marking artifact: The artifact is marked.
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cubeisl X (G User-folePermission -Vieel £ X | + -

10.30.161.37, v 4 Te e ©

IR Flow

v Detail - 2305 testl

TIMELINE

— &% o 2 CloselRFlow.

Create IR Flow Containment

7 Tools [ investigation resu

EEEScm

1 Process Anaiysis

Channel

Computer
EventiD
EventRecondiD
image

Keywo

Lovel

Logrype

Commandiine

Destinationisipve

WY o EOMOEDLE G

e Step 1: Select any record and hover over that record. Click on the Marking artifact

button. A popup will appear on the screen as follows:

VDR Portdl-EventSearch X EDRSotal - flow Dot x| () User-Role-Permision.- Vietel £ X |

< D AN 103016137,

IR Flow

IRFlow Detail - 2305 test1
& IRFowList

TIMELINE 8 Close IRFlow

Create IR Flow

0 i “ L 2] oz

56 70D0AFADESESHIE" AND Channsl = “McrosoR-Windows-Sysmon Opsrations

= 738 resuks 1770572019 09AX03 - 24/05/2019 04003 Vigw column
Agentp
A03630BBEEATEB1DSET10SBTIDDAFADESESIE 3 DESKTOP-EGANUBQ Eventlog Microsaft-Windows-Sysmon/Operational
IDDAFADESESIIE

Marking artifact(s)
UDDAFADESESIIE PaTH

! 2

DESKTOP-EGANUBQ Eventlog

L EE 1) [=FN .

In case of selecting the event of the Agent that is not part of IR Flow, there will be an
option for the user to add the Agent to IR Flow. Agent will be added to the Detection

screen of the active IR Flow.
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Marking artifact(s)
PATH

TCP/IP Route Command ¢

NT AUTHORITY\SYSTEM ¢

C:\Program Files\VEDR\AgentInfo.exe &
C:\Windows\system32 ¢

C:\Windows\System32\ROUTE.EXE &
Cancel Add Agent To IR Flow

e Step 2: Choose a suitable path for marking artifact. Then click Accept to perform
marking. If Cancel is selected, the marking artifact will be delayed.

When the marking artifact is successful, the screen will display a notification. Click on
View in investigation result to go to the Investigation Result screen and the marked

event will be moved to this tab.

VEDRPora - Event Serch X D foctal - IR Fiow Detsl X [§) User-Role-Permission - Vietel £ X |

&« >R AN e | 103016137, ’ 4 ) fr @ B e

IRFlow Detail - 2305 test1
& WAowLit

TIMELINE

— % &

Detection +/  Containment ‘{\ i ’-’3"? Response

Get artifact: Perform get file/registry under Agent to server to serve the investigation

process.

o Step 1: Select any record and hover over that record. Click on the Get artifact
button, a popup will be appeared on the screen as follows:
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e | 103016137, ’ 4 )t @ IS

IRFlow Detail - 2305 test1
& .

TMELNE . o N e

£ Process [ (1] ovestigetion rrsmit
: ® .

0:40:37 - 24/05/2010 104837

o utsnwrmswwsy o -
a8 Eventiog
exo Sscurity
ass DESKTOP- e See
asse L -

1 e Getartifact(s)

4680 DESKTOP-EGANUBQ Eventlog Security

DESKTOP £GANUBQ

» Step 2: Select artifact, then select artifact type (File/Registry) and click Accept.
When the marking artifact is successful, the screen will display a notification. Click on
View in investigation result to go to the Investigation Result screen. The result of Get

artifact will be displayed on this tab.

VEDR Pectal - Event Search X EDA Portal - IR Flow Detai X User-Rele Permission - Vietiel £ % | + - o X

D AN e | 1030.161.37) v 4 weo B ©

IRFlow Detail - 2305 test1

“m
Craate IR Flow Containment
) e
P L - 4 - P35 nesponse

oy = %,

@ Proces b & G B Toots m
Result
- DESKTOPEGANUB e

[«

4924052019 Gethntifact | TypesFILE  Path: C:iwindows\System32BackgroundTaskHostexe

Marked Artifact

B

x x

View event details: Select any record and hover on that record, click on the View details

icon.
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5.1.7.2.3. Deploy Tools

This is the process of pushing the tool down to the Agent to get information for

investigation. Information about some tools available on the system as follows:
For a Windows agent:
o Listdlls: Get information about processes and dlls being loaded.

e Autorunsc: Get information about processes and services that start with the
system.

For a Linux agent:

o ListService: Get the list of services under the agent machine.
The flow that implements this function is as follows:
Make tool selection — Select agent — Click Deploy tools.

To choose the appropriate tool, there are two ways:

o Method 1: Click on the Search tool textbox — Click the tool to deploy — Click
Choose tool.
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X | 4 Test Managemer

X | & Test Management for JRA -You: X | [ AMANT - Groups Mansgement X [[J] ASANT - IR Fiow Geta x

ure | 10.30.161.37/8/i-flow/ir-flow-deta

IR Flow

B3 Progess analysts Q EventSearch 7 Tooks 1 Autoruns [ investigation Resutt
O sdtema ) it selectagenes onlire © Click Desloy Tool bution .

Tools Agents Q

[=] Test_Tool_405_2.Exe | V1 Offline
Q Test_Tool_a0s_z.xe | v1 ® oaline
328IT-PC [=] Offline
THANHLN-PC Q ® Online
autorunse 2
unins000 exe
java exe

procesp exe

Agentinfe exe

Koo W

o Method 2: Click on the Search tool textbox — Click See all tools — Display the
full tool list screen — Search and select the tool to deploy — Click Add tool.

|Q Type I

© winoows

Test_Tool_40s_2.exe

B 1| Hash: 7ebeas7eausesbraberisastadddsbessast

autorunsc

sh: 3a75018eddotbesafa4l

unins000.exe

B v Hash: 1adsest
java.exe

B V1| Hash: 78128584b1a57790a0¢ 1 boesEEdS:
nginx.exe

B v |Hash: saes: 5b0Da28458MC155649073fcsaTa

procexp.exe

B va| Hash: destrar

5b4032512f551 Telbofadze

Agentinfo.exe

B v |Hash: 071403367d180s547Fae0 75081 20934 cbafase
logonsessions.exe
B vs|Hash: 7c762173d3c 774388371 e20475b8bSbafosbFasF

2 Choose tool
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Tool List lis 3 All v Tool selected 6 Add tool

ListService 4 £ Listdlls o

B Vi00| Hash: absns7asascecTchzc 22 TdfRasd e 125004 Oumer: oot 5.20.0.0 Hash: foacS35188081b47100 b5

ListService2 Fay

e After searching for tools, select an agent and click Deploy tools.

- Vour X | 4 Test Managerent for IRA - Vou: X | [ AMNT - Geoups Mansgement X [ ASAHT - R Fiow Dets X Test Deign - alant - ¥CS

four % | & Test Management for JRA -Yeu X | 4 Test

© VEDA bosrd - Agi

&« > G cure | 1030161

Ml AJaNT

IRFlow Detail - 2003_test win server
& IRFlowlist

B2 Process Analysis Q EventSearch 7 Tooks & Autoruns [ investigation Result
addiont it st agents il Cllck Desoy Too butian ..
Tools Agents a
a ETH
CESH [=] Test_Tool_405_2.Exe | V1 Offlin
o Windows o0 =] Autorunsc | V138200 Test_Tool_sns_2.6xe | v1 ® Online
aim.pe @ Online
autorunsc 7 [}
THANHLN-PC Q ® Online
Listale
A Unux

EOETe W oG

o After deploying the tool, view the results in the Investigation Result and Tools
Result tab.
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Tools Result

5.1.7.2.4. Handle Event

This is the screen displaying information about Deploy tool, Marking/Get Artifact

results in 3 tabs: Process Analysis, Event search and Tools.

o Got Artifact: The result of executing the Get Artifact command.
o Tool Results: The results of executing the Deploy tools command.
o Marked Artifact: The artifacts are marked.
* Inthe Got Artifact and Tool Results tabs, the following actions can be performed:

o View the detailed content of the taken artifact or the result of running the tool
under the agent. If the data is text, it can be viewed directly on the interface. If
the data is an executable file (.exe), it needs to be downloaded to the local
machine to check.

o Download the artifact or tool run results. There are 2 ways to download: Click
the Download icon on the interface or click the View details icon —» Click the
Download icon on this screen.
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11" Detection
1 Pracess Analysis Q EventSearch 7 Tools
Got Artifact
~ WINSERVER_2008_R2 Agens 1 Success 1/1
v e casEcT
147 20/0312020 FLe Cwindows|system3z\notepad. ece
=
Warked Aritact
Preview

Error opening System(4):

Access is denied.

P25 nesponse

[«
x

smss.exe pid: 28@

Command line: \SystemRoot\System32\smss.exe

Base Size

0x48070000 Oxlicee
Verified:
Publisher:
Descriptieon:
Product:
Version:

File version:

Create time:

0x77620008 Oxl3ceee
Verified:
Publisher:
Description:
Product:
version:

File version:

Create time:

Path
C:\Windows\System32\smss.exe
Microsoft Windows
Microsoft Corporation
Windows Session Manager
Microsoft® Windows® Operating System
6.1.7600.16385
6.1.760@.16385
Tue Jul 14 86:11:12 2089

s}

D\Windows\SYSTEM32\ntdll.d11
Microsoft Windows

Microsoft Corporation

NT Layer DLL

Microsoft® Windows® Operating System
6.1.7601.17514

6.1.7681.17514

Sat Nov 2@ 19:85:@2 20818

* In the Marked artifact tab, select the artifact to

follows:

Select an artifact and click Add to detection:

Marked Artifact

Select multiple artifacts and click Add to detection:

Viettel Cyber Security
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add to the Detection screen as

Add lo detection
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Marked Artifact

Selected (2) | Addtodetection |

TIME -
Ll = L=

1 10:35:00 24/03/201% DESKTOP-EGANUBQ\CHUYENNT2

10:35:00 24/05/2019 Cowindows\System32\ taskhostw.exe

Marked Artifact

DESKTOP-EGANUBQ|CHUYENNTZ

Ci\Windows| System32 taskhostmexe

After adding successfully, a notification will be displayed, click on View all artifacts in
Detection phase to go to Detection screen. The artifacts are added to Additional
detection on the Detection screen.

RPowDel % (5 VEDR Portsl- Poscy Settings De: X | () User-Roje-Permision - Vietel £ X | § VEDR-Your Company JRA X | R VEDR-162] Investiguton Resut - X | ) [VEOR-321 Depioy tools-Your C- % | §) VEOR-321 Deploy tools- Your . X | - o x

<« > ) ANe e | 1030161374

Original detection

Agent

DESKTOP-EGANUBQ

Alert
104337 2705/2018 unknown DESKTOP.EGANUBQ ae hich 3
‘Additional detection
Agent
DESKIOP-HHNBIQ  nhanduPC X WnT-ConghCo X
Hlert
11:08:41 27052018 unknown acution [ hich 1 x
o wwrconges o Jaccess i ) x
- zcut T
e
103500 24705/2018 B2 DSB710S870D DFADESESSIE DESKTOP.EGANUBQICHUVENNT2 WIN_EVENT_L0G 1PCL520B83lgtaypiNixD
10:35:00 24/05/2018 B2A02630 DSB7105B70DD4FADESESSIE C\Windows|Systemaz\askhostu exe WIN_EVENT_LOG fPC1520BESIglaypININ0 x
1820:57 24/05/2018 B2 DS87105T0DMFADESESSIE CiWindows\Systemaz\wbem WIiPrvSE.exe WIN_EVENT_LOG hPC1EGoBssgfayp-rms x

M

KEOET L Bae o

5.1.8. IR Flow - Response

5.1.8.1. Live Response

The Live response function provides the ability to process a set of remote commands
according to the working session to provide information or handle requests on the
host.

Steps to implement Live Response function in IR Flow as follows:
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o Step 1: Click the IR Flow tab.

e Step 2: Click duplicate on a record in the list of records (Notes: Select the correct
IR Flow record containing the Agent that needs to perform the Live Response.)

IR Flow if - 2 -
™ Search IR Flow (1)
i st daye (|
JeTe——

e Step 3: Click the Response sub-tap.

x4+

< > () A Notsecure | 10.30.161.37

IRFlow Detail - phuocnm3 0515 1
€ IRFowList

— %

o

» Step 4: Select Agent and time range (5 minutes/ 15 minutes/ 1 hour/ 3 hours) to
perform Live Response and press the Start Live Response button.

The list of Agents displayed in the combo box is all the agents displayed in the
Detection tab.
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IRFlow Detail - IRFlow_test_2019

TIMELNE

After that, the user needs to wait 1 minute for the system to connect to the agent. The

system state is Connecting.

Remote session list

Attachment Log

e Step 5: When the connection is successful, the system displays a record in the
Remote Session List and the console screen has information about the connection
and displays the Running state.

(Remote Session List: Display a list of IR Flow’s Live response sessions that have been

performed.)

Notes: Each agent at a time has only 1 working session of Live response.
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Remote session list Agent ID: BOEF7BIEIVEECT 626

ihandta P

Attachment Log

Users can execute commands at the console screen as follows:

No. Commands Parameters Description

1 cd cd <dirpath> Change current working folder

2 cd..or cd .. Switch back to parent-level folder
3 pwd Print current working folder

4 dir List files/sub-level folders in the

current folder

5 delete delete -file <path> Delete 1 file
For example:
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath> Delete 1 folder
For example:

delete -folder temp\axvers
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viewfile
get

put
mkdir

reg

delete -all <folderpath>
For example:

delete -all c:\temp
<filepath><sizeinbytes>
<filepath>
<url><folderpath>

<dir name>

query <keyname> -v
<valuename>

For example:

reg -query
"HKLM\Software\abc xyz" -v
“run path"

query <keyname> -s

For example:

reg -query
"HKLM\Software\abc xyz" -s

add <keyname>

For example:

reg -add
"HKLM\software\abc xyz"
add <keyname> -v

<valuename> -t <type> -d
<data>

For example:

reg -add
"HKLM\software\abc xyz" -v
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Delete all files/sub-folders in the
folder (but do not delete the
folder)

Display data in file (file size limit)
Upload 1 file from host to server
Download 1 file to host machine

Create 1 folder

Commands related to Registry

Query the value data of a key

Query all sub keys, values and data

Add 1 key

Add 1 value
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process

service

"run path" -t REGSZ -d
"c:\temp\bin.exe"

delete <keyname>
For example:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

delete
<valuename>

<keyname> -v

import <filename>

export <keyname>

<filename>

-t <processid>

-s <processid>

-r <processid>

-l -a

-l -u <username>

-query

-start <servicename>

-stop <servicename>
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Delete 1 key and all sub keys and
value

Delete 1 key value

Import 1 file .reg

Export 1 file .reg

Commands related to process

Turn off a running process by
process ID

Pause a process

Recover a previously paused

process
List all processes of all users
List all processes of an user

Commands related to service

List the services running on the
host machine

Start 1 service

Stop 1 service
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13  user -list List the users on the machine
-sid<username> Get sid of username
14 cls Delete the console screen
15 help Help command

Some notes when working with commands on the console screen as follows:

o Clear command: After executing the Clear command, the system will support
the user to download the entire log made on the previous console screen, by
clicking on the here link.

IR Flow = rhandts (&

~  Attachment Log

procexp.xe 2010.05-20714:3836+0700 cia & @

o Get <filepath> command: For example, get procexp.exe in the console screen,
the result of getting the file is displayed in the Attachment Log screen at the
bottom right corner of the screen. Users are allowed to download files to the
browser or delete the downloaded files to the server.
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[¥ Remote session lst Agent ID; BOEFTBIEEE

nhandtd PC

A7 Rttachment Log ‘

e Step 6: The Live Response session ends when:

o Time of session expires: When the time of Duration field is equal to the time of
Time to Live field.

Remote session list

Attachment Log

o The user actively requests to close the connection with the Close command.
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nhandta

IR Flow

Remote session list Agent D BOEF TB3EI9EECTT626887CCIBBESIFBDBIDCA2S

nhandua-PC 14:30:31 20/05/2019

< RANING, 7 « PAUSE)

RANING, 7

- NG, 7 -

Attachment Log.

When the connection with the agent is lost, the server performs ping/pong failed more

than 3 times.

nhandtd

Agent 1D: BOEFTRE39EECT T62688TCCOBSG5IF BOSIDCAZES

Remote session list
14:33:03 20/05/2019 0001:04

‘Attachment Log

In addition, users can click the + Add New Remote button to create a new live response

session:
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nhandt4 (& -

© Response scenario

Remote session list

Add New Remote

~  Attachment Log

5.1.8.2. Response Scenario

The Response scenario function provides the ability to set up a Response scenario and

execute the response on one or more Agents.

Steps to implement Response Scenario function in IR Flow as follows:

e Step 1: Click the IR Flow tab.

IR Flow

3 Search IR Flow

e Step 2: Click duplicate on a record in the list of records (Notes: Select the correct
IR Flow record containing the Agent that needs to perform Response Scenario.).
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% Search IR Flow
3 resuit w1 wosa0ts + Add new RFlow
RFiow handt d Flow_2019 (O]
phuoc phuocnms kst o 3
voc 1 ! huocnm3 e @ 3

Notes: To perform the reaction scenarios, the administrator must add the Artifacts in

the Detection section as shown below:

IRFlow Detail - IRFlow_test_2019
«

TMEUNE Py

e Step 3: Click Response Tab — Response Scenario.
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IRFlow Detail - IRFlow_test_2019

€ WFlowList

TMELNE @ ~ Se

Create IR Flow

= s
(1) Dpetection [ comtamment ‘(gvg Investigation

o

Live response ) Respanse scenario

@) 00 acton 0 arttact (croce s e s e 4 s g oo et bl v

Containment Integration

‘Add artifacts from detection phase

© oo

Agent applyist  Click Deploy button 10y ulefor gent s below

Agantlist Choase ONLINE sgent in st below and clck > bution to ad 10 spply sgent st

o Step 4: Perform detailed configurations as follows:
o Add action to Artifact
= Click the button to start adding Artifacts to Response

scenario.

= Artifact List visible from the Detection tab

Add artifacts to response

() Artifacts from detection (4 = @ Atifacts added toresponse

C:\Windows\system32\SnippingTeol.exe

C:\Windows\regedit.exe L=
Ci\Users\nhandt4\ AppData\ Local\Temp pracexp6d.exe

HKLM\SOFTWARE\MicrosoftiWindows NT\CurrentVersion\NetworkList\Profile
s\{4034A037-3505-4874-804E-T5BD40A59C0A]\DateLastConnected

= Click the ‘i| button to switch to the Artifact section in the Response
scenario.

x
Add artifacts to response |

@ Atifacts from detection [ Astifacts added to response

C:Windows\system32\SnippingTool.exe
CiWindows|regedit.exe
Ci\Users\nhandtd\AppData| Local Temp| procexpfd.exe

HKLM\SOFTWARE\Microsofti\Windows NT\CurrentVersion'NetworkList\Profile
\{4034A037-3505-4974-804E-75BD40AS9C0A}\DateLastConnected
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= Click Save to save the selected Artifact List or Cancel to cancel the above
selection.

o Select Type for Artifacts

The system supports assigning 1 Type/Action to 1 Artifact or 1 Type/Action to many
Artifacts. There are 3 types, including: File, Process, Registry. Each Type has its own

Action.

[ b s [
Continment wtegration

Delete

[[[[[[[

After completing the assignment of Type and Action, Click to save and move

to the next step or Click * === to continue adding Artifact.
o Deploy to Agent
Agent List is obtained from the Detection tab

= Tick to select the Agent that is online in the Agent List of IR Flow to switch
to the List of agents that execute the Response scenario.
© cvoroiem

= Click ” | to switch to list of deployable agents.

= Tick to select Agent to deploy.

= Click the Deploy button

= After clicking the Deploy button, there are below states:

= Deploying
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=  Successes
© oo

= Click on the details to view the scenario implementation results

X
Deploy result
Object Type Action Result
C:\Windows\system32\SnippingToal.exe PROCESS Terminate successed
C:\windows\regedit.exe PROCESS Suspend Error: Incorrect function.
C:\Users\nhandt4\AppData\Local\Temp\procexp6d.exe FILE Delete Error: The request is not supported.

HKLM\SOFTWAREMicrosoft\Windows NT\CurrentVersion\NetworkList\Profiles\{4034A037-350... REGISTRY Delete successed

5.1.9. Close IR Flow
* Close IR Flow after investigation and process is complete.

e To close IR Flow click Close IR Flow on IR Flow List screen.

IR Flow

Search IR Flow

P v a8
= R

- nha nhandtd Flow_2019 © 3

.n s phuocnm ksdf ® 3

* Closed phuocnm: ph © A

. thilds Queaeguegne @ 3

o edvl huyennt; st © 3

205t fact . huyer hieuped ot @ 2

e Or click Close IR Flow on the timeline at any phase in IR Flow, such as Detection,

Containment, Investigation, Response.

IRFlow Detail - 2305 test1

€ IRFlowLs

TIMELINE & o x x
Create IR Flow Containment Tool Deployed Tool Deployed
..... At (4 Aget

o If when selecting Close IR Flow, there are unfinished tasks, such as:
Containment, Live Response, Response Scenario, Deployment tool, etc., a
notification will be displayed to ask the user as follows:
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IRFlow Detail - 2305 test1
« R

RFlow List

TIMELINE

— & < X

Create IR Flow concainment Tool Deployed
‘‘‘‘‘ g3

Original deteetion

Agent

DESKTOP EGANUBQ

alert

10:13:3722/05/2015 unknown

Additional detection

agent
DESKTOP-HHNZBIQ  nhandid-FC X Win7-CongNCa X

Alert

Aritiacts

¢ " 9 4 m =

/i Cannot close IR Flow

nhandid-PC

Win7-CanghCa

DESKTOP-HHNZE1Q

B
B e
B
Execution
Execution

- oo |0

o When the user selects OK, it will close all connections to the Agent in IR Flow.

o When entering the closed IR Flow, information in only 2 tabs of Detection and

Investigation Result can be viewed, other tabs with different function will be

disabled or will not display data.

D AN 10.30.161.37,

x | ® VEDR-YourCompany X | § IVEDA-16IDéng Al

chuyenni2 | &

IRFlow Detail - 2305 test1 &
 ®

TMELNE % o p%

reate IR Flow Containment Tool Deplayed

Rule setting

2 Deploywagent
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x N VEOR Portal- Event S« X | () x x | R VEDRISIDIgRA X - 8 x
&« A e | 103016137/# onat 8 ©
chuy
IRFlow Detail - 2305 test1 @
© IRFiom
THENE -0 o % %
Create IR Flow Containment Tool Deployed Tool Deployed Close 1R Flow
i P P
.7 Containment = Response
£ ProcessAnalysis 2 Tools [ tovestigation result
IRFlow is closed
Goto Investigation Result to view datal
x VEDR Portsl - ventSe. X | Containment - Viettel . % | § VEDR-VourCompany % | § IVEDR-1E|DingRfic X | @ IVEDR31IIThémapi - X x| + - 8 x
a B e

IRFlow Detail - 2305 test] @

& iRrowList

TIMEUNE

&8 < ® X
Creats IR Fiow Containment Tool Deployed Too! Deployed Close 1R Flow
A pig ot
(T} Detection Containment estigat Response
=t
133 Process Analysis Q. Event Search 2 Toals [ inwestigation result
Result
~  DESKIOP-EGANUBQ Succass

15:48.24/05/2018 Getartifact | Type:FILE  Path: CAProgram Fles\WEDRIVESSVCExe .
1152 2410872018 Tools ) Autorunsc|13.620.0 5 & @
10:49 24/08/2019 TypecFILE  Path: C:iWindows|System32\Background TaskHost.Exe . & @

DESKTOP-HHN281Q

Marked Artifact

10:35:00 24/05/2019

DESKTOP-EGANUBQICH!

NT2

v
0:35:00 24/05/ ¢ C:iWindows|System32taskhostw.exe v
14:21:57 24/05/2 C:iWindows| System32iwbem WmiPrVSE eve ded to IRF: v
15:18:21 24/05/2 C:\Program Filesiy Swc.ene

17:12:26 24/05/2018 C:\Program Files|VEDRIVESConnectionManager.exe R v
17:12:25 2405 C:iWindowsisystem32\KERNEL12.DLL v
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6. Investigation Screen

The Investigation screen includes a number of small tabs, which are Process Analysis,
Event Search, and Deploy Tools. In terms of operation, these two functions are not
much different from those in IR Flow, however, there are some other points that will

be described in details as follows:

6.1.1. Investigation Process Analysis

The function allows the user to create a connection and check the process state under

the user's machine. In which:

Process Analysis

e List of user machines:
o User login under root group: Display all Agents in the active system < 30 days.
o User login under default group: Display all Agents in the default group.

o User login under parent-level group: Display all Agents in the group of the user
logging in and the corresponding child-level group.

o User login under a child-level group or many child-level groups: Display all
Agents belonging to the group of the user logging in.

e Step 1: Search and select Agent to connect (Notes: To make sure to connect, the
list only displays the online machines.)

Page |81

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

Choose agent... v P

Q. Search agent...

@ DESKTOP-NPLF9RK (35674DFES40571E950A0FEEFT ...
@ VCS (07DCBCT154AB47371E9595AF52F88E43478FEC...

® Win10x64DRE (F513995917335DEF78C30E3B792ED4...
® Win7x64-A-3-PC (0A58A9926F37E92F7F8ATCICACE...
® Win7x64-A-PC (E7240263DA88051ABBOCD78E201FD...

@ phula-ubuntu-18 (ED8369ED38DEJ94B35E383D227A...

Select 1 machine and click n to make the connection (connection can take up to 60

Win7x64-A-3-PC w n

seconds.)

Connecting to agent... (55s left)

e Step 2: View the list of active processes at the user's machine.
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Process Analysis WIN7X64-A-3-PC

In which, the interface is divided into below information groups:

o (1) The information group related to the connection, including: The connecting
machine, the time of creating the connection, the duration of the connection
to the present and the connection state.

o (2) The information group supports searching/refreshing and filtering data in

the list, including the following actions:

: Allow searching by keyword of the data currently displayed in all fields on the list.

4+ Refresh

: Allow refreshing data (still hold the the search conditions and filter
conditions in use, only get the latest data from the user's machine to display).

VIV SIEUE L Enable/disable to obtain digital signature information for processes.
In case this configuration is enabled, the progress data by digital signature is enabled

to filter.

“ Filter by signature

B Selectall
B Verified
B Not verified

B Not available

The digital signature states will specify the color of the corresponding record.
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CRYPTSRdII

GDI32.dll

IMM32.DLL

KERNELBASE.dII

LPK.dll

MSCTFdIl

NSILdll

PerfCtrl.dll
RPCRT4.dIl
USER32.dIl
uspP10dil
VESSve.exe

advapi32.dll

CAWindows\system3
C\Windows\system3
C\Windows\system3
C\Windows\system3
C\Windows\system3
C\Windows\system3
C\Windows\system3
C:\Program Files\Ajia...
C\Windows\system3
C\Windows\system3
C\Windows\system3
C:\Program Files\Ajia...

C\Windows\system3

d0c2fbb6d97416b01

1084aa52ccc324eas..

aa2c08ce85653b1a0...

da68c291bdef2decic

d202223587518b13d...

c431eafScaalcB2cac..

044fed5ffdéad40e3b...

a8a221af714077ec8...

0611473c1ad%e2d99

fe70103391a64039%...

2f8b1e3ee3545d3b5...

€381c58f04daesf2a2...

6df46d2bd74e3dalb.

7eabbc37f0a845eb4

6e972cf624f7c0deB ..

83dfd0c119b20aedb...

218a4779fc21e7621.

9db971b866d058adb.

addf850128dc675€6...

al1688a5e6e0f7037c.

e11aec935d0a34766.

. 90afcc2ab0350ece27.

f7d219d75037bcoBf6.

2a3ec01f3bafe7d7d6.

c6510091a2433f918f

2dc94516f2c4a82189

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
.- Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Viettel Corporation
..Microsoft Corporation
Microsoft Corporation
.- Microsoft Corporation
N/A

.Microsoft Corporation

= Verified: Green - with digital signature and still valid

* Not verified: Red - no digital signature or expired digital signature

= N/A: White - no digital signature information found.

Show columns ¥

Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Viettel Group
Microsoft Windows
Microsoft Windows
Microsoft Windows
N/A

Microsoft Windows

: Allow adjusting the display field on the progress list.

On the list, except the Name field, which is always displayed permanently,

remaining fields can be optionally displayed or not displayed.

Viettel Cyber Security

Q Search field...

Select all

Name

(< < < T < I <

PID

Path

User name
Command line

Signature

Company name
Product name
File version

Parent process path

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
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o (3) Process list: Display current progress data on user machine with selected
information fields in Show column section. At each record, double click to view
progress details.

Process detail ¢" ><

w

=]
(1]
g
g
1]
g
(%)

© View all artifacts (10)
Path Action
\REGISTRY\USER\.DEFAULT\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\REGISTRY\USER\.DEFAULT\Control Panel\International
\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\WinSock2\Parameters\Protocol_Catalog9
\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\WinSock2\Parameters\NameSpace_Catalogs

I \REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\SESSION MANAGER

[ \REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\NIs\Sorting\Versions

I \REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options

I \REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags

[ \REGISTRYAMACHINE

Progress details are divided into tabs. For each tab, a corresponding list of information
is displayed.
e Step 3: Marking artifact

Similar to the Process Analysis function in IR Flow, this screen also provides marking of

artifacts for investigation.

User can select progress outside the list to mark.
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SYSTEM

SYSTEM

SYSTEM

SYSTEM AW em3z\services exe H/A

SYSTEM =0 vchost exe -k Deo.. N/A

capp.e.. SYSTEM

5052 CAWindows\System32\slui.exe AnhNN CAWindows\System32\slui exe -Embedding N/A

Or mark suspicious objects in process details.

Action

Path

\REGISTRY\USER\S-1-5-21-3949336984-4152371306-1276221334-1000_CLASSES H

\REGISTRY\USER\S-1-5-21-3949336984-4152371306-1276221334-1000 m

\REGISTRY\MACHINE\SYSTEM\ControlSet001'\Control\SESSION MANAGER

\REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\NIs\Sorting\Versions
T \REGISTRY\AMACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\image File Execution Options

T \REGISTRY\MACHINE

For each selected object, select Mark with edit - mark the current content directly.

f

C:\Windows\system32\Dwm.exe Mark without edit [
i

CAWindows\System32\dwm.exe

CA\Windows\System32\svchost.exe

Or users can edit object content before marking.

/
CAWindows\system32\Dwm.exe
/
C:\Windows\System32\dwm.exe Edit and mark artifact 2N
/
CAWindows\System32\svchost.exe
/

©» View all artifacts (10)

After marking, to review the list by clicking

Notes: This button is only displayed when at least 1 artifact is marked.
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Marked Artifact he
Time Agent ID Object From Reference Action
27/10/2021 11:08:53 0AS5BA9926F37E92F7FBATCICACESFC304DC540FE C:\Windows\System32\services.exe PROCESS_ANALYSIS 83A5DAAD
27/10/2021 11:08:54 0AS58A9926F37E92F7FBATCICACESFC304DC540FE C:\Program Files\Ajiant\VESSvc.exe PROCESS_ANALYSIS 83A5DAAD

27/10/2021 11:08:56 0ASBAGO26F37EG2F7FBA7COCACEBFC304DC540FE C:\Program Files\Ajiant\autoscam\VESAuto.. PROCESS_ANALYSIS 83A5DAAD
27/10/2021 11:.08:58 0ASBAGO26F37EG2F7FBA7COCACEBFC304DC540FE C:\Program Files\Ajiant\VESUpdater.exe PROCESS_ANALYSIS 83ASDAAD
27/10/2021 11:09:01 0A5BAS926F37E92F7FBA7COCACEBFC304DC540FE C:\Program Files\Ajiant\propre\VESProPre... PROCESS_ANALYSIS 83A5DAAD

27/10/2021 11:09:05 NASBAQO?AFI7FA?F7FRATCOCACFRFCANANCAANFF C\Proaram Files\Aiiantinronre\RI S\Securi . PROCFSS ANAIYSIS RIARNAAD
10 results

[ B IS T TP PRI o Coure Lt o T T R L L R LY UL A 1 L 1

e Step 4: Add artifact to IR Flow

On the Marked artifact tab, click Add to IR Flow on a record or select multiple artifacts

in multi-select mode and click Add to IR Flow.

XSIS 83A5DAAD

Marked Artifact _Y SI S 8 31&15 DMD

Selected 2 artifact(s)| E Add to IR Flow | Clear selection
B Time Agent ID SIS 8 3&5 DMD *

27/10/2021 11:08:53 0A5BAQ926F37E92F7FBA7CICACEBFC304DC540FE

<]

27/10/2021 11:08:54 0A58A9926F37ES2F7FBA7CICACEBFC304DC540FE
= Add to IR Flow

27/10/2021 11:08:56 0A58A0926F37E92F7FBA7COCACEBFC304DC540FE

27/10/202111:08:58  0AS5BA9926F37EG2F7FBA7COCACEBFC304DC540FE

Choose from a ready-made IR Flow or create a new IR Flow.
Q, Ssearch IR Flow...

Quannv_test

Centosb37

tesst host key

i Qliennt_router2

liennt_routerl

5 Add to new IR Flow 2

(1) Ready-made IR Flow list:

o User login under root group: Display all IR Flow in the system.
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o User login under default group: Display all IR Flow assigned to the user logging
in.

o User login under parent-level group: Display all IR Flow assigned to the user
logging in and the users belonging to the corresponding child-level group.

o User login under a child-level group or many child-level groups: Display all IR
Flow assigned to the user logging in.

Add to IR Flow X

IR Flow name Centos637
root
- may that
List of artifacts

C:\Windows\System32\services.exe

C:\Program Files\Ajiant\VESSvc.exe

Cancel

The assigned to list when creating a new IR Flow

o User login under root group: Display all usernames in the system.
o User login under default group: Display the username of the user logging in.

o User login under parent-level group: Display all usernames belonging to the
child-level group of the user logging in and the user logging in.

o User login under a child-level group or many child-level groups: Display the
name of user logging in.

= If choose to add into an existed IR Flow, when moving to the Detection
artifact screen, it will be added to the Additional detection section.

» Ifchoose to add a new IR Flow, when moving to the Detection artifact screen,
it will be added to the Original detection section.
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Original detection

agent

DESKTOP-EGANUBD

alert

31 22/05/2018 wnknown DESKTOP-EGANUBQ

Additional detection

Notes:

Artifact data will not be lost if the connection is transferred to different machines or

in case the current machine loses connection, the user reloads the page or navigates

to another page, the system asks for confirmation as follows:

Reload site?

Changes you made may not be saved,

Reload Cancel

6.1.2. Investigation Event Search
6.1.2.1. Event Search
This function is similar to the IR Flow's Event Search.

o Step 1: Enter the query — Select a time range — Click Search.

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
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Event Search D Guid
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GhissIboAs  issANowis  0mSHISGARS 188 INouns  onsa 1uewis Gossious  lesalNewds OGS IWONIS  Is WG  GAsSTNOMT 165 TS GaiseINo4s
Frm 3 naigupe
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6.1.2.2. Chart

e Step 1: Perform a search same with the Event Search.

e Step 2: The chart displays statistics according to the search time range. The way to
divide the time range corresponding to the columns on the chart is as follows:

o Statistics for >= 90 days: Divide into 30 statistical intervals.

o Statistics of events in the last 60 days: Divide into 20 intervals, 3 days/each
interval.

o Statistics for 30 days: Divide into 15 intervals, 2 days/each interval.

o Statistics for 7 days: Divide into 14 intervals, 12 hours/ each interval.

o Statistics for 1 day: Divide into 24 intervals, 1 hour/ each interval.

o Statistics for 12 hours: Divide into 12 intervals, 1 hour/ each interval.

o Statistics for 6 hours: Divide into 12 intervals, 30 minutes/ each interval.

o Statistics for 1 hour: Divide into 12 intervals, 5 minutes/ each interval.

o Statistics for 30 minutes: Divide into 15 intervals, 2 minutes/ each interval.
o Statistics for under 30 minutes: Divide into 1-minute intervals.

When hovering over each column, the time range and the number of records searched
during that period will be will displayed.
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Notes: The timelines on the chart are the timelines calculated in round

days/hours/minutes to suit the long or short statistical period.

6.1.2.3. Event Handle

e View event details: Double click on a record or hover over a record and click the
View details icon.

!;

» Marking artifact: Hover over a record and select Marking artifact.

1

Marking artifact

e Select path and click Accept.

> @ A Notsecure | 103016137/#

Event Search

19:0012/04/19 - 07:0013/04/19-  19:0013/04/19-  07:0014/04/19-  19:0014/04/19-  07:0018/0/15-  15:00 15
06:59 13/04/19  13:5913/04/19  06:59 14/04/19 18:59 14/04/19  06:59 150419 18:59 15/04/19 06:59 16/04/19

7:0017/04/19 - 19:0017/04/19-  07:0018/04/19-  18:00 18/04/19 -
S917/04/19  06:59 1/D4/19  18:50 18/04/19  08:40 19/04/19

= | Viewcolumn v

931ECFE2£655620579AAB600011838559DC0408 689 WinTx64-PC

sventLog security

Marking artifact(s)

931ECFE2E855620579A6ABE00011838559DC0408

931ECFB2E655620570ABABE00011838559DC0408

31ECFA2EAS5629579ABABEDO01183B559DCO408
385590C0408
o
931ECFA2E655529579AGABED00118385500CD408 088 win7asa-PC entlog
 m g = ¢ 0 © = % o ¢ » B ) L oW q

Figure 2: Investigation/Event Search Marking artifact
Page |92

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

e Select IR Flow and add that artifact to IR Flow.

Investigation

Event Search B Guideline

& Femseeh m

TBAGABGC001 1838550DCD408 Cowindows\System32\ROUTE EXE WIN_EVENT_LOG MOOTM20880lglaypOmy 5 8|

16/04/2010 02:00:31 931ECFE

RFiowDetsl X VEDR Portsl - Process draiysis X | @) Investigobion - Vietel Endpoint | X | § VEDA-Your Company JRA X |  IVEDR-31]AethactMarking Yo X | ) VEDRB] Process Ansysis Yo X | + - o x
D AN e | 1030.161.37) v 4 weo B ©

Original detection

agent

DESKTOP-EGANUBQ

Hiert

101337 2210572015 unknonn DESKTOP.£6AHUBQ R oD

Additional detection

e Similar to the Process Analysis function, there are also some notes as follows:

o If switching tabs between Event Search and Marked artifact, the data in Marked
artifact screen will not be lost.

o If switching to the big tabs, such as Alert, IR Flow, Response and Setting, the
data in Marked artifact screen will be lost.
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6.1.3. Investigation Deploy Tools

6.1.3.1. Tool Management

Purpose: Manage all tools of the system. Users can add/delete tools on this screen.

Features on this screen include as follows:

e Display tool list with detailed information of the tool, including: Name, Parameter,
Version, Architecture, Upload User, Platform and Hash code.

e Search tool: Search by many criteria, such as All (all data fields), Name (tool name),
Tool ID, Version, SHA1, Upload User and Platform.

e Upload tool: Upload tool running on Windows and Linux agents with a maximum
capacity of 10MB.

For the Upload tool feature, perform the following steps:

e Click Upload tool — Select the path to the tool to upload or drag and drop the tool
into the interface — Enter information in the Tool info popup — Click Upload tool.

& VEDAbosrd - Agile Bod-You X | 4 Test Management for JRA - Vou X | € Test Management far JRA - ou X | € Test Management for IRA - Vo X AN - Desloy Tocls x ANANT - IR Fiow Deta X | 38 Test Desgn - whant- WS Contl. X | 4 - o x

D AN 10.30.161.374/set roup/it_ department @ 1 5 e e

Deploy Tools O cuide ne

183 Tools Management 3 Deploytool [ result

Tools 56 resuitis)

Q

- autorunse Listservice
Q E; Parameter SRR E; Parameter 2
= B s B e
e " o .
©  sowassussebyies *
Toolinfo it
o

- Test_Tool_Lexe 108
[

vere10
= Architecture : NJA
@ v niyiee: K

Test_TooLLinue 1 e « [ 3
E; Parameter:]

ver: 10 tec
H Architecture : N/A
B 20191113 143551 by oot rsion

Test_Toals [ vpesdron |
B el

— Ver: 1.0.0 — Ver: 1.0

2o Architecture : N/A e Architecture : N/A e Architecture : N/A
B 001110 1730300y 100t B o191 1029 by oot O niops usTan by oot
- Test_Tool_2_32bit.exe . Test_Tool_3_32bit.exe = hello_word.bat
[ B e Bl e

ver:10 o Ver:13
- Architecture : NJ/A J Architecture : N/A TE Architecture : N/A
O sowyisesnsabyos O oy 1sss byt 2018/11/18 09:46:08 by : root

Test_Tool_4.exe
Parameter:]

Test_Tool_3abit_a0s_2.exe

D o

Test_Tool_32bit_50s_2.exe
Parameter :

F1-Y E=L

For the Delete tool feature, hover the mouse over the tool to delete — Select Delete.
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© VEDR board - Agle B, X | 4 Test Managementfor ) 3 | 4 TestManagementfor ) X | 4 Test Maragementfor ) % () ANANT - Depioy Tooks X  {J AJANT - I Fow Detad X | 38 Test Design -aant - X | () RelemseJB8NTIVCE X | & Downosds x| + - o x

& > () A Notsecurs | 1030161379 ssttings/group/it_department @ B 06 .L

[4 beploytool [ Result

Tools 57 resultfs Q - m Upload Tool x
o Listservics
= A NA

- H:Q

Th  linux_sleep_30s.sh
2020/03/25 15:58:41 by root

(=]

&)

>

B 2090113103808y oot

Test_Tool2

)
2 - P
=
e - "
£ o] 2019/11/14 17:40:29 by : ract

,  TestTool3 mzbitexs
E - o

—

= W remenm

2m o,

=] © o iessusty ot
Test_Tool_4.exe —  Test_Tool_Jabit 405 2.exe
Faameter fo  Forameter

: 19

rOKOED WG

6.1.3.2. Deploy tool

The actions are similar to the Deploy tool function in IR Flow in section 3.4.4.3.

However, there are a few other points as follows:

e User login under root group: Display all Agents in active system < 30 days.
e User login under default group: Display all Agents in the default group.

e User login under parent-level group: Display all Agents in the group user logging in
and the corresponding child-level group.

e User login under a child-level group or many child-level groups: Display all Agents
belonging to the group of the user logging in.

Enable to filter online agents, then search for agents.
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th % | @ TestMansgementi X () AJANT- DeployT. % [ AJANT- FlowD: X | 3 TestOesign-abar: X | G RelemselBEXNT | X

X | B vesalientPornl - X |+ - 8 x

X | € TestMarsgement’ X | 4 TestManag:

10.30.161.37/#/deploy_tool1calsMab= (=0 4§ E 6L

£ Tools Management 3 Deploy toal [ Result

Click Deploy Tool buttan to

Tools Agents Q

a I ’ : N
a ddiool
WIN-LCEP3B485IK UstService |VLOO  Autorunse | V118200  Listdlls | V3200 [

“=7

Offline
offine
offine
ConfigReader.Exe | V1.0 offline
Autorunse | VIZE200  Lisidls | v3.20.00 Offine

Offline

00000000

Offine

Listdlls | V320.00  TestScriptlinux_3.5h | V256 Test_Tool_40s_2.6xe |V Logonsessions.bxe [VS  CFF Explarer.Exe | VI
HUTHY-PC o online

UistService | V10O View more
Offline
Offine
Offline
Offine
offine

Offine

Offline
THANHLNG VIRTUALBOX istService2 | V.11 ListService | V1.0.0  Procexp.bae | V6 Test_Tool_40s_2.6e | V1 Offine

offline

iGhCe.

YO0000000 ©

After selecting the tool and agent to deploy, check the results on the Result tab. On

this screen, the results of running the tool under the agent also can be viewed or

downloaded to the local machine similar to IR Flow.

© VEDRbowd - Agike X | € Test Mansgement | X | € TestMansgement | X | € TestManagement! X () AIANT-DepioyT % () AIANT-MFiowD: X | 3¢ TestDesign-sian % | () MeleselBBANTIO X | & Downlosds x

<« > () A Notsecure | 1030.161.37/#/deploy_tooltcol

e “ 2=

addtoc Click Deplay Toa! uttan o,
Tools Agents Q
v v
a Addtosl
Pa) Ustdlls | v3.20.00  TestScriptiinux_03.5h | v256  Test_Tool 40s 2.6xe | V1 Logonsessions.exe | VS CFF Explorentxe | v1
7 Ontine
A Windows more
o Autorunse | v Test_Tool 40s 2.Exe |V1  ListService | V10O  Procep.bxe | Ve Test_Tool Linux_1 |VLO
. ® online
ausorumse 1 Test_Tool_a.Exe | .
. - o o Autorunse | viza2 Procexp.Ee | Ve Test Tool 40s 2.Bve V1 Listservice | V100 ConfigReaderixe | VL0
™ ® Onlin
~ Listdls | v220.0.0 more
THILDL-PC Lad Test_Tool_40s_2.6xe | V1 Listdlls | V32000 ListService | v1.0.0 ® Online

—— ,

Deploy tool successfully!
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& VEDRBosrd - Agile X | € Testhamsgement’ X | € TestMansgement ! X | 4 TestMansgement! % () AJANT-DepioyT. % (] AJANT-MFlonD: X | 3 Test Oesign-abart X | [ RelemselBEXNTK X

-
3
L 4
+
|
Y
x

& > (3 A Notsecurs | 103046137 depion 1 . @ B 06 .L

Ml AJaNT

Deploy Tools O cud

TS i BT “

Tools Result 279 resultis)
Autoru &
TME Platom W Agentid W s W Tion
17:15 25/03/2020 Q SBBCD23FTDIBEIAE4B13E54125E02443BFOTUTF & 0
w  Autorunsc Agents (1 Sueccess (111
Autor r
UistService @
wtorunse gents 5
Autorun gent:

agents
Agents

v Autorunsc Agants Success

v Test_Tool_80s_2.Exe Agents (1

w  Sleep_10s_linux.5h Agents

’OED W e

7. Response Screen

7.1.1. Response Live Response

Purpose: The Live Response function provides the ability to process a set of remote
commands according to the working session to provide information or process

requests on the host.

Steps to implement Live Response function as follows:

e Step 1: Click the Response tab and select Live Response.

Page |97

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

e Step 2: Create a new Live Response session

Select Agent: Display the list of agents:

o User login under root group: Display all Agents in active system < 30 days.
o User login under default group: Display all Agents in the default group.

o User login under parent group: Display all Agents in the group of the user
logging in and the corresponding child-level group.

o User login under a child-level group or many child-level groups: Display all
Agents belonging to the group of the user logging in.

Users can only perform Live Response command with agents that are online ().
o Select Time: There are intervals of 5 minutes, 15 minutes, 1 hour and 3 hours.

o Click Start Live Response button.
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Live Response

Agent : Choose agent ta Live Respanse

@ AttachmentLog

e Step 3: Wait for 1 minute for the system to connect to the agent, the system state
is Connecting.

nhandt4 (& -

Live Response

Agent: nhandtd-PC(BOEFTRIEIVEEC

7 Hestname
nhandts-PC

& Attachment Log

e Step 4: When the connection is successful, the user is allowed to execute
commands at the console screen and the state of the Live Response session is
Running.

Notes: Each agent at a time has only 1 working session of Live Response.
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Live Response

‘Agent: nhandi-PC(BOEFTEIEIBEECTTE:

& Attachment Log

Users can execute commands at the console screen as follows:

No. Commands Parameters Description

1 cd cd <dirpath> Change current working folder

2 cd..orcd .. Switch back to parent-level folder
3 pwd Print current working folder

4 dir List files/sub-level folders in the

current folder

5 delete delete -file <path> Delete 1 file
For example:
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath> Delete 1 folder
For example:

delete -folder temp\axvers
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viewfile
get

put
mkdir

reg

delete -all <folderpath>
For example:

delete -all c:\temp
<filepath><sizeinbytes>
<filepath>
<url><folderpath>

<dir name>

query <keyname> -v
<valuename>

For example:

reg -query
"HKLM\Software\abc xyz" -v
“run path"

query <keyname> -s

For example:

reg -query
"HKLM\Software\abc xyz" -s

add <keyname>

For example:

reg -add
"HKLM\software\abc xyz"
add <keyname> -v

<valuename> -t <type> -d
<data>

For example:

reg -add
"HKLM\software\abc xyz" -v

Viettel Cyber Security
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Delete all files/sub-folders in the
folder (but do not delete the
folder)

Display data in file (file size limit)
Upload 1 file from host to server
Download 1 file to host machine

Create 1 folder

Commands related to Registry

Query the value data of a key

Query all sub keys, values and data

Add 1 key

Add 1 value
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process

service

“run path" -t REGSZ -d
“c:\temp\bin.exe"

delete <keyname>
For example:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

delete
<valuename>

<keyname> -v

import <filename>

export <keyname>

<filename>

-t <processid>

-s <processid>

-r <processid>

-l -a

-l -u <username>

-query

-start <servicename>

-stop <servicename>
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Delete 1 key and all sub keys and
value

Delete 1 key value

Import 1 file .reg

Export 1 file .reg

Commands related to process

Turn off a running process by
process ID

Pause a process

Recover a previously paused

process
List all processes of all users
List all processes of an user

Commands related to service

List the services running on the
host machine

Start 1 service

Stop 1 service
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13  user -list List the users on the machine
-sid<username> Get sid of username
14 cls Delete the console screen
15 help Help command

Some notes when working with commands on the console screen as follows:

o Clear command: After executing the Clear command, the system will support
the user to download the entire log made on the previous console screen, by
clicking on the here link.

o Get <filepath> command: For example, get procexp.exe in the console screen,
the result of getting the file is displayed in the Attachment Log screen at the

bottom right corner of the screen. Users are allowed to download files to the
browser or delete the downloaded files to the server.

ve Response

¢ Attachmentlog

e Step 6: The Live Response session ends when:

o Time of session expires: When the time of Duration field is equal to the time of
the Time to Live field.
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Live Response

Agent : nhandd-PC(BOEFTAIEIOEECTTA26BATCOORRESIFADAIDCAZES) v Time

© Hosmame 8 Time to live
PC L 5m

& Atachment Log

o The user actively requests to close the connection with the Close command.

o When the connection with the agent is lost, the server performs ping/pong
failed more than 3 times.

Live Respanse

& Atachment Log
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8. Setting Screen

8.1.1. Agent Management

Agent Management function supports administrators to manage installed agents,

including:
* View Agent List and general information

» View details of Agent

e Quickly select Agents and set some settings (policy, update group).

Agent Management

()

FE R E ENE

The system support performing the following features:

(1) View the Agent List installed on the system:

o User login under root group: Display all Agents in active system < 30 days.
o User login under default group: Display all Agents in the default group.

o User login under parent-level group: Display all Agents in the group of the user
logging in user and the corresponding child-level group.

o User login under a child-level group or many child-level groups: Display all
Agents belonging to the group of the user logging in user.

o Each agent is displayed general information, including: Name, State, Group,
Update Group, Last Ping, First Ping, DNS, Policy, AgentID, Platform, Platform
Version, Architecture, DNS and Version.
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(2) Support searching for Agent by AgentlD, ComputerName, OS, Architecture,
Platform, Policy, IPDCN, Online, Update Group, Group ID, IP, Mac and Version. For each

search criteria, search operators “=", “!1="/and “~” are supported.

VEDR P - B Pl Dersl £08 Pota - Agent Mamageme X L4 VEDR Fora - Agent Mamsgeme: % | - & x

nhandt4

Agent Management

| > @

Agenun Agentip

Computertiame

Platform

Nhandte PC fhine

13/03/2018 13:08:22 182.168.4.11

o_group test_sample

Haip-PC fhine

DESKTOP-UIS0RHAR fhine

DESKTOP.1VS222

DESKIOP-TNLSAD0 fhine group

MM

ANM-HIEUPCE fhine group

Examples of search statements as follows:

Search by the condition “=":

e [ JF%
Setting EN - nhandts | &

Agent Management

1 resultis " hd

ANM-NHANOTA oHime He_graup o 18/13/2018 10:37:10 12/12/2018 03:08:04 1921684222 test_sample

Search by the condition “!=":

=R+ ] e L8

Setting EN ~ nhandte (&

“ B

® oniine Relsase 192168 ot sample
Offine Test 192166422 A
Oftine Release 1621684111
Ofina Tast
Oftine Relzase
ofine Release
Ofina Falsasa
offine Release test_sample
offine Release test_sample
offine Release test_sample
Ofine Release
Oftine Release
offine Release
Ofine Felease
Offine Release
Oftine Release
Offine Release
Offine Ho_group Test
Oftine Ho_group Release
Offing Ho_group Releas 19/01/2019 03145019
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Search by the condition “~”:

nhandtd

Agent Management

6 resuts)

Offine
offine
Offine

Offine

AHM-PHUQCHMZ Offine No_group

ANM-CONGNCS offing m

Search by AND match criteria:

A Not secure | 10.30.161.37,

Releass

[=]

1921884223,

test_sample
test_sample

A

T @ e

Agent Management

offine

Apha

ANM.CONGNCS offine nia A

Search by OR match criteria:

192.168.1292

Agent Management

omputeriama - “ANM . ndows 10 Pro
14 resuis)
DESKTOP-EGANUEQ ® Oniine
DESKTOP-HHNZB10 Offine
DESKTOP-SCAPVCE offine No_group Release
DESKTOP-UBOSHAR Offine No_group Release
DESKIOP-11VS222 offine No_group Release
ANMTHANLNS offiine No_group Test
WIHIGCONGHCE Offline No_group Release
ANM-HIEUPCH Offine Release
ANM-NHANDTA offline est
ANM-CONGNED Offiine
offine
TOP-OMET: offine
DESKTOP3QTILT offine
Offine A NA

25/01/2019 09:35:41

2200172019 11:25:35

18/12/2018 10:31

03/12/2018 15:01:10

17/04/2019 10:16:46

05/11/2018 14:21:48

05/13/2018 144216

12/03/2018 18:2

o1

18/02/2019 16:08:27

29/01/201:

4508
08/11/2018 10:55:45
18/01/2019 02:45:19

12/12/2018 0%

04
S0/11/2018 16:13:13

1/2018 16:12:38

30/11/2018 14:04:16

17/11/2018 17:11:19

/A

4.111,192.168.4.222

4.222,192.168.4.111

68,1202
192.168.4.111,162.168.4.222

168.4.222

192.168.4.222,192.168.4,111

192.168.4.222,192.168.4.111

168.4.111,192.168.4222

[ETEETre

test_sample
test_sample
test_sample
test_sample
test_sample
test_sample
test_sample
test_sample

test_sample

ample

(3) Quickly select 1 agent/ 1 group of agents to set policy as follows:
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M alanT

Agent Management

3 FirstPing & LastPing B ﬂ

33 resultts) & View column .
‘Set update group
TaT ROUP PDATE GROUP STP =) PING =)

®  DESKIOPACESA Offline Test_scan_ip Test 22/05/2020 15:46:14 15/05/2020 17:38:55 10.61.188.2 Agent Performance |

ThanhlN3-PC. Offline Liennt_groupl Alpha 25/05/2020 15:05:57 21/03/2018 1331:53 10611882 bls_test

B Hupvec Offline Test_scan_ip Test 25/05/2020 14:40:55 31/01/2020 17:2319 10.61.188.2 Agent Performance
Win7-32bit-PC Offline Test_scan_ip Test_ping 11/05/2020 10:41:10 22/04/2020 17:00:45 10611882 huyhv-2211
WIN-MMISEVNPD90 Offline Liennt_groupi.1 Release ©7/05/2020 09:56:40 07/05/2020 09:3%:04 10.61.188.2 NIA
Chuys Offling Default Release 18/05/2020 1331:13 18/05/2020 11:16:38 10611882 dafault
DESKTOP-BGHEQIE Offline Default Alpha 07/05/2020 14:28:53 24/07/2019 13:44:07 10611882 full_faatures
DESKTOP.LETTQ4L Offtine Anm Release 22/05/2020 17:23:55 17/01/2020 18:39:40 10611882 huyhy_15.01.ProPre
LienNT-TestPC Offline Liennt_groupl.1 Release 25/05/2020 14:30:29 21/05/2020 11:42:32 10611882 WA
Ubuntuléxéachuyennt Offline Default Beta 18/05/2020 15:32:16 29/10/2019 10:50:34 10611882 Agent Performance |
WIN-OH33SL4BERI Offline Test_scan_ip Beta 19/05/2020 15:20:57 17/12/2018 13:36:53 10611882 hieupcd
Win?-32bit-PC Offline Test_scan_ip Test 08/05/2020 18:1T:53 25/02/2020 17:38:33 10611882 Agent Performance
UbuntubypencVirtual- Machine Offtine Default Release 06/05/2020 10:50:39 25/02/2020 17:03:22 10611882 test
Thanhth-PC Offline Default Test 18/05/2020 13:29:01 13/03/2019 133045 10611882 Agent Performance
Localhost.L ecaldomain Offline Test_scan_ip Release 27/04/2020 18:26:39 ©01/04/2020 14:38:38 10611882 centos
DESKTOP-EGANUEQ ® Online Test_scan_ip Test 25/05/2020 15:30:51 08/05/2020 22:16:52 10611882 full_features
DESKTOP-315SAGT Offline Liennt_group1.1 Release 25/05/2020 14:38:40 19/08/2019 17:18:19 1061.188.2 huyhv_15.01.ProPre

o Tick to select 1 agent or multiple agents to enter the Multi-selected session.

o Perform Set Policy.

Selected (1) Set Pol
UP
test_sample o Froup
Win7-C srouj
Thanh srouy

o Result after setting policy:

1.2 test_sample

./ Set Policy successfully!

o Delete the action on the Multi-selected screen

(4) View Column: Configure the display of columns at will:
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View column v

(5) View details of an agent by clicking duplicate the mouse on any row

The system supports users to perform Set Policy, Update Group and Move to group for

Agent quickly.
o User login under root group: Display all Groups in the system.
o User login under default group: Display default Group.
o User login under parent-level group: Display all the Groups belonging to the
user logging in and the users belonging to the corresponding child-level group.
o User login under a child-level group or many child-level groups: Display all

Groups belonging to the user logging in.

e General Info Tab

The system displays general information about the agent, including: General

information, CPUs, Network Interfaces, Default Gateway and DNS Server.
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fll AJIANT

Agent ANM-CHUYENNT2 = ONUNE Uninstal

Agent properties

13 resultis) seTRoucy ance._slert_ch + View columa -
A serurorecaoue
S o ool aetaunt 2030
wovE To GaOUR st
lesicious Offine oat defautt 3050
WinTEchyentest ® Online [ =3 ennanca_slert_chuyen 3030
ANM-CHUYENNT] ® Online Dol R . e § N I - cecured sofard 2030
bty jeachyynat Offing Dt
Tast Seafiank whaith 1 ot pe Generalinfo Network Interfacas o
KICP EGANUBG o el 3030
DESKIOP-2UMEI0Y Oftine bel 3030
Wi o ool 2030
s ® Online el 2030
Thankl1epC o el oll_testures_thanbind 2030
Winjouse Oftine oat foll_fastures_server 3030
Wi ® Online Dol anhnalo_test_load_image 2030
Display 13/13 vesut

cPus

e |nstallation Files Version Tab

Statistics of all agent installation files, including the following information: Name of

folder containing installation file, File name and Version.

Support quick search by File name, Version in search text box.

fl AJlANT

AgentVCS .

Agent properties

13 resuttls) seTpouCY default < A
= S8 serupoare caoue
s of Dol P
o T0 Gaowe -
Mextclaud of Dat Gt defautt 2030
WinDssschuyentest  Onl Def e e . sert_chusyen
ANM-CHUYENNT ® on el § et et St e Dbt Eement ot e sofonare Reqired sofvad entance_siert_chuyen 2030
Ubuntulswetchyyeont of. Bet all st centcs 2030
Test Seofank naith of Dot allfestunes
DESKTCP-EGANUBG Offine T — P entance_stert_chuyen 2030
DESKTCP-BUME30S Ot Def. oo 1008 smhents_test lsad_image
R o b | VESConfigurstionManager exe S =
s  Onin Def 2001210 all festures
ThanhliePC Offine Dol full festuses_thankins
Agentinfo.exe
Winioss offn Dat 3001050 full festures_server
WiTmgeAPC  Oniin oef aninnts et losd mage 2030

Perfcrldil
Display 13/13 resuit 2001212

RWorker exe
1004154

VESUpdater.exe
1154

e Installed Certificates Tab

Statistics of all certificates on the machine with the agent installed, including the
following information: List of certificates on the machine, Issued by, Issued to,

Expiration date and State.
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Ml ANANT

Agent management @ Guideline:
Version="10.K" . R FintPing £ LastPing & a
13 resuitis} & ew eol v
e STATUS =1

™ Oftine ool detaukt 103
Nestcloud Oftine ost detautt 203
VinTaaschysntest ® Oniine el eniance_stert_chuyen 103
ANM-CHUVENNTZ ne - . s . . enhance_siert_chuyer,

SC2 = o heduledTasks  Diksipartitions  Emvronmentuarisbies  Installed softwsre  Required software " fert_chuy e
[T — or Dat- full_festures_centos 1030
It Seaiank = o o R Micrasoft Roat Certificate Autharity o

Microsat Root Certificate Autharity 0/05/2021 062
DESKTOP-EGANUBD or o M 1030
DESKTOP-RUMEIN: o st Frog aniinns_test load mage 2030
— yoy

VT AP or ot Cetificat oll festures 1030
ws @ Online Def T R repovisc.com full_festures 303

- e | Websecurity Gatevay - VCS 2910472118 05:3856 e o
Theablml R B R Micrasoft Roat Autharity full_festures_thanhing 2030
WinTaf4-A-PC @ Online Def y oo full_festures 3030

R Microsoft Authenticode(tr) Root Authority
Microsoft Authenticode{tm) Root Authosity

In case of viewing details with more information, select © , the screen is displayed

as follows:
Certificate *
FRIENDLY_HAME Microsoft Root Certificate Authority
ISSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
KEY_USAGE Digital Signature, Non-Repudiation, Certificate Signing, Off-line CRL Signing, CRL
Signing (c6)
SIGMATURE_ALGORITHM shalRSA
STATUS R
SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
VALID_FROM 10/05/2001 05:19:22

e Scheduled Tasks Tab

Statistics of all scheduled tasks on the agent installed machine, including information:
List of scheduled tasks, Name, State, Trigger, Next time run, Last time run, Author and
Created.

o Select or to customize the display of additional information for each task.

o Select ™™ ”or f*>» to customize the display of additional information for
each task.
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fl AJIANT v 2
Agent VCS s
Agent management @ Guidetines
Versin = 3030" Btpng B we o B
Agent properties
13 cesuttis) seTPouCY dedsult ‘ SRR Vsvcckima S
e starus R PouiCy VERSiON
o # Offiine. Det default 3030
| wowrocmoue
Nedcloud © Offline. Dat default 3030
VinTxstchuyeatest @ Oniine ol =3 anhance._siert_chuyen 3030
Ubuntulstichusenct # Offine. Det~ i 08 festures_centos 3030
St ok G 41 P ot B Task schedules ibcary ae ok T
DESKTOP-EGANUBQ # Offline. Def sy ‘enhance_alert_chuyen 3030
'DESKTOP-RUMB30R Offine. Oef ‘anhan1s_test_losd_image 2030
WnDeeAPC # Offline Def Full_features 3030
=1 ® Online. Det full_features 3030
tinites © Oniine od NA 0%
ThanhLieeC. Offine et A_festures_thanhing 3030
WinDeAPC ® Ontine el A_features. 3.030
Dusplay 13/13 resclt

fdfgsdsaf
o Ready

flfsaf
o Raady
sl

 Ready

o Hover over the task and select () to view the complete information of the
task in .xml format.

XML Detail X

<?xml version="1.0" encoding="UTF-16"7=
<Task version="1.2" xmins="http://schemas.microsoft. com/windows/2004/02/mit/task">
<Registrationinfo=
<Date>2021-03-09T18:36:49.6502882</Date>
<Author=VCS\Administrator</Author=
<URI=\dffffif</LIRI>
</Registrationlnfo=
«Triggers />
<Principals=
=Principal id="Author">
<Userld>5-1-5-21-3942219608-2782901308-3535319899-500</Userld=
<LogonType=Interactive Token</LogonType=
<RunlLevel=LeastPrivilege</RunLevel=
</Principal>
=/Principals>
<Settings> I
=MultiplelnstancesPolicy=IgnoreMew</MultiplelnstancesPolicy>
<DisallowStartlifOnBatteries>true</DisallowStartfOnBatteries>
<3toplfGoingOnBatieries>true</StoplfGeoingOnBatteries>
“AllowHard Terminate=true</AllowHardTerminate>
<StartWhenAvailable>false</StartWWhenAvailable>
<RunOnlylfNetworkAvailable>false</RunOnlylfNetworkAvailable=
<ldleSettings>
<53topOnldlieEnd>true</StopCnldieEnd>
<RestartOnldle=false</RestartOnldle=

4, Export to XML
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Export to XML

o Select to download scheduled task information. The .xml

format is supported.
» Disks & Partitions Tab

Statistics of all disks & partitions on the agent installed machine, including the
following information: List Disks, Partition, Volume name, Serial, Drive type, File

system, Capacity and Available.

b

o Select © or

to customize the display of additional information for each disk.

Agent management

MOME TO GROUP

of  STSOUDMO02-1BD1A2

ThanhlePC Offline Det o full_festures_thanbing 2030
pinTuts A PC  Oniline Del — Fll_festures 2030

Apacer AS350 51268

e Environment Variables Tab

Statistics of all environment variables on the machine where the agent is installed,
including the following information: List of system and users, variable name and values

belonging to system or users.

o Select © or ¥ tocustomize the display of additional information for each disk.
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AJIANT
n AgentVics

Agent management

=300 FratPing & watPing & E
13 resutts) o ~
¥ o o default 0%
o
Mestcloud o ot 3 430
WinTschyyentest ® Onl (¥ 3030
AN CHUVENNTZ ® Oni ol 3050
b Beachyenet o Oat- 3030
Test SeaBank khaith v Offs D Srlem 030
DESKTOP-EGANUED or B 1030
DESKTOP RUMBACY o L. arhnt3_test_losd image 3030
WinTuB6-A-PC Offts Def 3.“ full_features 30.30
w5 ® Oni LT . oll_features 1030
Wil » Onl Def  CGUSERPROFILESG AppOst Locai Temp WA 1030
ThanhlPC o oef ullfeatures_thanhind 1030
WinTufié A PC @ Onii Ded FRFROFILE 2 m full_features 1030
Display 13/13 resuit e

e Installed Software Tab

Statistics of all software installed in the agent, including information: Software name,

installed version and installed date.

o Support quick search for installed Antivirus software or enter the software name
in the search text box.

fll AJIANT
Agent ANM-CHUYENNT2
@ Guidelines
FintPiog & stPrg O E
13 et . S—— .
M sevuPoATE GROUP
Oftine oo dutaun. 3030
wove o Gaoue st
Oftine ot detout 303
® Online Dl enhance_siert_chuyen 3030
® Oniin el e 2030
Offling. Dat:
Oftine ol 3030
Offine ¥ ennance_sient_chuyen 3030
&4 BitHP C10 Components nstaller
Oftine ¥ arhrat_tes_load_image 103
oMtine Do 750 1900 50 lfostures
® Onling Def eI full_features 3030
omin ol s thankind 303
Ofine Dat 3030
 Onlne ol 2030

e Required Software Tab

Statistics of all required software installed or not installed in the agent, including

information: Software name, installed version and installed state.

o Support quick search for required software that is not installed on the machine
or enter the name of the software in the search text box.
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fll AJANT

Agent ANM-CHUYENNT2

13 et R R B i =
SR serupoare arove 1 £
ws OFfine Def default 1030
e o gm0 e

Nexicioud OFfine Dt defsilt 1030
inTagchuyeriast ® Griine oef [ see | enhance_slert_chyen 3030
e L R B intalation Files versior tolled Certficates  Scheduled Tas Disks & partit Emironment varisbles  Installed software - User st S e
Ubuntussstchypont Offine Dt ful_festures_centos 3030
Tsst SeeBank khagb vi Offline Def resultes - Net Installed Q full_features 2030
DESKICP-EGANUBD OFfine Dt enhance_slert,_chayen 1030
DESKICP-RUMEIQY Offline. Def ‘,m‘ 5 o instalied anhnnis_test lad_image 20w
WinTxfe#-PC Offline Def full_features 3030
WS ® Onli Def - Full_features 1030
ThanhLtPC Offine Def " 1030
Winionse Fiine Dat 1030
WinTage A PC @ Oriine Def 4 1030

Display 13713 rest VDR

e User List Tab

Statistics of all logged in users in the agent, including information: Username, active

and administrator.

fl AJlANT

Agent VCS

Agent management

Versken = 303" ’ e e FstPing £ LastPig £ ﬂ
Agent properties

13 resutts) serro =

o e RS0
ves om oot 3030
ove o Gaou

[ o ot 30
[ — o Dt =3 3030
AM-CHUNENNT » o Det . . 30
[ — o ot 030
Test SeaBank ko v o Dt 3030
DESKIOPEGINUBO o oef 30
DESKIOP BUMEI0D o ot 30
WinDgEAPC of Dt 2030
WS ® Onime Def 30
ThanhLM-PC Offling Daf 3030
Winioess o ot 3030

ot 30

(6) Quickly select 1 agent/ 1 group of agents to set up Move to group

o Select 1 agent/multiple agents to enter the Multi-selected session
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fl AJIANT

Agent Management

33 resultls) & View colum v
Selected (3) | SelPolicy Iw-;m Setupdategrovp  Cancel
=]
DESKTOP-4CEVS4! Tast 22/05/2020 15:46:14 15/05/2020 17:38:55
ThanhLNg-Pg m Algha 25/05/2020 15:05:57 21/03/2019 13:31:53
sy HY-PC Test 25/05/2020 14:40:55 0 3:19

Ot Tas 11/05/2020 10:41:10 10.61.188.2

ot Release 07/05/2020 09:56:40 10.61.186.2

o Relaase 18/05/2020 13:31:13 10.61.188.2
DESKTOP-BGHEQIG Offline Default Alphs 07/05/2020 14:28:53 24/07/2019 13:44:07 10.61.188.2
DESKTOP-LETTQ4L Offline Anm Rek 22/05/2020 17:23:55 1701, 10.61.188.2
LienhT-TestPC Offline Liennt_groupl.i Release 25/05/2020 14:30:20 21/05/2020 11:42:22 10611882 A
Ubuntul8Edchuyennt Offtine Default Bt 29/10/2019 10:50:34 10.61.188.2 Agent
WIN-OH3ISL4BBR) Offline Test_sca Beta 17/12/2019 13:36:53 10611882 hieupcd
WinT-32bit-PC Offline Test, Tes 25/02/2020 17:38:33 10611882 Agent Perfarmance
UbuntuhypeneVirtual Maching Offline Default el 2020 17:03:22 10611862 test
ThanhLh-PC Offline Test 13:30:45 10611862 Agent Performance
Localhost.L ecaldomair Offln Rele 53 10611862 centos
DESKTOP-EGANUBO ® Online Test 08/05/2020 22:16:52 10611862 full_features
DESKTOP-31SSAGT off el 19/08/2019 17:18:19 10611862 huyhy_15.01ProP

o Perform Move to group

Group list in the Move to group combo box

= User login under root group: Display all Groups in the system.
= User login under default group: Display default Group.

= User login under parent-level group: Display all the Groups belonging to the
user logging in and the users belonging to the corresponding child-level

group.
= User login under a child-level group or many child-level groups: Display all
Groups belonging to the user logging in.

o Quickly select 1 agent/ 1 group of agents to set up Set update group

= Select 1 agent/multiple agents to enter the Multi-selected session.
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fl AJIANT

Agent Management

33 resultis) & View colum v

Selected (3)  SetPolicy  Movelogoup Setupdalegup Cancel

a a
DESKTOP-4CEVS4) of 15/05/2020 17:3: Agent Performancs
ThanhiN9-PC of m 21/03/2019 bls_test
b C of 1/2020 Agent Parformance
offli Test P Te pi 22/04/2020 huyhw-2211
Offline Liennt_group2.1 Release 07/05/2020 09:3%:04 Wik
Chuyenntz Viettelos Offine Default Release 18/05/2020 11:16:38 default
DESKTOP-BGHEOIG offline Default Alpha 26/07/2019 13:44:07 full_features
DESKTOP-RTTON Offline Anm Release 17/01/2020 18:39:40 huyhv_15.01.ProPre
fenNT-TestPC offline Liennt_groupl.1 Release 21/05/2020 11:42:22 WiA
JbuntulBx6dchuyennt Offline Default Bets 18/05/202015; 29/10/2019 10:50:34 Agent Performance
offlin Tast B 19/05/2020 15: 17/12/2019 13:36:53 hieupcd
offlin Test v T 08/05/2020 16 25/02/2020 173833 10611682 Agent Performance
Offline Dafault Release 08/05/2020 10:50:39 25/02/2020 17:03:22 10.61.188.2 tast
offi Test 18/05/202013:29:01 13/03/2019 13:30:45 10611882 Agent Performanca
Offli Release 27/04/2020 18:26:29 01/04/2020 14:38:38 10.61.188.2
® Onlin T 25/05/2020 15:30:51 08/05/2020 22:16:52 10611882
Offli Release 25/05/2020 14:38:40 19/08/2019 17:18:19 10.61.188.2

= Perform Set update group.

o Move to group: Move the agent to the groups in the Group Management screen

o Update group: Move the agent into groups that store files running under the
agent, each group has different running files defined in the server.

8.1.2. Policy Setting
Purpose: Support users to manage the list of policies set up for Agents.

Interface screen when users access Setting >> Policy Setting as follows:

R A Notseaure | 1030161374 @D R

Policy List (1) '('EH R —

v v a =] =] ¥

detault ' o Notappled 3 E =
. _ V -
= . J @

o o

o () @1

1 @ o

o . @ o

o @@

o . @ O

1 o @0

(1) Display the list of Policies that have been created on the system. Each Policy
includes the following information: name, number of Agents to which the Policy is
applied, creation time, update time, time of Policy application and state (there are 2

states: Applied and Not Applied).
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(2) Create a new Policy: Click on the button, the system displays a popup to

create a new Policy as follows:

+ Create New Policy

MNAME OF POLICY

Notes: When creating a new Policy, the Policy name cannot be the same as previously

created Policy.

After creating a new Policy successfully, the system will display a detailed screen of a

Policy as follows:

AN 10.30.161.37, @ (-

Policy Detail - New Policy

Config Policy Tree

aaenT seRuce LsT AuGNUST

ConfigurationManager

Comires

Each created Policy wusually has 3 default core services, including:
ConfigurationManager, ConnectionManager and Updater. Note that these 3 services

are not allowed to be deleted from the system. Steps to configure a Policy as follows:

« Step 1: Click the | ““"* | button to change the Policy tree.

e Step 2: When in Edit mode, users are allowed to Check/Uncheck to Add/Remote
other services.
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Policy Detail - New Policy

Cong oty e =7

acxr SeRVcELST PLGHLST HoDuLLS

ConfigurationManager JX)
] EventSubcriber &
< .

- G

o Step 3: After completing the Edit mode: Users click the Save config button to save
the changes or click the Cancel button to return to the previous configuration.

m I

Policy Detail - New Policy

ContgPotyTee =

aatnt SERVICEUST PLUGHLST MoouLLS

ConfigurationManager Y

] EventSubcriber &

.,

- -

L] Collector
L]

i 3
ConnectionManager I
a

Config guidelines

e Step 4: Click the @ icon to perform detailed configuration for each Module/Plugin
of the Services.

o WindowsEventLog: Configure the log sources obtained under Agent.
o EventSubscriber: Specify channels to get log.
Data request:
o Event filter field (filter by Event ID): Substrings separated by comma (,)

For example:

“4”: filter events with EventID = 4
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“-689": filter events with EventID #689
o Providers field: Substrings separated by semicolons (;)
o Fields require to have subs type and channel.
o Channel: A log source
o Sub type:
PUSH: When there is a new event — call the function of VCS-alJiant to handle it.
POLLING: VCS-aliant after a time period of actively taking the log.
PULL: VCS-aliant actively takes the log after a time.

After the configuration is complete, it is required to be saved.

\\\\\\

o EventPolicy: Set Policy to enable/disable some log types that the system does
not have by default.

Requirement: At least 1 field selected.

Event Policy Config 2 I:l

Account Logon 1 et

Account Management Process Create Command Line

Detai Tracking
N o Update-contig successiully

o EventChannel: Detailed configuration of some log sources as follows:

Retention: Whether to save the log rotation or not (If the Retention is selected, when
the log file is full, the new log will overwrite the oldest log.)

Log file path: A log file path
Log file size: A log file size

Requirements: All data must be filled in.

Event Channel Config

I

’ . ol i 32 WInEVT\LOgS\MICr a50R-Windaws- Bits-Clien
Microsoft-Windows-Bits-Client/Operational . 60

o SysmonConfig: Enable/disable sysmon tool on Agent to get a sysmon log:
Microsoft-Windows-Sysmon/Operational
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A 5] sronseartysmmoncote

o Antikeylogger: Be as a SelfRun Plugin of VCS-aliant, has the task that
periodically scans the entire machine to find out the KeyLogger running on the
machine if any.

o Scan settings: Configure the types of KeyLogger to scan
Requirements:
Scan cycle: Min is 1 minute and max is 180 minutes.
Choose at least 1 type of KeyLogger

o Whitelist setting: Configure the whitelist of some software according to the file
path on the drive or according to the digital signature (cert) of the file running
the KeyLogger.

Requirement: Fill out all fields.

After entering, the configuration is required to be saved.

White list setting

o Step 5: Click the button to set the newly configured Policy for Agent.

o Clone new Policy: Click the @ button, the system copies all details of the cloned
Policy, except for the Policy name.

Clone from policy:
test_sample

NAME OF POLICY

o Delete Policy: Click on the I button, the system displays a popup for the user
to make a decision whether to delete Policy or not.
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Delete Policy

Do you want to delete policy: 0503_testl
Cancel

In case the Policy already has an applied agent, after deleting it, the system
automatically assigns default policy to that agent.

Delete Policy

Do you want to delete policy: hieupcd
This paolicy has been assigned to agent(s). If this policy is deleted, agent(s) will be reset to
default policy!

Cancel

o When clicking duplicate on each record, the system will forward to the detail
page of a Policy for users to view/change the configuration for the Policy.

8.1.3. Group Management

Configure the rule to automatically switch the Policy and group to the agents if the
rule is satisfied on the Portal, reduce the time to switch the Policy and group for each
agent and synchronize the Policy for the agents that satisfy the configured rule.

Key features on this monitor include as follows:

(1) Manage groups by tree

(2) Search group

(3) Add a new group:

e Create rules to automatically switch groups for agents

e Options for group switch (All existing agents, New agents only, All existing and new
agents) and Policy assignment (assign immediately, not assign).

(4) Monitor the agents belonging to the group and the total number of agents
belonging to the group

(5) Edit group

(6) Delete group and agent belonging to the group.

8.1.3.1. Manage groups by tree
e User login under root group: Display all groups in the system.
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e User login under default group: Display default group.

e User login under parent-level group: Display the group belonging to the group of
the user logging in and the corresponding child-level group.

e User login under a child-level group or many child-level groups: Display all groups
belonging to the group of the user logging in.

The list of groups displayed in a tree form includes the root groups, and each root
group includes child-level groups at level 1, level 2, etc.

Each group includes the group name, the group's configuration information (rule,
policy and apply to), and a list of agents belonging to the group.

Group rules are independent among groups (no parent-child level group inheritance).

The group management by tree is for easier management when the number of agents
is large and there is a hierarchy of agent management by company, department, etc.

When the user belongs to a child-level group, if selecting a parent-level group, the
group detail popup will not be seen.

8.1.3.2. Search group

Method 1: Click on the Search textbox — A scrollable list of groups corresponding to
the user logging in will be displayed — Select the group in the displayed list.

Method 2: Click on the Search textbox — Enter the search character into the textbox
- The system automatically searches for records containing the entered characters -
Select a suitable record in the suggested list or click Search or Enter, the list of
satisfying records will be displayed.
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fl Anant

Group Management

Search results

e Double-clicking on a record will display detailed information of that record.

o Detailed information tab is displayed as Detail and the data of that group is Rule,
Policy and Apply to.

o When selecting the Agent List tab, the agent information data matches that
group.

e When right-clicking on a record, it will display 2 options: Go to group and Delete

group.

o If selecting Go to group, then the user is taken to the location of that group on
the tree

o If selecting Delete group, a confirmation popup to delete the group will be
displayed.

* When clicking on the menu in the right corner, each record also displays 2 options:
Go to group and Delete group.

8.1.3.3. Add a new group
e User login under root group: Enable to add all new groups.
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e User login under default group: Unable to add a new group.

e User login under parent-level group: Enable to add a new corresponding child-level
group of the group belonging to the user logging in.

e User login under a child-level group or many child-level groups: Enable to add a
new corresponding child-level of the group belonging to the user logging in.

o Step 1: Select the group location to create.

If creating a new group in the original group list, click the Add new button on the right

corner of the screen or hover over the bottom of the original group list on the screen
and click Add new.

hdsds

MR MO e s @

If creating a new group is a chil-level group in an original group or a group at level 1,
level 2, etc, click on the parent-level group, then click Add new on the screen or hover
over the bottom of the group list at the same level and click Add new.
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Detall

policy

Apply to

A~ OEOED B G

o Step 2: Enter the group name and configure the rule.

Notes: The name and configuration rule cannot be the same as the existing name and
rule.

If the All operator is selected: The rule is satisfied when both fields are satisfied.

If the Any operator is selected: The rule is satisfied when one of the two or both fields
is satisfied.

& e X | @ Test Manageme X | 4 Test Manageme X | 4 Test Manageme % | [ etMusgement X | [ p— x| +

D AN 10.30.161.37/#/set roug Q@ B e 6L

Group Management :I KHCL_department

3 it_department

4
[0 tr_department - 1o th ! f 1! 3 D

oo
i

)

o

] 0 O

3 hest
Applyto
0O all_eost pply
o a3 all existing and new agents

0O ipden
0O p1e21s8s
] ip_dai

03 defautt

AR OEOED W SO
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o Step 3: Select the policy and the agent type to apply the policy if the rule is
satisfied.

khcl_department x

Detail Agent list

Rule I

Moving agent to this group if following conditions matched :

192.168.8.*

"Windows™

Policy

Apply to

All existing agents

| | 7

After clicking Apply, check the agent switched to new group in the Agent List tab: The
list of agents meets the rules and is switched to the newly added group. Depending on
the option in the Apply to section to switch the group for agents in the system as
follows:

o All existing agents: Switch groups for all existing agents in the system. For new
agents installed after Apply, if they match the rule, groups are NOT switched.

o New agents only: Only switch groups for newly installed agents after Apply. For
the existing agents on the system, if they match the rule, groups are NOT
switched.

o All existing and new agents: Switch groups for all existing agents in the system
and the newly installed agents after Apply if the rule is matched.

Notes:

Page |127

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

8.1.3.4.

If select the Apply policy now when rule matched checkbox, and click Apply,
those selected agents will be checked the values. If they match the
configured rule, they will switch the policy for the agent to the selected
policy at the Policy section, and switch groups.

In case the above checkbox is not selected, after Apply, those selected
agents will be switched the group but not the policy. That is, the agents will
keep the same policy while switching to the group with another policy. For
newly installed agents, if the rule is matched, the group is switched and the
default policy is applied. Because the checkbox is not selected, the default
policy is applied.

If the new agent matches the rules of many groups, it is prioritized to switch
to the newly created group without counting the time to edit the group.

Edit group

Enable to choose to edit 1 or 2 or all 3 elements in a group, including: Rule, Policy and

Apply to.

» User login under root group: Enable to edit all groups in the system.

e User login under default group: Unable to edit the default group.

e User login under parent-level group: Enable to edit all groups belonging to the user

logging in/ and the child-level group whose role is also in the child-level role group

of the user role logging in.

e User login under a child-level group or many child-level groups: Enable to edit all

groups belonging to the user logging in.

To edit a Rule of a group, click the Edit icon.

khcl_department X
Detail Agent list
Rule = 1
Maoving agent to this group if following conditions matched :
192.168.8°
“Windows”

Edit the group rule then click Save.
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khcl_department %
Detail Agent list
Rule Cancel n
Moving agent to this group if [ A v following conditions matched :
IP ~ 192.188.8.* x
0s Platform W “Windows* %

Then enable to edit in the Policy and Apply to sections, and click Apply.

Notes:

o In case of editing the elements of the group (Rule, Policy or Apply to) and do
not click Apply, the edited content has been saved, but the Agent List is not
updated. For newly installed Agents, perform the following:

= Switch group: Depend on whether the new Agent is selected in the Apply to
section. If selected, the Agent will be checked. If the rule of the group is
matched, it will be switched to the group.

= Apply policy: A policy of an agent depending on selecting the Apply policy
now when rule matched checkbox. If the checkbox is selected, the group's
policy will be applied. If it is not selected, the default policy will be applied.
Because if the checkbox is not selected, the default policy will be applied.

* Incase the components of the group are edited and then Apply is clicked, the edited
content is saved. And if the All existing agents button in the Apply to section is
selected, perform a scan of the entire agent information in the system and switch
the group for the agent, then update the Agent List.

For new Agent, perform the same process as above.
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8.1.3.5. Delete group or remove agent from group
e User login under root group: Enable to delete all groups in the system.
e User login under default group: Unable to delete the default group

e User login under parent-level group: Enable to delete all groups belonging to the
user logging in and the child-level group whose role is also in the child-level role
group of the user role logging in.

e User login under a child-level group or many child-level groups: Enable to delete
all groups belonging to the user logging in.

To delete a group, click on the group to delete, click Delete — OK on the confirmation
screen.

After deleting a group, the agents belonging to the group will be switched to the
default group, while their policies will still remain.

A Y B R GG 9 @

To remove the agent from the group, click on the Agent List tab, click the x icon to
remove the agent from the group.

After removing the agent from the group, the agent is switched to the default group,
while its policy still remains.
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os_linux X
Detail Agent list

T agent(s) Type to filter agent.. View column v
0. AGENTID HOSTMAME STATUS POL :9
1 CFFO01BCEB3AEOBEA4DTTES0... thedvl-VirtualBox ® Offline default
2 68555CF02D2580563A8F12B4... ubuntul8xedchuyennt ® Offline thanhln0910 X
3 B6900069868F655D55F4C2B8... chuyennt2-ViettelOS ® Offline thanhin_demo x
4 EA3892E4CBB28BTFBO4DFS9E... chuyennt2-ViettelOS5-test ® Offline default X
5 B8CTCO96A104B60A0TFC4BBAT... thanhlng-virtualBox # Offline thanhln_demao X
8 COFFB3EG%51525CESEAGD360.., test-windowsT ® Offline thanhln0910 X
7 C3B35B60DEFTCIES32536030F... chuyennt2-VirtualBox @ Offline default X

Notes: For deleting a parent-level group:

o Delete all child-level groups

o Switch all agents of the parent-level group and child-level groups to default
group

o Maintain policy of agents in parent and child-level groups.

8.1.3.6. Add a new user to the group
fl AJANT ; i tect Setting
Group Management anm *
[0 default [0 liennt_group > 0 useris) m
0 ves_anm .
0O test > 4
0 group_test
o nknown
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I Add user into group
User available to add into group

4
I NO.  USERMAME
2 jiant
3 sjiant_dev
4 chuyennt
datntss
[ hieup
7 liennt1
t_aler
liennt_inves lienntinvestigation lienntinvestigstion@gmail.com
10 iennt_irflow lienntirflow lienntirfloy
lie
o upper Ad
thanhlng L& Wi Thanh

thildl Ly Bink Thi thild1@viettel.com.vn

List of Users:
» User login under root group: Display all Users in the system.
e User login under default group: Display User only belonging to default group

e User login under parent-level group: Display the user logging in and the user
belonging to the child-level group whose role is also in the child role group of the
user role logging in.

e User login under a child-level group or many child-level groups: Display the user
logging in.

8.1.3.7. Delete user
) AJANT
Group Management . test *
0o anm > [ bussiness_solution > testip Detail Agent list userlist
O it [S— , =
O wes_anm
siiant .h x
O group_test
ajiant . x
O unknow chuyennt i x
datntBs - x
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8.1.4. Account Management

Manage accounts, permission and permission group of the portal system.

8.1.4.1. Permission management

Manage access permission to system resources (APIs). A permission is access
permission to a specific resource (API) of the system.

The main functions on this screen, including:
(1) Manage permission

(2) Search permission

(3) Delete permission

8.1.4.1.1. Manage permission

Display all system permission. In case the permission is deleted on this screen, when
performing functions on the portal without permission, the deleted permission will
automatically be added on the Permission Management screen.

8.1.4.1.2. Search permission

Enter the search character in the Search textbox — Click Enter or Search — A list of
satisfied permission is displayed.

(A Notsecure | 10.30.161.37/#/settings/account/permissio [ B ©6 L

Ul anant

8.1.4.1.3. Delete permission

Click the Delete icon — Click OK on confirmation screen to delete successfully.
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fl aJlaNT

Permission search

43 resultfs

, wew_agent_managemen, view._ deploy_tool, ¢ 0

L% % % % % % S OS OS B OSSOV SOYSOS OB S

B 7 B 4 9 2 p ~ADTDREOEDY B

8.1.4.2. Role Management

Manage roles (permission group) of the system.

Functions on this screen includes a set of as follows:

(1) Manage list of role

e User login under root Role: Display all Roles in the system.
e User login under default Role: Display default Role.

e User login under parent-level Role: Display all the Roles belonging to the user
logging in and the corresponding child-level group.

e User login under a child-level Role or many child-level Roles: Display all Roles
belonging to the role of the user logging in.

(2) Search role

(3) Add a new role

(4) Delete role

8.1.4.2.1. Manage list of role

Manage the role list in the tree form. There are 2 built-in default root roles: Default
and Root.

Default role: User with Default permission only has permission to access to Portal, no
permission to view data or perform the function.
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Root role: Include all system roles. The user with Root role has full permission to use
all functions on Portal.

Clicking on a role, the detailed information of the role will be displayed. A role will
include information: role name, list of permission, list of users (accounts) containing
role, parent-level role or list of child-level roles (if any).

8.1.4.2.2. Search role

* Method 1: Click on the Search textbox — The list of roles in the system is displayed
and can be scrolled — Select the role in the list that is displayed.

¢ Method 2: Click on the Search textbox — Enter the search character in the textbox
- The system filters out the roles containing the search character — Select the
role in the filtered list or click Enter or click the Search button.

& VEDR board - Agle Bo. % | € VEDR8S0] Poral 2 3 | @ VEDAS4] Usesoles X NT - Role Manag: % () ANANT - Groups Maree X | (] AJIANT - Login X | @ TestManagementfor | X | [ AJANT - Rudes Monz: X | @ Instances - Operstace. X | =+ - o x

ARDEOET Y Mmoo

o When double-clicking on a record, the detailed information of that record will
be displayed.

» Detailed information tab is displayed as Detail. The role data includes role
information and permission of that role.

=  When selecting the User List tab, it means the user list containing the role is
selected.

o When right-clicking on a record, it will display Go to role. Click on Go to role to
return to the original tree role list.
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o When clicking on the menu in the right corner, each record also displays the
option: Go to role.

8.1.4.2.3. Add a new role
» User login under root group: Enable to add all new roles in the data tree.
e User login under default group: Unable to add new.

e User login under parent-level group: Enable to add a new corresponding child-level
role of the group belonging to the user logging in. Unable to add a new role at the
same level.

e User login under a child-level group or many child-level group: Enable to add a new
corresponding child-level group of the group belonging to the user logging in.

o Step 1: There are ways to create a new role as follows:

= Click on a role then hover over the end of the role list and select Add new to
create a role with the same level as the selected role.

= Click Add new on the screen to create a child-level role of the selected role
» Right click on a column in the tree and select Add new role.

Then, enter the role name that does not match the role name existed in the system.

o Step 2: Click the Edit icon to add permission information for the role — Select

permission to add to the role — Click Save.
e User login under root group: Enable to edit all roles in the system.
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e User login under default group: Unable to edit default role.

e User login under parent-level group: Enable to edit all the roles belonging to the
user logging in and its child-level roles.

e User login under a child-level group or many child-level group: Enable to edit all
roles belonging to the user logging in.

Notes: The permission list of child-level role is the parent-level role's subset. That is,
when choosing the permission to assign to the child-level role, that role must belong
to the permission list of the parent-level role.
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test x

Detail User list

Detail role information

NAME test (test)
DOMAIN

DESCRIPTIOR test

Permission

test b4

Detail User list

Detail role information Cancel ﬂ 3

Name test

Domain

e test
Description

Permission

agent_management_read deploy_tool_handler_manage
auto_runs_handler_manage

auto_runs_handler_read i
containment_manage b
containment_read
deploy_tool_handler_read

endpointfw_handler_manage

o Step 3: Switch to the User List tab to add a role to the User's role list.
= User login under root group: Display all users in the system.

= User login under default group: Display user only belongs to the default.
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= User login under parent-level group: Display the user logging in and the user
in the child-level group whose role is also in the child-level role group of the
user logging in.

= User login under a child-level group or many child-level groups: Display the

user logging

© VEDR bowd - AgikeBe. X | € VEDR4S0IPortall 2 X | 4 IVEDR-34|Userioles X [ ANANT-Fole Mansg: X [} AMANT - Groups Man % | () AUIANT - Login X | @ TestMnsgementfor) % | (] AIANT-fudesMansz X | # Instsnces - Openstack % | - 8 x
D AN 10.30.161.37/#/set int/roletest Q& B o6
Al anant
Role Management Delets test x
Dewil user list
[3  mansge_permission_management 1
x

Add user inta role

User available to add into role

e endpointtl_ancler

T T TR T T |

® OO ET s W

8.1.4.2.4. Delete role
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Click on the role to delete, select Delete — Click OK on the confirmation screen.

& VEDR board - Agle Bo. % | € VEDR8S0] Poral 2 3 | @ VEDAS4] Usesoles X NT - Role Manag: % () ANANT - Groups Maree X | (] AJIANT - Login X | @ TestManagementfor | X | [ AJANT - Rudes Monz: X | @ Instances - Operstace. X | =+ - o x

fl aJlaNT

Role Management 1 test x
03 manage.s gemer

Detall user list

Detal rake information 2

Permission
agent_policy_manage agent_read

T B a4 9 8 6 » 2

Notes: After deleting a role, all users using this role are changed: If user X is in the

deleted role and user X has only 1 role, user X is switched to the default role.
Otherwise, if user X has many roles, only the deleted role is removed from user X's role
list.

8.1.4.3. User Management

Manage accounts logged into Portal VCS-aJiant system.

The main functions on this screen include a set of as follows:
(1) Search account

(2) Add new account

(3) Edit account

(4) Delete account

8.1.4.3.1. Search account

Click on the Search textbox — The list of accounts in the system is displayed — Select
the account to search in the list or enter the <text> character in the textbox to filter
out the accounts — Click Search or select the account to search from the list of filtered
accounts.
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8.1.4.3.2. Add new account

Click Add user — Enter information in the form that is displayed — Click Next.

Ul AJIANT - liennt_irflow (&

User search

16 result(s)
Add user x

admin
ajiant
3 ajiant_dev

chuyennt2

hieupcd
liennt1

liennt_alert Status

1
2

3

4

5 datnts8
6

7

]

9 liennt_inves
10 liennt_irflow 2 O
11 liennt_test1 ¢
12 et Supper Admin
13 siem siem

14 thanhing L& Nhu Thanh

DR EIEIEEEREE

15 thildl Liu Binh Thi

Display 16/1 result(s]

e Select the role (permission group) to assign to the account, then click Next.

e When clicking on the check box, each role will display the permission corresponding
to that role:

o User login under root role: Display all roles in the system.
o User login under default role: Display default role.

o User login under parent-level role: Display all the roles belonging to the user
logging in and the corresponding child-level group.

o User login under a child-level role or many child-level roles: Display all roles
belonging to the role of the user logging in.
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Usersea

16 resuit

¢ On the Add role screen for user, the roles can be searched similar to the account
search. After entering the search characters in the Search textbox - Click the
Search icon or Enter to display the role screen that meets the search criteria.

Add user

» Click the checkbox corresponding to the role to be added, and click Go to role to
return to the original role list screen, then click Create to create an account.

Notes: The account that is logged in to create a new account can only create accounts

containing child-level roles in the list of roles that the account logging in is granted.

» Select the group to assign to the account, then click Create.

* When clicking on the check box, each role will display the permission corresponding
to that role.

o User login under root group: Display all groups in the system.
o User login under default group: Display default group.

o User login under parent-level group: Display the group belonging to the group
of the user logging in and the corresponding child-level group.

o User login under a child-level group or many child-level groups: Display all
groups belonging to the group of the user logging in.
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e Click the checkbox corresponding to the group to be added, and click Go to role to
return to the original group list screen, then click Create to create an account.

l Edit user x .
Information ted
.

Rl ; i x | 1 groug

Display 16

8.1.4.3.3. Delete account

Click on the Delete icon, then click OK on confirmation screen.

Check the display of the Delete icon as follows:

e User login under root group: Display all users in the system.

e User login under default group: Display user only belongs to default.

e User login under parent-level group: Display the user logging in and the user in the
child-level group whose role is also in the child-level role group of the user logging
in.
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e User login under a child-level group or

logging in.

© VEDR bosd - Agi

® | € VEDR-1381) (HOSDI Vit 14i lié

aHn 10.30.161.37/8/set

fl AJIANT

% | ) “regenerstorfuntive is not def

javascript - Babel € regenerator

many child-level groups: Display the user

Usersearch

10 resuitis)

1 admin
2 chuyennt

3 chugennts

4 hievped
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8 thanhing

Supper Agmin
chuyin
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hieupcs
Ngwyin ThiNga

Nguybn Thi Nga

e

admin@®ajiant.com
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test@gmail.com
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9. BLS Screen

9.1.1. Violation statistics

The function of Violation statistics supports the administrator to make statistics about

the violations of the installed agent, including:

» Top base line violations and top baseline violation units

» View the list of violations and the list of violation agents in each unit
e View the list of violation units and the list of violations in each unit

e View details of Agent

e Export violation

e Report violation.

Click on the BLS tab >> Violation statistics.

3.9.1.1Violation Statistics Screen

fll AJIANT

Top vi pham baseline [Top Ban vi vi pham baseline

—————

N

The system supports performing the following features:
(1) Statistics of Top 10 most base line violations arranged in descending order

Each record is displayed with information, including: violation content and number of
violation machines.

Select any record in the Top baseline violation, the system will move to the detail
screen corresponding to the selected violation.

(2) Statistics of Top 10 units violating the most base-line arranged in descending order
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Each record is displayed with information, including: name of violation unit and number
of violation machines.

Select any record in the Top unit violating the baseline, the system will move to the
detail screen corresponding to the selected unit.

(3) Search
Individual search:
e Search by unit

o Top violation units: Display the units entered and the list of corresponding child-
level units (if any).

o Top violations: Display the violations of the unit and corresponding child-level
unit (if any).

* Violation type
o Top violation units: Display a list of violation units and selected violation type.
o Top violations: Display the selected violation.

e Violated time

Combination search: When entering 2 or more search conditions, the search will be
performed according to the AND condition.

3.9.1.2Violation Type Tab

fl AJIANT

Thang ké vi pham baseline
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Théng ké vi pham
+ Topuisham

Théng ké vi pham baseline

The system supports performing the following features:

(1) Select the Top violation links

Move to the Dashboard screen, the list of top violations and top violating units.
(2) The unit data tree of system

Display all system units with the parent-child hierarchy.

Enable to select units on the unit data tree to filter violations.

(3) Violation Type tab

Each Violation Type is displayed with general information, including: Violation type,

Resolved, Unresolved, Violation Computer and Violation unit.

Select the Violation Type record on the list: Display a list of computers in each violation

unit.

Select computer: Display detailed computer information and the corresponding

violation list of the computer.
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Display 16/16 resutis] ® Lviolation

Select

a computer on the Computer List popup: Display a popup with detailed

computer information, including: Computer, AgentlID, IP Address, Domain, Group,

Resolved and Detail (all types of violations of the machine).

fl AJANT

Violation statistic

List computers and units baseline violation
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Display 1/1 result(s) o Lslatie

(4) Search

Individual search:

units.
» Violation type: Display the selected violation.
e Violated time
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Search by Unit: Display the entered unit and the list of corresponding child-level
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Combination search: When entering 2 or more search conditions, the search will be
performed according to the AND condition.

3.9.1.3Unit Tab

4 . c

Théng ké vi pham baseline

The system supports performing the following features:

(1) Select the Top unit links

Move to Dashboard screen, list of top violations and top violation units

(2) The unit data tree of system

Display all system units with the parent-child hierarchy.

Enable to select units on the unit data tree to filter parent-child violation units.
(3) Unit Tab

Each type of violation is displayed with general information, including: Unit, Online in
day, Online in last 30 days, Resolved, Unresolved, Violation computer and Violation

rule.

Select the detail icon of the violation computer column on the list: A list of computers
in each violation unit is displayed, including: unit name, computer name|Agent ID,
violation list of each machine, violation time, violation state (violation fixed or not
fixed).

Page |149

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liemn dist., Hanoi
T:(+84)971 360 360  E: vessales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

Ml AdlanNT

Violation statistic Violation information Detail information x
€ Topvickation
anm
a
Violation rule P
roat Violation statistic bat
tast
ur
no_group
s ANM-CHUYENNT | E6ST44E6BCFLISCTDRAF ZICTAOSS3DTMBIASFOS
2 # 14violation H
default Quy Ginh nghim cim kit g tryc tiép mang Internet.
pt
) . 02:08:36 22/06/2020 Not resolve
thi_truong Quy o nghiém cim bét ity p mang Internet
o unknown
default liennt_groupa.1 y ghiem cam kit ndi tryic tiép mang Internet. 19/05/2020
08:5 106/2020

sflant_dav

. Quy dinh nghiém cm kt néi tryc tiép mang Intemet.

ket

vit_khai_khcn_hgd_tt kb

Vit _eskivdng
KPI) Prosy Firsfox, £
02:40:33 22/06/2020 R P—

vit_khoi_entt
IKPI] Promy Firefox, IE

™ IKP1] Proxy
! 05:27:48 1/06;
bgg. A
thh Quy dinh b cip kit phin mim dift virs
01:24:02 23/06; 5:27:45 19,06/ 20
Display 50/62 resuitis] )
Jioh Bmvide Hhdng g £ proxy canfiguration: Proxy proxy configuration: Proxy: T
06/2020 peio

Select a computer on the Computer List popup: A popup with detailed computer

information is displayed, including: Computer, AgentID, IP Address, Domain, Group,

Resolved, Detail (all types of violations of the machine).
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Select the icon detail of the rule violation column on the list: A violation list of the unit

is displayed.
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(4) Search
Individual search:

e Search by Unit: Display the entered unit and the list of corresponding child-level
units.

* Violation time: Display the selected violation.
e Violated time

Combination search: When entering 2 or more search conditions, the search will be
performed according to the AND condition.

9.1.2. Software statistics

The function of Software Statistics supports administrators to make statistics of

installed software in a unit, including:
* View a list of installed software in a selected unit
* View details of Agent

e Export software.
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The system supports performing the following features:
(1) The unit data tree of system
Display all system units with the parent-child hierarchy.

Enable to select units on the unit data tree to filter software.

(2) Software list

Each software is displayed with general information, including: Software name,
computer number and unit number.

Ml AdlanNT

Software statistic

&, Export

root

test

_group 7-Zip 16.04 : !
el Veersion 16.04 B !
thi_truong Veersion 19,00.00.0 o :
anm 7-2ip 19.00 (x64)

default

Adabe Acrobat Reader DC (19.012.20036)

jersion 20,

Adobe Acrobat Reader DC (19,012.20040) 15 4

(19.021.20048)

C (19.021.20049)

C (19.021.20056)

Select the icon detail of the violation computer column on the list: Display a list of

computers in each unit, including: Unit Name, Computer Name|Agent ID and Version.
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Display 50/388 resuktis)

Select a computer on the Computer List popup: Display a popup with detailed

computer information, including: Computer, AgentID, IP Address, Domain, Group and

Software information (software name, version).
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Display 50/388 resuktis)

Select the link [Software list in computer]: The system goes to the Agent Management

screen and the popup of corresponding computer details is displayed.
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(3) Search

Individual search:

e Search by Unit: Display the installed software in the unit.

» Software name: Display the list of entered software.

e Search by state: Installed and uninstalled.

e Installation time.

Combination search: When entering 2 or more search conditions, the search will be
performed according to the AND condition.

(4) Export

Select Export: The system will download the Export file with the same data as the one

displayed on the screen.
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10. Rules Correlation

10.1.1.Display List

The function allows users to enter or select search conditions to search for existing

rules on the system and quickly deploy/undeploy/delete with rules.
e FILTER
e FILTER includes:

o 6 Engines: Whitelist, Agg Trigger, Agg Action, Filter, Indicator and False-
Positive.

o Search textbox by fields: Name, content and description.
o Update time

o Created by me

10.1.1.1. Filter by Engine

e Step 1: Choose 1 or more default Engines as follows:

Screen: Search rule

e Step 2: Select Expand to add the Engine to filter.

fl AJANT

Screen: Expand search conditions
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When 2 or more Engines are selected, the display screen returns results filtered by the

AND operation.

e Step 3: Check the Rule creator who is the user logging in the system.

fl Anant

Screen: Filter by Creator

e Step 4: Enter the name, content and description to search into the textbox.

e Step 5: Enter the information to search.

o Step 6: Click Search to display search results.

10.1.1.2. Select Column

Allow users to select the columns to display on the correlation screen.

Perform the following steps:

e Step 1: Click the View column combo box. The screen displays a list of selected
columns in the form of a check box.

e Step 2: Click Select to the column names to display.
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Screen: Options to add more columns

10.1.1.3. Quick Search Support

fl AJIANT
Search rules o
: a
2 o + Addrew

Search by rule name

o Step 1: Click the icon to display the search bar.

fl AJIANT

Search rules [=]

el « [ wnda mRE_ATTRCK bualde X 820
08/10/2020 10042:2¢ 1 — Windows  MITREATTECK root bulder ustom ) X 3 o i
Screen: Quick search by rule name

e Step 2: Enter the rule name to search.
e Step 3: Click Enter to display the search results.
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10.1.1.4. Search by Category
Support quick search with 3 default types: Windows, Linux, and MacOS.

e Step 1: Click the icon to display a list of Category.

fl Anant

Screen: Quick search by Category
e Step 2: Select the category to search.
o Step 3: Click Apply.
10.1.1.5. Search Sub Category

Support quick search by deployment type, including 3 default types: Metre ATT&CK,
Malware, and Suspicious Behavior.

o Step 1: Click the icon to display the search bar.
e Step 2: Select the sub category to search.
e Step 3: Click Apply.

10.1.1.6. Search Creator

e Step 1: Click the icon to display the search bar.
e Step 2: Enter the creator name to search.

e Step 3: Click Apply.
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10.1.1.7. Search Rule type

Ml AdlanNT

Support quick search with 3 default types: Advanced, Builder and AlL

e Step 1: Click the icon to display the list of Rule types.
e Step 2: Click on the Rule type to search.

e Step 3: Click Apply.

10.1.1.8. Search Optional Type

Quick search support includes 3 default types: Built-in, Custom, All.

fl AJIANT

e Step 1: Click the icon to display the list of Optional types.
e Step 2: Click Optional type to search.
e Step 3: Click Apply.

10.1.1.9. Support Deploy/Undeploy for Multiple Rules

Ml AdlaNT

Search rules
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e Step 1: Click on multiple check boxes with the same state as Deploy or Undeploy.
o Step 2: Click the Deploy/Undeploy button.

o Step 3: Select Deploy/Undeploy on the popup displayed to perform
Deploy/Undeploy.

Al AdlanNT

Search rules =}

;;;;;;;

LLLLLLL

© unoeploy Rule

ulesz

10.1.2.Add New Rules Correlation

The function allows the user to configure a complete new correlation rule.

10.1.2.1. Overview

* Engine: It includes 6 engines with detailed information respectively as follows:

o Whitelist is a Stateless Engine to quickly remove events that the system does
not need to handle. Events that match the whitelist rule will be dropped from
the traffic.

o Agg trigger and Agg action is a Stateful Engine that performs group of similar
events. Each aggregate rule contains information about the clustering
condition (similar event definitions) and aggregation interval (e.g. 30s, 1
minute, 2 minutes, etc.). Events that match the group condition are stored and
only return an event with the quantity after a time interval. Events that do not
match the group condition are returned immediately with a quantity of 1.

o Filteris a Stateless Engine that filters the conditions to input into the indicator.
Indicator is a Stateful Engine that performs checks and statistics on events that
satisfy the Filter. Indicator inputs are events that satisfy the Filter, and outputs
are Indicator Events or Alert Events. Indicator supports operation of count
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statistics in a unit of time (time. windows) of the same object, without
repeating alerts for the same object in a predefined period of time. Each rule
indicator only considers conditions of the same type, on the same system.
FalsePositive engine is a Stateless Engine that eliminates false alerts. Each
alert that matches the FalsePositive rule will be dropped.

e Debug/ Not Debug are two states of the engine. When performing a debug action,

the returned log that is satisfied with the engine condition will be displayed on the

Debug Correlation screen.

¢ Conditions: Each engine will support different conditions of Event, not Event, Alert

Event, not Alert Event, Accumulate, Function and not Function. Details of

conditions and use as follows:

o

o O O O

Event: Used for event fields.

Not Event: Only created if there is an event.

Alert: Used for alert fields.

Not Alert: Consider how long there is no alert event.

Accumulate: Perform grouping of event conditions that satisfy the number of
events which can create an alert.

Function: Be as functions. Notes: For boolean functions, the return value is True
or False.

Not Function: For Not Function, the functions used are the same as Function.
However, the return value will have True/False opposition results.

e Operator:

o

(@]

Basic operators include: =, I=, >, <, >=, <=
Print: Check if a field's value is in the list.

* On the left side of the operator: Name of field to be checked.

= On the right side of the operator: List of values to be checked is separated
by II’II.

Contains: Check the value of a field that contains the value to be checked.

» On the left side of the operator: Name of the field to be checked (this field
needs to have an array or string value).

= On the right side of operator: Value to be checked.

Assign: Assign the value of a field to a variable.

* On the left side of the operator: Name of the field to be assigned.

= On the right side of the operator: Name of the variable to be assigned.
Matches: Check if the value of a field matches a regex string.
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= On the left side of the operator: Name of the field to be checked.
» On the right side of the operator: Regex string.

o Time configuration: Check the condition for a time interval, only in the
Agg trigger, Agg action and Indicator engines.

o Count: Check if the number of events counted in a time interval satisfies the
condition.

e Group/Ungroup: Allow user to quickly group or ungroup conditions in an AND or OR
operator.

Instruction to Group/Ungroup:

o Group
= Step 1: Click on the field to be grouped
= Step 2: Select Group to detailed screen of the steps to perform grouping.
o Ungroup
= Step 1: Click on the items to be groupe
= Step 2: Select Ungroup to detailed screen of the steps to perform
ungrouping.

e Restore: Automatically reset to the latest SAVE.
» Reset: Reset conditions (to the original state).

¢ Delete: Delete Condition that is in focus.

10.1.2.2. Instruction to add new correlation rule:

e Step 1: At the Correlation screen, select the Add New button — System displays the
new rule creation screen.
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fl AnaNT Alert vestigation i tect & ntio E Setting

e -

Condition Debug

Figure 1: Screen of new Rule correlation creation

e Step 2: Enter the information of the rule.

[ rico [T

Notes: Fields with the mark * are required fields.

o Step 3: Select Engine, enter conditions for Event, Not Event, Alert, Not Alert,
Accumulate and Function respectively.

i Conéition 5. Chen trang thai debug

4. Add grouplitem hodc xéa group

Chontoantir ., i | s = |

6. Chon Save 3. Chon toan tur

Figure 2: Detailed screen of new rule creation

e Step 4: Click on Save to save the condition or click on Cancel to return right after
the newly saved step.
e Step 5: At Action, select the action to take on that engine.

Instruction to perform additional actions corresponding to each engine.
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When the user completes the steps of condition creation and clicks Save, the screen

will show the actions for each engine. Each engine will include corresponding actions.

Agg trigger engine will have no action.

Whitelist: Include 4 actions in the form of a check box, such as Drop, Switch to

aggregate, Alert and Active List. The user is required to select 1 of these 4 actions.
When the push log meets the condition, it will perform 1 of 4 actions that the user has

selected. Function details of 4 actions as follows:

Drop: Push logs that satisfy the condition will be dropped from the traffic.

Switch to aggregate: Push logs that meet the conditions will be transferred to the
aggregate engine for further processing.

Alert: When adding key and value fields for alert, the push logs that meet the
condition will display the alert in the Alert Management screen.

Active list: The values of the active list will be added to the list displayed on the
Active List screen.

Instruction to add fields for Alert/Active List action:

Step 5.1: Click to select the action to add.

Step 5.2: Click on the Edit button to enter the value for the field.
Step 5.3: Enter a value for the field

Step 5.4: Click on Save

Step 5.5: Click on the Add icon to add a new field to the alert.
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Figure 3: Screen of new action creation for rule correlation
To delete the action just created, click on the Delete icon.
To edit the action, click on the Edit icon.

Notes: It is possible to create multiple actions with different fields depending on the
purpose of the user.
Agg ation: At this engine, user can perform actions to add code.

Instruction to add a field for the actions of adding code:

e Step 5.1: Enter all conditions and operators. Click Save.

e Step 5.2: In the Action section, click the Enable action icon.

e Step 5.3: Enter the code content.

o Step 5.4: Select the Clear button — The input of the code will be deleted totally.

Figure 4: Screen of new Code creation by Agg action engine

Filter: Consist of 3 actions: Alert, Enrichment and Active List. The user can have one or
more actions in the same engine. Function details of 3 actions as follows:

o Enrichment: Add field to Alert.
o Alert and Active List (same with Whitelist engine).

The Add, Edit and Delete actions for the Filter engine actions are similar to new
addition of fields for the Whitelist engine.
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Indicator: Be as Alert action. The Add, Edit and Delete actions for the Indicator engine
actions are similar to new addition of fields for the Whitelist engine.

FalsePositive: Be as Enrichment Action. The Add, Edit and Delete actions for the
FalsePositive engine actions are similar to new addition of fields for the Whitelist
engine.

e Step 6: Click Save to save rule on the system. When the user wants to save on the
system and deploy to correlation engine at the same time, click Save & Deploy.

Notes: When there is an error, user can click on Preview to view it.

10.1.3.Edit Correlation Rules

It allows user to edit the created rules with below implementation steps:

o Step 1: At the Rule Management screen, click on the Edit icon of the rule to edit.

Figure 5: Screen of rule management

e Step 2: At the Edit screen, enter the information to be edited.
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Al AdlanT

Search rules =]

Figure 6: Detailed information screen of rule
Notes: The fields of rule name, category and subcategory are non-editable fields.

e Step 3: Click on Save to save the rule on the system. When the user wants to save
on the system and deploy to correlation engine at the same time, click on Save &
Deploy.

For edit rules but only Save, user must click on Redeploy at the Rule Management
screen for the new rule to take effect on the system.

Notes: When there is an error, user can click on Preview to view it.

10.1.4.Delete Correlation Rule

Al AdanNT

Search rules =]

Instructions to delete a rule as follows:
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e Step 1: Click on the Delete icon at the rule to delete.

e Step 2: The screen displays a confirmation notification to delete, select

CANCEL/OK.
fl AnANT
Search rules O cuidetine
hd 1 resultis) O1/10/2020 104855 -08/1072020 10:86:53 + Addnew
AME Q AT a ATY a AR O, ™E Q TIONAL TYRE QU T
o8/10/2020 10:42:26 : et Vindows  MITRE ATTBCK root buider custom W unceployed PR
Display 1/1 results)
© oelcte Rule x
Do you want to remove rule

Figure 7: Confirmation popup to delete rule

If OK is selected, the selected rule will disappear from the display screen.

Al AdanNT

Search rules

Figure 8: Screen of function to delete multiple rules at the same time

Instructions to delete multiple rules:

e Step 1: Click on the rules to delete (It is possible to delete all by clicking on Select
all rules).
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e Step 2: The screen displays a confirmation notification to delete, select
CANCEL/OK.

fl AJIANT

Search rules P Guie line

Figure 9: Confirmation screen to delete

Select OK, all rules will be removed from the display screen. Select CANCEL, the
selected action will be cancelled.

3.10 Protect & Prevention

10.1.5.Application Control

The Application Control function allows configuring apps/ processes that will be
blocked under the user's machine and do not allow executing. The app/process is
identified based on the hash (MD5, SHA1 and SHA256) or the path.

10.1.6.Display list of blocked apps/ processes

Click on the Protect & Prevention tab — select Application control to display all

applications/processes under the user's machine and not allowed to be used.
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Al AJaNT . . ; Protect & Prevention
Application Control =]
Agentupdated: 0 Time updated: 2020/10/12 10:04:45 a &, mport + addnew

Screen of blocked app/ process list

10.1.6.1. Search for blocked apps/processes
User can search by hash code or path of blocked apps.

aBbtication control =]

Agentupdated: 0 Time updated: 2020/10/12 10:04:45 I Q noteped x &2, import |~ 4+ addrew

Screen of searching for blocked apps/ processes

10.1.6.2. Add new blocked apps/ processes

Click on Add new to add a new blocked app/ process. The user can choose to block by
path or hash code (MD5, SHA1, SHA256).

Application Control uide line
Agent updated: 0 Time updated: 2020/10/12 10:04:45 a . - &, mport

= PaTH Nguyln Thi Duyn hii thém ngly 25/03 2020/09725 18:42:22

“notepad.sxs PATH it 2020/08/23 1

2020/09/23 1

Add New x
2020/09/23 1

B

B5485631FTRAYISA222C 1 BRAABBEODAT

C:\Program Files (x86]\G

C\Pogan FercooeCrone plcsonona e [ e

e\ Chrome\Application!chrome.exe

GBSBETFC130BEET0SS4SIBRIAASIED Description 2020/08/18 18:51:45
“chrome.axe 2020/09/18 18:44:33
g 2020/09/09 15:30:28
tesz2 2020/08/20 11:01:11
test2l 2020/08/20 11:00:53

test20 2020/08/20 11:00:47
Cancel

testis 2020/08/20 11:00:41

testis PATH 1 2020/08/20 11:00:34

Screen of adding new blocked apps/ processes

BB B)E) E) B} E) E)E)E) BN BN BN EN EP
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10.1.6.3. Add new app/ process from existing file

Users can add new blocked applications/processes from the .csv file according to the
available template to the current application list.
Click Import, select the path to the file to upload and click Open, the system will

automatically add a list of applications to block on the system.

Application Control

Screen of adding new apps/ processes from the existing file

10.1.6.4. Remove blocked apps/ processes from the list
The system supports deleting 1 or more blocked applications.

Click on each application to delete and click the Delete icon, or click the checkbox at
the top of each application and click the Delete button.

Application Control

tupdated: 0 Time updated: 2020/10/12 10:04:45 Q X, mport v + Addnew

© oelete Object

Screen of removing blocked apps/ processes

10.1.6.5. Update stream to the number of agent machines with the new list
successfully updated

After the user adds/modifies/deletes the list of processes on the interface, the system

will update this list below agents according to the agent file update stream (every 3-

minute interval). The agent receives the new configuration, generates a log with

eventID = 101 and pushes it to the server, displayed on the Event Search screen. Then

the system will automatically update the number of agents that have updated the new

configuration list on the Application Control screen.

Application Control

Agent updated: 0 | Time updated: 2020/10/12 10:04:45
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10.1.6.6. Endpoint Firewall

Purpose: The Endpoint Firewall function allows configuring connections that will be
blocked under the user's machine, including blocking by ip, port, or both ip and port,

supports TCP, UDP and ICMP protocols, IPv4, IPv6, inbound and outbound connection.

10.1.6.7. Display list of blocked connections
Click on the Protect & Prevention tab — Select Endpoint Firewall to display the entire

list of blocked connections.

T
Endpoint Firewal O cudeline

Screen of blocked connection list

10.1.6.8. Search blocked connections

Users can search by IP address and built-in port.

Ul anant

Endpoint Firewall B
L

Screen of searching for blocked connections

10.1.6.9. Add new blocked connections

Click the Add new button, enter the information on the popup to add a new blocked

connection with the following:

e |P: IP address to block

e Port: Port to block, if blocking all ports, enter O
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Direction: Inbound, outbound and All (block both directions)
Protocols: ICMP, TCP, UDP, ICMPV6 and ALL.

TCP 2020/09/25 18:05:40

Hal tast

Endpoint Firewall
94 resun(e) Agentupdated:0 Time updated: 2020/10/01 14:0106
110023 £ INBOUND
Lot 2 Add New
1358 13
11134 n
P
11186 £
164 n
11182 3
11182 5
11184 5
riptio
11195 n
11180 3
1113 ]
1111 E
1113 ]
11180 3

\

Cancel

Screen of adding new blocked connection address

10.1.6.10.

Add new blocked connection from existing file

D Guidelim
2 mport | v
1

y E} E) E) B3 E) B} E} B E} B} BN BF BN .

ElN=]

Users can add new blocked apps/ processes from the .csv file according to the available

template to the current application list.

Click Import, select the path to the file to upload and click Open, the system will

automatically add a list of applications to block on the system.

Endpoint Firewall

94 resuizls) Agent updated:0  Time updated: 2020/10/01 14:01.06

Screen of adding new apps/ processes from existing file

10.1.6.11.

NBOUND

2020/09/25 18:06:40

Delete blocked connection from the list

Haltest

The system supports deleting 1 or more blocked connections.

Click on each connection to delete and click the Delete icon, or click on the checkbox

at the top of each connection and click the Delete button.

Endpoint Firewall

94 resuitfs) Agentupdated: 0 Time updated: 2020/10/01 14:01:06

Selected tem(s) (3)

111123 3
4678 0
1359 it
T LLLM 3
165 3
164 Ex]
162 3
L1182 33
134 3
195 -]
158 3
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INBOUND

AL

INBOUND

INBOUND
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L 18 18:44:55
AL 2020/0812 093521
s 2020004116 092139
@ pelete Object
Do you want to remove objects ?
cancel
A P —

Hbitost
h

Add new application auto
import from file

imprt from file

Import from file
Impartfrom file

Imprt from ile

import from file

import from ile

importfrom file

Screen of deleting blocked connection
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10.1.6.12.  Update stream to the number of agent machines with the new list
successfully updated

After the user adds/modifies/deletes the list of connections on the interface, the

system will update this list below agents according to the agent file update stream

(every 3-minute interval). The agent receives the new configuration, generates a log

with eventID = 201 and pushes it to the server, displayed on the Event Search screen.

Then the system will automatically update the number of agents that have updated

the new configuration list on the Application Control screen.
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