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Thuat ngir
Thuat ng Dién giai Ghi chu
VCS-aJiant  Tén thwong mai cla san pham
IR Flow Incident Response Flow: ludng van hanh xt ly
céac Alert, diéu tra va phan &ng.
Artifact Céc dbi twong diéu tra lién quan dén Alert nhu:
dwdng dan file/registry/process
Detection Phat hién cac dbi twong lién quan dén Alert
Containment Qud& trinh cb6 ap may tinh: cd lap mang,
suspend tién trinh
Investigation = Qua trinh diéu tra: dwa trén cac log sw kién
(event logs) hoéc diéu tra chi déng bang céng
cu trén may ngudi dung.
Co cac cach diéu tra dwoc hé tro sau:
- Process Analysis
- Tim kiém event logs
Dung tool diéu tra; autoruns, listdlls
Response Qua trinh phan rng: tir két qua diéu tra, ngudi
van hanh x ly cac két qua diéu tra dwoc bang
cac cach:
- Response Scenario
- LiveResponse
Timeline Puwdng thdi gian thé hién cac hoat déng trong
IRFlow:
- Tao IR Flow
- Taol/déng phién Process Analysis
- Tao/déng phién Live Response
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Thuét ngir Dién giai Ghi cha

boéng IR Flow

1. GIOI THIEU
1.1 Thwec trang hién nay

Ngay nay, cac té chirc, doanh nghiép tiép tuc gap rat nhiéu kho khan véi viéc
phat hién, xac dinh, diéu tra va giam thiéu cac dang phan mém déc hai tién tién trong
hé théng. Cac cdong nghé phong chéng ma doc truyén thdng nhw antivirus dwa trén
ch ky dang bi vwot qua mét cach cb y béi nhirng ké tAn cong chuyén nghiép co
trinh dd cao v&i cac bd cong cu tAn céng, phan mém déc hai dwoc tly chinh va
hwéng muc tiéu cu thé. Nhiéu td chirc da thiva nhan rang cac phwong phap phong
tha chéng phan mém doc hai truyén théng cla ho da that bai va mot chién lwoc maéi
phai dwoc tao ra dé xac dinh nhirng vi pham nay tai endpoint. Mét sé lwong dang ké
cac vi pham di¥ liéu gan day tir cac dang phan mém doc hai nang cao da lam tang
sy quan tdm cla khach hang déi véi cac Giai phap phat hién va phan &ng cho I&p
endpoint (EDR) ma VCS-aJiant 1a mét trong sé dé.

1.2 Sw phét trién cta céng nghé

Céng nghé cla Giai phap VCS-aldiant giup bu dap cac thiéu sét cia cac cong nghé
dwa trén chir ky ma céac td chirc dang st dung nhw antivirus hay IPS/IDS dé cung
cap kha nang phat hién bat thwdng dwa trén hanh vi va cho cai nhin sau hon vé céac
théng tin cu thé cé lién quan trén endpoint d& phat hién va giam thiéu cac méi de doa
nang cao.

1.3 VCS-aldiant

VCS-aldiant c6 kha nang cung cap théng tin chi tiét vé viéc lay nhiém phan mém
dodc hai va cac hanh vi mé& réng pham vi tAn cong (lateral movement) ctia nhivrng ké
tan cdng khi chang thwe hién viéc do quét hodc st dung thdng tin bi danh cap trong
mang ndi bo dbi v&i cac hé théng va trng dung.

Ngoai ra, VCS-aJiant ciing bd sung cho cac cdng nghé bao mat hién cé nhw
giai phap quan ly sw kién va théng tin bao mat (SIEM), cac céng cu giam dinh mang
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(Network Forensics) va céac thiét bj phong chéng méi de doa tién tién (Advanced
Threat Detection), ddng nghia 1a bd sung vao danh muc céc giai phap phan &ng sy
cb an toan théng tin cda td chire.

1.4 Cac thong tin nang cap
Phién ban 3.3.0 mang dén cac tinh ndng ma&i nhu sau:

- Cai tién tinh ndng Login, Process Analysis theo thiét ké giao dién mai, cai
thién trai nghiém ngudi diing va bb sung cac thdng tin process can thiét hd trog ngudi
dung trong qua trinh diéu tra;

- Caithién céc van dé trong phién ban cii nham dam bao tinh &n dinh.

2. TONG QUAN
2.1 Cobng nghé

VCS-aJiant str dung cong nghé Filter Driver (cho phép chay va theo d&i & murc
Kernelbased) thu thap céc théng tin bao gébm File, Process, Registry, Network trén
may tinh nguw®i dung va server. Cac dau hiéu vé file bao gbm (modified, delete,
changed attribute), vé registry (delete key/value, set value, rename key/value, create
key v&i access nghi ngdr. Cac dau hiéu nghi ngd vé Memory dwoc dinh ki quét ra
soat lién tuc. Cac hanh vi dwoc xac dinh 1a nghi ngd dwoc day vé hé théng Back-end
phan tich tap trung;

Ludng nghiép vu diéu tra tAn cdng duoc thiét ké khép kin theo kich ban incident
response (IR Flow), hd tro phat hién va phan tich cac diu hién bat thwdng ngay trén
moét giao dién duy nhat. Cung clp cac chirc nang diéu tra (Forensic) sau trén
Endpoint. H6 tro 13y file nghi ngd (Get Artifact), ddy céng cu ra quét (Tool
Deployment), cho phép thuwc hién diéu tra, cung cap bang chirng theo thei gian thuc
(Process Analysis, Live Response), cho phép thwc hién phan &ng khi phat hién mbi
de doa;

Ngay khi xa4c minh dwoc béat thwérng, Endpoint cung cAp cac cdng cu g& bd ma
doc trén dién rong (Response Scenario) bao gébm: cd lap mang may bi nhiém
(network containment), kill process, delete file/registry.
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2.2 Kiéntruc hatang

@D

Server Database Portal Admin

Endpoint Endpoint Endpoint

[T ]
=B

C6 3 thanh phan chinh:

- Agent: La thanh phan dwoc cai dat trén tirng may tram, may chd, c6 nhiém
vu gidm séat cac dau hiéu bat thwéng trén cac may tram, may chd, giri log vé may ch
guan tri tap trung;

- Cum may cha quan trj, xte ly tap trung va lwu triv: La thanh phan xa ly di
liéu dwoc glri vé tlr cac agent, déng vai trd chinh trong viéc phan tich va xa ly dir liéu
theo th&i gian thyc;

- Giao dién Web-Portal: La thanh phan ma nguoi quan tri sé st dung dé theo
ddi, giam séat va phan tich cac théng tin ctia hé théng.
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2.3 Lam viéc véi giao dién quan tri
Giao dién Web-portal bao gébm céc giao dién chirc ndng va cac lubng x& ly nhuw sau:

- Dashboard: théng k&, biéu dé tric quan vé tinh hinh an toan théng tin cta té
chure;

- Alert management: danh sach cac alert vé cac dau hiéu xuat hién ma doc
trén may nguw&i dung;

- IR flow management: danh sach cac IR flow dwgc tao b&i ngwdi quan trj trong
qua trinh diéu tra. Ludng x& ly bao gdm: Detection, Containment, Investigation,
Response;

- Investigation: danh sach cac cdng cu phuc vu diéu tra (Process Analysis,
Event search va Deploy tools);

- Response: danh sach cac cdng cu phuc vu phan &ng, x Iy sw cb (Live
response);

- Protect & Prevention: danh sach cac tinh nang phong chdng va bao vé may
tram (Application control va Endpoint firewall);

- Setting: danh sé&ch cac chirc nang cai dat hé théng (Policy management,
Agent management, Group management, Rule correlation va Account management:
User, Role, Permission management);
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3. HUWONG DAN SU’ DUNG
A. Giao dién web Portal

3.1 Dang nhap

Bwéc 1:  Truy cap vao hé thdng tai dia chi dwoc cung cap;

viettel

aldiant

Signin

Bwéc 2: Dang nhap vai user/pass dwoc cap;

3.2 Dashboard VCS-aJiant

Cac tinh nang chinh gébm co:
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viettel
aliant -]
Organization Dashboard o OB/06/2022 - Now Bl o
- o Remin unchange Remain incha s +aien Remains
+1ne Suspicious @ e False Postive ' Closed
16 O : 0 " 0
Security Operation
ALERTS BY STATUS o, Export data ALERTS BY SEVERITY &, Export data
1 — Cac thao tac voi div liéu trén Dashboard:

+ Trich xuét di liéu trén dashboard:
+ Tim kiém di liéu tdi da 90 ngay gan day;
+ Lam m¢&i dir liéu.
2 — Overview: Thdng ké tdng quan tinh hinh an toan théng tin té chirc (thdng
qua trang thai agents va Alerts);

3 — Security Operation: Theo dai tinh hinh van hanh an toan théng tin (théng
gua Vviéc theo ddi van hanh Alert);

4 — Agent Monitoring: Theo dai tinh hinh cai dat va trang thai agents;

5 — Risk Detection: Theo d&i cac méi nguy hai dén té chirc (thdng qua viéc
thdng ké cac dbi twong phat sinh nhiéu Alert chwa xt ly nhat hé thdng);

- Phan quyén di¥ liéu tai tinh nang nhu sau:
+ User dang nhap thudc group root: Hién thj di liéu toan bd hé théng;

+ User dang nhap thudc group cap 1: Hién thj di liéu tai toan bd group cép
1 va céc group con tryc thuéc;
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+ User dang nhap thuéc group cap 2 tré di : Hién thi di liéu tai toan bé group
cép 1 chiva group cla user dang dang nhap va cac group con truc thudc group cap
1 twong wng.

3.2.1 Thaotac voi dirliéu

3.2.1.1  Xuétdiliéu
- Muc dich: Cho phép trich xuat dir liéu hién c6 trén giao dién dashboard bang
cach chon , ngoai ra bd sung cac sheet di liéu chi tiét hd tro b4o céo;

+ Trudng hop 16i két ndi hodc khong cé dir liéu trén toan bd cac thanh phan
cta Dashboard, khdng hé tro trich xuat, thao tac sé bj an di;

+ Trwdng hop cé dir liéu, hé tro xuat file dinh dang .xIsx;
3.2.1.2 Tim kiém theo ngay
- Cho phép diéu chinh khodng th&i gian can theo ddi tinh hinh an toan théng
tin tinh dén thoi diém hién tai, mac dinh tinh tr ngay trwdc dé (Last day);
+ Dé chon thoi diém bat dau cta khoang thei gian can theo ddi, c6 thé chon
thdi gian tuyét déi hoac twong doi:

Absolute time range Relative time range

From

Last 90 days

08/06/2022 B |
‘. ) Last 60 days

Apply time range Last 30 days

Last day

e Thoigian tuyét déi: La gid tri ngay bat dau cu thé, hé tro tdi da 90 ngay
ké tlr hién tai;
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VD: Hién tai la 03 gi&» sang ngay 07/06/2021, lwa chon ngay bat dau = “06/06/2021”.
- Khoang th&i gian theo dai: 00:00 06/06/2021 dén 03:00 06/07/2021.
e Thoigian twong déi: LA khodng thdi gian twong dbi gitra ngay bat dau

va hién tai.
VD: Hién tai la 03 gi¢» sang ngay 07/06/2021, lwa chon ngay bat diu = “Last 30 days”.
Hé thdng tw dong tim nguoc lai 30 ngay truwdc va bat dau tinh tr 00:00 clia ngay do.
- Khoang th&i gian theo ddi: 00:00 08/05/2021 dén 03:00 07/06/2021.

+ Sau khi chon khoang th&i gian muén theo déi, chon [ oo
tai lai di liéu twong rng.

3.2.1.3 Lam moidirliéu

L8 -
- Muc dich: Cho phép lam mé&i di¥ liéu thu cdng, chon dé cap nhat di¥ liéu
m@i nhat tinh dén thoi diém hién tai.
3.2.2 Théng ké Overview

- Muc dich: Cho phép thdng ké nhanh vé tinh hinh an toan théng tin trén té
chirc theo khodng th&i gian da chon trong phan tim kiém;

o (o)
5 ) 1 . 17 <o
17 o —— 5.1M
16 ® o 0 w B

+ Théng ké lién quan dén agents:

Sé thong ké Y nghia

Bao gém 02 chi sb:

‘;‘r;“" 1 — Tbng s6 may da cai dat agent trén hé
+1 new agents théng (khéng phu thudc khoadng thei gian
tim kiém);
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2 — Tbéng sb may méi cai dat agent trong
khodng th&i gian tim kiém:;
(+: May mai cai dat, Remain unchanged: Khéng c6
may mai cai dat trong khodng th&i gian tim kiém)
Online - Bao gébm 03 chi sb:
3274 1 — Trung binh sé méay Online trong khoang
+ 884 agents z
thoi gian tim kiem (chi tinh th&i gian lam
viéc trong gi®& hanh chinh 08:00 — 18:00);
2 — Ty lé may Online trung binh so v&i toan
hé théng;
3 — Sé lwong may Online trung binh chénh
léch so v&i chu ky trwéece.
(+: S6 lwong may Online trung binh ting so v&i giai
doan trwdc, Remain unchanged: Khéng c6 chénh
léch)
Offline
47%
2897 Bao gdm 03 chi sb
4 -898 agents

1 — Trung binh sé may Offline trong khoang
thoi gian tim kiém (chi tinh thdi gian lam
viéc trong gi®& hanh chinh 08:00 — 18:00);

2 — Ty lé may Offline trung binh so v&i toan
hé théng;

3 — Sé lwong may Offline trung binh chénh
léch so v&i chu ky truérce.
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(+: S6 lwong may Offline trung binh tang so v&i giai
doan trwéc, Remain unchanged: Khéng c6 chénh
léch)

Suspicious @

61% PN > X
3748 Bao gébm 03 chi s6:
+ 1529 agents

1 — Tbéng sb may da cai dat agent trén hé
théng (khdng phu thudéc khodng thdi gian
tim kiém) co phat sinh Alert chwa dwoc Xt
ly;

2 — Ty lé may co6 phéat sinh Alert so v&i sb
lwong may trén toan hé théng (khéng phu
thudc thei gian tim kiém);

3 — Tbéng sé may c6 phat sinh Alert trong
khodng th&i gian tim kiém.

(+: May méi phat sinh Alert, Remain unchanged:
Khéng c6 may maéi phat sinh Alert trong khoang théi
gian tim kiém)

+ Thébng ké lién quan dén Alerts:

S6 théng ké

Y nghia

Alerts @

466354

+ 10386 alerts
has been updated

Bao gébm 02 chi sb:

1 — Tbéng sb Alert trén toan bd hé
thédng (khdng phu thudéc khoang thoi
gian tim kiém);

2 — Tbéng sb Alert m@i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém;
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(+: Alert m&i phat sinh, Remain unchanged:
Khdng cé Alert ma&i phat sinh trong khoang th&i
gian tim kiém)

B 2 5 z

10386 e Bao gom 03 chi so:

3 -3627 alerts 1 — Tbng sb Alert m&i phat sinh hodc
dwogc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW;

2 — Ty lé Alert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW so v&i toan bd Alert méi phat
sinh hoac dwgc cap nhat trong
khoang thoi gian tim kiém;

3 — Tbéng sb Alert m&i phét sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW chénh léch so v&ichu ky trwdece.

(+: Téng sb Alert méi tang so v&i giai doan
trwdc, Remain unchanged: Téng sé Alert moi
khong thay ddi so véi giai doan truée)

Executing

0 " Bao gém 03 chi sb:

Remain unchanged

1 — Tbéng sbé Alert m&i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
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(NEW, FALSE POSITIVE,
CLOSED);

2 — Ty lé Alert m&i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
(NEW, FALSE POSITIVE, CLOSED)
so v@i toan bd Alert méi phat sinh
hoac duwoc cap nhat trong khoang
thoi gian tim kiém;

3 — Tbng sb Alert m&i phét sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
(NEW, FALSE POSITIVE, CLOSED)
chénh Iéch so v&i chu ky truéce.

(+: Téng sb Alert tang so v&i giai doan trudec,
Remain unchanged: Téng sb Alert khdong thay
dbi so v&i giai doan truée)

False Positive

0

Remain unchanged

0%

Bao gém 03 chi sb:

1 — Tbng sb Alert m&i phéat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED;

2 — Ty |é Alert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED so vo&i toan bdé Alert m&i
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phéat sinh hoac dwoc cap nhat trong
khodng th&i gian tim kiém:;

3 — Tbng sb Alert m&i phat sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED chénh Iéch so voi chu ky
trwéece.

(+: Téng sb Alert tang so v&i giai doan trwérc,
Remain unchanged: Téng s Alert khdng thay
dbi so v&i giai doan trwdc)

Closed

0

Remain unchanged

0%

Bao gém 03 chi sb:

1 — Tbng sb Alert m&i phéat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE;

2 — Ty lé Alert méi phat sinh hoac
dwogc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE so vo&i toan bd
Alert m¢&i phat sinh hoac dwoc cap
nhat trong khoang thdi gian tim kiém;

3 — Tbng sb Alert m&i phat sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE chénh Iéch so v&i
chu ky trwérce.
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(+: Téng sb Alert tang so v&i giai doan trudec,
Remain unchanged: Téng sb Alert khdong thay
dbi so v&i giai doan truée)

3.2.3 Theo ddi Security Operation

- Muc dich: Cho phép theo ddi tinh hinh van hanh an toan thdng tin (thdng qua
viéc theo ddi van hanh Alert) theo khodng théi gian da chon trong phan tim kiém:

+ Théng ké tinh trang x& ly Alert theo trang thai;

+ Théng ké Alert theo mdrc d& nguy hai;

+ Trich xuat di¥ liéu twong rng trong cac biéu do;

pppppp

aliant

Organization Dashboard e

17

Security Operation  Agent Manitoring

ALERTS BY STATUS

12

=
New Executing

Infinity% 1 7 @ 0

E L]

51M +8a Remain unchang
+17 alerts
been updat 0 - 0 o
&, Export data ALERTS BY SEVERITY &, Export data
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Biéu do/théng ké

Y nghia

Alert by status

Biéu d6 mién - Theo ddi tinh hinh ghi nhan céac Alert
mai ghi nhan hoac c6 cap nhat trong khoang thoi
gian tim kiém, bao gém:

- Truc x: thoi gian;

- Truc y: Ty lé Alert phan chia theo 04 nhém
trang thai = (New, Executing, Closed, False
Positive);

o, Export data

- Cho phép chon | dé tai vé danh

sach Alert sap xép theo trang thai.

Alert by severity

- Biéu d6 tron - Theo déi tinh hinh ghi nhan
Alert mé&i ghi nhan hoac cé cap nhat theo mirc dd
nguy hiém trong khodng th&i gian tim kiém, bao
gdm:

- Ty lé: ty I& Alert tai ttrng mirc d6 nguy hiém:;

- Tai gitra biéu d6 hién thj tdng sb Alert méi
hoac c6 cap nhat trong khoang théi gian;

o, Export data

- Cho phép chon | dé tai vé& danh
sach Alert sap xép theo mirc d6 nguy hiém.

3.2.4 Theo dbdi Agent Monitoring

- Muc dich: Cho phép théng ké agents theo trang thai va thong tin hé diéu hanh
theo khoang th&i gian da chon trong phan tim kiém:

+ Théng ké trang thai agent (Trwc tuyén, ngoai truyén):;

+ Thdng ké agent theo hé diéu hanh, phién ban hé diéu hanh;

+ Trich xuat di liéu théng tin agent;
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Shant =
=] Organization Dashboard e Bl o
5 12 N I'|7' 0
17 5.-1 M, .
o 16 @ 0 0
Biéu dé/thong ké Y nghia

Agent by status

- Biéu d& mién- Theo d6i tinh hinh ghi nhan
may theo trang thai (Online/Offline) trong chu ky bao
cdo tinh dén thoi diém hién tai, bao gom:

- Truc y: Ty Ié méay phan chia theo 02 nhém
status (Online, Offline);

- Truc x: th&i gian théng ké;

- Hién thj sé lwong may khdng online 1&n
nao (trong trwdong hop may qua 30 ngay khdng
online, twr ddng khéng ghi nhan may).

Agent by operation system

Biéu dé tron - Theo ddi tinh hinh ghi nhan may theo
OS, bao géom:

- Ty lé: ty |&é may tai tirng OS;

- Phan ghi chu liét ké danh sach cac hé diéu
hanh: Windows, MacOS, Linux, cAc hé diéu hanh
khac;
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- Cho phép chon [ swmcen dé tai vé danh
sach may sap xép theo théng tin hé diéu hanh.
Agent by OS version Théng ké top phién ban hé diéu hanh cai dat trén

may nhiéu nhét;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5.

3.2.5 Theo dbi Risk Detection

- Cho phép theo ddi cac méi nguy hai dén té6 chirc (théng qua viéc théng ké
cac dbi twong phat sinh nhiéu Alert chwa x(r Iy nhéat hé théng):

+ Thébng ké top cac nhom phat sinh nhiéu Alert nhat;
+ Théng ké top agent phéat sinh nhiéu Alert nhét;
+ Théng ké top céac ruleid va scenario phat sinh nhiéu canh bsao nhét;

+ Trich xuat di liéu théng tin theo déi twong nguy hai;
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Biéu dé/théng ké

Y nghia

Total groups at risk

Téng sb nhém c6 chira may tinh phét sinh Alert ma&i
ghi nhan hodc c6 cap nhat (khdng ké Alert false
positive va closed, khong k& nhém da bj xéa) trong
thoi gian tim kiém;

Ty 1&€ nhom kha nghi so v&i toan bé nhém trén hé
théng (khdng k& nhém da bi x6a).

Top groups at risk

Biéu d6 cot — thdng ké top nhom cé chira nhiéu may
tinh phét sinh nhiéu Alert m&i ghi nhan hoac cé cap
nhat nhat (khdng k& Alert false positive va
closed, khéng k& nhém da bj x6a) trong th&i gian tim
kiém;

- Truc x: s6 lwong may phat sinh nhiéu Alert
tai ttrng nhom;

- Truc y: tén nhom twong wng;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5;

&, Export data

- Cho phép chon | dé tai vé& danh

sach nhom may tinh phat sinh Alert.

Total agents at risk

Tbng sb may tinh phat sinh Alert méi ghi nhan hodc
c6 cap nhat (khéng ké Alert false positive va
closed, khong ké may tinh da khéng hoat déng quéa
30 ngay gan day) trong th&i gian tim kiém;

Ty I& may kha nghi so v&i toan bd may trén hé thdéng
(khéng ké& may tinh da khéng hoat déng qua 30 ngay
gan day).

Top agents at risk

Biéu dé cot — théng ké top may tinh phat sinh nhiéu
Alert mé&i ghi nhan hodc c6 cap nhat nhat (khéng ké
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Alert false positive va closed) trong th&i gian tim
kiém:

- Truc x: sb lwgng Alert tai tirng host, phan
chia ro ty lé theo severity = (Critical, High, Medium,
Low)

- Trycy: tén may twong wng;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 20, Top 50. Mac dinh chon Top 5;

o, Export data

- Cho phép chon | dé tai vé& danh

sach may tinh phat sinh Alert.

Alerts by RulelD

Théng ké top rule Id phat sinh nhiéu Alert méi ghi
nhan hodc cé cap nhat nhat trong thei gian tim kiém:;

- Cho phép thay dbi khoang théng ké: Top 5,
Top 10, Top 15, Top 20. Mac dinh chon Top 5.

Alerts by scenarios

Thdng ké top Scenario phét sinh nhiéu Alert méi ghi
nhan hoac cé cap nhat nhat trong chu ky bao cao
tinh dén thdi diém hién tai: Cho phép thay doi
khoang théng ké: Top 5, Top 10, Top 15, Top 20.
Mac dinh chon Top 5

3.3 Quan ly Alert

Céc tinh nang chinh gém c6:
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viettel -
aliant =0
v fx I NEW Lest60days [ ﬂ
S = critical High Medium Low — Noimpact — * New In progress  False positive ® Closed
0 176 19.5k 5.4k 0 25k 1 vl 1
11/04/2022 10:16:06 - 10/06/2022 10:16:06 o, Export B Group rows by. More
[} . ANM-HUNGTX  Execution C\Progr.. Anomaly_Detection_ATTCK_T1204_00: Exec Detect attack technique [T1204_002] User Execution: Malicious_Fileon A..  N/A
O (MEDIUM o New ANMHUNGTX  Execution Detect attack technique [T on: onA. N/A
0 . nitial Detect Pragram File NiA
o . nitial Detect process C-\Program Filest /A
o o nitial A Detect process C\Program Files\G N/A
o nitial icationchrome.ex N/A
o wt Execution CA\Progr. ON_ATTCIC_T1204_002_User_Ex Detect attack technique [T N
O (MEDIUM. e New Execution CAProgr ion_MITRE ATTRCK_ATTCK_T12 Detect attack technique [T NIA
0 o nitial c TRE_ATTACK_Inita meex. WA
o .t _MITRE_ATTECK I lication\chrome.ex_ Ny
o o mewapplicationchrome.ex N/A
0 on ication\chrome.ex. N/A
u] .t Program File ication\chrome.ex. N/A
u] . h Program File: on\chrome.ex..  N/A
o N \Program Files\Goc N/A
u] . Program File WIA
.t c Program File: NiA
o .H "
o o m lication\chiome ex_ N/A
o me\spplication\chrome ex. N/A u

1 — Tim kiém di¥ liéu theo truy van va thoi gian:

+ Tim kiém di liéu theo cau I&nh truy van va st dung cac cau lénh truy van
da lwu;

+ Tim kiém dir liéu theo thoi gian.
2 — Tim kiém nhanh;

3 — Danh sach Alert va cac thao tac v¢&i Alert:

+

Xem danh sach Alert;

+

Gom nhom Alert;

Xem tém tat Alert;

=+

Xem chi tiét 01 Alert;

=+

+

Xem biéu dd diéu tra (Investigation Graph);
+ Panh dau khéng nguy hiém (Set False Positive) cho 01/nhiéu Alert;
Tao IR flow tlr 01/nhiéu Alert;

=+

+ Thém 01/nhiéu Alert vao IR flow;

- Phan quyén di¥ liéu tai tinh nang nhw sau:
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+ User dang nhap thudc group root: Hién thij tat ca Alert trong hé théng;

+ User dang nhap thudc group default: Hién thj tAt ca Alert thuéc group
default;

+ User dang nhap thudc group cha: Hién thj tAt ca Alert thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudéc group mét hodc nhiéu con: Hién thj tAt ca Alert
thudc group cla user dang login;

3.3.1 Tim kiém Alert

- Muc dich: Cho phép tao cau Iénh truy van, st dung cau I&nh truy van da lwu
ho&c tim kiém nhanh dé tim kiém Alert theo th&i gian phét sinh Alert.

3.3.1.1 Tim kiém theo thoi gian

- Méac dinh khi vira truy cap vao hé théng, tim kiém Alert theo 7 ngay gan day;
- Muc dich: Cho phép thay dbi gia tri thei gian bang cach chon thdi gian tuyét
ddi hoac thoi gian twong dbi:

+ Thoi gian tuyét dbi: La gia tri thoi gian bat dau — thoi gian két thic cu thé,
cho phép nhap hoac chon tw lich, hd tro dinh dang ngay/thang/nam gi¢:phit:giay;

+ Thoigian twong dbi: La khodng thdi gian twong dbi gitra thovi gian bt dau
va th&i gian hién tai;
VD: Hién tai la 03 gi¢» sang ngay 07/06/2021, lwa chon ngay bat diu = “Last 30 days”.
Hé thdng tw dong tim ngwoc lai 30 ngay trwdc va bat dau tinh tlr 03:00 gid ciia ngay
doé.
- Khoang th&i gian theo ddi: 03:00 08/05/2021 dén 03:00 07/06/2021.

3.3.1.2 Timkiém nhanh
- Muc dich: H6 tro tim kiém Alert nhanh theo cac trwdng:
+ Time: thoi gian phat sinh Alert;
+ Status: trang thai cta Alert;

+ Severity: mc d6 nguy hai cua Alert;
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+ Scenario: kich ban sinh ra Alert;
+ Assigned to: nguwoi dwoc phan cong x&r ly Alert;

3.3.1.3 Tim kiém theo cau query

v " i Lastzahours (9 | E Hide statistics

1 — S dung cau query da lwu trwdc dé dé tim kiém:;
2 — Nhap cau query dé tim kiém:;
(*) Str dung cau query da lwu treéc dé dé tim kiém

Use saved query

Bwéc 1:  Chon query da lwu trwée do tai combobox

Bwéc 2:  Xem lai ndi dung cau query trwde khi chon bang cach chon ™ ;

Bwée 3: Trudng hop mudn xéa cau query ci, di chudt qua ban ghi muédn xéa
va chon ©;

Bwéc 4:  Click vao ban ghi muén st dung dé truy van, ndi dung query cii duwoc
hién thij tai 6 nhap query;

Use saved query fx  host_name = "ADMIN-PC"

Q Search name...
auto test 2

testauto
test
Helle
test20
testls
test13
testiz

-test

2 Trwdng hop mudn thém méi/chinh sira ndi dung cau query, cé thé cap nhat

Save query

ngay tai 6 nhap query va chon dé Iwu lai.
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Save query

Lwu y: nat chi hién thj khi cau 1énh query dung c4u trac.
(*) Nhap cau query dé tim kiém:
Bwéc 1:  Nhap vao textbox Search cau query v&i format nhw sau:
<tén_trwong> <toan tir> “<value>" AND/OR <tén_tredng> <toan tir> “<value>".....
Trong do:
+ <tén_trwdng> la cac gia tri sau:
e severity: d6 nghiém trong cua Alert
e Alert_id: ma Alert
e status: trang thai cua Alert
e group: nhdm cuda sy kién sinh Alert
e hostname: Tén clia may tram
e scenario: kich ban sinh ra Alert dwa theo MITRE ATT&CK
e ir_flow_name: tén IR flow ma Alert thuéc IR flow dé
e assignee: ngudi dwgc phan cong xir ly Alert
e signature_id: ma sy kién phét sinh Alert
e rule_id: ma bd luat phat sinh Alert
e description: mé ta thdng tin nglr canh phat sinh Alert
+ <toan tir> la cac gia tri:
e =:tim chinh x&c gia tri la value
e I=:1tim gia tri khac v&i value
e ~:tim gia tri like v&i value

e AND/OR: toan tir két hop dé két hop 2 cau query.
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Bwée 2:  Click nut “Search”.

+ Trwdng hop khdng c6 két qua phu hop, hé thdng sé hién thi théng bao:

No data;

+ Trwdng hop cé két qué phu hop, hé théng hién thi mac dinh 50 ban ghi
theo tht tw gidm dan theo thdi gian. D& xem nhiéu ban ghi hon thwc hién scroll div

liéu xubng cubi trang, hé théng sé load 50 ban ghi tiép theo;

+ Trwdng hop cau query dung cau trac va mudn lwu lai dé st dung cho cac

|an tiép theo, chon “““*” va nhap tén goi nhé cho query:

Save query x

Name

search Alert listffrom alert_id

Query

alert_id ~ 20220609

I

gancel E

O Set as default query

Save query

Lwu y: nat
3.3.2 Danh sach Alert
- Muc dich: Hién thj danh sach Alert trong hé théng;

chi hién thj khi cau 1&nh query dung cAu truc.

- Cho phép xem danh sach cac Alert dap trng diéu kién tim kiém

savequery v | fx alert.id Q|| sst2ahous & ﬂ‘ Hide stati
- - Low e positive
0 2 0 0 0 2 0 0 0
8 Group rows by
ame Severity Alertid stat Ajiant d  Agentid Timestamp create Targetcommandiine  Hash shal Description ~ Action
[ HIGH | 609.113824.2678 -

Bwéc 1: Chon ™" dé lwa chon cac trwdng mudn hién thi trén danh séach

Alert;
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a

Selected

Target commandline
Alertid
Agent id
Severity

Description
Others
O File hash sha1

O Malware type
[J Classify

O Ir flow name

Hash shal

Host name
Timestamp create
Status

Ajiant event id

O scanresult
O Malware name
[ Assignee

[J Target process path md5

Tai day c6 thé tim kiém trwdng thdng tin theo tén trwdng, hé tro chon/bé chon tat ca
cac truong;

Bwéc 2:  Trén danh sach hd tro cac thao tac nhw sau:
+ Sap xép theo di¥ liéu tai tirng cot:

VD: Dé sap xép di¥ liéu theo trwedrng thevi gian tao, click lan th&r nhat tai tén trwdng dé
sap xé&p theo thdi gian tao tdng dan m™==me=< click l4n thi hai d& sép xép theo thoi
gian tao gidm dan meemeeeo click 1an thir ba d& bd sap xép, quay lai trang thai ban
d“éu Timestamp create @ ;

+ Kéo tha trwérng théng tin dén vi tri mong mubn:

= critica — High Medium Low Naimpact ® New In progress ® False positive * Closed

0 2 0 ] 0 2 o [} 0

O Hostname severity

Status Ajlanteventid  Agentid Hash shal

Description  Action

O ubunmna DBEACABI1DASFOASFOF6SSTSESEOCS130CH1ABIE  09/06/2022 173831  N/A A Computer ubu

O locahost local 0220600_113824_267803584_564214_  » 500 31F6FA372044D72C2DCAS4E 1554631 70CEQ6E6AD  09/D6/2022 11:38:23

1. Chon cat {

(tnvcmg thong 2. Kéo tha 16i vi tri mong mudn
tin mudn thay a8i vi tri -

+ Click 01 l1an @& xem thdng tin chi tiét hodc chon
chi tiét xem trong 3.3.4 Xem chi tiét Alert

" va chon “View detail”,
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+ Chon ™ va chon “Update status” dé cap nhat trang thai cho Alert (Update
status to “False Positive” hodc Update status to “Close”, xem trwéng hop danh dau
01 Alert trong

+ Chon ™ va chon “Add to IR Flow” dé dwa Alert vao IR flow, xem trwdng
hop dwa 01 Alert vao IR flow da tén tai trong 3.3.8 Thém 01/nhiéu Alert hodc nhém
Alert vao IR fLow d4 c6 hodc vao IR flow mé&itrong 3.3.6 Tao IR flow tlr 01/nhiéu Alert
hoac nhém Alert

+ Chon @ dé xem Iy do danh déu khong nquy hiém tai cac Alert dang &
trang thai “FALSE POSITIVE”..

Bwéc 1:  Sau khi da thao tac trén cac ban ghi xong, cho phép chon 01 hoac
nhiéu ban ghi bang cach click chon " tai dau méi Alert dé tiép tuc thao tac, hé
tro cac thao tac sau:

- | ~ Higl dium L No imp: prog I Closed
0 2 0 0 0 2 0 0 0
&, Export B Group rows by... M
Selected 2 alert(s) [EPAUSLEPIEICE 3 Addto IRFlow ok, Exporidata  Clear selection
B Host name Severity © Agent id Status Ajiant event id Alertid Timestamp create Target commandline Hash sha1 Description  Action
@ ubuntuig [ HicH | DBEACAB11DASFOASFOF65575E9EOCT13DCE1ABIR  » New 500 20220609_173832 553078267 61800 09/06/202217:3831  N/A N/A Computer ubu
B8 localhostiocaldo IIFGFAST2944072C2DCES4E155A63170CE686AD  ® New s00 20720609_113824 267803584 56421  09/06/2022113823  NA A Computer loca
main a

Bwéc 2: Chon 2™ §& thém Alert vira chon vao IR flow dé xt ly.

Lwu y: Thao tac nay chi ap dung khi toan bé Alert dwoc chon déu & trang thai =
“NEW”, néu co6 it nhat mot Alert dang & trang thai khac “NEW”, Hé théng an di cac

Selected 1 alert(s) fa Update status "'1 Add to IRFlow &, Export data Clear selection

thao tac . Chi tiét xem trong
trwong hop dwa 01 Alert vao IR flow méi trong 3.3.6 Tao IR flow tlr 01/nhiéu Alert
hodc nhém Alert hodc thém vao IR flow da tén tai trong 3.3.7 Thém 01/nhiéu Alert
hoac nhém Alert vao IR fLow da cé

+ Chon dé cap nhat trang thai cta Alert:
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Update stakus to:

False Positive v

Comment

Cancel

e Chon Update Status to “False Positive” dé& danh dau khéng nguy hiém
cho Alert;

e Chon Update Status to “Close” dé dong Alert;

Lwu y: Thao tac nay chi &p dung khi toan bd Alert dwoc chon déu & trang thai =
“NEW?”, néu c6 it nhat mét Alert dang & trang thai khac “NEW?”, thao tac sé bj an di .
Chi tiét xem trong trwdng hop danh dau khéng nguy hiém 01 Alert trong 3.3.5 Danh
diu khéng nquy hiém cho 01/nhiéu Alert hodc nhdm Alert

+ Chon =™"** @& trich xuat cac Alert dang dwoc chon.
3.3.3 Gom nhdém Alert

- Muc dich: Cho phép gom nhoém cac Alert theo 01 ho&c nhiéu tiéu chi:
hostname, scenario, group, ruleid;

Group rows by...

Bwéc 1:  Sau khi tim kiém cé thé gom nhém Alert lai, chon # dé lya

chon céc tiéu chi muén s dung lam tiéu chi gom nhém Alert;

@ |
[0 Target commandline [ File hash shal
Hash shal [ Scan result
O Malware type O Malware name
O classify O Assignee
O Irflow name O Target process path mds
O Netflag O Net source ip
O Service target path shal O File path request file id
[ Target domain name O Group
Cancel m

Hb tro tim kiém theo tén tiéu chi va lwa chon 01 ho&c nhiéu tiéu chi @& gom nhém.
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Bwéc2: Chon B aé ap dung.

- Nhirng Alert cé cung cac tiéu chi da chon va c6 cung trang thai va dang &
cung IR flow (néu cé) sé dwoc gom lai 1 dong trong danh sach két qua.

Change fields for grouping...¥ ungroup ws More

Humber of alerts Action

Trong do:
+ Cac trwdng duwoc sir dung lam ti€u chi gom nhém sé duwgc boi dam;
+ Hién thj sé lwong cac Alert dwoc gom nhdm tai tiéu chi da chon.

Bwéc 3: D& bd gom nhém, thwe hién twong tw nhwng khédng chon tiéu chi nao
va chon “Apply”;

Q

Selected

O Target commandline O Ajiant event id

Others.

O File hash sha O Hash shal

O Scanresult O Malware type

O Malware name O classify

O Assignee O irflow name

O Target process path mds O Netflag

O Net source ip O Senice target path shat
cancel

3.3.4 Xem chi tiét Alert

- Muc dich: Cho phép xem théng tin chi tiét Alert, hé tro' tw dong lam da dang
théng tin bang cach tw ddéng thu thap théng tin cac sw kién lién quan dén Alert vira
phat sinh, cung cap biéu db trwc quan d& xem nhanh méi quan hé gitra cac dbi twong
co6 trong Alert;
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NEWI DHiGHIN 20220609_173832_553078267_618098
First seen: 09/06/2022 17:38:31 - Last update: 09/06/2022 17:38:31

T2 AddtolRFlow 3= Related events S Enhance Alert «% Update status W%

™ GROUP & HOST NAME
default ubuntu18
Detail
Description ~ Source event logs ~
Computer ubuntu18 was disconnected at least 30 days This section defines source event list of this alert, which creates and contains maore context information for this alert
Rule D Anomaly Detection_Monitor_Agent_Disconnect 181 show columns
Event D Description
09/06/2022 17:38:30 500 Agent was disconnected
Advanced ~

Host

This information is about suspicious host.
Client id DBEACAB11DAOFOA3FOF65575E9E9C313DCO1AB3E
Hostname ubuntu1g
Network Connection
This information is about suspicious network connection.
00:0¢:29:fb:19:eb
Others
These other information provides more context about this alert collected by VCS-aJiant
09/06/2022 17:38:30
AdvanceCollector
mixed

Monitor
“

Computer ubuntu18 was disconnected at least 30 days

1 — Nhom théng tin chung cua Alert, trong do:
2 _

+ Status: Hién thj trang thai cuda Alert (New, In Progress, False Positive,
Closed);

+ Severity: Phan loai Alert theo mac dd nguy hai (Critical, High, Medium,
Low);

+ Alert_id: Hién thj thdng tin id cta Alert;

+ First seen: Thoi gian Alert dwgc tao;

+ Last seen: Thoi gian gan nhat Alert dwoc cap nhat;
3 — Nhom céc thao tac voi Alert

+ Chon IEEEENGé dwa Alert vao IR flow, xem trudng hop dwa 01 Alert vao
IR flow da tén tai trong 3.3.7 Thém 01/nhiéu Alert hodc nhém Alert vao IR fLow da co
hoac vao IR flow méitrong 3.3.6 Tao IR flow tv 01/nhiéu Alert hodc nhém Alert
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+ Chon dé cap nhat trang thai ctia Alert;
Update stalus to:
False Positive v ‘
Comment

Cancel

e Chon Update Status to “False Positive” d& danh dau khéng nguy hiém
cho Alert;

e Chon Update Status to “Close” dé dong Alert;

Lwu y: Thao tac nay chi ap dung khi Alert dwgc chon & trang thai = “NEW?”, thao tac
sé bj &n di. Chi tiét xem trong trworng hop danh dau khéng nguy hiém 01 Alert trong
3.3.5 Danh d4u khéng nguy hiém cho 01/nhiéu Alert hodc nhém Alert;

+ Chon dé chuyén d@én tinh nang Event Search v&i thdi gian mac
dinh 14 04 tiéng trwdc va sau thdi gian phat sinh Alert;

+ Chon [ ] dé xem logs hoat déng lién quan dén Alert;

e Closed
khaitb update status into Closed

khaitb added the alert into the IR Flow

e New

VCS-aJiant created the alert.

4 — Tab cac théng tin lién quan dén Alert:

+ Tab Detail: Cho phép hién thj toan bé théng tin chi tiét lién quan t&i Alert;
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Description ~ Source event logs ~
Detect attack technique T1562.004: Disable or Modify System No tracked events!

Firewall on ANM-PHUCVD2. Process with path = C:\program
files\dell\supp n sistagent.exe (PID = Advanced A
7656, commandline = "C: n
Files\Dell\SupportAssistAgent\bin\SupportAssistAgent exe" ) is File
creating child process with path =

C:windows\system32\netsh.exe ( commandline = "netsh.exe’

This file is impacted (created/modified /deleted/executed) suspiciously.
http delete sslcert ippert=0.0.0.0:5700, PID = 9732 ) to the

disable firewall Signed | C:\windows\system32\netsh.exe

Rule ID Unknown C:\program files\dell\supportassistagent\bin\supportassistagent.exe

Process
This source/target process has suspicious behaviours.
Signed  C:\windows\system32\netsh.exe

Unknown 'C:\Program Files\Dell\SupportAssistAgent\bin\SupportAssistAgent.exe'

Unknown ‘netsh.exe” hitp delete ssicert ipport=0.0.0.0:5700

Unknown  C:\program files\dell\supportassistagent\bin\supportassistagent.exe

Host

This information is about suspicious host.

Client id 9C4ACBD5F62C98BES918732E0D8D91DCD01121CD2

Ip dcn 1061.188.2
a8:6b:ad:71:14:2b,1a:6b:ad:71:14:2b,2a:6b:ad:71:14:2b,00:50:56:c0:00:01,00:50:56:c0:00:08,48:4d:7e:ba:be:53

Others

These other information provides more context about this alert collected by VCS-aJiant.

e Khung thdng tin (1) Description: Cho phép hién thj théng tin md ta chi
tiét Alert va RulelD:;
e Khung thong tin (2):
o Source event logs: Ghi lai Source event logs lién quan dén Alert
(néu co);
o Advance: Thdng tin nang cao lién quan dén Alert bao gdm: File,
Process, Host, Others, ...
3.3.5 Biéu dé diéu tra (Enhance Alert)
- Muc dich: Cho phép hién thi méi quan hé cta cac dbi twong trong Alert, xem
chi tiét cac dbi twong va hd tro diéu tra loang dwa trén tap cac sw kién thu thap duwoc
trong hé théng.
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o 2

€PUs ~

Network Interfaces ~

Default Gateway

1 — Khu vue hién thj biéu d6 va céac thao tac trén biéu dd
2 — Khu vee hién thj théng tin chi tiét cac déi dwong trén biéu dd
3.3.5.1  Khu viee hién thj biéu dé va cac thao tac trén biéu db

- Cho phép hién thj trwc quan cac dbi twong trong Alert phuc vu xem théng tin
va diéu tra;

- Mac dinh khi viva truy cap, biéu dé hién thj théng tin lién quan dén may géc
phét sinh Alert, cu thé nhw sau:

VCS

- Trong biéu d6 ludn c6 01 may dwoc cdm c& '~ dé danh dau may géc phat
sinh Alert, mac dinh tai méi may ludn di kém cac déi twong c6 quan hé truc tiép may
gbc trong vong 01 ngay ké ti thevi diém phat sinh Alert, danh sach cac déi twong bao
gdm:
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B Unknown [ Clean [ Suspicious [ Malicious

- Mbi dbi twong bao gdbm céac trang thai nhuw sau:
- Gilra cac dbi twong, hién thi méi quan hé bao gém:
+ Relationship: Méi quan hé dinh nghia theo cac sy kién phat sinh trong
vong 01 ngay tir thei diém phat sinh Alert (trong d6 tén méi quan hé nam phia trén

. . ABC
mi tén ndi lién 02 doi twong) >

+ Reference: Méi quan hé tham chiéu, la cac dbi twong khac ghi nhan duoc
trong sw kién chinh phat sinh ra dbi twong (dwoc thé hién b&i nét dit va khdng co
ténquan hécuthd) :

Vi du:
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© "
@ 10}
0 4
53]
©
(&)
(o)

Céc thao tac hd tro hién thj biéu d6 bao gém:

Thao

tac hé trorhién thj

Y nghia

Cho phép an/hién cac thdng tin trén biéu doé:

+ Reference: Khi chon, cho phép an/hién
théng tin tham chiéu bao gém mdi tén nét dut va dbéi

Hide reference twong tham chiéu tai tat ca cac dbi twong hién co trén
Hide relationship name b|éu d-(‘:j
+ Relationship name: Khi chon, cho phép
an/hién théng tin tén mbi quan hé phia trén tat ca céac
mi t&n nét lién hién co trén biéu do
Cho phép zoom in/zoom out biéu dé twong rng tai vi tri
@ dang tré chudt
Q Ngoai ra c6 thé lan chudt tai vi tri mudn zoom in/out dé

thao tac nhanh
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& Cho phép quay lai vi tri trung tam ctia biéu d& (may géc)
N Cho phép mé& réng man hinh tdi da dé xem biéu d6 va
o thao tac trén biéu d6

- Vi du mét biéu dé mac dinh nhw sau:

(@) (o)
®)
o g ©
@ ; o
O 5)
@ Vﬂfi

+ Trwdng hop tai méi loai ddi twong c6 nhiéu hon 01 dbi twong truwe thudc,
cac dbi twong sé dwoc tw ddng nhém lai.

+ Hover dé xem théng ké nhanh tai tirng nhém déi twong nhuw sau:

USER 42

= T day, muén diéu tra loang tiép cac dbi twong thwe hién cac buwédc nhu sau:

Bwédc 1:  Click chon nhéom ddi twong mudn xem, hién thj giao dién nhw sau:
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Objects in this group network X
Q se bject a
known (48) ean (125) Malicious (87) Viewe colume v

. ocsp. o 240.10028.3 N/A SYSTEM <

50.105.28.3 MA SYSTEM -

16.87.283 WA SYSTEM <

® Malicious 96.103.28.3 WA SYSTEM =

24094283 HJA SYSTEM b4

22481283 HJA SYSTEM =

® Mali 283 N SYSTEM <

1 8 N SYSTEM [

2888283 HJA SYSTEM =

crld digicert.com 80.105.28.3 WA SYSTEM <

+ Cho phép loc cac dbi twong trong nhom theo trang thai
S i s meces - hoZe tim kiém nhanh bang cach nhap nhap div liéu mudn tim

kiém trong tt ca cac treong;

+ Khi d& chon dwoc dbi twong phi hop, chon @ dé hién thi 01 dbi twong
lén biéu d6 hodc chon dé chon t6i da 20 déi twong 1&8n biéu dé;
Lwu y: Néu déi twong dwoc mé rdng 1a mét may tinh, mac dinh khi hién thj déi twong,
cling tw ddng hién thj cac déi twong cac quan hé truc tiép dén may tinh trong vong
01 ngay ké tir thoi diém phat sinh Alert

P @

[e) s 224.91.28.3

NETWORK "%, QUER! _/ 7
%y > s 3
NET CONNECT /@‘
\ )| F
A

ks
L=
Win7x64_Mayaol

Offline

ANM-CHUYENNT2

S )
main.exe @
240.100.28.3 ) SERVICE
£4 @
96.103.28.3 @
HOST
Lo ]
FILE
a
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Bwédc 2:  Sau khi da hién thj cac dbi twong can diéu tra trén biéu dd, cac thao
tac hé tro mé& réng/thu gon bao gém:

+ Tai may gbc/may tinh thwdng: Hb tro thu gon cac ddi twong vé trang thai
mac dinh khi hién thi may (Chi bao gdm cac dbi twong c6 quan hé truc tiép véi may,
méi loai dbi twong néu nhiéu hon 01 dbi twong, hién thi dang nhém) bang cach chon
chudt phai tai dbi twong, sau dé chon “Group child-level objects”;

1

Group child-level objects

. ANVinTx64

Unpin

il § —

+ Tai cac dbi twong khac: Hb tro thu gon bang cach nhém lai theo loai dbi
twong va loai quan hé véi cac déi twong clng cap bang cach chon chudt phai tai dbi
twong, sau do chon “Group same-level objects”;

A

0.9¢

Group same-level objects

Unpin

I

+ Tai dbi twong la tién trinh (process) cho phép mé rong dé diéu tra loang
bang cach chon chudt phai tai déi twong,

+ Trwdng hop khdng thé tiép tuc loang, hién thi:

Unpin

+ Trwdng hop cé thé loang, chon “Add more objects...”
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Show more object X
. Delete Value SetValue
Netwo
Q search objel
. Malicious (3) I
Registry 3 '
® Malicious N/A 127.00.1 1588 &a
® Malicious N/A 127.001 &a
® Malicious N/A 0.0.00 0 main.exe &a
Showing 1/1 result(s}

1 — Chon loai déi twong;

2 — Chon loai quan hé tir tién trinh t&i déi twong;

3 — Chon truc tiép dbi twong mubn hién thi. H6 tro tim kiém theo trang thai
doéc/sach cha dbi twong hodc tim kiém theo ndi dung cé tai cac trwdrng théng
tin ctia d6i twong.

+ Chon "™ @& lwa chon cac trwdng thdng tin hién thi hodc dung tinh
nang ° dé sap xép thdng tin trong danh sach

+ Khi da chon dwoc dbi twong phu hop, chon @ dé hién thj 01 déi twong
lén biéu dd hodc chon dé chon téi da 20 dbi twong Ién biéu dé;

+ Tai dbi twong la tién trinh (process), khi c6 cac dbi twong dang dwoc mé
réng cho phép thu gon lai bang cach chon chuét phai tai déi twong;
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Collapse all

Unipin

+ Mac dinh tai biéu d6, cac dbi twong tw ddng chay va gitr khodng cach v&i
nhau khi bj di chuyén. Trwdng hop dung chudt chon va kéo tha cac déi twong, sau
khi bé chudt dbi twong tw ddng dwoc Pin vao vi tri méi. D& hiy thao tac Pin, chon

T,
Unp

Add more objects...
Collapse all

Unpin

3.3.5.2 Khu vue hién thj thdng tin chi tiét

- Latinh nang bd sung cla biéu dé, cho phép hién thj théng tin chi tiét ctia cac
thanh phan trong biéu dé (bao gém céac dbi twong va méi quan hé trong biéu dd);
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Host detail x

General
HOST NAME WinTx64_MayaoHal Copy
HOST ID fe2a4ba0-b348-4a43-bd26-79995feb57e0
STATUS Offline

N/A
GROUP default

release

full_featurss

10.61.188.2

windows
FIRST PING 12/05/2021 16:02:02

26/05/2021 14:23:17

Plattorm v
CPUs ~
Network Interfaces v
Default Gateway v

1 — Nhém théng tin chung: Bao gébm céc thdng tin chung/théng tin dinh danh
cla dbi twong, mac dinh luén hién thi khi vira truy cap;

2 — Nhom théng tin chi tiét: Bao gébm céac théng tin chi tiét cta dbi twong,
dwoc phan thanh cac nhom théng tin khac nhau, mac dinh cac nhom théng
tin nay sé dwoc déng lai, chon ~ d& mé réng va hién thi nhém théng tin.

+ Thao tdc “°PY hé tro sao chép ndi dung trwdng théng tin

Lwu y: Mot sb trwdrng théng tin dinh danh déi twong cho phép link nhanh dé tra ctru
trong Event Search hoac Agent Management.
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Process detail X

General
1432
"""" main.exe

D5 1e0%2a44d44c2%ef8d6bfc3aT4f34b73

SHAZS 1941d3f261033344b22c5e9cf246e5683c17d450ac87d0afsf

3edT7a52f431bbé

PROCESS PATH C:\users\admin'desktop\taodataloang\main.exe

admin

J\main.exe

TEGRITY LEVEL HIGH

3.3.6 Cép nhat trang thai khéng nguy hiém hodc déng canh bao
cho 01/nhiéu Alert hodc nhém Alert

- Muc dich: Cho phép danh d4u Alert 1a khéng nguy hiém;

Bwéc 1:  Chon 01/nhiéu Alert muén danh d4u khdng nguy hiém:;

Bwéc 2: Chon dé cap nhat trang thai cta Alert:

Update status to:

False Positive w

Comment

Add to False Positive|

)

Cancel Update status
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Bwée 3:  Chon Update Status to “False Positive”;
Bwéc 4:  Nhap ly do danh dau khéng nguy hiém va:
e Chon “ Update status” d& xac nhan danh dau khéng nguy hiém cho
Alert;
e Chon “Cancel’ d& xac nhan hly thao tac danh dau khéng nguy hiém
cho Alert;

- Chon Update Status to “Close” dé dong Alert;

Bwéc 1:  Chon 01/nhiéu Alert mudn déng (Closed);

Bwéc 2: Chon dé cap nhat trang thai cua Alert:

Update status to:

Closed v

Comment

dong]

el

Cancel Update status

Bwée 3:  Chon Update Status to “Closed”;

Bwéc 4:  Nhap ly do dong Alert va:
e Chon “ Update status” d& xac nhan déng Alert;
e Chon “Cancel” dé& xac nhan hly thao tac déng Alert;
3.3.7 Tao IR flow ter 01/nhiéu Alert hodc nhém Alert

Bwéc 1:  Lwa chon 01/nhiéu Alert dé tao IRFLow va chon “Add to IR Flow”;
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4 regult

ted 2 alert e Update status 3 Add to IRFlow &, Exportdata  Clear selection

B severity Status Timestamp create Host name Scenario Object Rule id De Action
8 | Low 1 41 KT BJE Beh Dete ;|
9 | low 1 R2GBJE 8 o))

Bwéc 2: Nhap cac thong tin va tao IRFLow:

New IR Flow X

R Flow name

new_critical_IRFlow|

Assignee(s)

root Qv

Note (optional)

List of alerts

Alert ID Host name Action
20220606_18134_278220796_546256

20220606_18153_440049062_394732

Cancel Add to IR Flow

D liéu hién thj trong Combobox Assigned to bao goém:

+ User dang nhap thudc group root: Hién thij tat ca tén User trong hé théng;
+ User dang nhap thudc group default: Hién thij t&én User dang login;

+ User dang nhap thudc group cha: Hién thi tt c& tén User thudc group con
cua user dang login va user dang login;
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+ User dang nhap thudc group mét hodc nhiéu con: Hién thi tén User dang
login;

Bwéc 3:  Sau khi thém 1 ho&c nhiéu Alert vao ludng x& ly IR flow, c6 thé hoan
tac trong 10s:

+ D& hoan tac: chon “Cancel” trong 10 s;

+ Pé tao ngay IR flow va chuyén sang man hinh IR flow chon tén IR flow
vra tao: chon “Add to IR Flow”;

3.3.8  Thém 01/nhiéu Alert hodc nhém Alert vao IR fLow da c6

- Twong ty nhw 3.3.5 nhwng khéng chon “Add new IRFlow” ma chon IR flow
da co tir danh sach chon;

Q, [search IR Flow New IR Flow

na test
win7edr
winedr
asd1

5

ZXC

12123

P T L 0 I R T T 1 W I B e e (R I B L 0 W e W

- Heé théng hién thi popup Xac nhan thao tac thém 1 hodc nhiéu Alerts vao
lubng x& Iy IRFLow c6 sén trong hé théng:

Alerts added to IR Flow!

You can quickly investigate and response

to these alerts in the IR Flow “huyen_test”

Ignore Go to this IR Flow
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3.4 Man hinh IRFLow
3.4.1 Danh séach hién thi

- Muc dich: Cho phép hién thj danh sach IRFlow trong hé théng theo phan
quyén ngudi dung:

+ User dang nhap thudc group root: Hién thij tat ca IRFlow trong hé théng;

+ User dang nhap thudc group default: Hién thj tat ca IRFlow dwoc assign
cho user dang login;

+ User dang nhap thudc group cha: Hién thj tit ca IRFlow dwoc assign cho
user dang login va cac user thuéc group con twong rng;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thj tat ca IRFlow
dwgc assign cho user dang login;

3.4.2 Tim kiém IRFLow
- Muc dich: Cho phép tim kiém dwoc nhirng ban ghi IRFlow theo phan quyén
nguwdi dung dang nhap;
- Twong tw chirc nang tim kiém & man hinh Alert, man hinh IRFLow hé tro tim
kiém theo query nhu sau:

SN NN C I O O I I O N Ol g O]
O

aomin

Bwéc 1:  Nhap vao textbox Search cau query v&i format nhw sau:

<tén_trwong> <toan tir> “<value>" AND/OR <tén_tredng> <todn tir> “<value>".....
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Trong do:

+ <tén_ trwdng> la cac gia tri sau:

assignee: nguwoi dwoc phan cong xt&r ly Alert;

created_by: tai khoan tao IRFLow;

name: Tén cua IRFLow;

notation: lwu y ctia IRFlow;

status: trang thai cua IRFlow;
+ <toan_t(r> la cac gia trj sau:

e =:tim chinh xac gia tri la value;

I=: tim gia tri khac v&i value;

~: tim gia tri like v&i value;
e AND/OR: toan t&r két hop dé két hop 2 cau query.

Bwédc 2:  Chon khodng théi gian tim kiém bang cach click vao nit “Date & Time”
va chon khoang thei gian tiy y. Néu khdng chon méc dinh la Last 7 days;

Bwéce 3:  Click on “Search”

Ngoai ra hd tro’ tim kiém theo lich st tim kiém

®®

(o OO

BB OLH

W

- Pé vao xem thong tin chi tiét 1 IRFlow va thwc hién cac hanh dong diéu tra,
Xt ly ngudi dung chon “IRFLow Detail”:
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viettet ;
aliant =

ERCY

3.4.3 Cach tao IRFlow

Bwodc 1: Click vao “Create”;

3

= ©

testss . e oot oot 3

Bwéc 2:  Hé thdng hién thi Popup form Create New IRFlow, nhap théng tin hop
[cH

D liéu hién thj trong Combobox Assigned to:
+ User dang nhap thudc group root: Hién thj tit ca tén User trong hé théng;
+ User dang nhap thudc group default: Hién thi t&én User dang login;

+ User dang nhap thudc group cha: Hién thi tt c& tén User thudc group con
cua user dang login va user dang login;

+ User dang nhap thudéc group mét hodc nhiéu con: Hién thj tén User dang
login;
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Create New IR Flow X
R flow name
Assigned to
First note
Cancel
Bwéc 3:

+ Nguwdi ding chon nut “Create”, Hé théng ghi nhan IRFlow vira tao va hién
thi trén man hinh danh sach IRFlow;

+ Ngu®i dung chon nat “Cancel”’, Hé théng hdy thao tac thém méi IRFlow
vira tao va quay vé man hinh danh sach IRFlow;

3.4.4 Cac bwérc thuc hién trong IRFlow

- Sau khi tao IRFlow tlr cac Alert hoac dwa cac Alert vao IRFlow, nguw&i van
hanh sé vao trang IRFlow dé thuyc hién cac hanh dong sau:

+ Xem céac théng tin d& diéu tra: danh sach Alert, may tinh cé Alert, cac dbi
twong lién quan (file/registry/process);

+ C6 lap cac may phat sinh Alert: ¢d 1ap mang, co lap tién trinh;
+ Diéu tra va phat hién cac dbi twong lién quan dén Alert (artifacts);

+ Phan &ng: x& ly cac két qua da diéu tra. Vi du: kill tién trinh ma déc, x6a
file ma ddc, xoa cac registry do méa déc sinhra ...

+ Két thuc diéu tra: déng IRFlow, dirng c6 lap may, déng cac phién
ProcessAnalysis va LiveResponse;
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3.45 IRFLow — Detection

- Muc dich: Tab Detection cho phép hién thj cac déi twong lién quan dén Alert
nhu:

+ Danh sach may tinh co6 Alert;
+ Danh sach Alert;

+ Danh sach artifacts dwoc phéat hién trong qua trinh diéu tra (investigation);

o = ?ﬁﬁ
= containment JL, Investigation S Response
=i ) Y
Original detection
Agent
DESKTOP-HHN2B1Q
Alert
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Execution High
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Execution High
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Initial Access High
Additional detection
Avitfacts
07:25:05 14/01/2019 9DT6ET5CE1645C6BESE1 BBAG961CSDTSCEISATSL ci\Users\Test\Desktop\demo.exe WIN_EVENT_LOG plg3SWgBTySidpUVYI-d
07:25:05 14/01/2019 OD76E75C81645C6BESE1 8BA6061CSDT5CRISATS2 HKLM\SOFTWARE\Mic WIN_EVENT_LOG plgaswgBTygidpuv-d

- Céc dbi twong thudc phan “Original Detection”: la cac Alert (Alert) va may tinh
(Agent) ban dau khi IRFlow duoc tao;

- Codn cac dbi twong thudc phan “Additional Detection”: 1a cac Alert, may tinh,
artifacts dwoc thém vao & bwéc diéu tra (Investigation);

- Y nghia mét sé trwdng trén man hinh detection:

+ Time: thoi gian thém agent/artifact vao man hinh detection;

+ Object: dwdrng dan file/registry cua artifact;

+ From: ngudn phét sinh artifact (Event log hoac Process Analysis):;

+ Reference: ID clia event log hodc ID cta phién két ndi Process Analysis;
3.4.6 IRFlow — Containment

- Muc dich: Tab Containment cho phép thwc hién cd 1ap 1 hay nhiéu may tinh
c6 trong tab Detection hodc Suspend tién trinh thuéc Alert ndm trong IRFlow;
- Cac trang thai cia Containment:
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+ NOT APPLIED: chwa g Iénh xubng Agent;
+ APPLYING: dang gti I&nh xudng agent;
+ APPLIED: da gtri Iénh cbé lap thanh céng;
+ STOPPING: dang gwi Iénh dirng c6 lap;
+ STOPPED: da gwi Iénh dirng ¢b lap thanh céng;

Bwédce 1:  Iwa chon hinh thire diéu tra: ¢6 1ap mang hodc suspend tién trinh sau
doé chon “Next Step”;

viettel

aliant o e =0

View detail - chuyen
€ Backto R fow st

— 3 Close IR flow
Create
- e . e
Detecti = %, stigatio 55} nu
prep————— Cn

Lwu y: sau khi nhap Path/PID thi phai &n Enter dé Iwu lai ciu hinh. C6 thé suspend
cung lGc nhiéu tién trinh.

Bwéc 2:  chon danh sach Agent can cé lap va chon “Start” dé bat dau co lap:

© oo

Bwéc 3: Dé dirng viéc co lap click “Stop” hodc chon agent & “Agent apply list
va chuyén vé danh sach “Agent list”;

o Deploy to agent
0 Choase sgentis n st below and cick move right button 1 00d to apply agent st

[ Agentlist
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Trong trwd'ng hop ngwdi quan tri khéng chu déng dirng viéc cb lap trén Portal thi sau
thoi gian mac dinh (24h) thi Agent cling tw ddng g& co6 lap dudi Agent.
3.4.7 IRFLow - Investigation
3.4.7.1 Process Analysis

a. Xem thong tin process
- Muc dich: 1a qué trinh phan tich céc tién trinh trén may nguwéi dung cé trong
tab Detection theo thdi gian thwe nham tim kiém cac diu hiéu bat thuwong;

Bwéc 1: Chon agent dé két ndi, sau dé click “Start’. Danh sach Agent 1a cac
Agent trong IRFLow;

ubuntu (0E1CEES245C35DCDFTE3F217005ASSFLFLFSLASE)

Winll-EDR (7AA3EE324805 1495565513553 ABCFT4003FEALRA)
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Win11-EDR({7AAIEB3246D971499E65913553ABCF7A4003FEATBA)

Lwuy:

+ Thoi gian timeout tao két ndi la 60s. Hét 60s khong két ndi dwoc Agent thi
can két ndi lai;

+ Tai 1 thoi diém trong 1 IRFLow chi c6 thé tao 1 két ndi t&i Agent. Trong
trwdng hop co tai khodn khac dang két ndi véi Agent trong cung IRFLow thi sé thong
béo 16i:

DESKTOP-EGANUBR

CreateSession failed: another websockset connected

+ Tai thoi diém két ndi, néu Agent offline. Hé théng sé hién thj popup théng
bao Agent dang & trang thai Offline:
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Bwdc 2:  Click “Refresh” dé& 14y danh sach process méi nhat dudi Agent:

I Registry Normal ® Alert Refresh
(3]
N [=]
Bwéc 3:  Lwa chon process trong list process dé xem thdng tin chi tiét
Sliant =

View detail - IR_HuyenPK
’

Containment
»/ Containment
[ Investigation result

Q. Event Search

16:52 20/06/2022 00:01:35

WIN-0JSI63088NI

Chon agent va chon process;
2 — Hién thijthdng tin cay process, mac dinh hién thj 1 cap cha va 1 cép con.

Cho phép mé thém/thu nhé céac cép khi click vao process trong cay. Process
duwoc focus trong cay sé hién thj icon khac so v&i process khéng dwoc

1 —

focus;
Hién thj théng tin process dwoc focus trong cay bao gém thdng tin trén

3 —
cac tab: Process info, Modules (loaded dll), File handles, Key handles,

Thread List, Section handles, Network Connection;
Bwéc 4: D& lay thong tin méi nhét cla process, click icon Refresh trén méi tab
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C C)

2 C S 3
WIN-0JSI63088NI 16:52 20/06/2022 00:01:35 Running

PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE

JSEF SYSTEM
Microsoft Corporation

PRODUCTNAME Microsoft® Windows® Operating System

FILEVERSION 6.1.7600.16385
C:\Windows\System32\smss.exe

NDLINE \SystemRoot\System32\smss.exe
4
16742790895960690237a5143cedec8b
HA256 88f7b3db5d931389a737891e16d7069135959da03e%ecfffe609561837fa

264

Lwuy:

+ Khi chuyén tab con trong Investigation nhw Event Search, Tools,
Investigation Result thi phién két ndi véi Agent dwoc gite va khéng can két nébi lai;

+ Khi chuyén tab khac nhw Detection, Containment, Response hay Alert,
Setting.... Hodc F5, Logout... thi can phai tao lai két ndi véi Agent;

+ Phién két ndi Process Analysis trong IRFLow chi déng khi quan tri dong
IRFLow. Ttc la néu chwa dong IRFLow thi méi lan vao IRFLow va két ndi véi Agent
thi ID cla phién két ndi ko thay dbi;

b. Marking/Get artifact

- Chte ndng Marking artifact cho phép danh du cac artifact can theo déi. C6
thé marking céc di liéu sau:

+ Process Info: ProcessPath;

+ Loaded module: Path:;

=+

File Handle: Path;

+

Key Handle: Key path, Value;
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- Panh dAu théng tin trong Process:

Bwéc 1:  Chon 1 ban ghi bat ky va hover vao ban ghi d6. Thwc hién click vao nit
“Marking artifact”;

5 ® C)] =
WIN-0JSI63088NI 16:52 20/06/2022 00:06:57 Running
PROCESS INFORMATION LOADED MODULES FILE HAMDLE KEY HANDLE THREAD LIS
NAME PAT MD5 2
ME
SMss.exe \SysternRoot\...m32\smss.ex
ntdll.dll CAWindows\S....32\ntdll.dll ed60c¢95¢805dbae...|H ¢3 h

Bwéc 2:  Click vao nat “Accept”, cé thé chinh sira dwérng dan file khi click vao
icon “edit”

e
5 ] o =
WIN-0JS163088NI 16:52 20/06/2022 00:09:32 Running
PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIS
NAME PATH MD5 SHA256 COMPARY
i e e NAME
smss.exe B \SystemRoot\...m32\smss.ex [ 1]
ntdll.dll B CAWindows\S....32\ntdIl.dll |l ed60c95c805dbae...[H d35574d2cc42bde.. Microsoft Cd
P Marking artifact Cancel
ntdll.dll
C:\Windows\SYSTEM32\ntdlLdll

+ Trwdng hop chon ban ghi cé6 Agent chwa ton tai trong Detection sé& c6
thém check box Add Agent to IRFlow. Khi thiyrc hién Accept thi Agent twong *ng sé
dwoc add vao Detection.

- Sau khi marking thanh céng, hién thj thdng b&o. Click vao nat “View all
artifacts in Investigation Result” dé chuyén dén man hinh Investigation Result. Artifact
dwoc marking sé hién thj trén man hinh nay:
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) C) ® =
MACOS_BICHPT3 09:51 21/06/2022 00:02:43 Running
PROCESS INFORMATION LOADED MODULES FILE HANDLE E DLE THREAD LIS|
root
Marked artifact... View in investigation resu
00ad6b735d11f2220b014bfcc0253daf
271440ca9818992d11d7fe58e26{0515fcfafb7dd43¢35f 1eef3fbe53c66a9a5
Ss
1
| Detection .7 Containment @ B8 Response
183 Process analysis Q event Search 7 Tools
Marked artifact
v
Got artifact a
Software\Microsoft\SystemCertificates\Root\Certificates has been added or deleted by [11 2
Tools result 2

- Chtrc nang Get Artifact cho phép 14y théng tin file/registry dwéi Agent phuc
vu cho viéc diéu tra;

- Chon 1 ban ghi va hover vao ban ghi dé. Click nat “Get artifact” > Lwa chon
loai artifact (File/Registry) > Click “Accept’. Sau do kiém tra két qua thwc hién Get
artifact trén man hinh Investigation Result;

= MACOS_BICHPT3 09:59 21/06/2022 "~ Running
PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIST SECT
root
PROCESSPATH fsbinflaunchd

/sbin/launchd @

00adeb735d11f2220b014bfec0253daf
271440ca%818992d11d7fe58e26051 5fcfafb7dd43c35f1 eef3fbe53ch6ad%as
8s
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= MACOS_BICHPT3 " 09:5021/06/2022 = 000156 = Running

PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIST SECT]|
I§ root
PROCESSPATH IE /sbin/launchd

1B /sbin/launchd

I8 00adeb735d11f2220b014bfec0253daf

& 271440ca9818992d11d7fe58e26f0515fcfafb7dd43c35f1 eef3fbc53c66a9as5
IE Ss

FID 1

Get artifact Cancel

/sbin/launchd FILE

3.4.7.2 Event Search

- Day la qua trinh tim kiém céac dbi twong dwa vao event logs. Khac véi cac tab
khac trong IRFLow chi hién thj théng tin cac Agent dwoc add vao IRFLow thi & tab
nay hién thi toan bo event cua tat cd Agent trong hé théng.

a. Tim kiém Event

Bwéc 3:  Nhap vao textbox Search cau query v&i format nhw sau:

<tén_trwong> <toan tir> “<value>" AND/OR <tén_tredng> <todn tir> “<value>".....

Trong do:
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+ <tén_trwdng> la cac gia tri sau:
e AgentID: ID cua agent;
e EventID: ID cua event;
e Computer: Tén clia computer;
e LogType: Loai log;
e Channel: Channel cla event;

+ <toan_tkr> la cac gia tri sau:
e =:tim chinh x4c gia trj la value;
e !=:1tim gia tri khac v&i value;
e ~:tim gia tri like v&i value;
e AND/OR: toan tir két hop dé két hop 2 cau query;

Bwéc 4:  Chon khoang thei gian tim kiém bang céch click vao nit “Date & Time”
va chon théi gian tuy y. Néu khdng chon théi gian thi hé thédng chon mac dinh
la Last 7 days;

Bwéce 5:  Click on Search:

+ Trwdng hop khdng cé két qua phi hop, hé théng sé hién thj théng bao:
No data;

+ Trwdng hop cé két qué phu hop, hé théng hién thi mac dinh 50 ban ghi
theo th& tw gidm dan theo th&i gian v&i 5 cot hién thi mdc dinh bao gdm: AgentID,
EventID, Computer, LogType, Channel;

b. X&' ly Event

- Muc dich: H6 tro ngwéi ding thao tac va xi ly cac Event;
- Marking artifact: Panh d4u artifact
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Bwéc 1:  Chon 1 ban ghi bt ky va hover vao ban ghi dé. Thwc hién click vao nit
“Marking artifact”. Trén man hinh sé& hién thi popup nhw sau:

200062022 170404

Bwéc 2: Chon 1 hodc nhiéu path thwc hién danh diu Artifact:

Marking Artifact(S)

Cancel = Add Agent To IR Flo

+ Chon nut “Accept” d& xac nhan yéu cau danh dau Artifact;

+ Chon nut “Cancel” dé xac nhan hiy bé yéu cau danh dau Artifact;

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 67
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

- Get artifact: thuc hién get file/registry dwei Agent 1&n server dé phuc vu cho
qua trinh diéu tra;

Bwéc 1:  Chon 1 ban ghi bat ky va hover vao ban ghi d6. Thwc hién click vao nit
“Get artifact” Trén man hinh sé& hién thj popup nhw sau:

Bwéc 2:  Chon artifact sau d6 chon loai artifact (File/Registry) va click “Accept”

- Khi marking artifact thanh céng man hinh sé hién thi thdng béo. Click vao
“View in investigation result” & chuyén d&n man hinh Investigation Result. Két qua
cla viéc Get artifact sé hién thj trén tab nay:

c. Deploy Tools

- Muc dich: 14 qua trinh day tool xuéng dwéi Agent lay théng tin dé diéu tra.
Thong tin mét sb tool c6 s&n trén hé thdng:

+ V&iagent Windows:

e Listdlls: 4y thdng tin cac processs va dll dang dwoc load Ién;

e Autorunsc: lay théng tin cac tién trinh, dich vu kh&i déng cting hé théng;
+ V&iagent Linux:

e ListService: ldy danh sach service dwdi may agent;

+ Ludng thyc hién chire nang nay nhw sau: Thue hién lwa chon tool > Chon
agent > click “Deploy tools”;
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- P& Iya chon tool thich hop c6 2 cach sau:

+ Céach 1: Click vao textbox search tool > click tool can deploy > click
“Choose tool”:

+ Cach 2: Click vao textbox search tool > click “See all tools” => hién ra man
hinh danh sach tool day du >Tim kiém va lwa chon tool can deploy > click “Add tool’;
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52 Process snalysis

D Add toc! @ Mutti select agents onling
Tools Agent|
11
| Q, |Type to search toc! Add Tool
€ wiNDOWS

Bichpt3_Hello.exe

B Wl outputhello | Hashe el 650cled81 sbdatbibbb20able:

W_get_services_x54 bat

0]

What | Hash eealdaeTIffa5eSeedetidTETEE=064381 5.

£ Lnux

linux_sleep_5s.sh

o) AR - a0
O Viruxscript | Hashe 193483570 3 eafdb 1 c5de 44 372060

phula_tool_test.sh

B 41234 | Hashe 392436691201 39c 12286 25hb0308a 1 1a..
ngocanh_testtool.sh

Bl 1.1 | Hersh: Gaff1115iche] 22300 | MlasceS002fb22sd.
linux_elf_with_param

Bl et | Hash: bOSh 70464656161 D275506 adet dec2991
hbc_tool_ls sh

Bl w1 | Hash: ehfdecta1 5200465985421 0180065720f5009...
Dbgview.exe

B w1 | Hash: T7aB060616201 BAed5Tidbe 341430507 Dbd__
Bichpt3_Hello (1).exe

& Wioal windows | Hash: e01653c0ed81 shdabdbbbdOehle.

A Mmacos

phula_tool_test_macos.sh

W1G@3 | Haskr Wifabbbbea 1 bET7 901 32554005 270002

=

+ Sau bwéc tim kiém tool thwe hién chon agent va click “Deploy tools”
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B Process anal tysis Q EventSearch R
° ) el : WIN-0JSI630BBN Y [u] ! ‘
+ Sau khi deploy tool thi xem két qua & tab Investigation Result, tab Tools

d. Investigation result

- Pay la man hinh hién thj thdng tin két qua Deploy tool, Marking/Get Artifact &
3 tab: Process Analysis, Event search, Tools:

+ Tab “Got Artifact”: két qua thwc hién Iénh Get Artifact;
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+ Tab “Tool Results”: két qua thwc hién [énh Deploy tools;
+ Tab “Marked Artifact”: cac artifact da marking;

- Trong tab “Got Artifact” va “Tool Results”, c6 thé thwc hién cac hanh dong
sau:

+ Xem néidung chi tiét cla artifact da 14y hoac két qua chay tool dwéi agent.
Néu di¥ liéu 1a text thi cé thé xem truc tiép trén giao dién, néu di lidu Ia file thwc thi
(.exe) thi can download v& may local dé kiém tra;

+ Download artifact hodc két qua chay tool. C6 2 cach Download: click icon
“‘Download” trén giao dién hoac click icon “Detail” > click icon “Download” trén man
hinh nay;

Q Event Ssarch [ Tools

- Trong Tab Marked artifact, Iwva chon artifact dé thém vao man hinh Detection,
Chon 1 artifact va click “Add to detection”:

- Chon nhiéu artifact va click “Add to detection”:
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HKLM\Syster

View gl artifacts in Detection phase]
jed 1o IRF v

F v

F v

v

ware\Microsoft\SystemCertificates\Root\Certificates has been added or deleted by [11092) 2 x

- Sau khi add thanh céng sé hién théng bao thanh cdng, click vao “View all
artifacts in Detection phase” chuyén dén man hinh Detection. C4c artifact dwoc thém
vao muc Additional detection trén man hinh Detection:

T

= L=l 25 Resp
) &
Original detection
agent
WIN-QUSI630BSNI MACOS_BICHPT3
Aitcts
20/06/2022 16:28:14 BSBESSEC5ICTEABFCERCFC 1821 AFASZIFTITCO39 C:\Program Files\Ajiant\propre\VESProPre exe PROCESS_ANALYSIS SBSBIADD
‘Additional detection
Mert
08/06/2022 163755 TENANT ade.com MACOS BICHPT3 <sgan class-"severty-em high >Highe/span> x @
Aitacts
20 Cw EVENT_LOG
e c EVENT 106

3.4.8 IRFlow — Response
3.4.8.1 Live Response
- Chtrc nang Live response cung cap kha ndng xr ly mét tap cac command tir

xa theo phién lam viéc nham cho biét cac thdng tin hoac x& Iy yéu cau trén host;
- Cac budce thye hién chire nang Live Response trong IRFlow:

Bwéce 1:  Click tab “IRFlow”;
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Bwéc 2:  Click dup vao 1 ban ghitrong danh sach cac ban ghi (lwu y: Chon ding
ban ghi IRFlow ma c6 chira Agent can thwc hién Live Response);

ettet .
aJiant =

IR Flow management o

Bwéc 3:  Click tab con Response:

Bwédc 4: Chon Agent va khodng thei gian can thwe hién (5 phat/ 15 phat/ 1 gioy/
3 gi®) Live Response va badm nut “Start Live Response”;

- Danh sach Agent hién thi trong combobox la tAt c& cac Agent hién thij trong
tab Detection;

- Sau d6, ngu®i ding can chd 1 phat dé hé théng thwe hién két ndi téi agent,
trang thai hé théng 1a “connecting”;
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Bwéc 5:  Khikét ndi thanh cong, hé thdng hién thi 1 ban ghi bén Remote session
list va man hinh console c6 théng tin ctia két ndi va hién thi trang thai “running”.

Agent ID: 1B0AS6FDSSEDDAC2CEDSSTDDFDB7IAEFSO40FCCC

= DESKTOP-R2GBJEF 10:59:35 21/06/2022

(Remote Session List: hién thj danh sach cac phién live response da dwoc thye hién
cua IRFlow)

Lwu y: Mbi agent tai mot thdi diém chi ¢6 1 phién Live response lam viéc.

- Nguoi dung c6 thé thue hién cac 1énh tai man hinh console nhw sau:
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STT | Céac lénh Tham sé M6 ta

Thay déi thw muc lam viéc hién
cd <dirpath> y corthtr my i i

1 |cd tai

cd.. hodc cd .. Chuyén vé thw muc cha

In thw muc hién th&i dang lam
Viéc

dir [drive:][path][filename]
/A[[:]attributes]]
/O[[:]sortorder]]
IT[[:]timefield]] [/L] [/Q] [/R]
IS] [/X]

—

Liét ké cac file/ cac thw muc con
trong thw muc hién thoi

— o

/A:[-] attributes  Displays files
with specified attributes.

Attributes:

D Directories

3 | dir R Read-only files

H Hidden files

A Files ready for archiving
S System files

L Reparse Points

/L Lower-case filename

/O:[-]sortorder  List by files in
sorted order.

sortorder
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STT

Céc lénh

Tham sé

N By name (alphabetic)
S By size (smallest first)
E By extension (alphabetic)
D By date/time (oldest first)
G Group directories first
- Prefix to reverse order

Ex: dir /O:N;

[T:timefield Choose which
time field displayed

timefield

C Creation

M MFT Creation

A Last Access

W Last Written

Vi duy: dir /T:A

- Prefix to exclude attribute

Vi du: dir /A:D-AH

/Q Display the owner of the
file.

Vi du: dir /Q

/IR Display alternate data
streams of the file.

Vi du: dir /IR
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STT

Céc lénh

Tham sé

IS Displays files in specified

directory and all

subdirectories.

Vi du: dir /S

/X This displays the short
names generated for
8dot3 file names.

Vi du: dir /X

non-

delete —file <path>
vi du:

delete -file

path.exe"

"c:\temp\run

Xo6a 1 file

delete

delete -folder <folderpath>
vi du:

delete -folder temp\axvers

Xo6a 1 thuy muc

delete —all <folderpath>
vi du:

delete —all c:\\temp

X6a tat ca cac file/ thw muc con
trong thw muc (nhwng khdéng
xba thu muc)

myv

<SourcePath>  <DestPath>
move (rename) file / folder

Vi du
"c:\temp\clean.exe"
"c:\temp\evil.exe"

example: mv

Cho phép di chuyén file/ folder
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STT

Céc lénh

Tham sé

MO ta

viewfile

<filepath><sizeinbytes>

Hién thi dir liéu trong file (gi&i
han kich thwéc file)

Hash

hash <type: md5 | shal |
sha256> <filepath> -f get file
hash

vi du:
example: hash md5

c:\test\run.exe

Cho phép ma hoa file tbi da 1MB
Option -f d& budc mé& tép khi tép

dang dwgc mé bédi mét quy trinh
khac

dump

Cho phép dump tién trinh. Néu
ban bé qua dwdng dan tép két
xuat, n6 sé mac dinh 1A
<processname> _ <datetime>
.dmp

-process -pid <ProcessID>
[-f <DestPath>]
dump process by process id

Vi du:
dump -process -pid 452 -f
"C:\Users\Evil_dumped.dmp"

Dump process b&i Process id

-process -name
<ProcessName> [-f
<DestPath>] dump

process by process name

Vi du: dump -process -name
Evil.exe -f
"C:\Users\Evil_dumped.dmp"

Dump process béi Process

name
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STT | Céac lénh Tham sé M6 ta
-process -path
<ProcessPath> [-f
<DestPath>] dump
process by process path Dump process b&i Process Path
Vi duy: dump -process -path
"C:\Users\Evil.exe" -f
"C:\Users\Evil_dumped.dmp"
9 | get <filepath> Upload 1 file ttr host I1én server
10 | put <url><folderpath> Download 1 file t&¢i may host
<dir name>
11 | mkdir Tao 1 thw muc
Céc lénh lién quan dén Registry
query <keyname> -V
<valuename>
vi du: £ e pom R
Truy van dir liéu value cua 1 key
reg-query
"HKLM\Software\abc xyz" -v
12 | reg "run path"
guery <keyname> -s
vi du: Truy van tat ca cac subkey va
reg-query value va data
"HKLM\Software\abc xyz" -s
add <keyname> Thém 1 key
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STT

Céc lénh

O

Tham s

vi du:

reg-add "HKLM\software\abc
xyz"

add <keyname>
<valuename> -t <type>
<data>

-V
-d

vi du:

reg-add "HKLM\software\abc
xyz" -v "run path" -t REG_SZ -
d "c:\temp\bin.exe"

Thém 1 value

delete <keyname>
vi du:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

Xba 1 key va tat ca cac subkey
va value

delete <keyname> Y

<valuename>

X6a 1 gia tri cua key

import <filename>

Import 1 file .reg

export <keyname> <filename>

Export 1 file .reg

13

process

C4c 1énh lién quan dén process

-t <processid>

Tat 1 tién trinh dang chay theo
ID tién trinh
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STT | Céac lénh Tham sé M6 ta
-s <processid> Tam dwrng 1 tién trinh
. Hbi phuc lai 1 tién trinh da bj tam
-r <processid> . o
dirng trude do
| Liét ké toan bd cac process cua
-l -a £ > s
tat ca cac user
-| -u <username> Liét ké cac process cua 1 user
Céc lénh lién quan dén service
query Liét ké cac service dang chay
trén may host
-start <servicename> Start 1 service
14 | service -stop <servicename> Stop 1 service
-uninstall <service_name> | . .. _
_ ) GOo cai dat service
uninstall service
-listdrivers list drivers
on host, example: service - | List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
15 | user
-sid<username> Lay sid cua username
L ctexts < N H& tro tim kiém theo t& hodc
re - e aram . oz . o
16 | grep drep P chuoi tr két qua dau ra dwoc
<command> R .
theo Iénh command truyén vao
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STT | Céac lénh Tham sé M6 ta
17 |cls X6a man hinh console
18 | help Lénh help
19 | Clear Lam sach console
20 | Close Pdng session
+ Ubuntu: Thwe hién cac cau lénh sau:
STT | Céac Iénh Tham sé M6 ta
. Thay dbi thw muc lam viéc hién
cd <dirpath> _ y qotihemy i i
1 |cd tai
cd.. hoac cd .. Chuyén vé thw muc cha
In thw muc hién th&i dang lam
2 | pwd a
Viéc
3 | dir dir list file / subfolder in current | Liét ké cac file/ cac thw muc con
folder trong thw muc hién théi
delete —file <path>
vi du: , .
Xo6a 1 file
delete -file “c:\temp\run
4 | delete path.exe”
delete -folder <folderpath>
vi du: Xoéa 1 thu muc
delete -folder temp\axvers
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STT | Céac lénh Tham sé M6 ta
delete —all <folderpath> Xoba tt ca céc file/ thy muc con
vi dy: trong thw muc (nhwng khéng
delete —all c:\temp x6a thu myc)
<SourcePath>  <DestPath>
move (rename) file / folder
5 | mv Vi du: example: mv | Cho phép di chuyén file/ folder

"c:\temp\clean.exe"
"c:\temp\evil.exe"

Hién thi dir liéu trong file (gioi

6 | viewfile <filepath><sizeinbytes>
P % han kich thuoc file)

hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma hoa file téi da 1MB
hash

2 | Hash Option -f @& budc mé& tép khi tép
vi du: | dang dwgc mdé b&i mét quy trinh
example: hash md5 | khac

c:\test\run.exe

8 |get <filepath> Upload 1 file tr host IEén server

9 | put <url><folderpath> Download 1 file t&i may host
<dir name>

10 | mkdir Tao 1 thw muc

Céc lénh lién quan dén process

11 | process Tat 1 tién trinh dang chay theo

-t <processid> VR
ID tién trinh
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STT | Céac lénh Tham sé M6 ta
-s <processid> Tam dwrng 1 tién trinh
. Hbi phuc lai 1 tién trinh da bj tam
-r <processid> . o
dirng trude do
| Liét ké toan bd cac process cua
-l-a J4 > 2
tat ca cac user
-| -u <username> Liét ké cac process cua 1 user
-e -s <imagepath> -c <cmd>
execute a non GUI process as
system
Vi du: process -e -s /tmp/run
-e-u<username>
<imagepath> -c  <cmd>
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
-d <processid> -0
<imagepath> generate
core file of running program, vi
du: process -d 231 -0
Itmpl/core_file
12 | service Céc lénh lién quan dén service
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STT | Céac lénh Tham sé M6 ta
Liét ké cac service dang chay
-query N .
trén may host
-start <servicename> Start 1 service
-stop <servicename> Stop 1 service
-uninstall <service_name> e .
_ _ - G0& cai dat service
uninstall service
-listdrivers list drivers
on host, example: service - |List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
13 | user
-sid<username> Lay sid cua username
14 | help Lénh help
15 | Clear Lam sach console
+ MACOS:
STT | Céac Iénh Tham sé M6 ta
. Thay dbi thw muc lam viéc hién
cd <dirpath> _ y i i i
1 |cd tai
cd.. hodc cd .. Chuyén vé thw muc cha
In thw muc hién théi dang lam
2 | pwd ' . : g
viéc
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STT | Céac lénh Tham sé M6 ta
3 | dir dir list file / subfolder in current | Liét ké cac file/ cac thw muc con
folder trong thw muc hién thoi
delete —file <path>
vi du: , .
Xoba 1 file
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
4 | delete ., .
vi du: Xoda 1 thw muc
delete -folder temp\axvers
delete —all <folderpath> X6a tat ca cac file/ thw muc con
vi du: trong thv muc (nhwng khéng
delete —all c:\temp xoa thur muc)
<SourcePath>  <DestPath>
move (rename) file / folder
5 mv V|' du examp|e: mv ChO phép d| Chuyén f||8/ f0|del‘
"c:\temp\clean.exe"
"c:\temp\evil.exe"
Hién thi dir liéu trong file (gi&i
6 |viewfile | <filepath><sizeinbytes> thi dir lieu trong file (g
han kich thuwéec file)
Cho phép ma hoa file tbi da 1MB
hash <type: md5 | shal | _ o L L
7 | Hash sha256> <filepath> -f get file | OPUON -f de buoc mo tep khitep
hash dang dwoc mo b&i mot quy trinh
khac
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STT | Céc lénh Tham sé Mo ta
vi du:
example: hash md5
c:\test\run.exe
8 | get <filepath> Upload 1 file ttr host I1én server
9 | put <url><folderpath> Download 1 file t&i may host
<dir name>
10 | mkdir Tao 1 thw muc
Céc lénh lién quan dén process
. Tat 1 tién trinh dang chay theo
-t <processid> A
ID tién trinh
-S <processid> Tam dirng 1 tién trinh
11 | process Hbi phuc lai 1 tién trinh da bi tam

-r <processid>

dirng trwée do

-l -a

Liét ké toan bd cac process cua
tAt ca cAc user

-l -u <username>

Liét ké cac process cua 1 user

-e -S <imagepath> -c <cmd>
execute a non GUI process as
system

Vi du: process -e -s /tmp/run

-e-u<username>

<imagepath> -C <cmd>
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STT | Céac lénh Tham sé M6 ta
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
C4c 1&énh lién quan dén service
query Liét ké cac service dang chay
trén may host
-start <servicename> Start 1 service
12 | service -stop <servicename> Stop 1 service
-uninstall <service_name> | . .. _
_ _ G0& cai dat service
uninstall service
-listdrivers list drivers
on host, example: service - |List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
13 | user
-sid<username> Lay sid cua username
14 | help Lénh help
15 | Clear Lam sach console

- M6t sé Iwu y khi lam viéc v&i cac [énh trén man hinh console:
- Lénh get <filepath>:
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Vi du: get procexp.exe trong man hinh console thi két qua lay file vé dwoc hién thj &

man hinh Attachment Log & phia dw&i géc bén phai cia man hinh. Ngwoi dung dwoc
phép tai file vé trinh duyét hodc xda file da 13y vé server.

Remote session list Agent ID: 1B0AG6FDS6EDD4C2CE0S57TDDFDBTIAGFSOA0FCCC

10:59:35 21/06/2022

Bwéc 6:  Phién lam viéc cla Live Response két thac khi:

- Thoi gian cta phién hét hiéu lwc: Khi tredng “Duration” bang thdi gian voi
trwdng “Time To Live”;

Re o
L E

- Nguoi dung chd déng yéu cau déng két ndi bang 1énh “close”;
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Agent ID: 1BOA66FDS6EDDAC2CE0557DDFDB79AGFS040FCCC

DESKTOP-R2GBJEF

1121:33 21/06/2022

ITTLE_ENOIAN 64 - bit nusber
= -v "run path® -t 1 - “c:\tespibin.exe”
e <keynamer delete a key and sl subkey and o
reg -delete HKNS-1-5-21-3;
delete a value of a key
isport 3 .reg file
export a key

delete <keynames -v <valuensme>

terminate a proc
terminate a thread
wnload 11 from pr
1path is case =

feature may make p:

e -5 c:\windo
e -u Alex

service -listdrivers

Khi mat két ndi v&i agent, server thye hién ping/pong failed trén 3 1an;

viettel

aldiant

Agent ID: 33772001 DC10FM5300F 1560 3F 58A30DFBCS 374

Remote session list
Win1Ox6dbichptd 09:50:55 29/06/2022

48 UTC] Ping Agent timeout |
Ping Agent timecut !

) Ping Agent timeout |
Agent timsout 1

w Agent timeout |

58 UTC] Ping Agent timeo

81 UTC) Agent Discomected

Ngoai ra, nguwdi ding c6 thé click nat “+ Add New Remote” dé tao 1 phién live

response mai:
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Agent ID: 1BOAG6FDSGEDDAC2C60S57DDFDB79AGF 50401

DESKTOP-R2GBJEF

Add new remote session

3.4.8.2 Response Scenario

- Chtc nang Response scenario cung cp khad nang cai dat mét kich ban
Response va thyc hién phan (rng trén mét hodc nhiéu Agent;
- Cac budc thye hién chirec nang Response Scenario trong IRFlow:

Bwéc 1:  Click tab IRFlow:

viettel

aJiant =

IR Flow management @ cui

Bwéc 2:  Click duplicate vao 1 ban ghi trong danh sach cac ban ghi (lwu y: Chon
dung ban ghi IRFlow ma c6 chira Agent can thyc hién Response Scenario);

Lwu y: Dé thuc hién dwoc cac kich ban phan tng thi ngwdi quan tri phai add sén céac
Artifact & phan Detection nhw hinh dw&i:
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i o D comsmen Y mengacn 785 sespon

[ Tr— & Response scznario

Bwéce 3:  Click Response Tab >> Response Scenario:

View detail - IR_huyenpk1
o lst

€ Backto

e ™y Pt e
Detection L7 Containment “E°  Inwestigation 9 Response
=5 L, st B

Live response €} HResponse scenario

Contalnment integration

C:\Windowstexplorer exe

C:\Windows\System32\vm3dservice.exe

© e
Agent list Choose ONLINE sqem(z)inlst below snd cick »» button to add to apply agent ist Agent apply list Glick depley button o apply rue for agent it belew » Deploj

Bwéc 4:  Thuwce hién cac cau hinh chi tiét: Add action to Artifact

- Click nut CEEEEEEED 38 bat dAu thém artifacts vao kich ban phan ng;
- Danh sach Artifact hién thij tlr tab Detection:

Add artifacts to response

[ Artifacts from detection (4 B Artifacts added to response

C:\Windows\system32\SnippingTool.exe

» ‘
C:\Windows'\regedit.exe ‘—

C:\Users\nhandt4\AppData\Local\Temp\procexpfd.exe

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NatworkList\Profile
5\{4034A037-3505-4974-804E-T5BD40A5IC0A}\DateLastConnected

- Click nat |7 dé chuyén sang phan cac artifact trong kich ban phan &ng:
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Add artifacts to response

@ Artifacts from detection [ Artifacts added to response

C:\Windows\system32\SnippingTool.exe
C:\Windows\regedit.exe
C:\Users\nhandt4\AppData\Local\Temp\procexp64.exe

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profile
5\[4034A037-3505-4974-804E-75BD40AS9COA}\DateLastConnected

- Click “Save” dé Iwu lai danh sach Artifact da chon hodc “Cancel” d& hay bé
thao tac chon trén:

- Lwa chon Type cho céac Artifact. Hé théng hd tro gan tirng type va action cho
tirng Artifact hodc 1 type/action cho nhiéu Artifact. C6 3 type: File, Process, Registry.
Mbi Type lai c6 1 action riéng;

Add action to artifact e artiacts have same a . + Addartifa

Containment Integration

- Sau khi hoan tat phan gan Type va Action, Click dé Iwu va chuyén

sang buwéc tiép hodc Click * *«= == §& tiép tuc thém Artifact;

- Deploy to Agent: Danh sach Agent duoc Iy tr tab Detection;

- Tich chon Agent dang online trong List Agent ctia IRFlow dé thwc hién chuyén
sang List cac agent thyc hién kich ban phan rng;

Deploy to agent

() Agentlst(1

- Click .” d& chuyén sang List cac agent c6 thé deploy;
- Tich chon Agent d& Deploy;
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- Bam nat Deploy
- Sau khi bAm nut Deploy, c6 céac trang thai:
- Deploying:

-

- Successed

@ Deploy to agent

[ Agentapplylist ChckDe

- Click vao chi tiét dé xem két qua trién khai kich ban

x
Deploy result

Object

C:\Windows\system32\SnippingTool.exe

Type

Action

Result

PROCESS Terminate successed
C:\Windows\regedit.exe PROCESS Suspend Error: Incorrect function.
C\Users\nhandt4\AppData\Local\Temp\procexp6d.exe FILE Delete Error: The request is not supported.
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles\[4034A037-350... REGISTRY Delete successed

3.49 Close IRFLow

- Poéng IRFLow sau khi da diéu tra va x& ly xong;
- Pé thwc hién close IRFlow click “Close IRFlow” trén man hinh danh sach

IRFLow;
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viettel

aliant =

IR Flow management )

&0

[CEONCE

B ®

- Hoac click “Close IRFlow” trén timeline & bat c& pha nao trong IRFlow:
Detection, Containment, Investigation, Response;

View detail - IR_huyenpk1

{1

Detectio .7 Containment ¥ investigation

- Néu khi chon close IRFLow ma c6 cac tac vu chwa thyc hién xong nhuw:
Containment, Live Response, Response Scenario, Deploy tool... thi sé hién thong
bao hoéi nguwoi dung;

viettel : 0
alJiant & C
Iy

IR Flow management @ cuidelines
Last7 days ﬂ

ro0l_test root_test 3 0

root_test oot test 3 ©

3 0@

3 @

3 ©

Cannot close IR flow 3 0

1. ProcessAnalysis phase is pending

- Khi ngwdi dung chon Ok thi sé& déng tat ca cac két nbi téi Agent trong Irflow;

- Khi vao IRFLow da closed chi xem dwoc théng tin & 2 tab Detection va
Investigation Result, cac tab khac chirc ndng sé bj disable hodc khéng hién thj dir
lidu;
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viettel —
aliant o =

View detail - centosé &
€ ack o @ flow s

b
Crame

Close IR Flow

Detection t “GL investigation

Q i

2 peploytoagent

‘Agent list Choose ageni(s) in st below and click move right bufton o add to apply agent list Agent apply list

viettel

ajiant " =
View detail - centosé &
£ Backin Btlomlit
&
)
Create

Close IR Flow

Response

IRFlow is closed

Go 1o page Inv it ult 10 view data !
viettel .
ajiant " =
View detail - centosé &
€ ack o @ flow s
Clos 1R
Detect Containment t '31;' ?ﬁ*‘f Resp

Marked artifact

16/06/2022 14.25:35 CAWindows\System32\svehost exe A T

3.5 Man hinh Investigation

- Man hinh Investigation gbm mét sé tab nhé la Process Analysis, Event
Search, Deploy Tools. V& mat hoat déng thi 2 chirc ndng nay khéng khac nhiéu so
v&i trong IRFLow. C6 1 sb diém khac sé dwoc trinh bay cu thé dwdi day
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3.5.1 Investigation Process Analysis

- Muc dich: Chirc ndng cho phép ngudi dung tao két ndi va kiém tra hién trang
process dw¢i may nguwdi dung. Trong do:

viettel p
aliant &

Q|

DESKTOP-RZGBJEF

- Danh sach may ngu&i dung:

+ User dang nhap thudc group root: Hién thj tat cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thj tt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cd Agent thudc group cua
user dang login va group con twong ng;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thi tit cd Agent
thuéc group cua user dang login;

Bwéc 1:  Tim kiém va chon Agent két ndi (Lwu y dé ddm bao co thé két ndi, danh
séach chi hién thi cac may dang Online);
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Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

‘ v ‘

am |

* DESKTOP-R2GBJEF (1B0AG6FDSE

Chon 01 may va click nat “Connect” dé thwc hién két ndi (két ndi cé thé mat tbi da 60
giay)

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

‘ DESKTOP-R2GBJEF v ‘

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session

DESKTOP-R2GB.JEF v

Connecting to agent... (expire in 00:56)

l Cancel connection ]

Bwéc 2:  Xem danh sach tién trinh dang hoat déng tai may ngui dung
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viettet -
aliant @
& [=] o L]
DESKTOP-RZGEJEF 21/06/2022 11:45:40 00:00:18 chingesgent | | M Stop comect
Q  Refresh
022 11-45 Ml Shew columns
Name PID Action
explore

Trong do giao dién chia lam cac nhém théng tin:

1 — Nhom théng tin lién quan dén két nbi, bao gébm: May dang két ndi, thoi
gian tao két ndi, thoi lwong két ni tinh dén hién tai, trang tha két nbi

2 — Nhom thdng tin hd tro tim kiém/lam méi va loc dir liéu tai danh sach, bao
gdm céac thao tac:

: Cho phép tim kiém theo t&r khda ctia di¥ liéu dang hién thj trong tat ca cac trudng
trén danh sach;

<> Refresh 7 N s g~ gra % .~ . N ‘n N K N Y N
"= Cho phép 1am mai div liéu (van gilr lai cac didu kién tim kiém va diéu kién

loc dang st dung, chi lay di¥ li&u m&i nhat tr may ngwdi dung dé hién thi);
soeriessmese - Cho phép bat/tat viéc 14y thdng tin chir ky sé cho céac tién trinh. Trong
trwong hop bat ciu hinh nay, cho phép loc di liéu tién trinh theo chi ky sé:
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7 Filter by signature i}

Select all
Verified
Mot verified

Mot available

Cac trang thai chi ky sb sé& quy dinh mau cta ban ghi twong &ng

Q G Refresh
02211:5001 Show verified signature (T 7 Filter by signature  |I§}l Show columns
Name PID Path User name Command line Signature Action
svchost exe 3360 C:AWindows\System32\svchost exe test [ texe -k Microsoft Windows Publisher
svchost exe 3680 C\windows\Syster \svchost exe test C host exe -k CI oup P Microsoft Windows Publisher
SecurityHealthservice exe 6076 CAWindows\System32\SecurityHealthService exe SYSTEM C\Windows\System32\SecurityHealthSystray.exe’ Microsoft Windows Publisher
svchost exe 8084 CAwindows\Syster SYSTEM C\Windows\System32\svchost exe - netsvcs -p Microsoft Windows Publisher
xe SYSTEM C\Program Files\Ajiant\VESSVe. exe N/A
Manager exe ™ N/A
nMa 8628 oM SYSTEM N/A
11864 W\VESUpdater exe SYSTEM 'C\Program Files\Ajiant\VESUpdater. exe N/A
VESResponse exe 18852 C:\Program Files\Ajlant\response\VESResponse exe SYSTEM ‘CA\Program Files\Ajiant\response\VESResponse exe Viettel Group
Pre.exe 16604 C:\Program Files\Ajiant\prop SYSTEM 'C:\Program Files\Ajiant\propre\VESPro N/A
SecurityNotify.exe 7640 CAAProgram Files\Ajlant\propre\BLS\SecurityNotify.exe test ‘C:\Program Files\Ajiant\propre\BLS\SecurltyNotify.exe” ppid . Viettel Group
VESAutoScan.exe 16592 C:\Program Files\Ajiant\autoscan\VESAutoScan exe SYSTEM C:\Program Files\Ajiant\autoscan\VESAutoScan exe’ Viettel Group
VESCol 18304 CcoP Files\Ajiantico VESCollector exe SYSTEM C:\Program Files\Ajiant\collector\VESCollector exe N/A
svchost exe 2656 CAWindows\System32\svchost exe SYSTEM CAWindows\regedit exe’ Microsoft Windows Publisher
Trustedinstaller exe 3908 C:\Windows\System32\wermgr.exe SYSTEM C\Windows\system32\wermgr.exe -upload Microsoft Windows
Isass.exe 800 CAwindows\System32\Isass exe SYSTEM C\Windows\system32\Isass exe Microsoft Windows Publisher
fontdrvhost exe 940 CAWindows\System3z\fontdrvhost exe UMFDO fontdrvhost exe’ Microsoft Windows
@ Back totop

e Verified: Xanh — c6 chiy ky sé va con han;

e Not verified: Dd - khdng co6 chiy ky sb hodc chir ky hét han;

e N/A: Trédng — khong tim thay théng tin chir ky sé;

Show columns W

DY

: Cho phép diéu chinh trwérng hién thj trén danh séch tién trinh.

Trén danh sach ngoai treérng “Name” ludn hién thj cé dinh, cac trwdng con lai déu co
thé tly chon hién thi hoac khéng hién thi.
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<7 Filter by signature I8l show columns

Q

B Selectall

+ Name

PID

Path

User name
Command line
Signature

[0 Company name
(0 Product name
[ File version

(O Parent process path
O PPID

O MD5

[ SHA256

(0 Process env
O starttime

O Integrity level

(0 state

(O signature status

3 — Danh s4ch tién trinh, hién thj di liéu tién trinh hién tai trén may nguoi
ding v&i cac trudng théng tin da chon trong phan Show column.Tai méi
ban ghi, click dup dé xem chi tiét tién trinh;
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viettel 2 O
aldiant ®0
Process detail SO X
) =] '
ESKTOP-R2GBJE L Key handies
Q Q =
. ! Path Action
Name PID Path REGISTRY\USER\S-1-5-21-657600163-1 704432705-4217905726-1001 Classes\Local Settings\Software\Microsoft
w explorerexe 5048 Cawindows\explorer exe REGISTH e 170adszT05 42 . tn
SecurityHealthSystray.exe 7156 CAWindows\System32\SecurityHealthSystray exe RE 1 1704452205 % 1-Cleme
vmadservice.exe 5520 CAWindows\System32\vm3dservice.exe s
vmtoolsd.exe 5956 C:\Program Files\VMware\VMware Tools\vmtoolsd.exe e
OneDrive exe 7264 CAUsers\test\AppDataiLocal\Microsoft\OneDrive\OneDrive.ex e i N
mme.exe 6132 CAWindows\System32\mmc.exe
v cmd.exe 3212 Ci\Users\test\Desktop\New foldericmd exe
conhost exe 9252 CAWindows\System32\conhost exe
v Codeexe 11002 C:\Program Files\Microsoft VS Code\Code exe
Code.exe 3284 CAProgram Files\Microsoft VS Code\Code exe
w Codeexe 13300 C:\Program Files\Microsoft VS Code\Code exe REGISTRYAMACHINI FTWARI
Code.exe 9228 C/\Program Files\Microsoft VS Code\Code exe . MACH
Code.exe 5008 C:\Program Files\Microsoft VS Code\Code exe REGISTR
Code.exe 13328 C:\Program Files\Microsoft VS Code\Code exe
Code.exe 4895 C:\Program Files\Microsoft VS Code\Code exe
v chromeexe 8308 C:\Program Files (xB6)\Google\Chrome\Application\chrome,e3
chrome.exe 6664 C:\Program Files (x86)\Google\Chrome\Application\chrome.ex

Chi tiét tién trinh dwoc chia thanh cac tabs, véi méi tab, danh sach théng tin twong
trng dwoc hién thi.

Bwéce 3:  Marking artifact

Twong tw nhw chirc nang Process Analysis trong IRFlow & man hinh nay ciing cung
cép viéc danh dau céc artifact d& phuc vu cho viéc diéu tra;

Nguwdi ding cé thé chon tién trinh tr ngoai danh sach dé mark:

viettel p
aliant @
(] =] [ ] [ ]
£ E ! 11745 4 i Changeagent [l Stop connect
Q G Refresh

sty 1so0n Show verified signature. (0 7 Filter by signature ] Show columns
Name PID Path User name Command line signature Action
w explorerexe 5048 C:AMindows\explorer.exe test CAWindows\Explorer EXE Microsoft Windows Jma Q
SecurityHealthSystray exe 7156 CAMindows\System32\SecurityHealthSystray.exe test C:AWindows\System32\SecurityHealthSystray.exe’ Microsoft Windows Mal¥ artifact
vmidservice.exe 5520 C:AMiIndows\System32\vm3dservice.exe test C:AWIndows\System32\wm3dservice.exe” -u VMware, Inc.
vmtoolsd exe 5956 C:\Program Files\VMware\VMware Tools\vmtaolsd exe test CAProg £ exe”-nvm...VMware, Inc
OneDrive exe 7264 CA\Users\tesn\AppData\Local\Microsoft\OneDrive\OneDrive exe test CAUsers\testiAppData\L ocal\Microsoft\OneDrive\OneDrive 6. Microsoft Corporation
mme exe 6132 CWIndows\System3Z\mme exe test CAWIndows\sy; \mme. exe’ "C:\ Microsoft Windows
w cmdexe 212 CUsersitest\Deskiop\New foldericmd exe test C:AUsers\testiDesktop\New folder\cmd exe’ Microsoft Windows

Hoac mark cac déi twong kha nghi trong chi tiét tién trinh:
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Name PID
v explorerexe 5048
SecurityHealths, 7156
vm3dservice exe 5520
vmtoolsd.exe 5956
OneDrive exe 7264
mme.exe 6132

Path
C:AWindows\explorer exe

C:AWindows\Sy: curityHealthSystray exe

C:AWindows\System32\vm3dservice exe
CAProgram Files\VMware\VMware Tools\vmtoolsd exe
CAUsers\test\AppData\Local\Microsoft\OneDrive\OneDrive.ex

CAWindows\System32\mme.exe

Process detail

Key handles

RE R 0016317044 4 C a
REGISTRY\USEF 04432705-4; 6 _Cla
REGISTRY\N YSTE trolsel trohNI

REGISTRYAN SYSTEM\ControlSet trohNI "

©

Action

Vé&i mbi dbdi twong dwoc chon, lwa chon “Mark with edit” — danh d4u truc tiép

ndi dung hién tai.
danh dau

Hodc nguwdi dung cé thé chinh stra ndi

dung déi twong trwédc khi

viettel z
aliant ®
=) (-} ° L
: i Changeagent | Il
Q G Refresh
Last updated: -21/06/2022 11:50:01 \ow verified signature (@[ 7 Fitterby signature Il Show columns
Name PID Path User name Command line Signature Action
W explorerexe 5048 CAWindows\explorer exe test CAWindows\Explorer EXE Microsoft Windows Rla
SecurityHealthSystray.exe 7156 CAWIndows\System32\SecurityHealthSystray.exe test CAWIndows\Systemd
vm3dservice exe 5520 CAWindows\System32\vm3dservice exe test CAWindows\System3
2 Edtandmorkorufact (W] R
vmtoolsd exe 5956 CAAProgram Files\VMware\VMware Tools\vmtoolsd.exe test ram Files\VMy T
OneDrive exe 7264 CAUsers\test\AppData\LocalMi exe test s\test\AppDat -
mme.exe 6132 CAWindows\System32\mme.exe test indows\system3
w omd.exe CAUsers\test\Desktop\New folder\cmd exe test C\Users\test\Desktop\New folder\cmd exe Wicrosoft Windows
conhost exe c S 2\conhost exe test ne onhost exe Ox4 Microsoft Windows

- Sau khi danh déu, c6 thé xem lai danh sach bang cach click

Lwu y: NUt nay chi hién thi khi cé it nhat 01 artifact dwoc danh dau.

viettel

aliant

DESKTOP-RZGBJEF

Name
w explorer éxe
SecurityHealthSystray.exe
vmi3dsenvice exe
vmitoolsd exe
OneDrive. exe
mme exe
w cmd.exe
conhost.exe
w Codeere
Code.exe
¥ Codeexe

Code.exe

AgentID

w verified signature

7 Filter by signature

¢ |nare

rosoft Windows

rosoft Windows
Reference Action
ware, Inc.

ware, Inc.

fosoft Corporation
rosoft Windows
Fosoft Windows
Fosoft Windows
Fosoft Corporation
fosoft Corporation
rasoft Corporation

. ' , . rosoft Corporation

Change agent

I Stop connect

4 Refresh

11 show columns

Action

Bwodc 4:
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- Trén tab Marked artifact, click “Add to IRFLow” trén 1 ban ghi ho&c chon nhiéu

artifact & ché dd multi select va click “Add to IRFLow”:

Marked Artifacts X
1 result(s)
O Time Agent ID Object From Reference Action
O 27/06/2022 13:53:30 1BOAG66FD56EDD4C2CED557DDFDB79ABF5040FCCC  C:\Windows\System32\smss.exe PROCESS_ANALY.. 0465D157 o X
{jﬁdd to IR Flow
Marked Artifacts X
2 result(s)
Selected 2 artifact(s) 3 Add to IR Flow
Time © @ Agent ID Object From Reference Action
27/06/2022 13:53:30 1BOAG6FDS6EDDAC2C6D557DDFDBT9A6F5040FCCC  CA\Windows\System32\smss.exe PROCESS_ANALY... 0465D157
27/06/2022 13:56:04 1BOAGSFDS6EDDAC2C6D557DDFDB79AGF5040FCCC  C:\Windows\System32\csrss.exe PROCESS_ANALY... 0465D157

Lwa chon IRFlow da tao sén hodc tao m&i IRFLow:

MNew IR Flow

Q

huyen_t
IR_huyenpk1
IR_INVO1

4 — Danh sach IRFlow d3 tao san:
+ User dang nhap thudc group root: Hién thij tat ca IRFlow trong hé théng;

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 105
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

+ User dang nhap thudc group default: Hién thij tit ca IRFlow dwoc assign
cho user dang login;

+ User dang nhap thudc group cha: Hién thj tat ca IRFlow dwoc assign cho
user dang login va cac user thuéc group con twong ng;

+ User dang nhap thudéc group mét hoac nhiéu con: Hién thi tit cd IRFlow
dwoc assign cho user dang login;

Add to IR Flow b4

R Flow name huyen_test
root_test
List of artifacts

CAWindows\System32\csrss.exe

CAWindows\System32\smss.exe

- Danh sach assigned to khi tao m¢i 1 IRFlow:

+ User dang nhap thudc group root: Hién thj tat ca tén User trong hé théng;
+ User dang nhap thudc group default: Hién thij t&én User dang login;

+ User dang nhap thudc group cha: Hién thi tt c& tén User thudc group con
cua user dang login va user dang login;

+ User d&ng nhap thudc group mét hodc nhiéu con: Hién thj tén User dang
login;

- Néu chon d& add vao 1 IRFlow da tén tai thi khi chuyén dén man hinh
Detection artifact d6 sé& dwoc thém vao phan Additional detection;

- Néu chon dé add vao 1 IRFlow méi thi khi chuyén dén man hinh Detection
artifact d6 s& dwoc thém vao phan Original detection;
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View detail - huyen_test

Lwu y: D@ liéu artifacts sé& khdng bi mat di néu chuyén két ni dén cac may khac nhau
ho&c khi may hién tai mat két ndi, treng hop ngudi dung tai lai trang hoac diéu
hwdng dén trang khac, hé théng yéu cau xac nhan:

Reload site?

Changes you made may not be saved,

3.5.2 Investigation_Event Search
3.5.2.1 Timkiém Event
- Chirc nang nay twong tw trong Event Search cua IRFLow:

Bwéc 1:  Nhap cau query >Chon khoang th&i gian > Click nat “Search”:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 107
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

et
Jiant

BEEEEEEEEEEEEREEEEREEEE

Bwéc 2: Thém cac trwdrng tim kiém vao cau query véi truéng Popular va Others
bang cach chon queries “=” hoac “#’ tai Add to search:

3.5.2.2 Highlight
- Muc dich: Cho phép thém 01 hoadc nhiéu highlight dé ra soat déng thoi tai
mét thoi diém (khdng gi¢i han sb lwong tdi da), khi thuc hién search hoéc sort thi moi
highlight da tao sé bj clear;
- Cac buwdc thy hién:
Bwéc 1:  ND chon Investigation >> Chon tab Event search;

Bwéc 2:  Man hinh hién thi danh sach event, Chon nut “Find and highlight”, HT
hién thj poup Find in table;

Bwéc 3:  Nhap vao tr khéa danh dau, lwa chon mau danh dau va xac nhan thao
tac:

- Chon nut “Add highlight”, dé xac nhan tir khoa danh dau;
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- Chon nut “Cancel”, d& hay thao tac danh dau tr khoa tim kiém:;

Last 15 minutes 5] m Show graph
@ 27/06/2022 14:43:38 - 27/06/2022 145638 @ Find and highiight More

z z z z
5 5 5 3

z z z =z z z z =z
5355 FF R

1
1
1
1
1
1
1
1
m.. N/A 1
1
1
1
1
1
1
1
1
1

3.5.2.3 Need help
- Muc dich: tra théng tin event, y nghia trwdng;
- Cac buéc thuwe hién:
Bwéc 1:  ND chon Investigation >> Chon tab Event search;
Bwéc 2: Tai man hinh Event Search, chon “More”;

Bwéc 3:  HT hién thj danh sach céc thao tac: Show columns, Wrapt text, Export,
Need help, Chon “Need help?”;

Bwéc 4:  HT hién thj popup Help with Event Search, cho phép tra ctru thong tin,
y nghia cac trwdng trong Event Search.
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Help with Event Search X
About events About ields
How 1o use event_id for investigation?

Q) [search by Event ID or description

Event ID: 0
NiA

EventID: 1
New process has been created

Event ID: 2
Process changed a file creation time

Event ID: 3
Process created TCP/UDP connections an the machine

EventiD: 4
Sysmon service state changed

Event ID: 5
Process terminated

Event ID: 6
Driver loaded on the system

Event ID: 7
Image loaded n a specific process

Event ID: 8
Process created a thread in another process.

Event ID: 9
Process opened for raw readwrite access of the disks and volumes

Event 1D 10
Process opened another process with special desired acceu

3.5.2.4 Wrapt text

- Muc dich: C6 thé hién thj toan bo di¥ liéu hodc thu gon lai di liéu khi click vao
nut “wrap text”;
- Cac buoc thuwe hién:

Bwéc 1: Tai man hinh Event Search, chon “More”;

Bwéc 2:  HT hién thj danh sach cac thao tac: Show columns, Wrapt text, Export,
Need help, Chon “Wrapt text?”;

Bwéc 3:  HT thay dbi thong tin hién thi toan bd di liéu ho&c thu gon lai di liéu
khi click vao nat “Wrap text”;
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Last 15 minutes show graph

Find and highlight. Mare

3.5.2.5 Export Data

- Muc dich: Cho phép tai xuéng di¥ liéu lién quan dén Event trong hé thdng
- Cac buwdc thwe hién:

Bwéc 1: Tai man hinh Event Search, chon “More”;

Bwéc 2:  HT hién thi danh sach cac thao tac: Show columns, Wrapt text, Export,
Need help, Chon “Export”

Bwéc 3:  HT hién thi Popup loc thdng tin Data Event, Chon cac tham sé loc theo
diéu kién c6 san trong hé thédng: Chon céac trwdng théng tin, Dinh dang file
export, S& dong va xac nhan thao tac;

- Chon nut “Export”, d& xac nhan thao tac tai Data Event;
- Chon nut “Cancel”, dé huy thao tac;
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Export data X
Choose fields to export Selected fields File type
csv JSON
Q Source process path °

Time stamp
virtual account

User logon hours
File signature expried

Process id
Net extra data
Task content
Net extradata length [+)
src
Authentication package name
Dns query status
User home directory

Severity

Add all fields Clear all selection

Number of rows to export

Type the number of rows you want to export. The
number of rows exceeding 200000 can affect
system performance, and it may take a while to
complete your export

200000

3.5.3 Note

- Muc dich: Hién thj & tat ca cac man hinh, khi di chuyén d&n cac man hinh thi
ndi dung khang thay ddi, co thé di chuyén duwoc nat “Note”;

- Cac buwdc thwe hién:

Bwée 1:  Tai man hinh Event Search, chon icon E;

Bwdc 2:  HT hién thj note & tAt ca cAc man hinh, khi di chuyén dén cac man hinh
thi ndi dung khéng thay dbi, cé thé di chuyén dwoc nat “Note”.

viettel

aliant

@ Find and highlight. More
X
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3.5.3.1 Xuwly Event

- Marking artifact: Banh dau artifact;

Event id Time stamp File path Target process path File signature Source process path

Bwéc 1:  Chon 1 ban ghi bat ky va hover vao ban ghi dé. Thwc hién click vao nit
icon “Marking artifact”. Trén man hinh sé& hién thj popup nhw sau:

C:\Windows\servicing\TrustedInstaller.exe
Trustedinstaller.exe

C:\Windows\System32\services.exe

+ ND c6 thé thwe hién chinh stra va danh d4u bang cach:

e Chonicon ® Edit and mark artifact;

e Edit dwdng dan (thdng tin can danh dau);

e Chon icon W Complete and Mark dé& két thtc thao tac Edit and mark

artifact;

@ Find and highlight + Mo
Event id Time stamp File path Target process path File signature Source process path File signed Hash mdS Action
N/A R e
L AR
7/06 1 @ Find and highlight.. s More
Event id Time stamp File path Target process path File signature Source process path File signed Hash md5 Action
N N He
N/A te
IES
N stem :
N n N
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+ ND chi danh dau Mark Artifact:

Showing 50 of 120 result(s) | 17/06/2022 10:14:38 - 17/06/202210:29:38 Q Find and highlight... ass More
Event id Time stamp File path Target process path File signature Source process path File signed Hash mdS Action
1 17/06/2022 10:28:31 WA C:\Windows\servicing\Trusted  Microsoft windows CAWIndows\System32\services.exe rue N/A Ale
Installerexe )
CAWindow
1 17/06/2022 10:28:31 WA CA\Windows\System32\more.c  Microsoft Windows C\Windows\System32\cmd.exe
Trustedinstalier exe 1 lib
o
CAWindows\System3Z\services.exe Mark without &gt
10 17/06/2022 10:28:31 WA CAWindows\system32\ Sysinternals C\Users\admin\AppDatatLocal\Temp\pq
Hoac chon icon Cancel dé bd danh d4du marking artifact:
3 20/06/2022 113203 WA iR A C-\program files (XB6)\google\chrome\appiication\chrome. exe WA A []
1 N/A C\Windows\System3Z\wbem... Microsoft Windows C\Windows\System32\cmd.exe tree N/A He
10 NA C:\Windows\system32\lsass.e.. Microsoft Corporation G-\ \test\Deskiop\SysinternalsSuite\f
tem32\cmd exe n
1 N/A Ciwi e.. Microsoft Windows "
1 N/A .. Viettel Group ntpropre\VESProPre e “pEmmE e
1 NA Microsoft Windows \SYStem3zZ\services exe c System32\wbemien-US\csv
:

Bwéc 2:  Khi marking artifact thanh céng man hinh sé hién thj thdong

(/] Artifaci(s) marked successfully!

View artifacts

Ignore

- ND chon nat “View artifacts” d& chuy&n dén man hinh danh sach Artifacts:

Marked Artifacts X
O Time Agent ID Object From Action
O 20/06/2022 11:36:59 1BOAG6FD56EDDAC2C605570DFDB79A6F5040FCCC  C:\Program Files\Ajiant\recovery\VESRecoveryHandlerexe EVENT_LOG
O 20/06/202211:38:23 1BOAGGFD56EDDAC2C6D5570DFDB79A6F5040FCCC  Ci\program files (x86)\google\chromeiapplication\chrome... EVENT_LOG
O 20/06/202211:39:09 1BOAGGFD56EDDAC2C6D5570DFDB79A6F5040FCCC  Ci\Windows\System32\cmd.exe EVENT_LOG
O 20/06/202211:39:14 1BOAGGFD56EDDAC2C6D557DDFDB79A6F5040FCCC  CiWindowshsystem32\wbemiwmic.exe EVENT_LOG
O 20/06/202211:45:08 1B0AGGFD56EDDAC2C6D557DDFDB79A6F5040FCCC  C:\Windows\System32iwbem\en-US\csv EVENT_LOG
O 20/06/202211:48:10 1BOAGGFD56EDDAC2C6D5570DFDB79A6F5040FCCC  HKLM\System\CurreniControlSet\Services\EventLog\WEDR EVENT_LOG

6 result(s)

- Xem théng tin chi tiét event: ND chon 1 ban ghi bat ky va hover vao ban ghi

do, click vao icon “Xem chi tiét” @ :
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Detail
Q
Description Registry object HKLM\System\CurrentControlSet\Services\EveniLog\VEDR has
been added or deleted by [13552] C:\Program
Files\Ajiant\recovery\VESRecoveryHandler.exe
ent id 12
me stam 20/06/2022 11:34:03
Source process path (Verify this field) C:\Program Files\Ajiant\recovery\WESRecoveryHandler.exe
Agent id 1BOA66FDS6EDDAC2CE6D557DDFDB79A6F5040FCCC
Channel AdvanceCollector/Operational

Computer

Platform

Systemtimestamp

DESKTOP-RZGBJEF
EventLog
windows

20/06/2022 11:35:01

Thread id 0

Client id 1B0A66FDS6EDDAC2C6D557DDFDB79A6F5040FCCC
Event ID meaning Registry object added or deleted

Event log id 20220620_j6fo928ckudsvizoruikpb3tpebgg167
Group default

Hostname DESKTOP-R2GBJEF

AdvanceCollector/Operational
AdvanceCollector

3

CreateKey

HKLM\System\CurrentControlSet\Services\EventLog\VEDR
12

3.5.4 Investigation_Deploy Tools

- Muc dich: chirc nang cho phép deploy (trién khai) cac tools (céng cu) phuc
vu diéu tra, xt ly sw c¢d an toan théng tin t&r Portal xuéng cac Agents.

3.5.4.1 Tool Management

- Muc dich: quan ly toan bo tool ctia hé théng, nguwei st dung c6 thé thém/ xoa
tool & man hinh nay. Cac tinh nang & man hinh nay gém co:
+ Hién thi danh sach tool cung cac théng tin chi tiét ctia tool: Tén, Parameter,

Version, Architecture, Upload User, Platform, Output, Th&i gian upload;

+ Tim kiém tool: Tim kiém theo tén tool
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+ Upload tool: upload tool chay trén agent Windows,

dung lwong tbi da 100MB;

MacOS va Linux co

gjtit;l:'lt Investigation / Deploy Tool

Tool management Task management

&0

Q, searchivol...

a

Showing 50 of 170 result(s)
@ g s

@ Tool OutputFile_Linux_Params

Upload by roat_test at 14/12/2022 18:36-25

-1 version fail
Architecture  xBS
Output hohoho.tit

Parameter N/A

@ OutputFolder.ps1
Upload by roal_test at 14/12/2022 18:26:02

5 version 1
Architecture N/A
Output Test
Parameter N/A

@ Tool StdOut_x86_Params. exe
Upload by roat_test at 14/12/2022 18:23.55

== Version 1
Architecture  xB6
Output Stdout

Parameter  N/A

L~ Tool QutputFolder_x86_Params.exe

» @)

» @)

Tool OutputFolder_Linux_Params
Upload oy root_test at 14/12/2022 18:26-48

Version 1
Architecture  x64
Output Test

Parameter N/

‘OutputFile.ps1

Upioad by rool_test at 14/12/2022 182548
Version 1

Architecture N/A

Output hohoho.bet
Parameter N/A

Tool StdOut_Linux_Params
Upload by roat_test at 14/12/2022 18:2325

‘Version 1
Architecture x84
Output Stdout

Parameter  N/A

Tool QutputFolder_0SX_Params

» @

Tool QutputFile_Linux_Params
Upload by roat test at 14/12/2022 18:27:35
version 1

Architecture  x64

Output hohaho.tit
Parameter N/A

StdOut.ps1

Uploag by rool_testat 14/12/2022 182518
Version 1

Architecture N/A

Output Stdout

Parameter NAA

Tool StdOut_OSX_Params

Upload by root_test at 14/12/2022 182305
‘Version 1

Archiecture  X64

Output Stdout

Parameter N/A

Tool OutputFile_x64_Params.exe

Tool StdOut_Linux_LongTime
Upload by root fest st 14/12/2022 1:25:50
Version 1

Architecture  x64.

Output Stdout

Perameter  N/A

Tool StdOut_x64_Params.exe
Upload by rooLtest st 14/12/2022 182408

Version 1
Architecture 64
Output stdout

Parameter  N/A

Tool OutputFolder_x64_Params.exe
Upioad by root_fest at 14/12/2022 182237

Version 1
Architecture 64
Output Test

Parameter  N/A

Tool OutputFile_x86_Params.exe

- V¢&itinh nang Upload tool thao tac theo cac buéc sau:

- Click vao “Upload tool” > Chon dwdng dan dén tool can upload hoac kéo tha
tool vao giao dién > Nhap théng tin vao popup Tool info > click Upload tool:
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- Vi tinh néng xda tool, chonicon ™ tai tool can x6a > chon Delete

et | ivesgaion; eploy oo &

Tool management

a a

Tool OutputFile_Linux_Params Tool OutputFolder_Linux_Params Tool QutputFile_Linux_Params Tool StdOut_Linux_LongTime
L]
= o0l test = ool test ool test = 00t test
Deploy this tool
A fail A 1 1 A 1
1 ohoho b 1 Test 1 hohoho. stdout
N/A u N/A NiA
OutputFolder.ps1 OutputFile.ps1 StdOut.ps1 Tool StdOut_x64_Params.exe
o ad by root_test st L ad by root_test st = ad by root_test st L] oot fest
1 = J L] ' = e 1
N/A N/A A x64
Test hohoho.txt Stdout Stdout
N/A t N/A 1 NiA
Tool StdOut_x86_Params.exe Tool StdOut_Linux_Params Tool StdOut_OSX_Params Tool QutputFolder_x64_Params.exe
o Toal_test 3t 2 L= ool test st = ool test st L} oot test
= 1 A - 1 - - 1 = 1
X86 x64 x64 1 64
Stdout Stdout Stdout Test
N N/A amete N/A F 1 WA
Tool OutputFolder_x86_Params.exe Tool OutputFolder_0SX_Params Tool OutputFile_x64_Params.exe Tool QutputFile_x86_Params.exe

3.5.4.2 Deploy tool
- Muc dich: Cau hinh théng tin deploy tool dwdi agent
- Diéukién:
+ User dang nhap thudc group root: Hién thj tit cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thi tt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cd Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tit cd Agent

thudc group cla user dang login;

Cac budc thye hién Deploy tool tai man hinh Tab Tool management:

Bwée 1@ Sau khi lwa chon tool, chon icon EI tai ban ghi tool can deploy > chon
Deploy this tool, man hinh Create new task hién thi:
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Create new task

Information Agents or groups
Please fill oul all the Information of this task. Settings for assignees and triggering for this task are set by default, To change anything of them, click the

Task name respective butions o edit

Selected agents or groups
| Task deploy tool Linux| v

Choose agent(s) or group(s)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

| ool OutputF older_Linwe_Params Immediately Atthe time this . N/A

Tool parameters (optional) Advanced

B Delete output after run ool

) 1f the task failed to run, retry up to

Im . vl I"“ 1 time(s) within 3 hour(s) v every 30 minute(s) v

D) Cancelthe task if the tool can not return cutput report from agent after: 30 minute(s) v

Bwéc 2: Thuc hién nhap cac théng tin task dé deploy tool: Task name,
Description, Tool parameters, Tool output;

Bwéc 3:  Lua chon théng tin nhém (group), may tram (agent) dé thwc hién
deploy:

- Lwa chon All agent(s): chon tat ca cac agent(s) trong pham vi quan Iy cla
user dang dang nhap dé thyc hién deploy;
- Lwa chon agents or groups thwc hién deploy — Choose agent(s) or group(s):
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Edit assignees

(O All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Information of selected agent(s) will be showing here

+ Chon Add agent(s):

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)
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e Tim kiém Agent: Cho phép tao cau Iénh truy van, sir dung cau I&nh truy
van dé tim kiém Agent

Add agent(s)

Jfx ComputerName ~ "ubu

Selected (2)

ubuntu x  ubuntul8 x

10 result(s)

@  agentin Computer name 1P Address Group
27CFDODATADSIMEATCCESS .. ubunty 127.001,192.168.12... global
2FIEB4ATDTFDB44B3ECTAS... ubunlu-2004 127.0.0.1,10.0.2.15, 1. anhnn_test
60AA261BE178258ADCD191.. ubuntuls 127.001,192.168.25.. group_ubunty
A303D982A4256A6328267D0 .. ubunty 127.0.0.1,192.168.74.... anhnn_test
BB5933621EBBB0749E6AAG.. ubuntul8 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEE2B1ECBBES.. bichpt3-ubuntu 127.00.1,192.168.25.. group_ubuntu
C6BCSDFCFABBICIZBDTCAE... huyenptubuntu18 127.0.0.1,192.168.74... thanhnm18_test

oOooooo@®Ooa@

E414646EFAFG94E531FB10A . thanhnm1B-ubuntu1B-test 127.001,192.168.12.. global

<2>

e Chon Agent(s) d& deploy bang cach tich chon vao mét hoac nhiéu
Agent(s) > Théng tin Agent(s) da dwoc chon hién thi & khung Selected > chon
Cancel dé hly thao tac them Agent dé deploy ho&c chon nit Add dé xac nhan danh
sach Agent(s):

Add agent(s)

Jx ComputerName ~ “ubu

Selected (2)

ubuntu ubuntuls x

10 result(s)

@ | Agentip Computer name 1P Address Group
27CFDODATAOSOMEATCCISS... ubunty 127.0.0.1,192.168.12... global
2FIEB4ATDIFDA448IECTAI.. ubuniu-2004 127.00.1,10.0.2.15,1... anhnn_test
60AA261BE178258ADCD191... ubuntulg 127.0.0.1,192.168 25.. group_ubuntu
A303I0IBZAZSAAGI28Z67D0... ubUNtU 127.0.0.1, 192.168.74... anhnn_test
BBS5933621EBB80749E6AAG . ubuntulg 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEEZB1ECBBES.. bichpta-ubunty 127.0.0.1,192.168.25... group_ubuntu

C6BCSDFCFABBICA2BDTCAE... huyenpt_ubuntuls 127.0.0.1,192.168.74... thanhnm18_test

]
[u]
]
o
o
o
[u]
a

ES3TFBI0A.. thaniy buntul-test 127.0.0.1,192.168.12... global

«<@: >

e
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o Hover vao cac Agent(s) da chon > Chon icon
bd Agent(s) khéi danh sach da chon

Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)

[0 s S

1P Address. Group Status.

2 agent(s)
Agent 1D
0S60C579B568.. HuyenPT-WIn10x64  192.168.74.128,. edr_team offiine

Computer name

07718463D55E... virtual_agent_maintn_ 127.0.0.1,172.1.. maitest Offline

W 33 thyc hian loai

o Chon Cancel dé& hily hodc chon Save dé lwu thong tin cac Agent(s)

da chon dé deploy:

Edit assignees
O All agents (total 50 agents)
© Choose agent(s) or group(s)
P R mport from list...w

2 agent(s)
Agentip

056DC579B560_ HuyenPT-Win10x64 102168 74.128,_ edr_team offline

Computer name 1P Address Group Status

07718463D5E... vitual_agentmaintn_. 127.0.0.1,172.1... mahest Offine

+ Chon Add group(s):

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi
T:(+84)971 360 360 E: vcs.sales@viettelcomn | W www.viettelcybersecurity.com

Page |121



viettel

security

Create new task X

Information
Please fill out all the information of this task. by defauit To change anything of them, click the
Task name

S (oo |

Edit assignees

All agents (total 50 agents)

© Choose agent(s) or group(s)

© Add agent/group Import from list...w

Add agent(s)

Add group(s)

e Tim kiém group(s) theo tén, cho phép nhap tir khéa tim kiém group
theo tén group:

Add group(s)

X
o C
@ NOTE: In this interface, users belonging 10 the parent group have full CONtiol cwer il the Child QoUps of their parent gr.. See more ==

Group Location Action
&b TENANT viettel com.vn
o anhnn_test admin
oh  Cnetest TENANT_nism.com/anhvn
oy default

o
o
o
o
o

oy edr_team viettel/khoi_phu_thuoc/ves_anm

Location

e Chon group(s) dé& deploy bang cach tich chon vao mét hoac nhiéu
group(s) > Théng tin group(s) da dwoc chon hién thi & khung Selected > chon Cancel
dé hay thao tac thém group(s) dé deploy hodc chon nit Save dé xac nhan danh sach

group(s):
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Add group(s)

o °
@ MOTE:In this interface, users belonging to the parent group have full cantrol over all the child groups of their parent gr_ See more ==

Group Location Action
TENANT_viettel.comvn

anhnn_test admin

cnclest TENANT_nsm.com/anhvn

default

edr_team viettel/khoi_phu_thuoc/ves_anm

Selected
2 group(s)
Group Location
2
& conctest TENANT_nsm.com/anhvn

o default

o Hover vao cac group(s) da chon > Chon icon L] dé thwc hién loai
bd group(s) khéi danh sach da chon

Create new task

Information
Please fill out all the information of this task.
Task name

Task deploy 100l Linux -

Edit assignees

Ta change anything of them, click the

All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Group Location Action

3 group(s)

&b TENANT_nsm.com N/A ']

& congne TENANT_edr.com

& default NA

o Chon Cancel d& hiy hodc Chon Save cac group(s) da chon dé
deploy:
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Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group{s)
YT Tl import from list. . w

3 group(s)
Group

&b TENANT_nsm.com
& congne
£, defaut

+ Import from list: Cho phép upload danh sach agent(s) tw file .csv > Chon
Import from list

e Chon Download sample file @& 14y form danh séch file agent(s) mau;

e Nhap thdng tin agent(s) > chon Import from .CSV dé thuyc hién tai lén
danh sach agent(s)

© All agents (total 50 agents)

© Choose agent(s) or group(s)
[LLEL IV import from list . w

Edit assignees X
1

Import from .CSV
Download sample file
2

Cancel
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Bwéc 4:  CAu hinh sb lwong agent deploy tool méi lan:

+ All Agent: Cho phép deploy toan bé agent(s) ngu&i dung da chon

Edit number of agents

Chaose number of agents you want 1o fun in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hou(s) v uniilfinished

o

+ CAu hinh sb lwong agent méi lan deploy:

Edit number of agents

Choose number of agents you want to run in each ti
) Al selected agent(s)

2 olgq 2 ||agemie) every | 3 Ihou(s) vlunhlﬂmshtd

Bwéc 5:  CAu hinh thdng tin thei gian (1ap lich) thue hién deploy tool:
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+ Chon Run immediately dé thuwc hién cau hinh thei gian deploy tool ngay
lap tdrc (sau khitao task thanh céng)

+ Chon Run on schedule dé thwc hién cAu hinh th&i gian deploy tool theo
lap lich:

e Chon schedule One time:
o Cho phép lap lich deploy tool mét lan;

o CAu hinh thei gian bat dau:

Edit trigger

H 15/12/2022 - 00:00:00
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e Chon schedule Daily:
o Cho phép lap lich deploy tool hang ngay;
o Theigian lap lai;

o Céu hinh thoi gian bat dau va két thic:

Edit trigger

When this task is created
O Runimmediately

[ow

Recur
Recur this task every

Start time

l 15/12/2022 - 00:00:00

D epren

e Chon schedule Weekly:
o Cho phép lap lich deploy tool hang tuan;
o Tho&igian lap lai;

o Chéu hinh thei gian bt dau va két thuc:
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Edit trigger
When this task is created:
© Runimmediately

O Runon a schedule

[ Weskly

Recur
Recur this task every week(s) on

I[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|l Expirein | 15/12/2022-00:00:00 @]b

e Chon schedule Monthly:
o Cho phép lap lich deploy tool hang thang;
o Tho&igian lap lai;

o Céu hinh thoi gian bat dau va két thic:

Edit trigger
When this task is created:
© Runimmediately

EW @ Fun on a schedule

[ Monthly

Recur

Recugdhis task in these months.

August X October X

at these days:

|[ 9X 10X 16X 30X Lastdayofmonth X

Start time

15/12/2022 - 00:00:00

@ Expiein lwwmz—nuuuw EJB
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Bwéc 6: Cau hinh thong tin nang cao cho task

+ Delete tool after run tool cho phép xéa tool output sau khi run tool va tra
két qua vé BE thanh cong;

+ If the task failed to run, retry upto khitask deploy that bai,cho phép céu
hinh théng tin retry task (deploy lai task)

Create new task

Information Agents or groups
Please fill sut all the information of this task. Setrings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons to edit

Selected agents or groups
| Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agentis) run in each time
About your task..
' All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time
| Tool OutputFolder_Linux_Params. On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 1500:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

| Parameters for this too B Delets output sfter run tool

Tool output (@ 1 the task failed to run, retry up to: |

Imm vl Ir“‘ 1 time(s) within | 3 [hours) ~ | every [0 [[minutets) v |
[ Cancelthe task if the tool can not return cutput report from agent after: | 30 '

+ Cancel the task if the tool can not return output report from agent
after cho phép huy task néu task khéng thé chay sau théi gian ciu hinh cia nguei
dung:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi Pa ge I 129
T: (+84) 971 360 360 E: vessales@viettelcomyn | W: www.viettelcybersecurity.com



viettel

Create new task

Information

Please fill out all the information of this task.

Task name

| Task deploy tool Linux

Description

About your task

Tool to deploy

| Tool OutputFolder_Linux_Params.

Tool parameters (optional)

| Parameters for this tool

Tool output

Agents or groups

Settings for assignees and triggering for this task are set by defaut. To change anything of them, click the

respective buttons to edit

Selected agents or groups

All agents (total 50 agents)

Number of agent(s) run in each time

All selected agent(s)

Run this task

Trigger

Trigger Start time

On day(s) 9, 10, 16, 30 and last day of May_ 15/12/2022 15:00:00
Advanced

@ Delete output after run ool

B 1f the task failed to run, retry up to

Expired time
23/12/2022 00:00:00

I o ” I Il‘es( [ 1 ] time(s) within [ 3 J[ hour(s)  ~ ] every [ 30 \[ minute(s) v ]

@ Cancelthe task if the tool can not return output report from agent after: | 30 |

Bwéc 7:  Chon Create dé tao mai task/ cu hinh théng tin deploy tool duéi agent
ho&c chon Cancel dé hay task/ hiy ciu hinh théng tin deploy tool dwéi agent

3.5.4.3 Task management
a. Danh sach task

- Muc dich: Hién thj danh sach task Iap lich deploy tool;
- Céc trwong thong tin hién thi: Task name, Author, Created time, Description,
Number of agent(s), Trigger, Next run time, Status, Upcoming agents
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aldiant

Deploy Tool

Task management

show onl

Task name Author  Created time Description Number of agen(s) ~ Trigger Next run time Status Upcoming agents Action
@76 root test  14/12/2022 183811 N/A 1 Immediately NrA NrA
275 test  14/12/20221836:21  N/A 1 Immediately
root_test N/A 1 N/A N/A
root.test MIA 1 Immediately N NIA
1274 rool test  14/12/2022 N/A 1 Immediately NrA /A
@73 root_test N/A 1 Immediately NrA NrA
retry root_test N/A 1 Immediately ® stopoe
t272 root_test HiA 1 Immediately NrA N/A
retry 6 root.test N/A 1 Immediately N/A N/A
root_test /A 1 Immediately NiA 5o NrA
root._test N/A 1 Immediately NrA N/A
dof H/A 1 Immediately
fat MIA 1 Immediately N/A NIA
im 2 N/A 5 Immediately N/A
root_test N/A 5 AL14/12/2022 - 1500:00 NrA NrA
root_test  14/12/202214:48:81  N/A 5 AL 14/12/2022 - 145500 NrA N/A
im22 roottest  14/12/2022 144724 N/A 5 Immediately N/A H/A
2sdsd roottest  14/12 1408 MiA 5 Immediately N/A NIA

b. Tim kiém task

7

- Muc dich: Cho phép tim kiém task theo tén task;

- Céc buwéc thue hién: Nhap vao tir khéa tim kiém > chon nat Search hodc két
thiic nhap tlr khda > nhan enter. HT thwc hién tim kiém thong in Agent lién quan dén
to khoa tim kiém c6 trong hé théng:

viettel

aliant

nvestigation / Deploy Tool

Task management

Qo g <
Show only my schedule

Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action

Taskr? rooltest  15/12/2022 144617 N/A 2 Immediately /A N/A

Taskr ol test  15/12/2022 144555  N/A ] Immediately N/A

Taskrs root_test N/A 2 Immediately . N/A

Task 14 ool test N/A 2 Immediately

Taskr3 rool_test 142101 N/A 2 Immediately WA /A

Taskrz test 142020 N/A 2 Immediately WA

Taskr oot_test 141222 N/A 2 Immediately N/A

Task ool test 141002 N/A Immediately

Task 8088 rool_test 3214 NiA 1 Immediately HA WA

task mac test 180621 N/A 1 Immediately WA N/A

Task 885868 18:00:57 A 1 Immediately /A /A
16:5 NrA 1 Immediat WA ® Stoppe: N/
165151 N/A 1 Immediately N/A N/A
M2136  NiA 1 Immediats N/A N/A

Task rep dgf 18:09:43  N/A 5 Immediaty /A /A

Task 90 roottest  13/12/2022 16:0921  N/A 5 Immediate N/A  Stoppe: N/A

Task test report 89 root_test 13 22180138 N/A 5 Immediately N/A N/A

Task test repm & rooltest  13/12/2022 17:5 N/A 5 Immediats /A N/A
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c. Tao task
(Chdre néang twong tw nhw muc 3.5.4.2. Deploy tool)
- Muc dich: CAu hinh théng tin deploy tool dwéi agent
- Diéukién:
+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thi tAt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cd Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tht cd Agent
thudc group cla user dang login;

Cac buwéc thye hién deploy tool tai tab Task management:

Bwée 1:  Sau khi lwa chon tool, chon icon EI tai ban ghi tool can deploy > chon
Deploy this tool, man hinh Create new task hién thi:
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Create new task

Information Agents or groups
Please fill oul all the Information of this task. Settings for assignees and triggering for this task are set by default, To change anything of them, click the

Task name respective butions o edit

Selected agents or groups
| Task deploy tool Linux| v

Choose agent(s) or group(s)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

| ool OutputF older_Linwe_Params Immediately Atthe time this . N/A

Tool parameters (optional) Advanced

B Delete output after run ool

) 1f the task failed to run, retry up to

Im . vl I"“ 1 time(s) within 3 hour(s) v every 30 minute(s) v

D) Cancelthe task if the tool can not return cutput report from agent after: 30 minute(s) v

Bwéc 2:  Thuc hién nhap cac théng tin task dé deploy tool: Task name, Tool to
deploy, Description, Tool parameters, Tool output;

Bwéc 3:  Lya chon théng tin nhém (group), may tram (agent) dé thwc hién
deploy:

- Lwa chon All agent(s): chon tit ca cac agent(s) trong pham vi quan Iy cda
user dang dang nhap dé thuc hién deploy;
- Lwa chon agents or groups thyc hién deploy — Choose agent(s) or group(s):
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Edit assignees

(O All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Information of selected agent(s) will be showing here

+ Chon Add agent(s):

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)
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e Tim kiém Agent: Cho phép tao cau Iénh truy van, sir dung cau I&nh truy
van dé tim kiém Agent

Add agent(s)

Jfx ComputerName ~ "ubu

Selected (2)

ubuntu x  ubuntul8 x

10 result(s)

@  agentin Computer name 1P Address Group
27CFDODATADSIMEATCCESS .. ubunty 127.001,192.168.12... global
2FIEB4ATDTFDB44B3ECTAS... ubunlu-2004 127.0.0.1,10.0.2.15, 1. anhnn_test
60AA261BE178258ADCD191.. ubuntuls 127.001,192.168.25.. group_ubunty
A303D982A4256A6328267D0 .. ubunty 127.0.0.1,192.168.74.... anhnn_test
BB5933621EBBB0749E6AAG.. ubuntul8 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEE2B1ECBBES.. bichpt3-ubuntu 127.00.1,192.168.25.. group_ubuntu
C6BCSDFCFABBICIZBDTCAE... huyenptubuntu18 127.0.0.1,192.168.74... thanhnm18_test

oOooooo@®Ooa@

E414646EFAFG94E531FB10A . thanhnm1B-ubuntu1B-test 127.001,192.168.12.. global

<2>

e Chon Agent(s) d& deploy bang cach tich chon vao mét hoac nhiéu
Agent(s) > Théng tin Agent(s) da dwoc chon hién thi & khung Selected > chon
Cancel dé hly thao tac them Agent dé deploy ho&c chon nit Add dé xac nhan danh
sach Agent(s):

Add agent(s)

Jx ComputerName ~ “ubu

Selected (2)

ubuntu ubuntuls x

10 result(s)

@ | Agentip Computer name 1P Address Group
27CFDODATAOSOMEATCCISS... ubunty 127.0.0.1,192.168.12... global
2FIEB4ATDIFDA448IECTAI.. ubuniu-2004 127.00.1,10.0.2.15,1... anhnn_test
60AA261BE178258ADCD191... ubuntulg 127.0.0.1,192.168 25.. group_ubuntu
A303I0IBZAZSAAGI28Z67D0... ubUNtU 127.0.0.1, 192.168.74... anhnn_test
BBS5933621EBB80749E6AAG . ubuntulg 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEEZB1ECBBES.. bichpta-ubunty 127.0.0.1,192.168.25... group_ubuntu

C6BCSDFCFABBICA2BDTCAE... huyenpt_ubuntuls 127.0.0.1,192.168.74... thanhnm18_test

]
[u]
]
o
o
o
[u]
a

ES3TFBI0A.. thaniy buntul-test 127.0.0.1,192.168.12... global

«<@: >

e
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o Hover vao cac Agent(s) da chon > Chon icon
bd Agent(s) khéi danh sach da chon:

Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)

[0 s S

1P Address. Group Status.

2 agent(s)
Agent 1D
0S60C579B568.. HuyenPT-WIn10x64  192.168.74.128,. edr_team offiine

Computer name

07718463D55E... virtual_agent_maintn_ 127.0.0.1,172.1.. maitest Offline

W 33 thyc hian loai

o Chon Cancel dé& hily hodc chon Save dé lwu théng tin cac Agent(s)

da chon dé deploy:

Edit assignees
O All agents (total 50 agents)
© Choose agent(s) or group(s)
P R mport from list...w

2 agent(s)
Agentip

056DC579B560_ HuyenPT-Win10x64 102168 74.128,_ edr_team offline

Computer name 1P Address Group Status

07718463D5E... vitual_agentmaintn_. 127.0.0.1,172.1... mahest Offine

+ Chon Add group(s):
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Create new task X

Information
Please fill out all the information of this task. by defauit To change anything of them, click the
Task name

S (oo |

Edit assignees

All agents (total 50 agents)

© Choose agent(s) or group(s)

© Add agent/group Import from list...w

Add agent(s)

Add group(s)

e Tim kiém group(s) theo tén, cho phép nhap t khéa tim kiém group
theo tén group:

Add group(s)

X
o C
@ NOTE: In this interface, users belonging 10 the parent group have full CONtiol cwer il the Child QoUps of their parent gr.. See more ==

Group Location Action
&b TENANT viettel com.vn
o anhnn_test admin
oh  Cnetest TENANT_nism.com/anhvn
oy default

o
o
o
o
o

oy edr_team viettel/khoi_phu_thuoc/ves_anm

Location

e Chon group(s) dé& deploy bang cach tich chon vao mét hoac nhiéu
group(s) > Théng tin group(s) da dwoc chon hién thi & khung Selected > chon Cancel
dé hay thao tac thém group(s) dé deploy hodc chon nit Save dé xac nhan danh sach

group(s):
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Add group(s)

o °
@ MOTE:In this interface, users belonging to the parent group have full cantrol over all the child groups of their parent gr_ See more ==

Group Location Action
TENANT_viettel.comvn

anhnn_test admin

cnclest TENANT_nsm.com/anhvn

default

edr_team viettel/khoi_phu_thuoc/ves_anm

Selected
2 group(s)
Group Location
2
& conctest TENANT_nsm.com/anhvn

o default

o Hover vao cac group(s) da chon > Chon icon L] dé thwc hién loai
bd group(s) khéi danh sach da chon

Create new task

Information
Please fill out all the information of this task.
Task name

Task deploy 100l Linux -

Edit assignees

Ta change anything of them, click the

All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Group Location Action

3 group(s)

&b TENANT_nsm.com N/A ']

& congne TENANT_edr.com

& default NA

o Chon Cancel d& hiy hodc Chon Save cac group(s) da chon dé
deploy:
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Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group{s)
YT Tl import from list. . w

3 group(s)
Group

&b TENANT_nsm.com
& congne
£, defaut

+ Import from list: Cho phép upload danh sach agent(s) tw file .csv > Chon
Import from list

e Chon Download sample file @& 14y form danh séch file agent(s) mau;

e Nhap thdng tin agent(s) > chon Import from .CSV dé thuyc hién tai lén
danh sach agent(s)

© All agents (total 50 agents)

© Choose agent(s) or group(s)
[LLEL IV import from list . w

Edit assignees X
1

Import from .CSV
Download sample file
2

Cancel
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Bwéc 4:  CAu hinh sb lwong agent deploy tool méi lan:

+ All Agent: Cho phép deploy toan bé agent(s) ngu&i dung da chon

Edit number of agents

Chaose number of agents you want 1o fun in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hou(s) v uniilfinished

o

+ CAu hinh sb lwong agent méi lan deploy:

Edit number of agents

Choose number of agents you want to run in each ti
) Al selected agent(s)

2 olgq 2 ||agemie) every | 3 Ihou(s) vlunhlﬂmshtd

Bwéc 5:  CAu hinh thdng tin thei gian (1ap lich) thue hién deploy tool:
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+ Chon Run immediately dé thuwc hién cau hinh thei gian deploy tool ngay
lap tdrc (sau khitao task thanh céng)

+ Chon Run on schedule dé thwc hién cAu hinh th&i gian deploy tool theo
lap lich:

e Chon schedule One time:
o Cho phép lap lich deploy tool mét lan;

o CAu hinh thei gian bat dau:

Edit trigger

H 15/12/2022 - 00:00:00
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e Chon schedule Daily:
o Cho phép lap lich deploy tool hang ngay;
o Theigian lap lai;

o Céu hinh thoi gian bat dau va két thic:

Edit trigger

When this task is created
O Runimmediately

[ow

Recur
Recur this task every

Start time

l 15/12/2022 - 00:00:00

D epren

e Chon schedule Weekly:
o Cho phép lap lich deploy tool hang tuan;
o Tho&igian lap lai;

o Chéu hinh thei gian bt dau va két thuc:
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Edit trigger
When this task is created:
© Runimmediately

O Runon a schedule

[ Weskly

Recur
Recur this task every week(s) on

I[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|l Expirein | 15/12/2022-00:00:00 @]b

e Chon schedule Monthly:
o Cho phép lap lich deploy tool hang thang;
o Tho&igian lap lai;

o Céu hinh thoi gian bat dau va két thic:

Edit trigger
When this task is created:
© Runimmediately

EW @ Fun on a schedule

[ Monthly

Recur

Recugdhis task in these months.

August X October X

at these days:

|[ 9X 10X 16X 30X Lastdayofmonth X

Start time

15/12/2022 - 00:00:00

@ Expiein lwwmz—nuuuw EJB
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Bwéc 6: Cau hinh thong tin nang cao cho task

+ Delete tool after run tool cho phép xéa tool output sau khi run tool va tra
két qua vé BE thanh cong;

+ If the task failed to run, retry upto khitask deploy that bai,cho phép céu
hinh théng tin retry task (deploy lai task)

Create new task

Information Agents or groups
Please fill sut all the information of this task. Setrings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons to edit

Selected agents or groups
| Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agentis) run in each time
About your task..
' All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time
| Tool OutputFolder_Linux_Params. On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 1500:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

| Parameters for this too B Delets output sfter run tool

Tool output (@ 1 the task failed to run, retry up to: |

Imm vl Ir“‘ 1 time(s) within | 3 [hours) ~ | every [0 [[minutets) v |
[ Cancelthe task if the tool can not return cutput report from agent after: | 30 '

+ Cancel the task if the tool can not return output report from agent
after cho phép huy task néu task khéng thé chay sau théi gian ciu hinh cia nguei
dung:
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Create new task

Information Agents or groups
Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons o edit

Selected agents or groups
| Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

| Tool OutputFolder_Linux_Params On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 150000 23/12/2022 00:00:00

Tool parameters (optional) Advanced

| Parameters for this too @ Delete output after run tool

Tool output B If the task failed to run, retry up 1o
] time(s) within [ 3 J[ hour(s)  ~ ] ey [0 | [ minute(s) ]

[rom ] [rem [

@ Cancelthe task if the tool can not return output report from agent after: | 30 |

Chon Create dé tao mai task/ cAu hinh théng tin deploy tool dwéi agent hodc chon
Cancel dé& hay task/ hiy cau hinh théng tin deploy tool dwdi agent

d. Nhan ban task (Duplicate task)

- Muc dich: Cho phép nhan ban task (sao chép task), tw ddng dién cac gia tri
nhw task gbc ngoai trir trwrng Task name (Yéu cau nguwdi dung nhap/ stra lai tén
tasks);

- Cac budc thye hién:

Bwéc 1:  Tai man hinh danh séch tool, hover vao tool can nhan ban (duplicate)

>chon ™ > chon duplicate this task
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va‘jt‘lt;ll"lt Investigation / Deploy Tool £ 0O
Tool management Task management
Q, task
Showing 50 of 285 result(s) @ show only my schedule
Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents
Task17 roottest  15/12/2022 144617  N/A 2 Immediately A ® Finished N/A
Task 16 rooltest  15/12/2022144555  N/A 2 Immediately NrA » Finished WA Viewrspont
Tasks roottest  15/12/2022 144528 N/A 2 Immediately NIA ®inProgiess  N/A View detail
Task f4 roof test  15/12/2022 142507  N/A 2 Immediately NrA ® Finished NrA
Taskr3 root_test  15/12/2022 14:21:01 N/A 2 Immediately NiA ® Finished N/A
Taskr2 roottest  15/12/2022 142020  N/A 2 Immediately NiA » Finished MA
Task 1 roottest  15/12/2022141222  N/A 2 Immediately N/A ® Finished N/A
Task 1 roof test  15/12/202214:1002  N/A 2 Immediately NIA ® Finished HiA
Task 8988 roottest  15/12/202209:3214  N/A 1 Immediately N/A ® Finished N/A
task mac roottest  14/12/2022180621  W/A 1 Immediately N/A » Finished /A
Task 886868 rool test  14/12/2022 180057 N/A 1 Immediately NIA ® Finished NrA
Task agent abcds. root_test  14/12/2022 165750 N/A 1 Immediately NiA ® Stopped N/A
task fif root_test  14/12/2022 165151 N/A 1 Immediately NiA ® Finished N/A
Task retry a roottest  14/12/2022112136  N/A 1 Immediately N/A ® Finished N/A
Task rep dgf roottest  13/12/2022 180843 N/A 5 Immediately NIA » Finished HiA
Task 90 roof test  13/12/2022 180821 N/A 5 Immediately NrA ®Stopped NrA
Task test report 89 root_test  13/12/202218:01:38  N/A 5 Immediately NiA ® Finished N/A
Task test repm 9 root_test  13/12/2022 175448 N/A 5 Immediately N/A » Finished N/A

Bwéc 2:  Nhap thdng tin Task name va kiém tra/ cap nhat thdng tin task > Chon
Create dé& hoan thién ciu hinh hodc chon Cancel dé hay thao tac nhan ban
task

Duplicate task

Information Agents or groups
Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default, To change anything of them, click the

Task name respective buttons o edit

Selected agents o groups
|| task duplicate 1|

2 ageni(s)
Description Agent D Computer name 1P Address Group

About your task 3A4E6AG001F4_  redhat_tester 192.168 6 44,19 maitest225

CBO3FCO02664.. centos7_testhostna.. 192.168.6.1181.. maitest225

<>

Tool to deploy

meters (optional) Run this task

Trigger

Number of agent(s) run in each time m
| Tool OutputFolder_Linux_Params All selected agent(s) -

Trigger Start time Expired time

Immediately Al the time this lask is cre.. N/A

v I IDwnlDadsﬂeﬂm

Advanced

@ Delete output after run tool
[ If the task failed to run, retry up to:

1 time{s) within 3 hour(s) w every 30 minute(s) v

O Cancel the task if the tool can not return output report from agent after: 30 minute(s) v
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e. Danh sach Upcoming Agents

- Muc dich: Cho phép hién thi danh sach Agents sap dwoc deploy tool;
- Cac buédc thwc hién: Tai man hinh danh sach task > Chon Danh sach
Upcoming agents.
f. Stop/ Start task

- Muc dich: Cho phép Stop/ Restart task (Dwng deploy task hoac deploy lai
task da tam dwng).
- Cac budc thyee hién tam dirng task: Tai man hinh danh sach task, hover vao

task can tam dirng > Chon icon ™ dé tam dirng task:

gjtltgtnt nvestigation / Deploy Taol ﬂ:-

Task management

Q °a

Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents: Action
Task 7 ot 151 14461 Immediately

Task 16 root_te: Immediately

Taskr5 2/2022 14:45:28 " -
Task f4 2 14:25:07 P this ta:
Taskr3 2142101

Taskr 214:20:20

Taskrl 2141222

a5 14101

M
N
N
N
N
N
N
[

4 WA
N
N
N
[0
N
N
N

2180138 N
N

z z z z zzzz zzzzz z z z z =z
5 3 3 » B 3 3 3 3 B 3 3 O3 B O3 B OB 3

M
N
N
N
N
N
N
M
N
Ni&
N
N
M
N
N
N
[
M

2175446

- Cac buoc thye hién deploy lai task (da tam dwng — Stopped): Tai man hinh

danh sach task, hover vao task can deploy lai > Chon icon ® dé deploy lai task:
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gjtlt;:'lt Investigation / Deploy Tool £ 0
Tool management Task management
Q, task
Showing 100 of 290 resull(s) @ Show only my schedule
Task name Auther Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
125K IMMedaiately Y89 rOOT_Test  U//1Z72022 184913 NiA 1 IMMeaatety N/A & S1opped N/A
Task 8955455 roottest  07/12/2022135558  NA 1 Immediately NiA efinished /A
Task Monthly MacOS roottest  06/12/2022 182502  N/A 1 Onday(s) 7,8,9,10,11,12, 13,14, 15, 18 of Nove_ 07/11/2023 09:00:00 sinProgress  N/A
Task weekly MacOs root_test  06/12/2022 18:23:59 NiA 1 On Mondays, Tuesdays, Wednesdays, Thursdays, . 16/12/2022 09:00:00 @ In Progress N/A
Task MacOS daily 1 rooltest 06/12/2022182317  N/A 1 Every 1 day(s) at 09:00:00 16/12/2022090000  winProgess WA
Task 7647657465 rool_test  06/12/2022 17:57:36 N/A 1 Immediately N/A @ Finished N/A
new task B rootfest  06/12/2022175616  N/A 1 immediately NrA efinished  N/A
new task 6 root_test  06/12/2022 17:50115 N/A 1 Immediately N/A ® Finished N/A
new task 4 root_test  06/12/2022 174313 N/A 1 Imedialﬂy N/A @ Finished N/A
Taskmacosv 1 rooLtest 06/12/2022164135  N/A 1 Immediately A estopped A
Task monthly dai root_test  06/12/2022 151838 N/A 1 Onday(s) 7, 8,9, 10,11, 12 of December at 09:00... N/A @ Stopped N/A E
Task abfbwfvf rootfest  06/12/2022135821  N/A 1 immediately NrA efinished  N/A Run this task
New task 2 roottest  06/12/202211714:48  Description 52 On Mondays, Wednesday every 1 week(s) at 12:0.. 19/12/2022 12:00:00 sinProgress  N/A
Task 7878781 root_test  06/12/2022 11:11:58 NiA 1 Immediately N/A @ Finished N/A
New task 1 root_test  06/12/202211:11:42  Description a8 immediately /A efinished  N/A
Task test retry 132 root_test  06/12/2022 10:49:15 NiA 1 Immediately N/A @ Finished NiA
Task abfbwfuf rootfest 0612202135821 WA 1 Immediately NA efinished /A
New task 2 root_test  06/12/2022 11:14:48 Description 52 On Mondays, Wednesday every 1 week(s) at 12:0.. 19/12/2022 12:00:00 einProgress  N/A

@ Backtotop

g. Chi tiét task (Detail task)

- Muc dich: Cho phép xem théng tin chi tiét task;
- Céc budc thue hién: Tai man hinh danh sach task, hover vao task can xem
chi tiét > Chon View detail:

View task detail X
General

Name Task immediately 989

Description NrA

Tool to deploy Bichpt3_Hello.exe

Parameters N/

Output type none

Output path /A

Agents & groups

Assignees

1 agent(s)

Agent ID Computer name IP Address Group Status
97617ACIAG09458E.. MaingocwinxGd 19216874128 maitest225 Online

i ' B
Mumber of agent(s) run in each time
All choosing agent(s)

Run this task

Trigger

Trigger Start time Expired time
Immediately At the time this task is created, N/A
Advance

Retry Nane

Timeout Mane
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h. Xem bao céo (View tool result)

- Muc dich: Xem két qua bao céo deploy tool;
- Cac buwadc thye hién: Tai man hinh danh sach task, hover vao task can xem
chi tiét > Chon View report:

va‘jti!;tnt Investigation / Deploy Tool View report - New task 2 &, Download all outputs [EPSEEIET 3
Tool management Task management
e 14/12/2022 - 12:00:00 e _I’x Q
| Q task 1
Agent ID Computername P Address Tool exitcode ~ Status Message Action
@ Showing 100 of 290 result(s) 49 oF

oF
Task name Author  Created time Description
Task weekly MacOs roottest  06/12/2022182359  N/A ‘
Task MacOS daily 1 roottest  06/12/2022162317  N/A | 9 o
Task 7647657465 roottest  06/12/2022175736  N/A | bl
newtasks rootfest  06/12/202217:5616  N/A :
new task 6 fooltest  06/12/202217:5015  N/A o
new task 4 roottest  06/12/202217:4313  N/A it
Task macosvb 1 roottest 06/12/20221641:35  N/A i
‘Task monthly dai foottest  06/12/2022151838  N/A aE
Task abfoviv roottest  06/12/202213:5821  N/A SEip
New task 2 foottest  06/12/202211:14:48  Description © Expire
Task 787878f oot test  06/12/2022 111158 N/A ® Expire
New task 1 roottest 06/12/202211:1142  Description ® Expirec
Task test retry 132 roottest  06/12/2022104915  N/A o Expire:
Task abfoviv roottest 06/12/2022135821  N/A o Expire:
Newtask 2 roottest  06/12/202211:1448  Description o Expire:
Task 787876f root_test  06/12/20221111:58  N/A o Expire:
New task 1 roottest  06/12/202211:1142  Description o Expire
Task test retry 132 ot test  06/12/2022 104915 N/A o Expire

o Expire

+ Tim kiém két qua deploy tool theo cac cau I&nh truy van:

e Muc dich: Cho phép tim kiém két qua deploy tool theo cau I&nh truy
Van;

e Cac budc thue hién: Nhap vao cau I&énh truy van tim kiém > tich chon
nut Search hodc két thiic nhap tir khéa > nhan enter. HT thwc hién tim kiém thdng tin
két qua lién quan dén tlr khoa tim kiém c6 trong hé théng
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View report - New task 2

14/12/2022 - 12:00:00 ..

H X Computertame ~ “mai®
Total agents 51

Success 1 showing 12 of 12 results
Agent ID Computer name I Address Tool exitcode  Status Message Action
12nzz022- 170000 | BED3ADB7OSFFS.. virtual_agent_mai_ 17217.02 N/A ® Failed Platform invalided (Tool: wind
Total agents 49
i N AGEDG48CCICTT... vitualagentmai. 17217.05  N/A w Failed Platform invalided (Tool: wind.
AAGSTDE4AFFEC.. virualagentmai.. 17217.0.11 N/A ® Failed Platform invalided (Tool: wind.
07/12/2022-12:00:00 ... 210352BC56C0B.. macOS-Mais-Mac.. 192168741 N/A ® Failed Platform invalided (Tool: wind
Total agents 49 7IBCACT42BB32.. virtualLagentmai. 17217.04  N/A ® Failed Platform invalided (Took: wind.
Erd) g E4S0ATICCOBFD.. virluaLagenimai.. 17217.03  N/A o Failed Platform invalided (Tool: wind
SCADIACAR489.. virtualagentmai. 17217.07  N/A ® Falled Platform invalided (Tool: wind
07718463D55€5.. virtualagent.mai.. 17217.010  N/A w Falled Platform invalided (Tool; wind.
6C64807431177... virtuaLagent_mal 17217.00  N/A ® Falled Platform invalided (Tool: wind
556075243054B... virtuaLagentmal [§217.08  na w Falled Platform invalided (Tool; wind.
6DBE442BBO298 wm‘aLaqeanu\r, 1721706 N/A ® Falled Platform invalided (Tool: wind
97617ACIAG0M.. Maingocwinkéd 192168741 0 » Success NiA

A I after 2 months for E

+ Tai xubng toan bd két qua deploy tool (theo 1ap lich task):
e Muc dich: Cho phép tai xudng toan bé két qua deploy tool (theo 1ap lich
task);

e Cac buwdc thiee hién: Tai man hinh View report, chon nat Download all
output

View report - New task 2

14/12/2022 - 12:00:00 ..

X ComputerName ~ "mai” o Q
Total agents 51
Success 1 Showing 12 of 12 results
Agent 10 GComputername 1P Address  Tool exitcode  Status Message Action
2l 22EzZ e N SEDIADBTOSFFE. vitvalagentmai. 1721702  N/A Failed Platform invalided (Tool: wind
:::;f"'s :" AGEDS4ECCICIT.. virtualagent mai.. 17217.05  N/A Falled Platorm invalided (Tool: wind.
AABSTDB44FFEC... virval_agentmal.. 17217011 N/A Falled Platform invalided (Tool: wind.
07/12/2022 - 12:00:00 s 2103528C56C0B.. macOS-MalsMac.. 192168741, N/A e failed Platform invalided (Tool: wind
Total agents 49 71BCACTAZEB32. virualogentmal.. 1721704  N/A wFalled Platform invalided (Tool: wind.
e o E450AFICCOBFD_ virtual_agent_mal.. 17217.03  N/A wralled Platform invalided (Tool: wind.
ICADTACAB4BO.. virtual_agent_mal.. 172.17.0.7 N/A e Falled Platform invalided (Teol: wind.
07718463D55E5... virtual_agent_mai.. 172.17.0.10 N/A e Failed Platform invalided (Tool: wind.
6C648D7431177 Mﬂw! 17217.09 NA e Failed Platform invalided (Tool: wind.
5560752430548, virtualagent mai [@)21708 WA wFailed Platform invalided (Tool: wind.
S0BE442880208.. vinvalagentmai. 1721706  N/A Failed Platform invalided (Tool, wind
7617ACIAG094.. Maingocwinkéd 192168741, 0 eSuccess  N/A
Vi
e a
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+ Get all report:

e Muc dich: Cho phép download tat ca danh sach bao céo két qua deploy
tool.

e Cac budc thye hién: Tai man hinh View report, chon nat Get report:

wviettel

aliant | '™estigation/ eploy Tool View report - New task 2 &, Download all outputs PGS0 X
Tool management Task management
14/12/2022 - 12:00:00 fix Computertione - “mas o a
Q task 1
Agent ID Computername 1P Address  Tool exitcode  Status Message Action
12/12/2022 - 12:00:0 . I _
BE03ADBTOS 721702 NiA eFailed Platform invalided (Tool: wind
@ Showing 100 of 290 resul(s) : n

N 1721705 N/A »Faile Platf alided (Toal: wind,
T Amhor createdsme Description 17217001 WA eFalled Platform invalided (Tool: wind.
Task weekly MacOs roottest 06/12/2022182350  NA 07/12/2022 - 12:00:00 192168741, N/A wFalled Platform invalided (Tool: wind,
Task MacOS dally 1 rolfest 06/12/2022182317  N/A tal sgents 49 N/A . 2 invalided (Tool: wind
Task 7647657465 roofest 06/12/2022175736  N/A L - e Falled Platform invalided (Tool: wind
AT oEE i s Ll N/A eFalled Platform invalided (Tool: wind.
new task 6 foglLiest 00N2/2022175015  NIA .. wirtual_agent_mai.. 17, NiA »Falled Platform invalided (Toal. wind.
new lask 4 roottest  06/12/202217.4313  N/A 1 6C648D7431177_ wirtual_agent_mai_ 17 N/A @ Failed Platform invalided (Tool: wind
Bt =B DR hlZivs) G 5560752430548, virtu nt_mai N/A o Failed Platt alided (Toal: wind
e, L Bk L 1 6DBE442B80298... witualagent_mai.. 172.17.0.6 N/A ® Faile Platform invalided (Tool: wind.
Task abfbivl rolfest  06/12/2022135821  N/A OT617ACIAG0%. Maingocwinksd 192168741, 0 W
New task 2 roolfest  06/12/202211:1448  Description
Task 787878 rootfest  06/12/2022 111156 N/A
New task 1 root_test 06/12/2022 11:11:42 Description
Task test retry 132 rooLtest  06/12/2022104915  N/A
Task abfbivl rolfest 06/12/2022135821  N/A
New task 2 roolfest  06/12/202211:1448  Description
Task 787878 rootfest  06/12/2022 111156 N/A
New task 1 root_test 06/12/2022 11:11:42 Description
Task test retry 132 rooLtest  06/12/2022104915  N/A

+ Download output cla tirng lan 1ap lich:

e Muc dich: Cho phép download tat ca danh sach bao céo két qua deploy
tool tai trng 1an 1ap lich;

e Cac buwéc thyc hién: Tai man hinh View report, chon icon ™ ban ghi
lap lich ma nguwdi dung mudn download outputs > Chon Download outputs
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View report - New task 2

14/12/2022 - 12:00:00

‘ fx compute ~ “mai 9 Q
Tomens 51| G—G—G—G—G
Success 1 results
Get report
computer name 1P Address Tool exitcode  Status Message Action
12/12/2022 - 12:00:00 .
[ BE03ADBTOSFFE.. vitualagentmal. 1721702  N/A wFalled Platform invalided (Tool: wind
Total agents 49
. N ASEDB4BCCICI7. wirtualagentmal.. 17217.0.5  N/A @ Falled Platform invalided (Tool: wind.
AAB57D6ALFFBC.. virtual_agent_mai_ 172.17.0.11 NA e Failed Platform invalided (Tool: wind
07/12/2022 - 12:00:00 = 210352BC56C0B... macOS-MaisMac.. 192168741 N/A ®Falled Platform invalided (Toal: wind.
Total agents 49 71BCACTA28B32. wirtualagent_mai.. 17217.0.4 NiA e Failed Platform invalided (Tool: wind
Suseess o E450A71CCOBFD... virtual_agent-mai.. 172.17.03  N/A ®Failed Platform invalided (Tool: wind
SCADIACAB4E0.. virtualagentmai. 17217.07  N/A ® Failed Platform invalided (Toal: wind.
07718463D55€5.. virtual_agent_mai.. 17217.0.10  N/A ® Falled Platform invalided (Tool: wind
6C64BD7431177.. virtualagentmal.. 17217.08  N/A ®Falled Platform invalided (Toal: wind.
5560752430548 virtual_agent_mai_ 172.17.0.8 NA e Falled Platform invalided (Tool: wind
G6DBE442BB0298... virtualagentmal. 17217.06  N/A ®Falled Platform invalided (Toal: wind.
97617ACIAB094 . Maingocwinktd 192168741 0 ® Success N/A

+ Download b&o céo cda twng lan lap lich:

e Muc dich: Cho phép download tat c& danh sach théng ké bao céo két
qué deploy tool tai tirng Ian 1ap lich (dinh dang .csv)

e Cac bwdc thyc hién: Tai man hinh View report, chon icon ™ ban ghi
lap lich ma nguwei dung mudn download béo céo > Chon Get report
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View report - New task 2

|4f1mozz-1z:oo:oo|§ [ y—

o [T

Name ~ "mai”
Total agents 51 Dowrioad outputs t
Success 1 results
Computer name
12/12/2022 - 12:00:00  ws
BEDIADBTOSFFE.. virtual agent mai
u=En O ABEDGABCCICIT. wirtual_sgent_mai
 wirtual ai
Success 2 ¥
AABSTDOA4FFEC... virtual agent mai
07/12/2022 - 12.00:00 ... 210352BC56C08.. macOS-Mais-Mac
Total agents 49 7T1BCACTA2BB32.. virtual_agent_mai..
Bl g E4S0A71CCOBFD... virtual_agent_ma..
3CADIACAB480 virtual_agent_mai
07718463D55€5...  virtual_agent_mai.
6C648D7431177_. wirtual_agent_mal
5560752430548 virtual_agent_mai.
G6DBE442BB0296... virtual agent_mai
9T61TACIAB094_ Maingocwink6d

1P Address.
1721702
1721705
17217011
192168741
1721704
1721703
1721707
17217.0.10
1721709
1721708
17217.06

192168741

Tool exitcode  Status

NiA
NiA
NiA
NiA
N/A
Ni&
NiA
NiA
NiA
NiA
Wi
o

@ Falled
» Failed
® Failed
® Failed
@ Failed
» Failed
e Failed
@ Falled
w Falled

w Failed

» Failed

Message Action
Platform invalided (Tool: wind.
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
Platform invalided (Toal: wind.
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
Flatform invalided (Tool: wind
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
MR

A The tool results is goaing to be deleted automatically affer 2 months for saving resources

+ View tool outputs cua tirng agent:

e Muc dich: Cho phép nguw¢i dung xem tool outputs cua tirng agent

e Céc buwdc thwe hién: Tai man hinh View report, hover vao ban ghi can

xem b&o cao (c6 trang thai Success) > chon icon

> Chon View tool output

View report - New task 2

14/12/2022 - 12.00:00  «.

Total agents 51
Success 1

12/12/2022 - 12:00:00 ...

Total agents 49
Success 2

07/12/2022 - 12:00:00 .

Total agents 49
‘Success o

[ Jfx ComputerName ~ e Q
Showing 12 of 12 results

Agent 10 Computername  IP Address  Tool exitcode  Status Message Action
GE03ADB7OSFFB.. virtualagentmai. 17217.02  N/A  Falled Platform invalided (Tool: wind
ABEDS4BCCICT7.. wirtualagent-mai.. 17217.0.5  N/A » Failed Platform invalided (Tool: wind.
AAGSTDGA4FFBC.. virtual_agent.mal. 17217011 N/A ® Falled Platform invalided (Tool: wind.
210352BC56C08.. macOS-Mals-Mac... 192.168.74.1.. N/A w Falled Platform invalided (Toal: wind.
71BCACTAZBBIZ  virtual_agent_mai_ 172.17.0.4 NA e Failled Platform invalided (Tool: wind
E4S0A71CCOBFD.. virtual_agent.mai.. 17217.03  N/A » Falled Platform invalided (Toal: wind.
3CAD1ACAB489 umuaLﬁgmLmai 1721707 N/A @ Failed Platform invalided (Tool: wind
07718463D55€5... virtual_agent_mai.. 17217.0.10  N/A »Failed Platform invalided (Toal; wind.
6C648D7431177... wirtual_agentmai.. 17217.09  N/A o Failed Platform invalided (Toal: wind
5560752430548, virtualagent.mai.. 17217.08  N/A  Falled Platform invalided (Tool: wind.
6DBE4428B0298... virtualagent.mai.. 17217.06  N/A  Flled Platform invalided (Toal: View tool output
97617AC1A6094_ Maingocwinksd  192.168.74.1.. 0 ® Success N/A & I i I

A The faol resulls is going 10 be deleted Jutomaticatly affer 2 MONIhs for SHVing esources.
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+ Download b&o céo két qua deploy tool tirng agent:
e Muc dich: Cho phép download bao cao két qua deploy tool tirng agent;

e Cac bwdéc thye hién: Tai man hinh view report, hover vao ban ghi agent

can xem béo céo (c6 trang thai Success) > chon icon ™ > Chon Download output

va‘jtit;‘nt Investigation / Deploy Tool View report - New task 2 &) Getreport X
ot i M | 14/12/2022 - 12:00:00
1272022 = Q
[ Q task 1
Tool exitcode  Status Message Action
1
@ Showing 100 of 290 result(s) 49
"
Task name Author  Created time Description
Task weekly MacOs rootfest  06/12/2022162350  N/A
Task MacOS daily 1 oot test  06/12/2022182317  N/A | 2
Task 7647657465 roottest  0612/202217:5736  N/A |
new task & foottest  06/12/20221756:16  N/A
new task 6 oot test  06/12/202217:5015  N/A
newtask 4 roottest  06/12/2022174313  N/A
Task macosvh 1 rooltest  06/12/2022164135  N/A
Task monthly dal oot test 06/12/2022151838  N/A
Task abfoviv fottest  06/12/2022135821  N/A
New task 2 roottest 06/12/2022 111448 Description
Task 787878 roottest 06/12/202211:11:58  N/A
New task 1 rootfest  06/12/2022 111142  Description
Task test retry 132 roottest 06/12/20221049115  N/A
Task abfovivl rootfest  06/12/2022135821  N/A
New task 2 foottest  06/12/202211:14:48  Description
Task 7878781 oot test  06/12/2022 111158 N/A
New task 1 roottest 06/12/2022111142  Description
Task test retry 132 foottest  06/12/2022104915  N/A

3.6 Man hinh Response
3.6.1 Response Live Response
- Muc dich: Chirc ndng Live response cung cap kha nang xt Iy mot tap cac
command tlr xa theo phién lam viéc nham cho biét cac théng tin hodc x& ly yéu cau
trén host;

- Cac budc thye hién chirc nang Live Response:

Bwéce 1:  Click tab “Response” va chon “Live Response”;
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oy =
aldiant @

Bwéc 2:  Thwc hién tao maéi 1 phién live response
- Chon Agent: Hién thj danh séach cac agent:

+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudéc group default: Hién thi tt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cad Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tit cd Agent
thudc group cla user dang login;

- Nguw¢&i dung chi thwc hién dwoc Live Response v&i nhirng agent dang cé

trang thai online:

Q |

« » DESKTOP-R2ZGB.JEF

+ Chon Duration: cé cac khoang thoi gian 5 phat, 15 phat, 1 gio, 3 gid;
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Duration

15 minutes @

5 minutes

" 15 minutes

1 hour

3 hours

+ Click nut “Connect”:

Live response

Choose an online agent for a live response, then click ‘Connect’ 1o
start the session.

Agent Duration

DESKTOP-RZGE.JEF ~ 15 minutes @

Bwéc 3: Cho 1 phut dé hé thdng thwe hién két ndi téi agent, trang thai hé théng
la “connecting”:

Connect to agent

Choose an online agent for a live response, then click ‘Connect’ to
start the session.

Agent Duraticn

Connecting to agent... (expire in 00:58)

Cancel connection
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Bwdc 4:  Khi két ndi thanh cdng, ngudi dung dwoc phép thwe hién cac lénh &
man hinh console va trang thai ctia phién Live response “running”;

Lwu y: Mbi agent tai mot thdi diém chi ¢6 1 phién Live response lam viéc.

viettet
aliant

Lwu y: Ngwdi dung co thé thue hién cau 1énh két ndi téi container bang cach thuc
hién cac lénh man hinh console container

viettel oq»
I Live Response 3

aldiant

Change agent | Il $top connect
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- Nguwoi dung c6 thé thwe hién cac 1énh tai man hinh console nhw sau:

+ Window: thwc hién cac cau lénh sau:

STT | Céac Iénh Tham sé M6 ta

Thay d6i thw muc lam viéc hién
cd <dirpath> y dorthtrmd ' '

1 |cd tal

cd.. hodc cd .. Chuyén vé thu muc cha

In thw muc hién th&i dang lam
viéc

dir [drive:][path][filename]
[/A[[:]attributes]]
[/O[[:]sortorder]]
[/T[[:]timefield]] [/L] [/Q] [/R]
[/S]/X]

Liét ké cac file/ cac thw muc con
trong thw muc hién thoi

/A:[-] attributes  Displays files
with specified attributes.

Attributes:
3 | dir _ _
D Directories

R Read-only files

H Hidden files

A Files ready for archiving
S System files

L Reparse Points

/L Lower-case filename

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 158
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

STT

Céc lénh

Tham sé

/O:[-]sortorder  List by files in
sorted order.

sortorder

N By name (alphabetic)

S By size (smallest first)

E By extension (alphabetic)
D By date/time (oldest first)
G Group directories first

- Prefix to reverse order

Ex: dir /O:N;

[T:timefield Choose which
time field displayed

timefield

C Creation

M MFT Creation

A Last Access

W Last Written

Vidu: dir IT:A

- Prefix to exclude attribute

Vi du: dir /A:D-AH

/Q Display the owner of the
file.

Vi du: dir /Q
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STT | Céac Iénh Tham sé Mo ta

/IR Display alternate data
streams of the file.

Vi du: dir /R

IS Displays files in specified
directory and all
subdirectories.

Vi du: dir /S

/X This displays the short
names generated for non-
8dot3 file names.

Vi du: dir /X

delete —file <path>

vi du: , .
Xo6a 1 file

delete -file "c:\temp\run
path.exe"

delete -folder <folderpath>

4 | delete . .
vi du: Xo6a 1 thuw muc

delete -folder temp\axvers

delete —all <folderpath> Xoa tat ca céc file/ thw muc con

vi dy: trong thv muc (nhwng khdng

delete —all c:\temp x6a thw muc)

<SourcePath>  <DestPath> 2
5 |mv _ Cho phép di chuyén file/ folder
move (rename) file / folder
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STT | Céac Iénh

Tham sé

Vi du: example: mv
"c:\temp\clean.exe"
"c:\temp\evil.exe"

Hién thi di¥ liéu trong file (gi&i

dump -process -pid 452 -f
"C:\Users\Evil_dumped.dmp"

6 | viewfile <filepath><sizeinbytes> . o
han kich thwérc file)
hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma hoa file tbi da 1MB
2 | Hash hash Option -f d& budc mé tép khi tép
vi du: | dang dwoc mé b&i mét quy trinh
example: hash md5 | khac
c:\test\run.exe
Cho phép dump tién trinh. Néu
ban bé qua dworng dan tép két
xuat, n6 sé mac dinh 1a
<processname> _ <datetime>
.dmp
-process -pid <ProcessID>
[-f <DestPath>]
8 | dump dump process by process id _ _
Dump process b&i Process id
Vi du:

-process -name
<ProcessName> [-f
<DestPath>] dump

process by process name

Dump process bé&i Process
name
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STT | Céac Iénh Tham sé Mo ta
Vi du: dump -process -name
Evil.exe -f
"C:\Users\Evil_dumped.dmp"
-process -path
<ProcessPath> [-f
<DestPath>] dump
process by process path Dump process b&i Process Path
Vi du: dump -process -path
"C:\Users\Evil.exe" -f
"C:\Users\Evil_dumped.dmp"
9 | get <filepath> Upload 1 file ttr host I1én server
10 | put <url><folderpath> Download 1 file t&i may host
<dir name>
11 | mkdir Tao 1 thw muc
Céc 1énh lién quan dén Registry
query <keyname> -V
<valuename>
vi du: £ g rem .
Truy van di liéu value cua 1 key
12 | reg reg-query
"HKLM\Software\abc xyz" -v
“run path"
query <keyname> -s Truy van tit cd cac subkey va
vi du value va data
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STT

Céc lénh

Tham sé

reg-query
"HKLM\Software\abc xyz" -s

add <keyname>

vi du: "
Thém 1 key
reg-add "HKLM\software\abc
xyz"
add <keyname> -V
<valuename> -t <type> -d
<data>
vi du: Thém 1 value
reg-add "HKLM\software\abc

xyz" -v"run path" -t REG_SZ -
d "c:\temp\bin.exe"

delete <keyname>
vi du:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

Xoa 1 key va tat ca cac subkey
va value

delete <keyname>
<valuename>

-V

Xo6a 1 gia tri cua key

import <filename>

Import 1 file .reg

export <keyname> <filename>

Export 1 file .reg
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STT | Céac Iénh Tham sé Mo ta
Céc lénh lién quan dén process
. Tat 1 tién trinh dang chay theo
-t <processid> <.
ID tién trinh
-s <processid> Tam dirng 1 tién trinh
13 | process | H&i phuc lai 1 tién trinh d3 bi tam
-r <processid> . o
dirng trwée dé
-3 Liét ké toan bd cac process cua
tat ca cac user
-| -u <username> Liét ké cac process cua 1 user
Céc 1énh lién quan dén service
Liét ké cac service dang chay
-query K i
trén may host
-start <servicename> Start 1 service
14 | service -stop <servicename> Stop 1 service
-uninstall <service_name> | . .. :
. _ G0& cai dat service
uninstall service
-listdrivers list drivers
on host, example: service - |List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
15 | user
-sid<username> Lay sid cua username
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STT | Céac Iénh Tham sé Mo ta
H6 tro tim kiém theo tr hodc
grep -t <text> <param> . 2 v s
16 | grep chudi tr két qua dau ra duwgc
<command> R .
theo Iénh command truyén vao
17 |cls Xo6a man hinh console
18 | help Lénh help
19 | Clear Lam sach console
20 | Close bdng session
- Liét ké danh sach container
21 | container | -a <container id> Két nébi t&i tirng container
-d Thoat két ndi container

+ Ubuntu: Thwc hién cac cau lénh sau:

STT | Céac lénh Tham sé M6 ta
Thay dbi thw muc lam viéc hién
cd <dirpath> _ y i i i
1 |cd tai
cd.. hodc cd .. Chuyén vé thu muc cha
In thw muc hién théi dang lam
2 | pwd ! v muc hié i dang
Viéc
3 | dir dir list file / subfolder in current | Liét ké cac file/ cac thw muc con
folder trong thw muc hién thoi
4 | delete delete —file <path> Xoa 1 file
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STT | Céac Iénh Tham sé Mo ta
vi du:
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
vi du: Xoba 1 thw muc
delete -folder temp\axvers
delete —all <folderpath> X06a tat ca cac file/ thy muc con
vi du: trong thw muc (nhwng khéng
delete —all c:\temp x6a thu muc)
<SourcePath>  <DestPath>
move (rename) file / folder
5 mv V|' du examp|e: mv ChO phép d| Chuyén f||e/ fOIder
"c:\temp\clean.exe"
"c:\temp\evil.exe"
Hién thi di¥ liéu trong file (gi&i
6 |viewfile | <filepath><sizeinbytes> en th dir lieu trong file (gio1
han kich thuéc file)
hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma hoa file tdi da 1MB
- | Hash hash Option -f d& budc ma tép khi tép
vi du: | dang dwgc mé b&i mot quy trinh
example: hash md5 | khac
c:\test\run.exe
8 | get <filepath> Upload 1 file ttr host I1én server
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STT | Céac Iénh Tham sé Mo ta
9 | put <url><folderpath> Download 1 file t&i may host
<dir name>
10 | mkdir Tao 1 thw muc
Céc 1énh lién quan dén process
. Tat 1 tién trinh dang chay theo
-t <processid> VR
ID tien trinh
-s <processid> Tam dwrng 1 tién trinh
11 | process Hbi phuc lai 1 tién trinh da bj tam

-r <processid> . o
dirng trwée do

Liét ké toan bd cac process cua

-l -a i
tat ca cac user

-| -u <username> Liét ké cac process cla 1 user

-e -S <imagepath> -c <cmd>
execute a non GUI process as
system

Vi du: process -e -s /tmp/run

-e-u<username>

<imagepath> -C <cmd>
execute a non GUI process as
a user

Vi du: process -e -u Alex
/tmp/run
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STT | Céac Iénh Tham sé Mo ta
-d <processid> -0
<imagepath> generate
core file of running program, vi
du: process -d 231 -o
Itmpl/core_file
Céc 1&énh lién quan dén service
Liét ké cac service dang chay
-query R ,
trén may host
-start <servicename> Start 1 service
12 | service -stop <servicename> Stop 1 service
-uninstall <service_name>| __ . __ _
_ _ - G0o cai dat service
uninstall service
-listdrivers list drivers
on host, example: service - |List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
13 | user
-sid<username> Lay sid cua username
14 | help Lénh help
15 | Clear Lam sach console
- Liét ké danh sach container
21 | container
-a <container id> Két ndi t&i trng container
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STT | Céac Iénh Tham sé Mo ta
-d Thoat két ndi container
+ MACOS:
STT | Céac lénh Tham sé M6 ta
Thay dbi thw muc lam viéc hién
cd <dirpath> _ y i i i
1 |cd tal
cd.. hodc cd .. Chuyén vé thw muc cha
In thw muc hién th&i dang lam
2 | pwd a ' ' J
Viéc
3 | dir dir list file / subfolder in current | Liét ké cac file/ cac thw muc con
folder trong thw muc hién thoi
delete —file <path>
vi du: , .
Xoba 1 file
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
4 | delete ., .
vi du: Xba 1 thuy muc
delete -folder temp\axvers
delete —all <folderpath> Xoba tat ca céc file/ thy muc con
vi du: trong thw muc (nhwng khéng
delete —all c:\temp x6a thu muc)
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STT | Céac lénh Tham sé M6 ta
<SourcePath>  <DestPath>
move (rename) file / folder
5 |mv Vi du: example: mv Cho phép di chuyén file/ folder

"c:\temp\clean.exe"
"c:\temp\evil.exe"

Hién thi di liéu trong file (gi&i

6 | viewfile <filepath><sizeinbytes>
P % han kich thuoc file)

hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma hoa file téi da 1MB

- | hash hash Option -f & budc mé t&p khi t&p
vi du: | dang dwgc mdé b&i mét quy trinh
example: hash md5 | khac
c:\test\run.exe

8 | get <filepath> Upload 1 file ttr host 1én server

9 | put <url><folderpath> Download 1 file t&i may host
<dir name>

10 | mkdir Tao 1 thw muc

Céc lénh lién quan dén process

Tat 1 tién trinh dang chay theo

11 | process | -t <processid> R
ID tién trinh

-s <processid> Tam dwrng 1 tién trinh
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STT | Céac lénh Tham sé M6 ta
. Hoi phuc lai 1 tién trinh d4 bj tam
-r <processid> . ] ]
dirng trwée do
-2 Liét ké toan bd cac process cua
tat c& cac user
-I -u <username> Liét ké cac process cua 1 user
-e -S <imagepath> -c <cmd>
execute a non GUI process as
system
Vi du: process -e -s /tmp/run
-e-u<username>
<imagepath> -C <cmd>
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
Céc lénh lién quan dén service
Liét ké cac service dang chay
-query N .
trén may host
12 | service -start <servicename> Start 1 service
-stop <servicename> Stop 1 service
-uninstall <service_name> | . .. .
_ i GOo cai dat service
uninstall service
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STT | Céac lénh Tham sé M6 ta
-listdrivers list drivers
on host, example: service - | List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may

13 | user
-sid<username> L&y sid cta username

14 | help Lénh help

15 | Clear Lam sach console

- M@t sé Iwu y khi lam viéc v&i cac Iénh trén man hinh console:

+ Lénh Clear: Sau khi thwc hién 1&nh clear thi hé théng sé hé tro' ngudi diing
download toan bé log da thwc hién trén man hinh console trwdc day, bang thao tac
click vao link “here”;

+ Lénh get <filepath>: vi du: get procexp.exe trong man hinh console thi két
qua lay file v& dwoc hién thi & man hinh Attachment Log & phia dwéi géc bén phai
ctia man hinh. Nguwdi dung dwoc phép tai file vé trinh duyét hodc xoa file da lay vé
server.

Bwdc 5:  Phién lam viéc cua Live Response két thiic khi:

+ Thoigian cGa phién hét hiéu lwc: Khi tredrng “Duration” bang thdi gian voi
trwdng “Time To Live”;
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+ Nguwdi ding chi ddng yéu cau dong két nbi bang 1énh “close”;

+ Khi méat két néi v&i agent, server thwe hién ping/pong failed trén 3 1an.

3.7 Man hinh Setting

3.7.1 Agent Management

- Muc dich: Chirc nadng Agent Management hd tro nguwdi quan tri quan ly cac
agent da cai dat bao gém:

+ Xem danh sach cac agent va cac théng tin chung;
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+ Xem chi tiét cla Agent;

+ Chon nhanh cac agent va thiét 1ap mot sb cai dat (policy, update group);

viettel

aliant S

Agent management @ Guidel

:::::::

- Heé théng hbd tro’ thwe hién cac tinh nang:
1 — Xem danh sach cac agent da dwoc cai dat trén hé thdng:

+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thi tdt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cd Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mdt hodc nhiéu con: Hién thi tht cd Agent
thudc group cua user dang login;

+ M®i agent dwoc hién thj cac théng tin chung gdm: Name, Status, Group,
Update Group, Last Ping, First Ping, DNS, Policy, AgentlD, PlatForm, PlatForm
Version, Architecture, DNS, Version.

2 — H6 tro chirc ndng tim kiém Agent theo AgentlD, ComputerName, OS,
Architecture, Platform, Policy, IPDCN, Online, Update Group, Group ID, IP,

Mac, Version. V&i méi tiéu chi tim kiém thi hé tro' cac toan tr tim kiém “=,

gl = «_n.
- ’ )
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viettel P
aliant =
Agent management @ Guideli
First Pir Last Pi
AgentlD
Platform N
- Vidu vé cac cau tim kiém:
~ e P | iAo
+ Tim kiém v&i diéu kién “=
viettel i
aldiant =
Agent management @ cuideli
FirsstPing B Last Ping
1 resuit(s)
Offline Default Phula_test 09 05/04/2022 14:43:51 0.61.188.2 phula_test
~ . X s s = A ' @y,
+ Tim kiém v&i diéu kién “1=":
viettel p—
aldiant =
Agent management @ cuideli
First Ping € Last Ping
2 result(s)

+ Tim kiém vé&i diéu kién “~:
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viettel

aliant

Agent management
FistPing @ LastPing

P 10611882 anhnn_ful_features 318

T 09/06/2022 17:24:22

Jhunty18 Offline Default est 22

+ Tim kiém theo tiéu chi két hop AND:

viettet

aliant

Agent management
FirstPing Last Ping

1 resultts)

Ubuntu18 Offline

+ Tim kiém theo tiéu chi két hop OR:

\net.lel .
aliant =
@ Guideli

Agent management
FirstPing [ LastPing 3

2 result(s)

Offline Default Phula_test 05/04/2022 14:49:51 10.61.188, phula_test

0611882 anhan_full_features 338

Ubuntu18 offline Default Test

3 — Chon nhanh 1 agent/ 1 nhém céc agent dé thiét 1ap Policy

viettel

aliant

Agent management

lin Default Phula_test 05/04/2022 14:49:51 0.61.188,
Offling Default Te 022 10:50:23 10.61.188.2 anhnn_full_features 338
N Offline N/A N/A NiA NiA NIA WA
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+ Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected:;
+ Thyc hién Set Policy:
e Chon Policy:

viettel . n
aliant ting / Agent Managemer L
Agent management @ Guideline
FirstPing 2 LestPing 13 a

3 resuts) ew colurmn v
Selected (2) ‘Set Policy. Move to group Set update group. Cancel

NAME  poiicies e al oo

ex Phula_test 090672022 10.43:58 05/04/2022 144951 10611882 phula
pun Tes or06/2022 17242 07/06/2022 10:5023 10611682 n_ful features '8
wa W Wik ” N

e Xac nhan thao tac bang cach chon nut “Set policy”;
e X&c nhan huy thao tac bang cach chon nat “Cancel”.

4 — View Column: CAu hinh hién thj cac cot theo mong mudn.

& View column

Search in dropdown list...

5 — Xem chitiét 1 agent bang viéc click duplicate chuét vao 1 row b4t ky
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Hé théng hd tro ngudi dung thiét 1ap Policy, Update Group va Move to group cho
Agent 1 cach nhanh chéng.

+ User dang nhap thudc group root: Hién thj tAt ca Group trong hé théng;

+ User dang nhap thudc group default: Hién thi Group default;

+ User dang nhap thudc group cha: Hién thij tt cd Group thudc user dang
login va cac user thudc group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thi tAt c& Group
thuéc user dang login;

- Tab General info

+ Heé théng hién thj cac thdng tin chung vé agent gém: Cac théng tin chung,
CPUs, Network Interfaces, Default Gateway, DNS Server;

viettet

aldiant

#0fflie Agent localhost.localdomain

- Installation Files Version

+ Thdng ké tat ca cac file cai agent, bao gdm cac thdng tin: Tén folder chira
file cai, File name, Version;

+ Hb tro search nhanh theo File name, Version vao text box search
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viettel

aliant Sating / Agent Managetrant

® Offiine  Agent localhost.localdomain
AgentID 31FEFAST29440720 63

IIF0CEEABAD

Agent management

t properti
Set Policy Setupdate group Mave 1o group
Localhost.Localdomain Offline Default Phula_test About this agent
bunty18 Offline Default Test
< neral in Installation Files Version talled Certificates Scheduled Ta: Disk artitions n nent var 5 frw >
NiA Offline N/A N/A _
Display 3/3 result
AJIAN VESUpdater
collector VESSve

RWorker
VESConfigurationManager
Agentinfo

VESConnectionManager

- Installed Certificates

+ Théng ké tat ca céac certificate trén may cai agent, bao gém céac thdng tin:
Danh sach certificates trén may, Issused by, Issused to, Expiration date, Status;

+ Trwdng hop mudn xem chi tiét véi nhigu thong tin hon, chon @ | hién
thi man hinh nhw sau:

Certificate *
FRIENDLY_MAME Microsoft Root Certificate Authority
SSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
EY_USAGE Digital Signature, Mon-Repudiation, Certificate Signing, Off-line CRL Signing, CRL

Signing (c6)

SIGNATURE_ALGORITHM shalR3A

STATUS R

SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
VALID_FROM 10/05/2001 05319722

- Scheduled Tasks
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+ Thdng ké tat ca scheduled tasks trén may cai agent, bao gébm céc théng
tin: Danh sach cac scheduled tasks, Name, Status, Trigger, Next time run, Last time
run, Author, Created,;

+ Chon > hoac %> dé& tuy chinh viéc hién thj théng tin bé sung cho
trng task;

+ Hover vao task va chon () d& xem thdng tin day da cua task dwdi dang
xml

XML Detail X

=?xml version="1.0" encoding="UTF-16"?=
<Task version="1.2" xmIns="http://schemas.microsoft. com/windows/2004/02/mittask">
=<Registrationinfo=
<Date>2021-03-09T18:36:49.6502882</Date>
<Author=VCS\Administrator</Author=
<URI=\dffffff</URI>
</Registrationinfo>
<Triggers /=
<Principals>
<Principal id="Author">
=<Userld=5-1-5-21-3942219608-2782901308-3935319899-500</Userld=
<LogonType=Interactive Token</LogonType:>
<RunLevel>LeastPrivilege</RunLevel>
</Principal>
</Principals>
<Settings> "
<MultiplelnstancesPolicy=IgnoreNew</MultipleinstancesPaolicy =
=DisallowStartfOnBatteries>true</DisallowStartifOnBatteries>
«<5StopliGoingOnBatteries=true</StoplfGoingOnBatteries
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable=false</StartWhenAvailable>
<RunOnlylfNetworkAvailable>false</RunOnlylfNetworkAvailablex
<|dleSettings>
«<5topOnldleEnd=true«/StopOnldieEnd=
<RestartOnldle>false</RestartOnldle>

4, Export to XML

L, Exportto XML

+ Chon dé tai vé thong tin scheduled task, hé tro' dinh dang

xml
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- Disks & partitions

+ Théng ké tat ca disks & partitions trén may cai agent, bao gém céac théng
tin. Danh sach Disks, Partition, Volume name, Serial, Drive type, File system,
Capacity, Available

+ Chon ~ hodc ~ dé tuy chinh viéc hién thi théng tin bd sung cho tirng disk.

- Environment variables
+ Théng ké tat ca environment variables trén may cai agent, bao gém céc

théng tin: Danh sach system va users, tén bién, gia tri tric thudc system hodc user;

+ Chon ~ hodc ~ dé tuy chinh viéc hién thi théng tin bd sung cho tirng disk.
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W 0nline Agent DESKTOP-RZGB.EF

viettel
aliant

Agent management

Defaut Feloase

- Tab Installed Software

+ Théng ké tat cad phan mém da cai trong agent bao gdm théng tin: Tén phan
mém, version cai, ngay cai;

+ H6 tro search nhanh phan mém Antivirus da cai hodc nhap tén phan mém
vao text box search;

- Tab Required Software

+ Théng ké tat cd phan mém bat budc da cai hoac chwa cai trong agent bao
gdm thdng tin: Tén phan mém, version cai, trang thai cai;

+ H6 tro search nhanh phan mém bat budc chwa cai dat trén may hodc nhap
tén phan mém vao text box search.

- Tab User list

+ Théng ké tAt ca User dang nhap trong agent bao gém théng tin: Tén user,
active, administrator

6 — Chon nhanh 1 agent/ 1 nhém céac agent dé thiét 1ap Move to group

+ Tich chon 1 agent/ nhiéu agent d& vao phién Multiselected:;
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pppppp

aldiant 3/ Agent Manageme = oo

Agent management @ cuideli

+ Thwc hién Move to group:
Danh sach Group trong combobox Move to group:
e User dang nhap thudc group root: Hién thj tat ca Group trong hé théng;
e User dang nhap thudc group default: Hién thj Group default;

e User dang nhap thudc group cha: Hién thj tat cd Group thudc user dang
login va cac user thuéc group con twong rng;

e User dang nhap thudc group mét hodc nhiéu con: Hién thj tt cd Group
thuéc user dang login;

+ Chon nhanh 1 agent/ 1 nhém céac agent dé thiét l1ap Set update group:

e Tich chon 1 agent/ nhiéu agent d& vao phién Multiselected:;

nnnnnn

aldiant 3/ Agent Manageme = ou

Agent management @ cuid

3 results)

e Thuc hién Set update group;
Lwuy:

+ Move to group: Chuyé&n agent vao cac group c6 trong man hinh Group
management;
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+ Update group: chuyén agent vao cac group lwu tri¥ cac file chay dwdi
Agent, méi group co cac file chay khac nhau dwoc dinh nghia trong server.
3.7.2 Policy Setting

- Muc dich: Hb tro nguei ding quan Iy danh sach céc chinh séch thiét [ap cho
cac Agent;
- Man hinh giao dién khi ngu&i dung truy nhap vao Setting >> Policy Setting:

nnnnnnn

aliant =

Policy management °]

1 — Hién thi danh sach cac Policy da dwoc tao trén hé thédng. Mbi 1 policy
gdm céc théng tin: Tén, sb lwong Agent dwoc ap chinh sach, Thei gian tao,
thdi gian cap nhat, Thoi gian 4p chinh sach, trang thai (c6 2 trang thai:
Applied va Not Applied);

2 — Tao mé&i mot chinh sach: Click vao nat “Create” hé théng hién thi Popup
tao mo&i chinh sach nhw sau:

o Guidelines

FPOLICY NAME

full_features_huyenpk|

O BOIT DOniCy are aier creaen

Lwu y: khi tao mé&i: Tén Policy khéng duwoc trung vé&i cac Policy da tao trwdc do.

- Sau khi tao méi policy thanh cong hé théng sé hién thi man hinh chi tiét cta
1 policy:
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Policy configuration tree

AGENT

SERVICE LIST

PLUGIN UST

ConfigurationManager

ConnectionManager
Updater

Drivers

WindowsEventlog

Collector

AdvanceCollector

LiveResponse
Containment

ResponseScenario

ApplicationControl
L Protection&Prevention —

EndpointFirewall

Configuration guidelines
-

policy Press edit

~Inedit mode: Press check/uncheck button to add/remove a node
After

button to edit

itting: Press save configuration button to save conf cancel button

k previous

EventSubcriber

EventPolicy

EventChannel

SysmonConfig

- Mb6i 1 policy tao xong

thwodng c6 3 core service mac dinh:

ConfigurationManager, ConnectionManager, Updater. Lwu y 3 service nay khong

duoc phép x6a khdi hé théng. Cac budc dé ciu hinh cho 1 policy:
Bwérc 1:

Click nat "= /@& thay dbi cay Policy

Bwéc 2: Khi & trong ché do Edit, nguwei dung dwoc phép Check/Uncheck dé

Add/Remote cac service khac:

Policy configuration tree

AGENT

SERVICE LIST

PLUGIN LIST MODULE LIST
e
@
Updater
e
]
el
TS
D). -
ApplicationControl
R proisciontorevenicn | e
BlsPlugin @
NacAuPlugin
-
-
Configuration guidelines
-c policy tree ian: Press edit 1 button to edit

-Inedit mode: Press check/uncheck button to add/remove a node
After completed editting: Press

button to n or cancel bution to comeback previous configuration

Bwéc 3:  Sau khi hoan thanh ché doé edit:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com

Page |185




viettel

security
e Ngu®i diung nhan nat “Save config” dé lwu cac thay dbi;

e Nguoi dung nhan nat “Cancel” dé hiy thao tac cap nhat Policy va hé
thdng quay lai ciu hinh truéc day.

Bwéc 4:  Click icon K2 dé thwe hién ciu hinh chitiét cho ttvng module/Plugin cla
cac Service.

- WindowsEventLog: cau hinh cac nguén log lay dwdi Agent:
- EventSubcriber: chi dinh cac kénh lay log
- Yéucau di liéu:
+ Trwong event_filter (loc theo Event ID): céc string con cach nhau dau
phay (,);
VD: “4”: loc cac event c6 eventlD = 4
“-689”: loc cac event co eventID # 689

+ Trwédng providers céac string con cach nhau dau chdm phay ());

+ Cac trudng bat budc phai dién: subs_type, channel;

+

Channel: nguén log;

=+

sub_type:

e PUSH: khi c6 event mé&i > goi ham cia VCS-aJiant dé& xt ly;

e POLLING: VCS-aJiant sau 1 khoang th&i gian chi déng 13y log;
e PULL: VCS-aJiant chi ddng lay log sau 1 khoang th&i gian;

- Sau khi cu hinh xong can Save lai:

PULL
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+ EventPolicy: Thiét Iap policy d& enable/disable 1 sb loai log ma hé théng
mac dinh chwa co;

e Yéu cau: cd it nhat 1 trwdng dwoc chon

Event policy canfiguration

Accountlogon T powershell
Account Management

Process Create Command Line
Detail Tracking

+ EventChannel: cu hinh chi tiét 1 sé nguén log:

e Retention: c6 Iwu log xoay vong hay khéng (Néu chon Rentention thi
khi file log day c6 log m&i sé ghi dé 1én log cii nhat);

e Log file path: dwong dan file log;
e Log file size: kich thwdrce file log;
e Y&u cau: tat ca dir liéu déu phai dgién;

Event channel configuration

+ SysmonConfig: enable/disable sysmon tool trén Agent dé 1y log sysmon:
Microsoft-Windows-Sysmon/Operational;

e Antikeylogger: la mét SelfRun Plugin cua VCS-aJiant, c6 nhiém vu dinh
Ky quét toan bé may dé tim ra KeyLogger dang chay trén may néu co;
e Scan setting: cau hinh céc loai KeyLogger can quét;

e Yéucau:

o Scan cycle: min la 1 phat, max la 180 phat;
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o Chon it nhét 1 loai Keylogger:;

+ Whitelist setting: cAu hinh whitelist 1 s& phan mém theo dwérng dan cla
file trén & dia hodc theo chi¥ ky sb (cert) cla file chay key logger

e Y&u cau: dién day du cac trwong;

e Sau khi nhap xong can “Save” lai cau hinh:

White list setting

WhiteListCer Rawinput Microsoft Corporation [T}

whiteListPath HookMessage

+ Self defend: Bb sung co' ché chng unintall cho Self Defense;

e Yéu cau: Lwa chon Chon Drivers > Tich chon Self Defense dé bat tinh
nang Self Defense hodc bd chon dé tat > chon Save > chon Apply Policy;

e Sau khi cap nhat thay déi xong can “Save” lai cau hinh:

viette .
&

aJdiant B u O

Policy detail - anhnn_full_features m

&

Self Defense

st configurston successully =

Bwédc 5:  Click nat dé thiét 1ap Policy vira dwoc cau hinh cho Agent:

+ Clone chinh sach méi: Click vao nit @ hé thdng sao chép toan bd chi tiét
cua policy dwoc clone ngoai trir tén policy.
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Clone from policy:
test_sample

NAME OF POLICY

+ Xo6a chinh sach: Click vao nit I hé théng hién thi pop up dé nguoi ding
dua ra quyét dinh x6a hay khéng?

Delete Policy

Do you want to delete policy: 0503_testl

+ Trwdng hop Policy da cé agent dwoc ap, sau khi x6a hé théng tw déng
gan “default policy” cho cac agent do;

Delete Policy
Do you want to delete policy: hieupc4

This policy has been assigned to agent(s). If this policy is deleted, agent(s) will be reset to
default policy!

Cancel

+ Khi click dup vao tirng ban ghi hé théng sé chuyén tiép t&i trang chi tiét
cta 1 policy d& nguw®i dung xem/ thay dbdi cu hinh cho Policy.

3.7.3 Group Management

- CAu hinh luat dé tw dong chuyén policy va chuyén nhém cho céc agent néu
théa man luat trén Portal, gidm th&i gian chuyén policy va chuyén nhém cho tirng
agent va déng bd policy cho cac agent thda man luat da ciu hinh.

- Céc tinh nang chinh trén man hinh nay bao gém:

+ Quan ly nhém theo cay;
+ Tim kiém nhém:;

+ Thém md&i nhém:
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e Tao luat tw ddng chuyén nhdém cho agent;

e Tuy chon cach thirc chuyén nhém (All existing agents, New agents
only, All existing and new agents) va gan policy (gan ngay, khéng gan);
+ Theo ddi cac agent thudc nhom, tbng sbé agent thudc nhom;
+ Chinh stra nhém;
+ Xo0a nhém, xéa agent thuéc nhém;
1 — Quan ly nhém theo cay:
+ User dang nhap thudc group root: Hién thj tt cd Group trong hé théng;
+ User dang nhap thudc group default: Hién thj group default;
+ User dang nhap thudc group cha: Hién thj Group thudc group cla user
dang login va group con twong wng;
+ User dang nhap thudc group mot hodc nhiéu con: Hién thj tAt ca Group
thudc group cua user dang login;

- Danh sach nhom hién thj theo dang cay bao gém cac nhém gbc va méi nhém
gbc gdbm cac nhom con cép 1, cép 2...

- Mb&i nhém gdm tén nhdm, théng tin cAu hinh cta nhém (rule, policy, apply to),
va danh sach agent thuéc nhém.

- Céc rule cla nhém la déc lap gitra cac nhom (khdng co ké thra cha con).
Viéc quén ly nhém theo cay dé quan ly dé dang hon khi sé lwong agent Ién va co sw
phan cép vé quéan ly agent theo cdng ty, phong, ban...

- Khi user thudc group con, chon group cha sé& khéng nhin thay popup group
detail

2 — Tim kiém nhém
+ Cach 1: Click vao textbox Search > hién danh sach cac nhém cua twong

trng v&i user dang login cé thé scroll dwgc > Chon nhém trong danh sach hién ra;

+ Céch 2: Click vao textbox Search > nhap ky tw tim kiém vao textbox > hé
thédng tw dong tim kiém céc ban ghi chira ky tw nhap vao > Chon 1 ban ghi pht hop
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trong danh sach goiy hoac click Search hoac Enter sé hién danh sach cac ban ghi
thda man;

nnnnnn

aliant =

Group management © Guidslines

- Khi click dup vao 1 ban ghi sé hién thj théng tin chi tiét ctia ban ghi do.
+ Tab thdng tin chi tiét hién thj 1a Detail, di liéu ctia group dé 1a Rule, Policy,
Apply to;

+ Khichon tab Agent list thi di¥ liéu théng tin cac agent match vé&i group do.

+

Khi chuét phai vao 1 ban ghi thi sé& hién thj 2 option: Go to group va Delete
group.

=+

Néu chon Go to group thi dwa user dén vi tri ctia group d6 trén cay;
+ Néu chon Delete group thi hién thi popup confirm x6a group.

- Khi click vao menu g6c phai mdi &n ghi cling hién thj 2 option: Go to group va
Delete group.

3 — Thém md&inhom:
+ User dang nhap thudc group root: C6 thé them mai tat cd Group trong;

+ User dang nhap thudc group default: Khéng thé thém mai;
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+ User dang nhap thudc group cha: c6 thé thém maéi group con twong trng
cua group thudc user dang login;

+ User dang nhap thudc group mot hodc nhiéu con: cé thé them mai group
con twong rng cua group thudc user dang login;

Bwée 1:  Lwa chon vi tri nhdm sé tao

+ Néu tao m&i nhém & danh sach nhém géc, click nat “Add new” géc phai
man hinh hodc hover vao cudi danh sach nhém géc trén man hinh, click Add new ;

viettel

aliant ' S

Group management @ Guidelines

+ Néu tao m&i nhém 1a nhém con trong mét nhém gdc hodc nhom cép 1,
cép 2... thi click vao nhém cha sau dé click “Create” trén man hinh hodc hover vao
cudi danh sach nhém cuing cép va click “Create”;

Bwéc 2:  Nhap tén nhom va ciu hinh luat;
Lwu y: tén va luat cdu hinh khdéng duoc tring véi tén va luat da cé.
+ Néu chon toan t&r “All”: luat thda man khi ca 2 trwong dwoc thda man;

+ Néu chon toan t&r “Any”: luat thda man khi 1 trong 2 hodc ca 2 trwdng thda
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Group management @ cuidelin EDR_group

ppppppp

Bwéc 3:  Lwa chon policy va loai agent s& apply policy néu théa man rule:

- Sau khi click Apply kiém tra agent dwoc chuyén nhém trong tab Agent list:
danh sach agent thda méan luat va dwoc chuyén nhém sang nhém vira thém. Tuy
thudc vao lwa chon & phan “Apply to” @& chuyén nhém cho cac agent trong hé théng:

+ All existing agents: chuy&n nhém cho tat c& agent dang ton tai trong hé
théng, cac agent cai mai sau khi apply néu c6 khép luat ciing KHONG chuyén nhom:;

+ New agents only: chi chuyén nhém cho cac agent cai méi sau khi Apply,
cac agent dang ton tai trén hé théng néu khép luat cting KHONG chuyén nhom;

+ All existing and new agents: chuy&n nhom cho tat ca agent dang ton tai
trong hé théng va agent cai méi sau khi apply néu khép luat;
Lwuy:

+ Néu chon checkbox “Apply policy now when rule matched”, sau d6 click
“Apply” thi v&i cac agent dwoc lwa chon Apply sé kiém tra cac gia tri néu khép véi
luat da cAu hinh sé chuyén policy cho agent sang policy da chon & muc “Policy”, déng
thei chuyén nhom:;

Trong trwd'ng hop ko chon checkbox trén thi sau khi Apply, cac agent dwgc chon
Apply chuyén nhém nhwng khdng chuyén policy, tére 1a agent gir nguyén policy trong
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khi chuyén sang nhém cé policy khac: véi cac agent cai méi néu khédp luat thi chuyén
nhém va dwoc ap policy “default” do khdng chon checkbox > ap policy mac dinh;

+ Néu agent méi khép luat cdia nhiéu nhém sé wu tién chuyén vao nhém
dwoc tao mai nhét, khéng tinh thei gian stka nhom.

4 — Slra nhém: c6 thé lya chon stra 1 hodc 2 ho&c ca 3 thanh phan trong
mot nhom: Rule, Policy, Apply to

+ User dang nhap thudc group root: Cé thé stra tat ca group trong hé thdng;
+ User dang nhap thudc group default: Khong dwgc stra group default;

+ User dang nhap thuéc group cha: C6 thé sira tat ca group thudc dang login
va group con co role ciing thuéc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: C6 thé sira tat ca group
thudc user dang login;

+ Pé sra Rule (luat) ctia nhom, click vao icon Edit > Chinh sira luat cla
nhém sau d6 click Save > Sau d6 c6 thé chinh stva & muc “Policy” va “Apply to” roi
click Apply;

Detail information Agent list User list

Rule

oving agent to this group if following conditions matched

Policy Update group

Applying to existing agents may take a while, you can check later.
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ves_anm X
Detail information Agent list User list

Rule

Moving agent to this group if following conditions matched :
IP DCN v 10.61.1882/32

Policy Update group
beta_ves ~ beta ~
Apply policy immediately when rule matched

Apply to
New agents only 2

Lwuy:

+ Trwdng hop stra cac thanh phan cta nhém (Rule, Policy hodc Apply to)
sau dé ko click Apply thi néi dung chinh stra da dwoc lwu lai, nhwng khéng cap nhat
Agent list. V&i cac Agent cai mai thi xt ly nhw sau:

e Chuyén nhém: phu thudc Agent méi cé dwoc chon & muc “Apply to”
hay khong, néu dwoc chon sé kiém tra phia Agent, khdp luat cia nhom sé dwoc
chuyén vao nhém;

e Apply policy: policy cua agent phu thudc viéc chon checkbox “Apply
policy now when rule matched”, néu checkbox dwoc chon thi sé apply policy cua
nhém, néu khdng dwoc chon sé ap policy “default” do khéng chon checkbox sé &p
policy mac dinh.

+ Trwdng hop stra xong cac thanh phan cta nhém réi click Apply thi ndi
dung chinh stra dwoc Iwu lai, ddng théi néu cé lwa chon “All existing agents” trong
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phan “Apply to” thi thwc hién quét théng tin toan bd agent trong hé théng va chuyén

nhém cho agent, sau d6 cap nhat Agent list.
- Dbi v&i Agent maéi xi ly twong tw nhuw trén.

5 — Xoéa nhém hoac x6a agent khdéi nhém:

+ User dang nhap thudc group root: C6 thé xda tat ca group trong hé thdng;

+ User dang nhap thubc group default: Khéng dwoc xéa group default;

+ User dang nhap thudc group cha: C6 thé xo6a tat ca group thudc dang login

va group con co role ciing thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hoac nhiéu con: Cé thé xoa tat ca group

thudc user dang login;

- Pé x6a nhém click vao nhém can xda, click “Delete” sau d6 click “OK” trén
man hinh confirm. Sau khi x6a 1 nhém thi cac agent thudc nhém sé chuyén vé nhém

mac dinh, nhém “default”, policy gilr nguyén;

viettel

aliant

Group management @ ~idelines

© oelete

Update group
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- Pé xd6a Agent khdi nhom thi click vao tab Agent list, click icon “x” dé x6a agent
khdi nhom. Sau khi x6a agent khéi nhém thi agent dwoc chuyén vé nhém méac dinh:
“default”, policy gilr nguyén

VCE_anm

Detail information Agent list User list

50/279 agent(s) Search agent

1
1
h]
1]
1
i
{
=]
(=]
]

AAEBD11BFB5037A209FD20FSCEDF  AMM-HOAMGMD31 ves_anm e Offline full_features_with_autoscan_selfdefense %

11B3TDBD3SD0FE32DOFTBEFBE421 ANM-SANGLV11 ves_anm e Offline full_features_with_autoscan_selfdefense %
T5E895D48390F5CA42FC5TADE2C  ANM-THONGNDT ves_anm e Offline full_features_with_autoscan_selfdefense X
(FBAF3B15A0A343F09203596EBAS  ANM-HOABT21 ves_anm e Offline full_features_with_autoscan_selfdefense %
2FAGF1E3EN16CT48600CAFOCIAT  ubunbu-18 ves_anm e Offling full_features_3.3.0 X
‘SCA1ES4ECACOSACESEDB202FDTE ANM-ANHMMNIG ves_anm e Offline full_features_with_autoscan_selfdefense %
OACEGCABE8FEEIFO4428BCEBDD1  IS-LANNT ves_anm e Offline beta_ves x
i43E35430D5CCAEFCESACTARIERB1 ANM-THANGNM14 ves_anm e Offlineg full_features_with_autoscan x
AQ4CFOTFFE250F800308CERA352  ANM-DUCDHS ves_anm e Offline full_features_with_autoscan_selfdefense %

Lwu y: tredng hop xda mot nhém cha:
+ Xoba tat ca nhém con;

+ Chuyén tat ca agent ciia nhdm cha va cac nhdm con vé nhém méc dinh:
“default”;

+ Gilr nguyén policy cua cac agent trong nhom cha va con;

6 — Thém ma&i user vao group
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Group management

Add user to group

User available to add to group

NO. FULLNAME EMAIL

USERNAME

fullname

fullname

fullname

fullname

fullname

fullname

fullname

fullname

USERNAMI FUI

FULLNAME EMA

L

ml_edr

Danh sach user:

+ User dang nhap thudc group root: Hién thj tt ca User trong hé thdng:

+ User dang nhap thudc group default: Hién thi user chi thuéc default;

+ User dang nhap thudc group cha: Hién thi User dang login va user thuéc

group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thi user dang login:

7 — Xoa user
adiant =
Group management @ cu test_wildcard %
(e | st
3.7.4 Account Management
- Quan ly cac tai khoan, quyén, nhém quyén cua hé théng Portal
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3.7.4.1 Permission management
- Quan ly cac quyén truy cap vao tai nguyén (API) cta hé théng. 1 permission
|a quyén truy cap vao 1 tai nguyén xac dinh (API) ca hé théng;
- Cac chirc nang chinh trén man hinh nay:
+ Quan ly cac permission;
+ Tim kiém permission;
+ Xoa permission;

1 — Quan ly cAc permission: hién thj toan bd cac permission cta hé thdng.
Trong trwd'ng hop x6a permission trén man hinh nay, khi thyec hién cac chirc
nang trén portal ma bi thiéu permission thi sé tw ddng thém permission da
x0a trén man hinh quan ly Permission

2 — Tim kiém permission: nhap ky tw tim kiém vao texbox Search > click
Enter hodc nGt “Search” => hién thi danh sach permission théa man

3 — Xoa permission: click icon “Delete” > click “OK” trén man hinh confirm la
x6a thanh céng:
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3.7.4.2 Role Management

- Quan ly cac role (nhém quyén hay nhém permission) ctia hé thdng;
- Céc chirc nang trén man hinh nay bao gém:

+ Quan ly danh sach role:
e User dang nhap thudc Role root: Hién thj tAt ca Role trong hé théng;
e User dang nhap thudc Role default: Hién thj Role default;

e User dang nhap thudc Role cha: Hién thj tat cd Role thudc cda user
dang login va group con twong wng;

e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tt ca Role
thudc Role cua user dang login;

+ Tim kiém role;
+ Thém md&irole;
+ Xoarole.

1 — Quan ly danh sachrole: quan ly danh sach role theo dang cay. Co 2 role
& gbc méc dinh da tao sn: role “default’ va “root”
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+ Role “default’”: User cé quyén “default” chi c6 quyén truy cap vao Portal,
khéng cé quyén xem di liéu hoac thao tac chirc nang;

+ Role “root”: bao gém toan bd céac role ctia hé thdng, User cé role “root” c6
toan bé quyén st dung tat ca chirc nang trén Portal;

+ Click vao 1 role sé hién thj théng tin chi tiét cGa role. M6t role sé& bao gébm
cac théng tin: tén role, danh sach cac permission, danh sach User (tai khoan) chira
role, role cha ho&c danh sach role con (néu cé)

2 — Tim kiém role
+ Céch 1: Click vao textbox Search > hién thj danh sach cac role trong hé

thédng va cé thé scroll dwoc danh séach role > Lwa chon role trong danh sach hiénra

+ Céch 2: Click vao textbox Search > Nhap ky tw tim kiém vao textbox > Hé
thdng loc ra céac role chira ky tw tim kiém > chon role trong danh sach da loc hoac
click Enter hoac click nut “Search”

viettel

aliant

Role Management @ Gcuidelines root

software_statistic_handler_read
proxy_read pray_manage

comrelation_manage comelation_read

e Khiclick dup vao 1 ban ghi sé& hién thj théng tin chi tiét cia ban ghi dé.

o Tab thdng tin chi tiét hién thj [a Detail, dir liéu cta role bao gém
thdng tin role va cac permission cua role do;
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o Kbhichon tab User list la danh sach User chira role;
+ Khi chudt phai vao 1 ban ghi thi sé hién thj Go to role. Click vao “Go to
role” dwa vé danh séch role dang cay ban dau;
+ Khi click vao menu géc phai mdi ban ghi ciing hién thj option: Go to role;
3 — Thém mdirole:
+ User dang nhap thudc group root: C6 thé them mai tat ca role trong cac
cay di liéu;
+ User dang nhap thudc group default: Khéng thé them mai;
+ User dang nhap thudc group cha: C6 thé thém méi role con twong trng
ctia group thudc user dang login, khéng thé them méi role cung cép;
+ User dang nhap thudc group mot hoac nhiéu con: c6 thé them méi group
con twong trng cla group thudc user dang login.
Bwéc 1: Co6 cac cach tao ma&irole nhw sau:
- Click vao 1 role sau dé hover vao cudi danh sach role chon “Add new” dé tao
role cling cap vai role da chon
- Click “Add new” trén man hinh dé tao role con cla role da chon

- Chuét phai vao 1 cét trong cay chon “Add new role”
- Sau dé6 nhap tén role khéng tring v&i tén role da tén tai trong hé thdng.
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deploy_tool_handler_manage  deploy._tool_handler_read update_group_read

endpointhy_handler_read

ic_handler_read

Bwéc 2:  Click icon Edit d& thém théng tin permission cho role > Lwa chon
permission dé thém vao role > click Save:

+ User dang nhap thudc group root: C6 thé stra tat ca role trong hé théng;
+ User dang nhap thuéc group default: Khéng duoc stra role default;

+ User dang nhap thudc group cha: Cé thé sira tat ca role thudc dang login
va role con role ;

+ User d&ng nhap thudc group mot hodc nhiéu con: C6 thé stra tat ca role
thuéc user dang login;

Lwu y: danh sach permission cta role con la tap con cua role cha. Ttre 1a khi mudn
lira chon permission gan cho role con thi role dé phai thuéc danh sach permission
cua role cha.
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view_irflow

Detail information

Role detail information

Permission list

irflow_read containment_read

response_scenario_rea d

deploy_tool_handler_read

view_irflow [view_irflow)

view_irflow

process_analysis_read

event_read

live_response_read

User list

artifact_handler_read

view_live_response

Detail information

Role detail information

Mame view_|

Domain

Description

Permission list
live_response_read
read
containment_read
containmant_manage
agent_management_read
agent_management_manage

agent_policy_read

view_f

ve_response

ve_response

User list

Bwéc 3: Chuyén sang tab User list dé& thém role vao danh séach role ctia User

+ User dang nhap thudc group root: Hién thj tt ca User trong hé thdng:

+ User dang nhap thudc group default: Hién thj user chi thudc default;
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+ User dang nhap thudc group cha: Hién thi User dang login va user thudc
group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login;

viettel

Role Management © Guidelioes view_live_response x
‘Add User Into Role x

03 view_rols management

4 — Xba role: click vao role can x6a, chon “Delete” > click OK trén man hinh
confirm
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viettet

aliant tting / Account Management / Role Management -

Role Management @ Guidelines New_Role1

Role detail information 3

Permissian list

Lwu y: Sau khi xéa 1 role, tit ca cac user st dung role nay dwoc thay dbi: Néu user
X nam trong role bj x6a va user X chi cé 1 role thi chuyén user X vé role méc dinh,
nguoec lai, néu user X cé nhiéu role thi chi loai bd role bj x6a ra khdi danh sach role
cla user X.

3.7.4.3 User management

- Quan ly cac tai khoan dang nhap vao hé théng Portal VCS-alJiant.
- Cé&c chirc nang chinh trén man hinh nay gém co:

+ Tim kiém tai khoan;
+ Thém mdi tai khoan;
+ Chinh stra tai khoan;
+ XoOa tai khoan;
1 — Tim kiém tai khodn: click vao textbox Search > hién danh sach cac tai
khodn trong hé thdng > Lwa chon tai khodn can tim kiém trong danh sach

ho&c nhap ky tw <text> vao textbox dé loc bét cac tai khodn> Click “Search”
ho&c chon tai khoan can tim trong danh sach céc tai khoan da dwoc loc
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User management @ cuideli

44 resuitis

etel
aJiant | Seting/ Accomt Management  User Manager _
User management @ Guidetine:
66 resul

- Supper Admi -

+ Lwa chon role (nhdm quyén) s& gan cho tai khoan, sau dé click “next”;
+ Khi click vao check box ttrng role sé hién thij cAc permission (quyén) twong
tng va'i role do:
e User dang nhap thudc Role root: Hién thj tt ca Role trong hé thdng;
e User dang nhap thudc Role default: Hién thj Role default;

e User dang nhap thudéc Role cha: Hién thj tit cd Role thudc cua user
dang login va group con tuwong wng;
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e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tit ca Role
thudc Role cua user dang login;

- Trén man hinh add role cho User, c6 thé tim kiém cac role twong tw phan tim
kiém tai khoan, sau khi nhap cac ky tw tim kiém vao textbox “Search” > click icon
Search hodc Enter hién man hinh cac role thda man diéu kién tim kiém;

Back

+ Click chon checkbox twong (rng véi role can thém, sau dé click “Go to
role” dé& vé man hinh danh sach role ban dau, sau dé click “Create” dé tao tai khoan:;

+ Lwu y: Tai khoan dang dang nhap tao 1 tai khoan méi chi tao dwoc cac
tai khoan chira cac role con thudc danh sach role ma tai khoan dang dang nhap dwoc
cap;

+ Lwa chon group sé€ gan cho tai khoan, sau dé click “Create”;

+ Khi click vao check box tirng role sé hién thi cac permission (quyén) twong
ng vai role do;
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e User dang nhap thudc group root: Hién thij tAt cd Group trong hé théng:
e User dang nhap thudc group default: Hién thj group default;
e User dang nhap thudc group cha: Hién thi Group thudc group cda user
dang login va group con twong wng;

e User dang nhap thudc group mét hodc nhiéu con: Hién thij tt cad Group

thuéc group cua user dang login;

edit User

Cancel

+ Click chon checkbox twong (rng véi group can thém, sau dé click “Go to
role” dé& vé man hinh danh sach group ban dau, sau dé click “Create” dé tao tai khoan.

- Xba tai khoan: click vao icon Xéa sau do click OK trén man hinh confirm
Kiém tra hién thi icon x6a:
+ User dang nhap thudc group root: Hién thij tat ca User trong hé thdng;
+ User dang nhap thudc group default: Hién thij user chi thuéc default;

+ User d&ng nhap thudc group cha: Hién thi User dang login va user thudc
group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login;
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%5 E|Z %X B E BB EEEEEGEE

3.7.5 Update management
3.7.5.1 Update groups

- Muc dich: la tinh nang cho phép quan ly, tao mé&i va cap nhat cac Update
Group (Chia cac Agent thanh cac nhém cap nhat, giip dé dang phan chia, quan Iy)

1 — Tim kiém:
Bwéc 1:  Login vao Portal bang tai khodn da dwoc cung cap;

Bwédc 2: Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 5:  Nhap tir khoa tim kiém vao 6 textbox va chon nat “Search”
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2 — Thém ma&i Update groups:
Bwéc 1:  Login vao Portal bang tai khodn da dwoc cung cap;

Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon nut “New update group”, hé thdng hién thi man hinh thém méi
Update Group;
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Create new group

02000

Choase the package version for this group. Only deployed and not removed package
versions related 1o agents can be shown here.

‘337(\-12:!) - ‘

Update schedule
Wihen & new package version Is deployed
© Updste manually (change in the section "Package version abovs)
@ Update automatically

Time to update

© update immediately

o tn [0 ]

O Update at a specific time
EI

Bwéc 5:  Nhap thong tin thém méi Update Group va chon nit “Create”. Hé théng
ghi nhan va quay vé man hinh danh sach Update Group.

3 — Cap nhat Update groups:
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update

Group;
update groups Packages
Q, search
8 group(s)
Name of update group Description ‘Current package Number of agents. Update schedule Upcoming package
Update_ Thour update sau 1 hour 337 [] 1 hour(s) after release NA
Update_specific Update vaa chu nhat hang tuan 337 L] On Sunday at 08:00 3.3.4(03/07/2022 08:00:00)
alpha Group alpha test team agent core release o Update manually NA
beta Group Beta update ngay 337 [ Immediately NA
congne Update group congne NA o Update manually NA
phula_test Update group phula_test release o Update manually WA
reease Update group rekease reléase 4 Update manually NA
test Update group test test o Update manually NA

Bwéc 4: Tai ban ghi cn cap nhat/ chinh sira théng tin, chon icon “Cap nhat
thong tin Update Group:
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update sau 1 hour EEE] a 1 hourls) after release WA

Update vao chu nhat hang tusn EEE] a On Sunday at 0800 33.4(03/07/2022 08:00:00)
Group alpha test team agent core release 0 Update manually WA
Group Beta update ngay 337 [ Immediately WA
Updste group congne Nia 0 Update manualy WA
Update group phula_test reboase 0 Update mansal) ¥ WA
Update group release release 5 Update manually WA
Update group test test 0 Update manally WA

Bwéc 5:  Hé théng hién thi man hinh théng tin chi tiét Update Group, cho phép
cap nhat/ chinh stra théng tin va Iwu lai bang cach chon nat “Apply”:

Edit group detail

Name of update group

Update_Thour

ordy letess, pusmbers,
Description (optional)

update 58y 1 hour (update)

6200
Package version

(Choose the package version for this group. Only deployed and not removed package
versions related to agents can be shown here

337 (lstest)
Update schedule
‘when & new package version is deployed:
© Update manually (change in the section “Package version' above)
© update automatically
Time to update
© Update immediately

s ]

© Update st a specic ime

~'@

4 — Xoa Update groups:

Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cép:;

Bwéc 2:  Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,

Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;
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Updste groups Packages
|Q Search
8 group(s)
Nama of update group Description Current package Number of agents Updata schedule Upcoming package Action
Update_1hour update sau 1 hour 337 0 1 hour(s) after release WA
Update_spacific Update vao chu nhat hang tuan 337 [ On Sunday at 08:00 3.3.4(03/07/2022 08:00:00)
slpha Group alpha test team agent core release 0 Update manuslly WA
beta Group Bata update ngay 337 0 Imnmediately WA
congne Update group congne NiA 0 Update manually WA
phula_test Update group phula_test reloase 0 Update manually WA
release Update group release. release 4 Update manually WA
test Update group test test 0 Update manuslly WA

Bwéc 4:  Tai ban ghi can xda, chon icon “Xéa” Update Group:

Update groups Packages
Q updste
8 group(s)
Name of update group Description Cument package Mumber of agents Update scheduls Upcoming package Action
Update. Thour updste sau 1 hour 337 0 1 hour(s) after release WA
Update.specific Update vao chu nhat hang tusn 337 ] On Sunday at 08:00 3.3.4 (03/07/2022 08:00:00) -
sipha Group alpha test team agent core release [ Updste manually WA @
bets Group Beta update ngay. 337 [ Immedistely wa
congne Update group congnc: NA Q Update mansally wa
phula_test Update group phula_test release [] Update manually WA
release Update group release release 5 Update manually Wa
test Update graup test test [] Update manually WA

Bwéc 5:  Hé thdng hién thi Popup Xac nhan xéa Update Group, Ngu®i dung
chon nut “Delete” dé xac nhan yéu cau Xéa Update Group va chon nat “Cancel”
dé hay yéu cau X6a Update Group.

=
o

Delete this group?

Do youreally want o delete this update group?

Cancel

3.7.5.2 Update packages
1 — Tim kiém packages:

Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap:;
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Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon tab “Package”, hé thédng hién thi Danh sach Pakage trong hé
théng;

Packages

Q
Téng 58 package frén hé thing atic depl 1, upload new package
Storage: 5.91 0B used of 55.59 08 54 dung Iwang 8 53 dung ri thng
dung hugng hi héng cung cdp

version Release date File size Related 10 agents? @ Deployment status Uploader Deploy date

Bwédec 5:  Nhap tir khéa tim kiém vao 6 textbox va chon nut “Search”

Packages

a
Automatic deployment show unused packages IR

Storage: 6.91 GB sed of 55.58 GB

Deployment status Uploadr eploy date

2 — Auto Update

- Muc dich: la tinh nang cho phép tw dong trién khai cac ban update t&i khach
hang mét cach nhanh chéng va hiéu qua. Auto Update cho phép upload cac géi qua
giao dién portal hodc tw dbéng ldy cac ban update qua trang
hub.viettelcybersecurity.com;
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Lwu y: Doi trién khai gl lai cac thdng tin trén cho ddi dw an Ajiant dé cap nhat vao
hé théng dé cho phép trién khai goi tw déng tai khach hang. Vé sau, khi can trién khai
g6i update mai, doi trién khai hoac phia khach hang chi can lay géi update dwoc cung
cép va upload I&n portal ajiant va chon trién khai goi.

Bwéce 1:  Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2:  Chon Setting, hé théng hién thi cAc sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwédc 4: Chon Tab “Package”, hé théng hién thi Danh sach Pakage trong hé
théng;

Packages

Storage: 6.91 GE used of 55.59 GB

Release date Deployment status Uploader Deploy date

Bwéc 5: Chon nut “Update new package”, hé thédng hién thi Popup “Upload
package”;

Deployment status Uploader Deploy date
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Bwéc 6: Chon tai Ién package;

Upload package

W Choosafila  Max file size is SOOME, supparted file type is ZIF.

Bwéc 7:  Bat/ Tat Action “Automatic Development” dé tw ddng trién khai cac ban
cap nhat package t&i khach hang.

Storage: 6.91 0B used of 55.59 08

Version Release date e size Related 10 agents? @ Deseription Deployment status Uploader Deploy date Action
2319 13/06/2022 171834 16418 ves Update pack 3 319 B3 sung source process path va Self Defense cha VESRe... # Not deployed oot NiA

3318 10/08/2022 174507 23098 M8 Yes 36 update 3318 B sung tinh ndng Auto Update Reposiory 3 318 tdng hop._ # ot depioyed dat s

aan 09/04/2022 174530 1326KB Yes Update pack 3310 * Not deployed root &

3310 00/04/2022 174213 137M8 ves G6i updiate 3.3.10 B3 sung hash mdS event 7 « Not deployed dat A

339 09/04/2022 17.4530 159 M8 N Aip dung trong trung hop khdch héng khing c6 k& nil ra ngodi intemet, chi @ Not deployed dat NA

338 20i03/2022 09.58:12 1392MB N 6 update 338 Cip nhit finh ndng b irg NCSE Alert Agent Offine Live Re... ® N dat A

337 26103/2022 09:58:12 13928 ves 6 o3 03t 3 3.7, cip nhit file sgents dat 10/05/2022 17:37:46
334 28/03/2022 095812 14za6ME ves 3.3.4 description dat 10/05/2022 17:36:29
232 09/04/2022 174530 2152M8 ves Goi update 3.3.2 Release AV » instal failed dat 10/05/2022 17:3342
release WA A ves old repository reiease ® install successed wa na

3 — Deploy package
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap:;
Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon Tab “Package”, hé théng hién thi Danh sach Pakage trong hé
théng;
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Update groups Packages

= a

[ D . o =
e

version Release date Signature Description Deployment status Uploader Deplay date Action
3319 13/06/2022 17:18:34 164 MB Yes [ verified | Update pack 3.3.19 B8 sung o path v ® Not deployed root N

3318 10/08/2022 17:48:07 230 98 MB Yes G6i update 3 318 BA sung tinh néng Auto Update Repository 3 3.18 tdng hop_ @ Not deployed dat NA

3an 09/04/2022 17.4530 1326KB Yes Update pack 3310 ® Not deployed root N/A

3310 00/04/2022 174213 137ME ves Z G6i updiate 3.3.10 B3 sung hash mdS event 7 » Not depioyed dat A

339 09/04/2022 174530 1598 No Aip dung trong néi L chi_ e Not deployed dat NA

338 28/03/2022 09:59:12 1392MB No EEEDEETE Gtivpdate3 3.3 Ciprhit finh ning b trg NCSC Alert Agent Offine Live Re... ® hiot deployed dat A

337 28/03/2022 095912 13.92MB ez [ verified | G6i cai it 3.5.7, cdp nhit file sgents ® install successed dat 10/05/202217:37:46
234 28/03/2022 09:58:12 142.46 M8 ves 2.3.4 description » Ins! dat 10/05/2022 17:36:29
232 09/04/2022 174530 2152M8 ves [ verified | Goi update 3.3.2 Release AV » instal failed dat 10/05/2022 17:3342
release A A ves [ verified | Old repository release ® install successed WA NA

Bwéc 5:  Chon icon “Deploy this package” tai ban ghi package d6, hé théng hién
thi Popup Xac nhan Deploy package

Update groups. Packages
[Q —
10 package(s) | Backend version 33 . [u]

Storage: 691 BB used of 55.56 68
—

Version Release date File size Related 10 agents? @ Signature Description Deployment status uploader Deploy date Action
2319 13/06/2022 17:18:34 1.64 MB Yes [ verified | Update pack 3.3.19 B8 sung source process path va Self Defense cho VESRe... ® Not deployed roat NA

3318 10/05/2022 17:45:07 230.98 MB Yes [ verified | update 3.3.1885 & MtoL 2318 ting hop... ® Mot deployed dat NA

231 09/04/2022 174530 1326K8 Yes [ verified ] Update pack 3310 ® Hot deployed ract nA %.
3310 09/04/202217:4213 137 M8 Yes [ verified | G6i update 3.3.10 83 sung hash md5 event 7 ® Mot deployed dat NA Deploy this package
339 09/04/2022 174530 159 M8 No [ veritied | Ap dung trong trutmg hp khdch hing khdng <6 kit 1 ra ngoli intermet, chi .. # Mot deployed dat NA

238 28/03/2022 095912 1392 M8 No Bl update 3.3 8: Cip nhjt tinh néng hé trg NCSC Alert Agent Offline Live Re.. ® Not deployed dat NA

337 28/03/2022 095912 135218 Yes 66l cai d5t 3 3.7, cdp nhét file agents ® Install successed dat 10/05/2002 173746

334 02205512 14246MB Ves [~ Voritiod | 33.4 description & Instal successed dat 10/05/2022 173629

332 09/04/2022 17:45:30 4452 M8 Yos [ verified | G6i update 3.3.2 Releasa AV ® Install failed dat 10/05/2022 17:3342

release WA WA Yes [ verified ] Old repository relesse ® Install successed WA Ni&

Bwéc 6: Chon nut “Deploy” dé xac nhan Deploy package trén thiét bi hodc chon
nut “Cancel” dé hay thao tac Deploy package.

&

Deploy this package?

Do you want to deploy the package?
O Rebuild agent installes

Cancel

4 — Chitiét Package

Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;
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Bwéc 2: Chon Setting, hé théng hién thj cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4:  Chon Tab “Package”, hé théng hién thj Danh sach Pakage trong hé
théng;

Packages

Q
< 33 Téng 54 package frén h théng atic: depl A

58 Bung lrong 8 50 dung frén ting
dung hremg hé héng cung cip

Storage: 6.91 GB used of 55.59 GB

version Release date File size Related 10 agents? @ Deployment status Uploader Deploy date

Bwéc 5:  Chon icon “View Detail” tai ban ghi package dé, hé théng hién thi Popup
théng tin chi tiét cha Package vira chon:

Package detail X

Deployment

® Not deployed

Information

Backend version N/A
3.38
13.92 MB

46bac489a084ed4115de3ef71f30e89ceed60fal 5had23f93edbo29be39c3de3

28/03/2022 09:59:12

10/05/2022 17:33:05
Uploader dat
Description
: GGi update 3.3.8:
Cap nhat tinh ndng ho trg NCSC
Alert Agent Offline
Live Reponse v2
Fix |15i Dashboard, checkmarx
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3.8 Man hinh BLS
3.8.1 Théng ké vi pham (Violation statistic)

- Muc dich: Chtrc ndng Théng ké vi pham hé tro nguwdi quan tri théng ké céac
vi pham cuda agent da cai d&t bao goém:

+ Top cac vi pham base line, top don vi vi pham baseline;
+ Xem danh sach cac vi pham va danh sach agent vi pham trong tirng don
Vi;

+ Xem danh sach cac don vi vi pham va danh sach vi pham trong tirng don

Vi;

+ Xem chi tiét cha Agent;
+ Export vi pham;
+ Report vi pham;
- Click vao tab “BLS” >> Théng ké vi pham;
3.8.1.1 Man hinh Théng ké vi pham

Aettel
aldiant =
= Violation Statistic © cusaine

Q Q

- Heé théng hd tro’ thuc hién cac tinh ndng:
+ Thébng ké Top 10 vi pham base line nhiéu nhat sép xép theo th tw gidm
dan
e Mbi ban ghi dwoc hién thi cac théng tin gém: Noi dung vi pham, sbé
lwong may vi pham;

e Chon ban ghi bét ki trong Top vi pham baseline, hé théng sé di chuyén
dén man hinh chi tiét twong &ng v&i vi pham da dwoc chon;
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+ Thébng ké Top 10 don vi vi pham base line nhiéu nhat sdp xép theo thiy tw
gidm dan:
e Mbi ban ghi dwoc hién thj cac théng tin gém: Tén don vj vi pham, sb6

lwong may vi pham;

e Chon ban ghi bét ki trong Top don vi vi pham baseline, hé théng sé di
chuyén dén man hinh chi tiét twong rng vé&i don vi da dwoc chon;

+ Tim kiém
e Tim kiém riéng 18:
e Tim kiém theo Pon vi

o Top don vi vi pham hién thi don vi da nhap va danh sach don vj con
twong tng (néu co);

o Top vi pham: Hién thj cac vi pham ctia don vj va don vij con (néu
cd) twong rng;

e Loaivi pham

o Top don vi vi pham: hién thj danh sach don vi vi pham Loai vi pham
da chon;

o Top vi pham: Hién thj vi pham da chon;
o Th&igian bj vi pham;

e Tim kiém két hop: Khi nhap 2 ho&c nhiéu diéu kién tim kiém thi sé thyc
hién tim kiém theo diéu kién AND;

3.8.1.2 Tab Loai vi pham
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o

aliant =
y’in\aﬂo!\ Statistic o

Q Q

gy

aliant L
_Vlu_\aﬂorl Statistic (-]

Q Q

- Heé théng hd tro’ thuc hién cac tinh ndng:

+ Chon link Top vi pham: Di chuyén vé& man hinh Dashboard, danh sach top
vi pham va top don vi vi pham

+ Cay di liéu don vij cta hé théng

e Hién thjtoan bd don vi cha hé théng dwoc phan cap cha-con;

e CO thé chon don vi trén cay di¥ liéu don vi dé& thwc hién loc vi pham;
+ Tab Loai vi pham:

e M@iLoai vi pham dworc hién thi cac thdng tin chung gém: Violation type,
Resolved, Unresolved, Violation Computer, Violation unit;

e Chon ban ghi Loai vi pham trén danh sach: Hién thj danh sach may
tinh trong tirng don vi vi pham;

e Chon may tinh: Hién thj théng tin chi tiét may tinh va danh sach vi pham
twong trng cua may tinh;

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liemn dist., Hanoi P a ge | 222
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

ettel —
aldiant -]

Violation Statstic Agent and group list baseline violation

Chon may tinh trén popup danh sach may tinh: hién thi popup thdng tin chi tiét may
tinh bao gi‘)m Computer, AgentID, IP Address, Domain, Group, Resolved, Detalil (tét
ca loai vi pham cua may)

ettt
aJdiant =

Violation Statistic

Q

- Tim kiém
+ Tim kiém riéng 1&:
e Tim kiém theo Don vi: Hién thj don vi da nhap va danh sach don vi con
twong wng
e Loai vi pham: Hién thi vi pham da chon
e Thoi gian bi vi pham

+ Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi sé thuc
hién tim kiém theo diéu kién AND
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3.8.1.3 Tab Don vj

ettet
aliant =

Violation Statistic

- Heé théng héd tro’ thuc hién cac tinh ndng:
+ Chon link Top don vi: Di chuyén v& man hinh Dashboard, danh séach top
vi pham va top don vi vi pham;
+ Cay di¥ liéu don vi cta hé théng;
e Hién thj toan bd don vi ctia hé thédng dwoc phan cap cha-con;

e CO thé chon don vi trén cay di liéu don vi dé thwc hién loc don vi cha
— con;

+ Tab DPon vi;

e M@i Loai vi pham dwoc hién thj cac thdng tin chung gébm: Unit, Online
in day, Online in 30 days recent, Resolved, Unresolved, Violation computer, Violation
rule;

e Chon icon detail cta c6t violation computer trén danh sach: Hién thi
danh sach may tinh trong tirng don vi vi pham bao gdm Tén don vi, Tén may
tinh|Agent ID, danh sach vi pham cua tirng may, th&i gian vi pham, trang thai vi pham
(da fix hay chwa fix vi pham);
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Chon may tinh trén popup danh sach may tinh: hién thi popup thdng tin chi tiét may
tinh bao gdm Computer, AgentID, IP Address, Domain, Group, Resolved, Detail (tat
ca loai vi pham clia may);

Chon icon detail cta c6t violation rule trén danh sach: Hién thj danh sach vi pham
cla don vi;

- Tim kiém
+ Tim kiém riéng 18:
e Tim kiém theo Pon vi: Hién thi don vi d& nhap va danh sach don vi con
twong ng;
e Loai vi pham: Hién thj vi pham da chon;
e Tha&i gian bi vi pham;

+ Tim kiém két hop: Khi nhap 2 hoac nhiéu diéu kién tim kiém thi sé thuwc
hién tim kiém theo diéu kién AND;

3.8.2 Théng ké phan mém (Software statistic)

- Muc dich: Chtrc nang Thdng ké phan mém hé tro' ngwdi quan tri théng ké cac
phan mém da cai dat trong mét don vi bao gém:

+ Xem danh sach cac phan mém da cai trong 1 don vi dwoc chon;
+ Xem chi tiét cla Agent;

+ Export phan mém;
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viettet
aldiant

Software statistic

- Heé théng hd tro’ thue hién cac tinh ndng:

+

+

Cay dir liéu don vi cha hé théng

Hién thi toan bd don vi cta hé théng dwoc phan cip cha-con

C6 thé chon don vi trén cay di¥ liéu don vj dé thwc hién loc phan mém
Danh sach phan mém

e M®&i phan mém dwoc hién thj cac théng tin chung gdm: Software name,

munber of computer, munber of unit;

ettel
aliant

Software statistic

e Chon icon detail cta c6t violation computer trén danh sach: Hién thi

danh sach may tinh trong tirng don vi bao gém Tén don vi, Tén may tinh|Agent ID,

Version;

viettel
adiant

Software statistic

e Chon may tinh trén popup danh sach may tinh: hién thi popup théng

tin chi tiét may tinh bao gém Computer, AgentID, IP Address, Domain, Group,
Software information (software name, version);
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ettel .
aliant =

Software statistic Software statistic (installed) - Congle Chrome Detail information

e Chon link [List softwares in computer]: Hé thdng di chuyén dén man
hinh Agent management va popup chi tiét may tinh twong rng da chon hién thi;

peteat
aliant =

Software statistic

iettel
aldiant

Agent management

- Tim kiém
+ Tim kiém riéng 1&:

e Tim kiém theo Pon vi: Hién thj cac phan mém da cai trong don vij
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e Tén phan mém: hién thj danh sach phan mém da nhap
e Tim kiém theo trang thai: Installed, uninstalled
e Thoigian cai
+ Tim kiém két hop: Khi nhap 2 ho&dc nhiéu diéu kién tim kiém thi sé thuc
hién tim kiém theo diéu kién AND

- Export: Chon Export: Hé& théng sé& download file Export c6 di¥ liéu gibng voi
dir liéu dang hién thj trén man hinh

3.9 Rules Correlation
3.9.1 Danh séach hién thj

- Muc dich: Chire nang cho phép ngudi dung xem danh sach rules correlation
trong hé thédng. Nhap hodc chon diéu kién tim kiém dé thwc hién tim kiém rule dang
c6 trén hé thdng, thao tac deploy/undeploy/xéa nhanh v&i cac rule.

+ BO loc FITTER;
+ BO loc FITTER bao gém:

e 6 Engine: Whitelist, Agg Trigger, Agg Action, Filter, Indicator, False-
Positive;

e Text box search theo cac trwong: Name, content, description;
e Thoi gian cap nhat;
e Tao bé&itoi;

e Loctheo Engine;

ettel -
aliant =

Bwéc 1:  Chon 1 hodc nhiéu Engine mac dinh;
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adiant =
=
Bwéc 2: Chon M& rong dé thém cac Engine can loc;
ajiant =
=

Khi chon 2 ho&c nhiéu Engine, man hinh tra vé két qua duoc loc theo phép toan AND:

Bwéc 3:  Tich chon ngudi tao Rules la user dang login vao hé théng;

adiant =
.

Bwéc 4:  Nhap Name, content, description mudn search vao text box;

adiant =

Bwédc 5:  Nhap théng tin can tim kiém;

Bwéc 6:  Nhan Search dé hién thi két qua tim kiém.
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Chon cét
Cho phép nguei dung lwa chon céac cét hién thj trén man hinh correlation.
Cac budce thwe hién:

Bwéc 1:  Click vao combo box View column. Man hinh hién thi danh sach Iya
chon cac cét & dang check box;

Bwédc 2:  Chon vao nhivrng tén cot mudn hién thi;
1 — H6 tro tim kiém nhanh
- Tim kiém theo tén rule
Bwéc 1:  Click icon dé hién thi thanh tim kiém:;

Bwéc 2:  Nhap tén rules mudn tim kiém;

Bwéc 3:  Nhan Enter dé hién thj két qua tim kiém.
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- Tim kiém theo Category: H6 tro tim kiém nhanh gém 3 loai méac dinh la:
Windows, Linux, MacOS.

Bwéc 4:  Click icon dé hién thj danh sach loai Category;

Bwéc 5:  Chon category mudn tin kiém;
Bwéc 6:  Click “Apply”;
- Tim kiém Sub Category: Hb trg' tim kiém nhanh theo loai trién khai, gdm 3
loai mac dinh la: Metre ATT&CK, Malware, Suspicious Behaviour:
Bwéc 1:  Click icon dé hién thj thanh tim kiém;
Bwéc 2: Chon sub category mudn tin kiém;
Bwéce 3:  Click “Apply”;

- Tim kiém Creator

Bwéc 1:  Click icon dé hién thi thanh tim kiém:;
Bwéc 2:  Nhap tén ngudi tao mudn tin kiém:;
Bwéce 3:  Click “Apply”;

- Tim kiém Rule type: H tro’ tim kiém nhanh gém 3 loai mac dinh la: Advanced,
Builder, All.
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Bwéc 1:  Click icon dé hién thi danh sach Rule type;
Bwéc 2:  Click vao “Rule type” mudn tim kiém;
Bwéc 3:  Click “Apply”;

- Tim kiém Optional type: Hé tro tim kiém nhanh gém 3 loai mac dinh la: Built-
in, Custom, All.

Bwéc 1:  Click icon dé hién thi danh sach Optional type;
Bwéc 2:  Click “Optional” type mudn tin kiém;
Bwéc 3:  Click “Apply”;

- H6 tro Deploy/Undeploy cho nhiéu Rules

Bwéc 1:  Click vao nhiéu check box c6 cuing trang thai la Deploy hodc Undeploy;

Bwéc 2:  Click vao nut “Deploy/Undeploy”;
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Bwéec 3: Chon “Deploy/Undeploy” trén popup hién thi dé thwc hién

Deploy/Undeploy;
=

Undeploy rule

fomes m

3.9.2 Thém madi Rules Correlation

- Muc dich: Chirc ndng cho phép ngu®i diing cau hinh mét rule correlation méi
hoan chinh.

Téng quan
+ Engine: Goém tat ca 6 engine v&i théng tin chi tiét 1an lwot 1a:

e Whitelist la mét Stateless Engine thwc hién loai bdé nhanh cac event ma
hé théng khéng can xi ly. Cac event khép v&i rule whitelist sé bi drop khéi ludng x0r
ly;

e Agg_trigger va Agg_action la mét Stateful Engine thwc hi€én gom nhém
cac event twong tw nhau. Mdi rule aggregate chira cac thdng tin vé diéu kién gom
nhom (dinh nghia event twong tw nhau), khoang th&i gian gom nhém (vi du 30s, 1
phat, 2 phit, ...). Cac event khép diéu kién gom nhém duwoc lwu lai va chi trd vé mét
event c6 kém theo sb lwong sau mot khoang thdi gian. Cac event khéng khép diéu
kién gom nhém duorc tra ra ngay 1ap tirc véi sé lwong la 1;

e Filter & mét Stateless Engine thuwc hién loc cac diéu kién dé day vao

indicator;

e Indicator 1a mét Stateful Engine thwe hién kiém tra, théng ké trén cac
event thda man Filter. DAu vao cla Indicator 1a cac event thda man Filter, dau ra la
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cac Indicator Event hodc Alert Event. Indicator hd trg cac phép théng ké sb lwong
(count) trong mot don vi thei gian (time-windows) cda cung mét dbi twong, khong
Alert lap lai déi v&i cing mét dbi twong trong khodng thei gian quy dinh trvéc. Mo
rule indicator chi thwc hién xét cac diéu kién cung loai, trén cing mét hé théng;

e FalsePositive engine la mot Stateless Engine thwc hién loai bd céac
trworng hop Alert bi Alert sai. M&i Alert khi khé'p v&i rule Falsepositive sé bj drop;

+ Debug/ Not Debug la hai trang thai cua engine. Khi thyc hién thao tac
debug, log dwoc day vé thod man diéu kién cta engine sé hién thi trén man hinh G&
rbi Correlation;

+ Diéu kién: M&i engine sé& hd tro cac diéu kién vé Event, not Event, Alert
Event, not Alert Event, Accumulate, Function, not Function khac nhau . Chi tiét vé cac
diéu kién va cach str dung:

e Event: Dwoc st dung cho cac trudng event;

e Not Event: Chi dwoc tao ra khi co event;

e Alert: Pugrc str dung cho cac trwdng Alert;

e Not Alert: Xét xem khong cé Alert event trong bao lau;

e Accumulate: Thuc hién gom nhém diéu kién event thod méan sb lwong
ttr d6 sinh ra Alert;

e Function: La cac ham. Lwu y: V&icac ham boolean, gia tri tra vé 1a true
hoac false;

e Not Function: V&i not function, cac ham dwoc s dung gibng voi
function. Tuy nhién gia trj tra vé sé c6 két qua true/false ngworc lai.

+ Toantw :
e CA4c toan tlr co ban gom: =, I=, >, <, >=, <=,
e In: Kiém tra gié tri ciia mot tredng c6 nam trong danh sach khong.

o Beén trai toan t&: Tén trwéng can kiém tra.
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o Beén phaitoan tr: Danh sach gia tri dé kiém tra dwo'c phan cach boi

“n

dau “,”.

e Contains: kiém tra gia tri cGa mét trwdng c6 chlra gia tri ma can kiém
tra.

o BEn trai toan tir: Tén trwdrng can kiém tra (trwéng ndy can co gia tri
la mang hoac string);

o Bén phaitoan tr: Gia tri dé kiém tra.
e Assign: dé gan gia tri cia mét trwong vao mot bién.
o B@n trai toan tl: Tén trwdng can gan;
o Beén phaitoan t&: Tén bién can gan.
e Matches: kiém tra gia tri cGa mét trwérng cé thod man mot chudi regex.
o Beén trai todn tlr: Tén trwdng can kiém tra;
o Beén phaitoan tl: Chubi regex.

e CAu hinh th&i gian: Kiém tra diéu kién trong mét khodng thei gian , chi
c6 & cac engine Agg_trigger ,Agg_action va Indicator.

e Count: Kiém tra sb event dém dwoc trong mét khoang thei gian c6 thoa
man diéu kién khong.
+ Nhom/ Bé nhém : Cho phép nguoi dung gop hodc tadch nhanh céac diéu
kién trong mét toan t&r AND hoac OR. Cac buédc thwe hién gdp nhém/ tach nhém:

e GO6p nhom
Bwéc 1:  Click vao vao trwong can gép nhém;
Bwéc 2:  Chon NHOM Man hinh chi tiét cac buéc thwe hién gdp nhom;
e Tach nhém:
Bwéc 1:  Click vao cac item can tach nhom;
Bwéc 2:  Chon BO NHOM Man hinh chi tiét cac bwéc thwe hién tach nhém

+ Restore: Ty ddng reset lai dén ngay sau khi nhan “Save” gan nhét;
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+ Reset: Thyc hién reset condition ( vé trang thai ban dau);

+ Delete: X6a Condition dang dwgc focus;

Cac bworc thém méeéi rule correlation:

Bwéc 1:  Tai man hinh Correlation, Chon nat “Create” > Hé théng hién thj man
hinh tao ma&i rule;

ettel
aldiant

:::::

Bwéc 2:  Nhap théng tin cua rule;

Lwu y: Cac trwdng c6 dau (*) la cac truwérng bat budc nhap.

Bwéc 3:  Chon Engine, nhap diéu kién cho cac Event, not Event, Alert, not Alert,
Accumulate, Function twong rng;
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Aettel
aJdiant

5.Chon trang
debug

2.Chon @du kign 13 adac adoitem

3. Chontoan i

Bwéc 4: Nhan “Save” dé Iwu lai diéu kién hodc nhan “Restore” dé tré lai ngay
sau buwdc méi lwu;

Bwéc 5:  Tai Hanh déng , chon hanh déng can thuc hién dbi véi engine dé.

Céac buéc thye hién thém hanh déng twong rng v&i tirng engine: Khi ngudi dung
thwe hién xong cac buéc tao diéu kién va nhan lwu, man hinh sé hién thj cac hanh
dong cho tirng engine. Mdi engine s& bao gdm cac hanh déng twong (rng. Engine
Agg_trigger sé khdong c6 hanh déng.

Whitelist: Gébm 4 hanh déng dw®i dang check box : Drop, Chuyén sang aggregate,
Alert va Danh sach Active, ngudi dung bt budc phai chon 1 trong 4 hanh déng nay.
Khi cac log day vao thoa man diéu kién sé thwc hién 1 trong 4 hanh ddng ma nguoi
dung da tich chon. Chi tiét chirc nang clGa 4 hanh dong:

e Drop: Céc log dwoc day vao thod man diéu kién sé& dwoc loai bd khdi
ludng xt 1y;

e Chuyén sang aggregate: Log day vao thod man diéu kién sé& dwoc
chuyén sang engine aggregate dé tiép tuc x ly;

e Alert: Khi thém céc truwérng key va value cho Alert, cac log day vao thoa
man diéu kién sé hién thj Alert tai man hinh quan Iy Alert;

e Danh sach Active: Cac value cua active list s& dwoc thém vao danh
sach hién thj trén man hinh Active List;
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Cac budc thém trwd'ng cho hanh dong Alert/ Danh sach active:
e Budc 5.1: Click chon hanh déng mudbn them:
e Budc 5.2: Click nit “edit” d& nhap gia tri cho trworng;
e Budc 5.3: Nhap gia tri cho trudng;
e Budc 5.4: Click nut “Save”;

e Budc 5.5: Click nat “Add” dé thém méi mét trudng vao Alert.

+ Dé xoa hanh dong vira tao, click icon “Delete”;
+ Dé chinh stra hanh dodng, Click icon “edit’;

Lwu y: Cé thé tao nhiéu hanh ddng v&i cac trwdrng khac nhau tuy theo muc dich ngudi
str dung.

Agg_action: Tai engine nay, ngu®i dung c6 thé thwc hién hanh déng thém code.
Cac buéc thém trwdng cho hanh ddng thém code

e Budc 5.1: Nhap day du diéu kién va toan t&v. Click vao “Save”;

e Buwdc 5.2: Tai muc Action, click vao icon “Enable action”;

e Budc 5.3: Nhap ndi dung cuia code;
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e Budc 5.4: Chon nut “clear” => NOi dung nhap cua code sé bi xba toan

Filter : Gdbm 3 hanh dong: Alert, Enrichment va Danh sach Active. Ngui ding cé thé
1 ho&c nhiéu hanh déng trong cuing engine. Chi tiét chirc ndng ctia 3 hanh déng:

e Enrichment: Thém trwd'ng vao Alert;
e Alert va Danh sach Active ( nhw engine Whitelist).

Céc thao tac thém mdi, stra, xoa cho cac hanh dong cua engine filter twong tw voi
khi thém m¢&i cac trwdng cho engine whitelist.

Indicator : Hanh déng Alert. Cac thao tac thém mai, stra, xoa cho cac hanh dong
cua engine Indicator twong tw v&i khi thém méi cac tredng cho engine whitelist .

FalsePositive: Hanh ddng Enrichment. Cac thao tac thém md&i, stra xoa cho cac
hanh dong clia engine FalsePositive twong tw v&i khi thém méi cac trwdng cho
engine whitelist .

Bwéc 6:  Nhan “Save” dé Iwu rule vao hé théng. Khi nguei ding muébn lwu lai
vao hé thdng , ddng thdi deploy xubng correl engince thi nhan “Save & Deploy’.
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Lwu y: Khi c6 16i, nguei dung c6 thé nhan nat “Preview” dé xem I6i.
3.9.2.1 Sura Rules Correlation
- Cho phép ngw&i dung chinh stra cac rule da tao.
- Cac budc thue hién:
Bwéc 1:  Tai man hinh quan ly rule, click icon Chinh stra cta rule mudn chinh
stra;

aJiant =

Bwéc 2: Tai man hinh chinh stva , nhap théng tin can chinh stra;

iettel
aliant

Lwu y: Cac trwdng tén rule, category, subcategory la nhirng trwedng khdng chinh stra
duworc.

Bwéc 3:  Nhan nat “Save” dé lwu rule lai vao hé thdng. Khi nguei ding mudn
lwu lai vao hé théng , ddng thoi deploy xubng correlation engine thi nhan “Save
& Deploy”.

- V&i nhirng rule chinh stra nhwng chi Lwu, ngwoi dung phai click Redeploy tai
man hinh quéan ly rule thi rule mai cé tac dung dbi véi hé thdng.
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Lwu y: Khi ¢6 16i, nguei ding c6 thé nhan Preview dé xem 16i.

3.9.3 Xoa Rules Correlation

et
aldiant =

- Cac budc thuc hién x6a 01 rule:
Bwéc 1:  Click icon “Xoa” tai rule mubn xo4;

Bwéc 2: Man hinh hién thj thdng bdo xac nhan xo& , chon “Cancel’ hoac

113 ”,
Delete”:
-
aldiant
3 resun Eaport
a a a a a a
x [ &
* bl [ e}
I undepioyed
Delete rule
] - ]
Bwéc 3:

+ Né&u chon “Delete”, rule dwoc chon xo4 sé bién mét khdi man hinh hién

iettel

aldiant =
vch rules °
! " 3 1 Export Import
: L
5 a a a a a a
22406/2002 18121 TH112 ModifyRegiswy nomaly DEeCtS yumhe aTTaCK 4 buider e Degioyed
a »u

- Céc buwdc thwe hién xéa nhiéu rule:

Bwéc 1:  Click chon nhirtng rule mudn xoa (C6 thé xoa tat cd bang cach
Click Chon t4t ca rule);
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Bwéc 2: Man hinh hién thj thdng bdo xac nhan xod, chon “Cancel’ hoac

“Delete”;
1
=
aldiant & 0
v | B i 1 Boon | L Impot o~
buicer astom @ e
B W Undesioyed

Bwéc 3:  Chon “Delete”, tat ca rule sé dwoc xoa khdi man hinh hién thi. Chon
“Cancel’, thao tac vira chon sé dwoc huy bd.

3.10 Protect & Prevention
3.10.1 Application Control

- Muc dich: Chirc ndng Application Control cho phép clu hinh cac tng
dung/tién trinh (process) sé& chan dwédi may ngudi dung khéng cho phép chay
(execute). Ung dung/tién trinh dwoc nhan dang dwa vao ma bam (MD5, SHAT,
SHA256) hoac dwdng dan.

3.10.1.1 Hién thj danh séch céc ung dung/tién trinh bj chan

- Click vao tab Protect & Prevention > chon Application control s& hién thj toan
bd cac ng dung/tién trinh dwdi may ngwdi dung khéng cho st dung.

D -
Q
SE—
ot e Decciption T scton
[ Pann ]
[ ]
[ P ]
Pt ]
[ ]
ED
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3.10.1.2 Tim kiém ¢ng dung/tién trinh bj chan

- Nguwoi dung c6 thé tim kiém theo ma bam hodc dwdng dan cta ¢ng dung bi
chan

ettet -
adiant =

BE0EEAG"

3.10.1.3 Thém méi tng dung/tién trinh bj chan

- Click vao “Add new” dé thém ma&i ing dung/tién trinh bi chan, ngwdi ding cé
thé chon chan theo Path hodc ma Hash (MD5, SHA1, SHA256)

viettel
RURG Y [ BsCR DG =0
|Qne x
1t pdated | Time updated: 2022/06/17 15:52.36 Import Application List w
Type Actior
[Pan)
&

Add new application

DED2CEE11BID295COBFEF124870FOBEACEDADF12 | | e

C\Windows\System32\asdawb. exe Hash/path Test 2022/02/08 14:38:

3.10.1.4 Thém méi img dung/tién trinh ter tap tin c6 sdn

- Nguoi dung c6 thé thém mai cac ¢ng dung/tién trinh bi chan tr tap tin .csv
theo mau cé san lén danh sach &ng dung hién tai;

- Click “Import”, chon dwdng dan dén file can tai Ien va click “Open”, hé thdng
sé tw dong thém danh sach cac (rng dung can chan Ién hé théng.
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viettel -
aJiant L]

Q

rrrrr

6868860

3.10.1.5 Xoa ng dung/tién trinh bj chan trong danh sach
- Hé théng hd tro x6a 1 hodc nhiéu rng dung bi chan;
- Click vao tng ng dung can xoéa va click icon “Delete”, hoac click vao
checbox dau méi &ng dung va click nat “Delete”

tettel .
Afiant | P ' = 0

|BBB¢

-

Delete

foncel m

3.10.1.6 Ludng cép nhét sé luong céc may agent da céap nhét
danh sach maéi thanh céng

- Sau khi nguei duing thém/stra/x6a danh sach cac tién trinh trén giao dién, hé
théng sé& cap nhat danh sach nay xubng duwdi cac agent theo ludng update file agent
(chu ky 3 phat/lan). Agent nhan dwoc ciu hinh méi, phat sinh log véi eventID =101
va day 1&n server, hién thj trén man hinh Event search. Sau dé hé théng sé tw dong
cap nhat sé lwong agent da cap nhat danh sach cau hinh méi trén man Application
control.

Import Application List ~ <+ Add New Application

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liemn dist., Hanoi P a ge | 244
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

3.10.2 Endpoint Firewall
- Muc dich: Chtrc ndng Endpoint Firewall cho phép cau hinh cac két ndi sé
chan dwéi may ngudi dung, bao gébm chan theo ip, port, hodc ca ip va port, hd tro
cac protocol TCP, UDP, ICMP, hd tro Ipv4 va Ipv6, hd tro inbound va outbound
connection.

3.10.2.1 Hién thj danh sach cac két ndi bi chan

- Click vao tab Protect & Prevention > chon Endpoint Firewall s& hién thj toan
bd danh sach cac két ndi bi chan.

vvvvvvvvv

3.10.2.2 Tim kiém céac két néi bj chan

- Nguwoi dung c6 thé tim kiém theo dia chi IP va port da thiét lap;

viettel -
aJiant L]

Endpoint Firewall

3.10.2.3 Thém méi cac két ndi bj chan
- Click nat “Add new”, nhap théng tin trén popup thém méi két néi bj chan
+ |P: dia chi IP can chan;
+ Port: port can chan, néu chan tat ca port thi nhap 0;
+ Direction: inbound, outbound, All (chan ca 2 chiéu);

+ Protocol: ICMP, TCP, UDP, ICMPV6, ALL,;
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viettel B
aliant Protect & Prevent / Endpoint Firewa B0
Endpoint Firewall [ Guidelines

QUTBOUND

OUTBOUND

Create

3.10.2.4 Thém méi két ndi bj chan ter tap tin c6 sén

- Ngu®i dung cé thé thém mai cac ng dung/tién trinh bi chan tr tap tin .csv
theo mau cé sén lén danh sach &ng dung hién tai;

- Click nat “Import”, chon dwérng dan dén file can tai 1én va click nat “Open”, hé
thdng sé tw ddong thém danh sach cac tng dung can chan 18n hé théng;

vvvvvvvvv

3.10.2.5 Xoba két néi bj chan trong danh sach

- Hé théng hd tro' x6a 1 hodc nhiéu két ndi bj chan;
- Click vao tirng két ndi can xo6a va click icon “Delete”, hoac click vao checbox
dau mbi két ndi va click nat “Delete”;
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aldiant Protect & Prevent / Endpoint Firewal —
Endpoint Firewall =
8 resuls Agent updated: 0 Time updated: 2022/06/07 05:43:20 - o e

Delete abject

pr— pjcts?
foncel m

3.10.2.6 Ludng cdp nhéat sé lwong cac may agent da cdp nhét
danh sach méi thanh céng

- Sau khi nguwdi dung thém/stra/x6a danh sach céac két nbi trén giao dién, hé
théng sé& cap nhat danh sach nay xubéng du&i cac agent theo ludng update file agent
(chu ky 3 phat/lan). Agent nhan dwoc cdu hinh méi, phéat sinh log v&i eventlD =201
va day 1&n server, hién thj trén man hinh Event search. Sau dé hé thdng sé tw ddng
cap nhat sé lwong agent da cap nhat danh sach ciu hinh méi trén man Endpoint
Firewall;

3.11 Anti — Malware
3.11.1 Scan Schedule

- Muc dich: Chire nang Scan Schedule cho phép ngu&idung lap lich quét virus
dwéi cac may tram tw xa.

3.11.1.1 Tim kiém Scan Schedule task

- Muc dich: Chirc ndng tim kiém Scan Schedule task cho phép ngui ding tim
kiém cac lap lich quét dwdi cac may tram theo Task name.
- Cac buwoc thwe hién:
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;jrltamnt Anti-Malware / Scan Scheduler 3

@ Show only my schedule

Task name Auther Created time Scan type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
sbunty ot 1 06/10/2022 161556 N/A N
Ubuntu t 1 06/10/2022-1611:44  N/A N
Quick Win 11 t 1 06/10/2022- 160738 N/A /A
Task win 1 no /A N/
Task 456 root 1 N/A [0
Task 123 t 1 N/A N,
Ewew 2 N/A N
Task1 t 2 Ni& /A
Task mai 1 NiA N/
aitest 1 N/A N
Task2 t 1 NiA N

Bwéc 1:  Nguwoi dung nhap vao tir khoa tim kiém;
Bwéc 2: Chon nut BY hoac nhan Enter @& xac nhan thao tac tim kiém véi tir
khoa vira nhap.
Bwéc 3: Hé thdng sé hién thj danh sach lap lich quét theo tir khoa tim kiém.
3.11.1.2 Thém mdi Scan Schedule task

- Muc dich: Cho phép ngui ding them mdéi mét lap lich quét, cdu hinh thoi
gian va théng tin may tram.
- Cac budc thye hién:

Bwéc 1:  Tai man hinh danh sach 1ap lich quét, ngwdi dung chon nat New task
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gjt-;;:_.t Anti-Malware / Scan Scheduler * 0

Q, search ] E

Showing 11 of 11 result(s) 1B show only my schedule ﬂ

Task name Author Created time Scan type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
ubuntu 2 raot 06/10/2022- 161556 Quickscan 1 Immediately 06/10/2022-161556  N/A N/A o Finished

Ubuntu root 06/10/2022-16:11:44  Quick scan 1 Immediately 06/10/2022- 161144 N/A A o Finished

Quick Win 11 root 06/10/2022 - 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:34  N/A N/A @ Finished

Task win 11 root 06/10/2022- 160341 Customscan 1 Immediately 06/10/2022-16:0341  N/A WA « Finished

Task 456 oot 06/10/2022 - 11:37:08 Quick scan 1 At 06/10/2022 - 12:39:30 06/10/2022-12:39:30  N/A N/A @ Finished -
Task 123 foot 06/10/2022 - 11:34:26 Quick scan 1 Immediately 06/10/2022-11:3426 N/A N/A @ Finished

Ewene root 06/10/2022-111759  Quickscan 2 Immediately 06/10/2022-1117.50  N/A A o Finished

Task 1 root 06/10/2022-11:14:04 Quick scan 2 Immediately 06/10/2022-11:14.04  N/A N/A @ Finished

Task mai root 06/10/2022-111010  Quick scan 1 Immediately 06/10/2022- 111010 N/A WA « Finished

maitest root 06/10/2022 - 10:54:37 Quick scan 1 Immediately 06/10/2022-10:54:37  N/A N/A @ Finished

Task 2 root 06/10/2022-08:0909  Customscan 1 Immediately 06/10/2022-09:0909  N/A WA ® Finished

Bwéc 2:  Hé thdng hién thi man hinh thém méi mét 1ap lich quét, ngudi ding
nhap vao cac théng tin:

Create new task

Task name

l new task 1|

Scan type @ Priority @

[omee o

Trigger

When this task is created

© Runimmediately

O _Runon a schedule
Assignee(s)

@ All agents (1otal 38 agents)
© Choose group(s) and agent(s)

0 assignee(s)

1 — Thong tin 1ap lich quét bao gdm: Task name, Scan type, Priority

- Task name: Nguw&i dung nhap vao tén lap lich quét;
- Scan type: Nguw&i dung Iwa chon mét trong 3 loai scan. Cho phép:
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+ Quét nhanh: Kiém tra nhanh céc tép va thw muc dang ngo tiém an;
+ Quét toan bo: Kiém tra toan bd cac tép va thw muc trong may tinh. Qua
trinh nay c6 thé méat vai gio dé hoan thanh;
+ Quét tuy chinh: Cho phép ngwéi diing mét tép / thw muc cu thé trong may
tinh cta ban dé quét.

- Priority: Cho phép ngu®iding lwa chon tdc do quét va thay déi marec dd chiém
dung tai nguyén ctia may. Khi dat mirc wu tién cao, hé théng sé quét nhanh chéng,
tuy nhién sé tiéu tén nhiéu tai nguyén cta CPU. Twong tw, néu chon mdc dd wu tién
thap, hé théng sé quét cham hon va tiét kiém tai nguyén CPU.

2 — Théng tin Trigger cho phép ngwdi dung Iwa chon loai lap lich quét:

- Run immediately: Cho phép ngw&i dung lap lich quét ngay lap tirc dwdi cac
may tram khi task vira dwoc tao thanh céng;

- Run on Schedule: Cho phép nguwi dung 1ap lich quét theo ciu hinh cla
ngwdi dung:

@ Runon a schedule

‘ One time v ‘
Start time
‘ 311072022 -10:45:27 @ ‘

[ Runtask as soon as possible after a schedule is missed @

+ Schedule:
e One time: Lap lich quét mét 1an;
e Daily: Lap lich quét hang ngay;
e Weekly: Lap lich quét hang tuan;
e Monthly: Lap lich quét hang thang;

+ Start time: Cho phép ngudi diing nhap vao théi gian bat dau lap lich quét
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+ Vi du: Schedule: Daily, Start time: 15/08/2022 — 03:00:00. Pwoc hiéu 1a
cau hinh Iap lich quét hang ngay lic 03:00:00;
+ Run task as soon as possible after schedule is missed: Cho phép nguoi
dung cau hinh 1ap lich quét lai ngay khi lap lich truéc bi b 16.
3 — Théng tin Assignee: Cho phép nguoi dung ciu hinh thdng tin cAc may
tram nhan lap lich
- All Agent(s): Lap lich v&i tht ca cac may tram thudc quyén quan ly cla ngudi
dung dang dang nhap;
- Choose Agent(s) or Group(s):

+ Muc dich: Cho phép cau hinh, Iwa chon cac may tram ho&c cac nhém may
tram:

Assignee(s)

All agents (total 38 agents)
© Choose group(s) and agent(s)

Add agent/group Import from list...»

0 assignee(s)

+ Cac budc thye hién: Add Agents or Group

e Add Agents or Group - Nguwoi diung chon Add Agent. Hé théng hién
thi popup Iya chon may tram:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 251
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Add agent(s)

38 result(s)

O AgentiD Computer name 1P Address
[ 06A6927157E4EEEDOAOCTS... ajlant-agentcentoss 127.0.0.1,10.255.250.... auto_test

07 'DF72EGEGC... phul i051018 127.00.1,192.168.12... default

0A69TACC638FODAESACATS.. Win7x64-A-PC 10.0.215,127.00.1  maitest]

OAC36E41E40C67DESAIEFS.. phula-redhat?.7 127.001,192.168.12... chuyen_test

08 localhost 127.00.1,192.168.19.. no_group
OE1CBE9249C35DCOF763F2.. ubuntu 127.00.1,192168.12.. maitest1_1
15SESIFAED2450B5750CEF . phula.redhat8 4 127.0.0.1,192.168.12.. global

1570617137788D10F47BES.. agent-core-mac 127.0.0.1,192.168.6.2... no_group
<23 45>

Cancel

o Tim kiém may tram:

= Tai popup Add agent(s), ngu®i diung co6 thé tim kiém may tram
theo truy van céac trwéng thong tin: AgentlD, Computer name, IP Adress, Group,
Status, ...

Ngw&i dung chon icon 8 ho&c nhan nat Enter d& xac nhan tim

7
R

kiém;

Hé théng sé hién thj danh sach may tram theo truy van.

o Tich chon mét hodc nhiéu cac may tram dé thyc thi 1ap lich quét:
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Add agent(s)
‘fxnw— h by q

Selected (1)

phula-redhat7.7 »

38 result(s)

Agent ID Computer name 1P Address Group
06A6927157E4EEEQOAOCT6 .. ajiant-agent-centost 127.0.0.1,10.255.250... maitest1_2_3
0715289C3ABA7DF72EGE6C... phula-viettelos1018 127.001,192.168.12... default
0AG91ACCE3BFODAESACATS... Win7x64-A-PC 100215127001 maitest!

0AC36E41E40C67DESATEFS.. phula-redhat?.? 127.0.0.1,192.168.12... chuyen.test

B2... localhost 127.0.0.1,192.168.19... no_group
OE1CBE9249C350CDF763F2... ubuntu 127.00,192.168.12.. maltest1_1

15SESOFAED2450B5750CEF... phula redhats.4 127.0.0.1,192.168.12... global

e
o
[m]
(=]
L]
O] o
(=]
o
o

15706171377B8D10F47BES..  agent-core-mac 127.001,192.168.6.2_ no_group

<@z 45>

o Chon nat Add dé thwc hién thém théng tin Agent/ Group — HT quay
lai danh sach Agent/ Group;

o Hoé&c chon nat Cancel dé thwc hién hiy thao tac thém théng tin
Agent/ Group;

= Danh sach cac may tram dwoc lwa chon sé dwoc ty ddng thém vao khung
théng tin may tram da dwoc chon.

e Add Agents or Group - Nguei dung chon Add Group. Hé thdng hién
thi popup Iwa chon group:

o Tim kiém group:
= Tai popup Add group(s), ngwdi dung cé thé tim kiém may tram

theo truy van céac truwéng thdng tin: Group name

= Nguwdi ding chon icon B3 hosc nhén nat Enter d& xac nhan tim
kiém:;
= Hé thdng sé hién thj danh sach group

o Tich chon mét hodc nhiéu group dé thyc thi 1ap lich quét:
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Add group(s) X

a a

@ HOTE:n thisinterface, users belonging to the parent group have full cantrol over il the child groups of teir parent g.. Sz mare >

b TENANT n: 0O thanhnm1_test 8 g lient
,“, global

b admin

oo TENANT edrcom

oo TENANT viettel.c.

Selected
3 group(s)

Group

&b TENANT_nsm.com

o Chon nat Add dé thwc hién thém théng tin Agent/ Group — HT quay
lai danh sach Agent/ Group;

o Hoé&c chon nit Cancel dé thwc hién hiy thao tac thém théng tin
Agent/ Group;

= Danh sach cac may tram dwoc lwa chon sé dwoc ty déng thém vao khung
théng tin group da duwoc chon.
+ Import from .CSV: Cho phép ngu®i ding tai Ién danh sach may tram bang
cach:
e Luwa chon vao nat Import from list;
e Luwa chon Download sample file, cho phép tai xuéng file mau danh
sach may tram;
e Nguw&idung nhap thdng tin may tram va tai Ién file danh sach may tram
bang cach chon nit Import from .CSV

Bwéc 3:  Nguwoi dung chon nit Create dé hoan thién thao tac thém méi lap lich
quét. Hoac, chon nat Cancel dé& hiy thao tac thém méi lap lich quét
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3.11.1.3 Nhan ban Schedule task
- Muc dich: Cho phép ngw®i dung nhan ban lap lich quét.
- Cac budc thue hién:
Bwéc 1:  Tai man hinh danh sach task, ngw¢i dung chon Duplicate ban ghi task
can nhan ban:

viettel o -
aliant Malware / Scan Scheduler 4

a

Task name Author Created time Scan type umber of agent(s)  Trigger Start time Next run time Expired time Status Action

N
ubuntu 2 raot 06/10/2022- 161556 Quick scan 1 N/A N/A -
ity root 1 WA N View repoct
root 1 N/A N/A
view detai
as root 1 N/A N B this
il root 1 WA WA Tielete T task
ask roat 1 WA NiA -
Ewew root ] WA N
Task 1 t 2 N/A N/A
Task t 1 N/A N
maite: 1 Immediately N/A N/A
Task t 1 Immediately WA NiA

Bwéc 2: Hé théng hién thi man hinh Duplicate task, ngw®i dung nhap lai task
name va kiém tra lai toan bo théng tin trwdc khi nhan ban
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Duplicate task

Task name

[
@ Youcant leave this fied blank

Scantype @ Priority ®
[ Quick scan v l [ Low
Trigger

When this task is created

© Runimmediately

© Run on a schedule

Assignee(s)

© All agents (total 836 agents)

© Chaose group(s) and agent(s)

4 assignee(s)

Assignee Computer name 1P Address Action

1FBAFFB82BBCS... virtual_agent_phul.. 172.17.0.22

Type
agent
09D9E77FA9E63.. agent  virtualagentphul. 1721702
agent
agent

192.168.74.128

ECBEBSFODAB21... WIN10x64_MalNTN  192.168.74.128

<>

Bwéc 3:  Nguwoi dung chon nit Create dé hoan thién thao tac nhan ban lap lich
quét. Ho&c, chon nat Cancel dé& hiy thao tac nhan ban 1ap lich quét.

Duplicate task

Task name

‘ Task 1|

Scantype ©

[ Quick scan

Trigger

When this task is created

© Runimmediately

O Run on a schedule
Assignee(s)

O Al agents (total 836 agents)
© Choose group(s) and agent(s)
4 assignee(s)

Assignee Computername 1P Address  Action

1FBAFFBE2BBCS... virtual_agent_phul.. 172.17.0.22

19216874128

Type
agent
09D9E7TFA9EG3.. agent  virtualagentphul.. 172.17.0.2
agent
agent

ECBEBSFODAB21... Win10x64_MaiNTN  192.168.74.128

<@

3.11.1.4 Xem chi tiét

- Muc dich: Cho phép ngudi diing xem théng tin chi tiét ap lich quét
- Cac buoc thuwe hién:
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Bwéc 1: Tai man hinh danh sach task, ngwoi dung chon View Detail ban ghi
task can xem chi tiét;

= Hé thdng hién thi man hinh chi tiét 1ap lich quét

View task detail
Task name

‘Task test immediately

Trigger

When this task is created
Run immediately
Run on & schedule

Assignee(s)

All agents (total 836 agents)
Choose group(s) and agent(s)

1 assignee(s) L]
Assignee Type  Computername  IPAddress  Action
AEGCSEDEASFOA.. agent  MaintnWinx6d 192.168.74.128

1

Cancel

Bwéc 2:  Nguwoidung chon nit Cancel hodc icon Close dé hiy thao tac xem chi
tiét 1ap lich quét

3.11.1.5 Xba Schedule task

- Muc dich: Cho phép xda lap lich quét trong danh sach task;
- Cac budc thwe hién:

Bwéc 1:  Tai man hinh danh sach task, nguwdi dung chon Delete this task ban
ghi task can xoa;
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g‘i‘;:‘lt Anti-Malware / Scan Scheduler &0
Q, search ] n
Showing 50 of 759.426 resuit(s) @ Show only my schedule  lI+]
Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task root_test 22/09/2022-17:2536  Quick scan 5 Immediately 22/09/2022-17:2536  N/A /A ® Finished
Test immediately root_test 22/00/2022-1056:27  Customscan 1 Immediiately 22/09/2022 - 10:5627  NiA NiA ® Finished
Task name immediately main root_test 22/09/2022-10:27:27 Custom scan 1 At 22/00/2022 - 10:30:47 22/09/2022-10:30:47  N/A N/A ® Finished
Task name immediately mai root_test 22/09/2022 - 10:19:37 Customscan 1 Immediately 22/09/2022-10:19:37  N/A MNIA ® Finished -
Task name immediately root_test 22/00/2022-1017:37  Customscan 1 Immediately 22/09/2022- 101737 NiA NiA View report
Task test immediately root_test 22/00/2022-100535  Customscan 1 Immediately 22/00/2022- 100535 N/A NiA View detal
Task mai test immediately root_test 22/00/2022-09:5355  Customscan 1 Immesiiately 22/09/2022 -09:5355  N/A NiA Duplicate this task
data 1 root_test 20/09/2022 - 17:42:46 Quick scan 1 Immediately 20/09/2022 - 17:42:46  N/A N/A
test create root_test 16/09/2022-150459  Quick scan o Immediately 16/09/2022 - 150459 N/A NiA
create test agent edrtest 2 root_test 14/00/2022-100836  Customscan 1 A129/09/2022-10:10:42 20/09/2022- 101042 N/A N/ ® Finished
data-test1-20-5:9-999 root_test 09/09/2022- 185445 Quick scan 10 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-008 root_test 09/00/2022-16:5445  Quick scan 10 Immesiiately 00/09/2022 - 18:5445  N/A NiA ® Finished
data-test-1-20-5-0-997 root_test 09/09/2022 - 18:54:45 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/A @ Finished
Cata-test-1-20-5-9-996 root_test 09/09/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
data-test1-20-59-995 root_test 09/09/2022- 165445 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished
data-test1-20-5:9-994 root_test 09/09/2022- 185445 Quick scan 10 Immediiately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-003 root_test 09/00/2022- 165445 Quick scan 0 Immesiiately 00/09/2022 - 18:5445  N/A N ® Finished
data-test-1-20-5-9-992 root_test 09/09/2022 - 18:54:45 Quick scan 0 \mmedialﬂy 09/09/2022 - 18:5445  N/A N/A @ Finished
data-test-1-20-5-9-991 root_test 09/00/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished

Bwéc 2:  Hé théng hién thi man hinh popup Xac nhan xéa. Ngudi diing chon No
dé hay thao tac xéa lap lich quét hodc chon Yes, keep delete dé tiép tuc thao
tac xéa

Delete this task?

Are you sure you want to delete the task Task name
immediately mai*?
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3.11.1.6 Xem béo cao
- Muc dich: Cho phép ngw&i dung xem bao cao lap lich quét;
- Cac buwdc thwe hién:
Bwéc 1:  Tai man hinh danh sach task, ngwoi dung chon View report ban ghi
task can xem bao cao;

viettel

aldiant
a a
8 Show only my schedule

Anti-Malware / Scan Scheduler *

Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task oot fest Quick scar 5 mmediately NiA N/A
Test immediately 1 Immesiiately N/A N
Task name immediately main 1 At 22/09/2022 - 10:30:47 N/A N/A
Ta: e immediately mai 1 Immegiately NiA NiA
T e immediately 1 Immediately N/A N/
Task test immediately Custom sc 1 Immediately WA NiA
Task mal test immediately 2 Customscan 1 Immediately N/A N/A
data 1 2174246 Quick scan 1 Immediately W& NiA
test create 2-15045  Quickscan o immediately N/A N/A
create 1est agent edr test 2 2-10:08:36 Custom scan 1 At20/09/2022 - 10:10:42 N/A N/A
B 5445 10 Immediately N N/A

2-18:5445 10 Immediately N/A N/ -

2-18:5445  Quickscan 10 Immediately W& NiA
2-18:5445  Quick scan 10 immediately N/A N/A
2- 185445 Quick scan 10 Immediately N/A N/A
B 5445 Quick scan 10 Immediately N N/A
ES5445  Quickscan 10 Immediately N/A N/A
185445  Quickscan 10 Immediately WA NiA
root_test Quick scan 10 Immediately N/A NiA

Bwéc 2:  Hé thdng hién thi man hinh View report:
1 — Tim kiém:
- Muc dich: Cho phép tim kiém truy vAn cac théng tin trong bao cdo nhu:

AgentlD, Computer name, IP Address, Platform, Group, Status, Result
- Cac budc thye hién:
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View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
‘ fx ‘ Q KM=l [ view on Dashboard
5 result(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSO5CDEAZCASADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4C83AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 # Scan complete Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DCEBDTFC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows 4 ¢ complete Start time: 14/09/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

+ Ngu®i ding nhap vao thdng tin truy van va chon icon ® hodc nhin nit
Enter dé xac nhan truy van;

= Hé thdng hién thi danh sach két qua bao céo lap lich quét sau khi truy van.
2 — Export to Excel

- Muc dich: Cho phép ngui dung tai xudng bao céao két qua Iap lich quét theo
dinh dang file Excel;

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| fx ‘ Q &, Export to Excel E&l view on Dashboard
5 resuli(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDS95CDEAZCAQADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25FACB3AFSC33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 ® Scan complete: Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:5%
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DC6BDTFC37D  Bichpt3_win10Tes 192.168.255.1 Microsoft group_windows o Scan complete Start time: 14/09/2022 14:36:18
t 38 windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0
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- Cac budc thye hién: Tai man hinh View task report, ngwdi dung chon nut
Export to Excel

= Hé thdng cho phép tai xubng file két qua bao céo lap lich quét.
3 — View on dashboard

- Muc dich: Cho phép xem béo céo thdng ké Anti-malware cta hé théng

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
fx | Q o, Export to Excel [ View on Dashboard
5 result(s)
Agent 1D Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSISCDEA2CAOADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack
524B30C4C568F59292D6076E25F4C83AFSC33BC  EDR-TEST02 192.168.133.1, Microsoft group_1 Start time: 14/09/2022 14:36:18
102.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DC68D1FC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows Start time: 14/00/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

- Cac budc thwe hién: Tai man hinh View task report, ngwdi dung chon nut

View on dashboard
= Hé thdng diéu huwéng sang trang bao céao théng ké Anti-malware cta hé théng;

B. Giao dién Agent

3.12 Main

- Chtrc nang cho phép nguwdi dung xem nhanh trang thai an toan théng tin tai
may dang cai agent;

- Trén thanh taskbar tim icon I click chuét phai va chon “Viettel Endpoint
Detection & Response”:
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Viettel Endpoint Detection & Response

Helpdesk support

Check policy compliance

- Heé théng hién thj cac théng tin:

+ Trwong hgp may khdng cé6 ma déc nao hoac toan bé ma doc da dwoc xtr

Viettel Endpoint Detection & Response

Clean

DISINFECTED NOT PROCESSED

2 (4%)

[ Reports © About

+ Trwdng hop may co it nhat 01 ma ddc va khédng c6 méa doc ndo co dd
nguy hiém cao;

Viettel Endpoint Detection & Response

G Warning

DISINFECTED NOT PROCESSED

2

[ Reports © About

+ Trwdng hop may c6 it nhat 01 ma doc cé dd nguy hiém cao;
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Viettel Endpoint Detection & Response

Critical

DISINFECTED NOT PROCESSED

ré Reports

+ Ngoai ra hé théng hién thi con sé théng ké lién quan dén tébng s ma déc
da dwoc phat hién;

 Disinfected: Tdng sb va ty 1& ma doc da phat hién va duwoc xi Iy;

e Not processed: Téng s6 vaty |é ma ddc da phat hién nhwng chwa duoc
X ly.
3.13 About

- Chtrc nang cung céap théng tin vé phién ban Agent cai trén may ngudi dung
va théng tin hd tro sdn pham:

About

Viettel Endpoint Detection & Response
VERSION

11.0.2215

OPERATION SYSTEM
Microsoft Windows 10 x64

For more detail, please contact us via cskh_anm@viettel.com.vn.

© 2021 Viettel Cyber Security - Branch of Viettel Group
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3.14 Reports

- Chtrc nang tdng hop danh sach cac ma doc da dwoc phat hién trén hé théng

va tinh trang x& ly tinh dén th&i diém hién tai;

Event date

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

27/07/2021

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-15:53:12

-165:53:12

Status

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Reports

€ Restore € Remove T Clear storage

Object

Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice Generic
Trojan: Exploit. MSOffice Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice Generlc
Trojan: Exploit. MSOffice.Generic

Trojan: Exploit. MSOffice.Generic

Copies of disinfected or modified files during disinfection are move to Backup folder. Those files are stored in a dedicated format
and do not impose any threats, you can restore, remove or clear all files in Backup folder any time.

File path
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost exe
C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

- Céc file chtra ma doc truéc khi dwoc xtr ly déu dwoc lwu triv ban gbc trong
thw muc Backup, dé don thw muc Backup ho&c phuc hdi file, sdn phdm cung cap cac
tinh nang sau:

B - 1o phép iva chon 01 file @8 phuc hbi
; Cho phép Iwa chon 01 file dé x6a khéi thu muc Backup;

: Cho phép don nhanh toan bé file hién co trong thw muc Backup;
3.15 Scan
- Chtec ndng cho phép nguwdi ding chi dong st dung hé thdng dé quét va xo
ly ma doc trén may;
- Céc phuong thire quét duwoc hd tro bao gém
+ Lwachon trwc tiép twr file explorer, cho phép chon nhiéu tép tin va thw muc,
chudt phai chon quét (Context scan);

+ Lwa chon céc hinh thirc quét tir giao dién phia agent;
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e Quick scan: Quét trén mét tap cac thw muc dwgc dinh nghia trwéc, day
la cac thw muc thwdng xuyén phat sinh ma doc, khi chon quét toan bd céac tép tin va
thw muc trwc thudc cac thw muc da chon;

e Full scan: Quét toan bd cac tép tin va thw muc cé trong may ngudi
dung;

e Custom scan: Twong tw context scan, khi chon hinh thirc nay agent
hién thj file explorer cho phép nguwdi ding lwa chon 01 tép tin hodc thw muc dé quét

Malware Scan

How do you want to scan?

Choose type of scan you want to use.

Quick scan

Quickly check for potential suspicious files and folders.

Full scan

In-depth checkup for your computer. This process may take several hours
to be completed.

Custom scan

Choose one folder or file in your computer to scan.

- Sau khi chon phwong thirc pht hop, hé thdng thuc hién quét va x& ly ma
déc:

33% - Quick/Scan

Q_ Scanning... (33%)

2 malware detected

00:00:02
868

Scanning: C:\Windows\System32\svchost.exe

Q.; View report o Stop scanning
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- H6 tro cac thao tac trong Iic quét nhw sau:

o Pause

: Cho phép tam dirng qua trinh quét;

: Cho phép két thic qua trinh quét;

F iew report e n , X ~ ~ ~ s
s feret g Trwdng hop phat hién dwgc it nhat mét ma doc, cho phép xem nhanh

trang thai xt&r ly tai 3.14 Reports;

Man hinh khi ngu®i dung chon tam dirng qua trinh quét

33% - C:\Windows\Windows\Windo\System32\sv... - Custom Scan

Q. Paused (33%)

2 malware detected

DUR 00:00:02
NED 868

Paused scan. Click ‘Resume’ to continue your scanning.

fé; View report o Stop scanning
: Cho phép chon dé tiép tuc quét hoac dé hoan thanh qua

trinh quét.

- Khi hoan thanh quét, hién thj két qua nhw sau:

Quick Scan

Scan complete.

2 malware detected

00:00:02

L-:s; View report Close
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