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Thuat ngir

Thuét ngiv Dién giai Ghi chu
VCS-alJiant  Tén thwong mai clia san pham
IR Flow Incident Response Flow: ludng van hanh x& ly
céc alert, diéu tra va phan &ng.
Artifact Cac dbi twong diéu tra lién quan dén alert nhu:
duwong dan file/registry/process
Detection Phat hién cac dbi twong lién quan dén alert

Containment

Qua trinh cb lap may tinh: cé lap mang, suspend
tién trinh

Investigation

Qua trinh diéu tra: dya trén cac log sw kién
(event logs) hodc diéu tra cht déng bang céng
cu trén may nguwdi dung.
Co céac cach diéu tra dwoc hd tro sau:

- Process Analysis

- Tim kiém event logs

Dung tool diéu tra: autoruns, listdlls

Response

Qua trinh phan &ng: tv két qua diéu tra, nguoi
van hanh xt ly cac két qua diéu tra dwoc bang
cac cach:

- Response Scenario

- LiveResponse

Timeline

Puwdng thoi gian thé hién cac hoat déng trong
IRFlow:

-  Tao IR Flow

- Taol/dbéng phién Process Analysis

- Tao/déng phién Live Response

bong IR Flow
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1. GIOI THIEU
1.1 Thuwec trang hién nay

Ngay nay, cac td chirc, doanh nghiép tiép tuc gdp rat nhiéu khé khan véi viéc phat hién,
xac dinh, diéu tra va gidm thiéu cac dang phan mém doc hai tién tién trong hé thdng. Cac
coéng nghé phong chéng ma ddc truyén thdng nhw antivirus dwa trén chi ky dang bj vwot qua
mot cach cd y bdi nhirng ké tAn cong chuyén nghiép cé trinh do cao véi cac bd cong cu tan
coéng, phdn mém doc hai dwoc tiy chinh va hwéng muc tiéu cu thé. Nhiéu té chirc da thira
nhan réng cac phwong phap phong tht chéng phan mém doc hai truyén théng ctia ho da thét
bai va mét chién lwoc méi phai dwoc tao ra dé xac dinh nhivng vi pham nay tai endpoint. Mot
sb lwong dang ké cac vi pham dir liéu gan day tir cac dang phan mém doc hai nang cao da
lam t&ng sy quan tam cla khach hang dbi véi cac Gidi phap phéat hién va phan (rng cho 16p
endpoint (EDR) ma VCS-aliant |a mét trong sé do.

1.2 Sw phéat trién cda cdng nghé

Céng nghé clha Giai phap VCS-aliant gitp bu dap céac thiéu sot cha cac cdng nghé
dwa trén chi¥ ky ma céac td chirc dang st dung nhu antivirus hay IPS/IDS dé cung cap kha
nang phat hién bat thwong dwa trén hanh vi va cho cai nhin sau hon vé cac théng tin cu thé
c6 lién quan trén endpoint d& phat hién va giam thiéu cac méi de doa nang cao.

1.3 VCS-aldiant

VCS-aliant c6 khad nang cung cép thong tin chi tiét vé viéc lay nhiém phan mém doc
hai va cac hanh vi mé réng pham vi tAn cong (lateral movement) ctia nhirng ké tan céng khi
chang thye hién viéc do quét hodc stir dung thdng tin bj danh cap trong mang noi bo dbi voi
cac hé thdng va (rng dung.

Ngoai ra, VCS-aJiant ciing bd sung cho cac cong nghé bdo mat hién cé nhw giai phap
quan ly sy kién va thdng tin bao mat (SIEM), cac céng cu giam dinh mang (Network
Forensics) va céc thiét bj phong chéng mbi de doa tién tién (Advanced Threat Detection),
ddng nghia 1a bd sung vao danh muc céc giadi phap phan tng sw ¢ an toan thong tin cda tb
chue.

1.4 CAc théng tin nang cép

Phién ban 3.3.0 mang dén cac tinh nang mdi nhuw sau:

Bb sung tinh nang Dashboard: Ngoai Dashboard mac dinh ctia VCS-alJiant, tai mot sé
don vi trién khai déng thdi véi Kaspersky hodc cé tinh nang Anti-malware, s&n phdm hé tro
Dashboard riéng cho di¥ liéu dwgc phéan tich tir Kaspersky va AV engine.
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Cai tién tinh nang Login, Process Analysis theo thiét k& giao dién mai, cai thién trai
nghiém nguwoi dung va bd sung céc thdng tin process can thiét hd trg ngudi ding trong qué
trinh diéu tra.

B& sung giao dién phia Agent cho phép theo ddi tinh hinh an toan théng tin tai may va
thao tac chi déng quét ma doc dé xu ly.

Cai thién cac van dé trong phién ban cii nhdm dam bao tinh én dinh.

2. TONG QUAN

2.1 Cong nghé

VCS-aldiant sir dung céng nghé Filter Driver (cho phép chay va theo ddi & murc
Kernelbased) thu thap cac théng tin bao gdm File, Process, Registry, Network trén may tinh
ngwoi dung va server. Cac dau hiéu vé file bao gébm (modified, delete, changed attribute), vé
registry (delete key/value, set value, rename key/value, create key v&i access nghi ngo. Cac
d4u hiéu nghi ng& vé Memory dwoc dinh ki quét ra soat lién tuc. Cac hanh vi duwgc xac dinh
la nghi ng& dwoc day vé hé théng Back-end phan tich tap trung.

Ludng nghiép vu diéu tra tAn cong dwoc thiét ké khép kin theo kich ban incident
response (IR Flow), hé tro phat hién va phan tich cac d4u hién bat thworng ngay trén mot giao
dién duy nh4t. Cung cap céac chirc nang diéu tra (Forensic) sau trén Endpoint. H6 tro' 13y file
nghi ng& (Get Artifact), ddy céng cu ra quét (Tool Deployment), cho phép thuc hién diéu tra,
cung cap bang chirng theo théi gian thwe (Process Analysis, Live Response), cho phép thuc
hién phan &ng khi phat hién méi de doa.

Ngay khi xac minh dwoc bat thwdng, Endpoint cung cap cac cong cu g& bé ma doc trén
dién réng (Response Scenario) bao gébm: c6 1ap mang may bi nhiém (network containment),
kill process, delete file/registry.
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2.2 Kién tric ha tang

~
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Connection Alert &
request

Event log
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Centralized Processing System

oo 4
Investigation Bkt
& Response “

C6 3 thanh phan chinh:

- Agents: La thanh phan dwoc cai dat trén tirng may tram, may chd, cé nhiém vu giam
séat cac diu hiéu bat thuwong trén cac may tram, may cha, glri log vé may chi quan tri
tap trung.

- Cum may cha quan tri, xte ly tap trung va lwu triv: La thanh phan xt ly dir liéu dwoc
glri vé tlr cac agent, dong vai tro chinh trong viéc phan tich va xt ly dir liéu theo thoi
gian thyc.

- Web-Portal: La thanh phan ma ngwdi quan tri sé siv dung dé theo ddi, giam sat va
phan tich cac théng tin ctia hé théng.

2.3 Lam viéc véi giao dién quan trj
Hién tai VCS-aJiant cung c&p 02 giao dién

1. Giao dién Web-portal bao gébm cac giao dién chirc ndng va cac ludng xt ly nhw sau:
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Dashboard: théng ké, biéu d tric quan vé tinh hinh an toan théng tin cla té chic.
Alert management: danh sach céac alert vé cac dau hiéu xuét hién ma ddc trén may
nguwoi dung.

IR flow management: danh sach cac IR flow dwoc tao b&i ngwdi quan tri trong qua

trinh diéu tra. Ludng x ly bao gdm: Detection, Containment, Investigation, Response

Investigation: danh sach cac cong cu phuc vu diéu tra (Process Analysis, Event search
va Deploy tools)

Response: danh sach cac cdng cu phuc vu phan ng, x& Iy sw ¢b (Live response)

Protect & Prevention: danh sach cac tinh nang phong chéng va bdo vé may tram
(Application control va Endpoint firewall)

Setting: danh sach cac chirc nang cai dat hé théng (Policy management, Agent
management, Group management, Rule correlation va Account management: User,
Role, Permission management)

2. Giao dién phia Agent bao gém céc giao dién chirc ndng va cac ludng x Iy sau
Main: Trang cha cho phép xem nhanh tinh trang an toan thong tin may cai agent
Reports: Bao cao tinh hinh x ly ma déc phat hién tai may

Scan: Cho phép ngudi ding chi ddng quét ma doc véi cac file, folder trong may gém
03 co ché Quick Scan, Full Scan va Custom Scan

About: Cung cap théng tin phién ban va hd tro san pham

3. HUONG DAN SU’ DUNG
GIAO DIEN WEB-PORTAL

3.1 bang nhép

Truy cap vao hé théng tai dia chi dwoc cung cap
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) AJIANT

Signin

- Dang nhap v&i user/pass duwoc cap
3.2 Dashboard VCS-aldiant (default)

- Céc tinh nang chinh gébm cé:

fl AJIANT
Organization Dashboard | 1 o, Export this Dashboard 2021 - Now (=] o
Online Offline New Executing
0% 100% 0%
7 43906 30 0
Agents @ + 4 agents T +1agents Mets @ t +Salens Remain ged
43913 499940
1 +1new agents Suspicious @ . P ornaleehes False Positive Closed
been updated o o
516 0 0
2 + +2agents Rem & anged
| Sty Oporatis 3”ng.mm.ma| |m oeeeen 5 |
ALERTS BY STATUS . Export data ALERTS BY SEVERITY L. Export data
o0
o
o
'7'.
30

1 - Cac thao tac v&i dir liéu trén Dashboard
+ Trich xuét di¥ liéu trén dashboard
+ Tim kiém di liéu tdi da 90 ngay gan day.

+ Lam m&i div liéu.

TOTAL

2 - Overview: Théng ké tdng quan tinh hinh an toan théng tin td chirc (théng qua trang

thai agents va alerts)
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3 - Security Operation: Theo dai tinh hinh van hanh an toan théng tin (thdng qua viéc
theo ddi van hanh alert)

4 - Agent Monitoring: Theo dai tinh hinh cai dat va trang thai agents

5 - Risk Detection: Theo ddi cac méi nguy hai dén té chirc (théng qua viéc théng ké
cac déi twong phat sinh nhiéu alert chwa x& ly nhat hé thdng)

Phan quyén di liéu tai tinh ndng nhw sau:

+ User dang nhap thudc group root: Hién thj di¥ liéu toan bo hé thdng

+ User d&ng nhap thudc group cép 1: Hién thj di liéu tai toan bd group cép 1 va cac
group con trwec thudc

+ User dang nhap thudc group cép 2 tr& di : Hién thi di liéu tai toan bd group cép 1
chtra group cutia user dang dang nhap va cac group con tryc thudc group cap 1 twong
&ng.

3.2.1 Thao tac véi div liéu

3.2.1.1 Xuét di lieu

Cho phép trich xuét dir liéu hién co trén giao dién dashboard bang cach chon

, ngoai ra bd sung cac sheet di¥ lieu chi tiét hd tro bao céo.
+ Trwong hop 16i két ndi hoac khdng co div liéu trén toan bd cac thanh phan cua
Dashboard, khéng hd tro trich xuat, thao tac sé bj an di.

+ Trwdng hop cé di liéu, hd tro xuét file dinh dang .xIsx

3.2.1.2 Tim kiém theo ngay

Cho phép diéu chinh khoang th&i gian can theo ddi tinh hinh an toan théng tin tinh
dén thoi diém hién tai, mac dinh tinh tlr ngay trwéc d6 (Last day).
+ Pé& chon thdi diém bat dau cda khoang thoi gian can theo ddi, c6 thé chon thoi
gian tuyét déi hoac twong dbi:
Absolute time range Relative time range
from Last 90 days
Last 60 days

Last 30 days

Last 24 hours
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. Thaoi gian tuyét dbi: La gia trj ngay bat dau cu thé, hd tro tdi da 90 ngay ké tiy
hién tai.

VD: Hién tai la 03 gi¢&r sdng ngay 07/06/2021, lwa chon ngay bat dau = “06/06/2021”.

- Khoang th&i gian theo déi: 00:00 06/06/2021 dén 03:00 06/07/2021.

. Thoi gian twong dbi: La khoang thoi gian twong déi gitba ngay bat dau va
hién tai.

VD: Hién tai la 03 gi¢r sdng ngay 07/06/2021, lya chon ngay bat dau = “Last 30
days”. Hé théng tw dong tim ngworc lai 30 ngay trwéc va bat dau tinh tir 00:00 cla
ngay do.

- Khoang th&i gian theo déi: 00:00 08/05/2021 dén 03:00 07/06/2021.

+ Sau khi chon khoang thei gian mudn theo ddi, chon o | dé tai lai
d@ liéu twong wng.

3.3.1.3 Lam m¢&i dir liéu

- Cho phép lam méi di¥ liéu tht cong, chon dé cap nhat di liéu méi nhat tinh dén
thoi diém hién tai.

3.2.2 Théng ké Overview
- Cho phép théng ké nhanh vé tinh hinh an toan théng tin trén td chirc theo khoang thoi
gian da chon trong phan tim kiém

cuting
6% s4% 100%. o

2840

3331 . 15164 0
S s 465653 |
730 © 0o D o :
+ Théng ké lién quan dén agents
S6 théng ké Y nghia

Bao gém 02 chi sb

Agents © Tbng sb may da cai dat agent trén hé thdng (khéng

6171 phu thudc khoang thoi gian tim kiém)

+ 19 new agents

Téng sb may méi cai dat agent trong khoang thoi
gian tim kiém

(+: May mai cai dat, Remain unchanged: Khéng co
may ma&i cai dat trong khoang thoi gian tim kiém)
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Bao gdém 03 chi sb
Trung binh s6 may Online trong khoang thdi gian
tim kiém (chi tinh thoi gian 1am viéc trong gi> hanh
53% chinh 08:00 — 18:00)

Online

3274

+ 884 agents

‘ Ty I& may Online trung binh so v&i toan hé théng
SO lwvgng may Online trung binh chénh Iéch so voi
chu ky trwéec.

(+: S6 lwgng may Online trung binh tang so v&i giai
doan trwéc, Remain unchanged: Khéng c6 chénh
léch)

Bao gém 03 chi sb

Trung binh s6 may Offline trong khoang thai gian

tim kiém (chi tinh th®i gian 1am viéc trong gi® hanh
_ chinh 08:00 — 18:00)

Offline

2897 a7 Ty 1& may Offline trung binh so v&i toan hé théng

& 898 agents ‘ S6 lwong may Offline trung binh chénh léch so v&i
chu ky trwéec.

(+: S6 lwong may Offline trung binh tang so v&i
giai doan trwéc, Remain unchanged: Khong co
chénh léch)

Bao gém 03 chi sb
Tbng sb may da cai dat agent trén hé thdng (khéng

Suspicious @ phu thudc khoang thei gian tim kiém) cé phat sinh
3748 :9 alert chwa dwoc xtr ly

+1529 agents Ty 1& may co phat sinh alert so v&i s6 lwgng may
trén toan hé théng (khéng phu thudc thdi gian tim
kiém)
Tbng sb may c6 phat sinh alert trong khoang thoi
gian tim kiém
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(+: May m¢&i phat sinh alert, Remain unchanged:
Khoéng cé may méi phat sinh alert trong khoang
thoi gian tim kiém)

+ Théng ké lién quan dén alerts

Sé théng ké Y nghia
Bao gébm 02 chi sb
Alerts ® 5 . A . R A
466354 Tong sb a[ert tren. to.an bd he. ,thong (khéng phu
+10386 alerts thudc khoang thoi gian tim kieém)
has been updated Tbng sb alert m&i phéat sinh hodc dwgc cap nhat
trong khoang thoi gian tim kiém
(+: Alert m&i phat sinh, Remain unchanged:
Khbng c6 alert m&i phat sinh trong khoang thoi
gian tim kiém)
Bao gém 03 chi sb
Tbng sb alert méi phat sinh hodc dwoc cap nhat
trong khodng thoi gian tim kiém va dang & trang
thai = NEW
Ty Ié alert m¢&i phat sinh hodc dwoc cap nhat trong
New — khoang thei gian tim kiém va dang & trang thai =
1 0386 NEW so v&i toan bd alert méi phat sinh hoac dwoc
3 -3627 alerts cap nhat trong khoang thi gian tim kiém

Tbng sb alert méi phat sinh hodc dwoc cap nhat
trong khoang th&i gian tim kiém va dang & trang
thai = NEW chénh Iéch so v&i chu ky truérc.

(+: Tdng sb alert mé&i tang so v&i giai doan trwéc,
Remain unchanged: Téng sb alert méi khéng thay
ddi so vai giai doan truéc)

Bao gébm 03 chi sb

Viettel Cyber Security
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Executing

0

Remain unchanged

0%

Téng sb alert m&i phat sinh hodc dwoc cap nhat
trong khoang thoi gian tim kiém va dang & trang
thai <> (NEW, FALSE POSITIVE, CLOSED)

Ty |é alert m&i phat sinh hoac dwoc cap nhat
trong khodng thoi gian tim kiém va dang & trang
thai <> (NEW, FALSE POSITIVE, CLOSED) so
v&i toan bo alert méi phat sinh hoac duoc cap
nhat trong khoang thoi gian tim kiém

Téng sb alert m&i phat sinh hodc dwgc cap nhat
trong khoang thoi gian tim kiém va dang & trang
thadi <> (NEW, FALSE POSITIVE, CLOSED)
chénh léch so v&i chu ky truée.

(+: Tdéng sb alert tang so véi giai doan trwéc,
Remain unchanged: Téng sb alert khong thay ddi
S0 vOi giai doan trwdece)

False Poettive

0

Rermain unchanged

0%

Bao gébm 03 chi sb

T6ng sb alert mé&i phat sinh hodc dwoc cap nhat
trong khodng thoi gian tim kiém va dang & trang
thai = CLOSED

Ty |é alert m&i phat sinh hodc dwoc cap nhat
trong khodng thoi gian tim kiém va dang & trang
thai = CLOSED so vé&i toan bd alert méi phat sinh
hoac dwgc cap nhat trong khoang thoi gian tim
kiém

Téng sb alert m&i phéat sinh hodc dwoc cap nhat
trong khodng thoi gian tim kiém va dang & trang
thai = CLOSED chénh Iéch so vé&i chu ky truéce.
(+: Tdéng sb alert tang so véi giai doan truwéc,
Remain unchanged: Téng sb alert khong thay dbi
S0 V@i giai doan trwéec)

Bao gébm 03 chi sb
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Téng sb alert m&i phat sinh hodc dwoc cap nhat
trong khoang thoi gian tim kiém va dang & trang
Closed thai = FALSE POSITIVE
0 0% Ty lé alert m@i phat sinh hodc dwgc cap nhat

trong khodng thoi gian tim kiém va dang & trang
thai = FALSE POSITIVE so v&i toan bd alert mai
phat sinh hoac dwoc cap nhat trong khoang théi
gian tim kiém

Téng sb alert m&i phat sinh hodc dwgc cap nhat
trong khoang thoi gian tim kiém va dang & trang
thai = FALSE POSITIVE chénh léch so v&i chu
ky truérce.

(+: Tdéng sb alert tang so véi giai doan trwéc,
Remain unchanged: Téng sb alert khong thay ddi
S0 vOi giai doan trwdece)

Remain unchanged

3.2.3 Theo ddi Security Operation
- Cho phép theo dai tinh hinh van hanh an toan théng tin (thdng qua viéc theo déi van
hanh alert) theo khodng th&i gian da chon trong phan tim kiém
+ Théng ké tinh trang xt ly alert theo trang thai
+ Théng ké alert theo mitrc d6 nguy hai

+ Trich xuét dir liéu twong (rng trong cac biéu d6

Viettel Cyber Security
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fl AJANT

Organization Dashboard &

urity Ope Agent Monitoring  Risk Detection

ALERTS BY STATUS

»

o

an

»

-

-

n . o . !
I [p—— w2323 Pr——

R Exooutiog mmm FalsoPositve @mm Closed
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&, Export data ALERTS BY SEVERITY

w— Critical

m— High

Medium
Low

No Impact

ok, Export data

30

TOTAL

0(0.0%)
13 (43.3%)
8(26.7%)
9(30.0%)

0(0.0%)
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Biéu d6/théng ké Y nghia

Alert by status Biéu dd mién - Theo d&i tinh hinh ghi nhan cac alert méi
ghi nhan hodc c6 cap nhat trong khoang thi gian tim
kiém, bao gdm:
- Truc x: thoi gian
- Truc y: Ty Ié alert phan chia theo 04 nhém trang thai =
(New, Executing, Closed, False Positive)
- Cho phép chon PR 48 tai vé danh sach alert
sap xép theo trang thai

Alert by severity Biéu dd tron - Theo d&i tinh hinh ghi nhan alert méi ghi

nhan hodc c6 cap nhat theo mirc dd nguy hiém trong
khodng thoi gian tim kiém, bao gém:

- Ty lé: ty |é alert tai tirng mirc dd nguy hiém

- Tai gitra biéu dd hién thj tdng sb alert méi hodc c6 cap
nhat trong khoang thi gian

Export data

- Cho phép chon dé tai vé danh sach alert

sap xép theo mirc dd nguy hiém

3.2.4 Theo d6i Agent Monitoring
- Cho phép thdng ké agents theo trang thai va théng tin hé diéu hanh theo khoang thoi
gian da chon trong phan tim kiém
+ Théng ké trang thai agent (Trwc tuyén, ngoai truyén)
+ Théng ké agent theo hé diéu hanh, phién ban hé diéu hanh

+ Trich xuét dir liéu théng tin agent

Viettel Cyber Security
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fl AJIANT

Organization Dashboard &

Security Operation Risk Datection

AGENTS BY STATUS @

oo

0 agent(s) not online in this period.

= ouume arrume
AGENTS BY OPERATING SYSTEM &, Export data AGENTS BY 0S VERSION Tops v
-_ Microsoft Windows 10 Pro z
-\ />
Windows 46(74.2%) Microsoft Windows 7 Ultimate Service Pack 1 13
Mac0s 0 (0.0%
N ) ubunitu 18.04
62 - Linux 16(25.8%)
OSTYPE 10 5
Others 0(0.0%)
Microsoft Windows 7 Enterprise Service Pack
Biéu do/théng ké Y nghia

Agent by status

Biéu dd mién- Theo déi tinh hinh ghi nhan may theo
trang thai (Online/Offline) trong chu ky bao cao tinh dén
thoi diém hién tai, bao goém:

- Truc y: Ty 1é may phéan chia theo 02 nhém status
(Online, Offline)

- Truc x: thoi gian théng ké

- Hién thi sé lwong may khéng online 14n nao (trong
trwong hop may qua 30 ngay khéng online, ty dong
khéng ghi nhan may)

Agent by operation system

Biéu dbd tron - Theo ddi tinh hinh ghi nhan may theo OS,
bao gébm:

- Ty lé: ty 1é may tai trng OS

- Phan ghi cha liét ké danh sach cac hé diéu

hanh: Windows, MacOS, Linux, cac hé diéu hanh khac.
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, L, Export data 2 .. , ,
- Cho phép chon dé tai vé danh sach may
sap xép theo thong tin hé diéu hanh
Agent by OS version Thdng ké top phién ban hé diéu hanh cai d&t trén may

nhiéu nhat.
- Cho phép thay ddi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

3.2.5 Theo doi Risk Detection
- Cho phép theo ddi cac mdi nguy hai dén té6 chire (thdng qua viéc théng ké cac déi
twong phat sinh nhiéu alert chwa xt ly nhat hé théng)
+ Théng ké top cac nhom phat sinh nhiéu alert nhat
+ Théng ké top agent phat sinh nhiéu alert nhét
+ Théng ké top céc ruleid va scenario phat sinh nhiéu canh bsao nhét

+ Trich xuat di¥ liéu thong tin theo déi twong nguy hai

fll AJANT

Organization Dashboard & € K [

‘Security Operation  Agent Monitoring

TOP GROUPS AT RISK L Eportdsta | Tops v

dattesi2

-
o

TOTAL GROUPS AT RISK

2 (7%)

TOP AGENTS AT RISK SEpondta | Tops v

p—_____

Win10x64_DIZBEFG...
TOTAL AGENTS AT RISK

6 (0%) WinTa64-APC_EF2..
o 1 2 3 4 s 6 7 8 9 10 1 v
= Critical === Higl M L
ALERTS BY RULE 1D Tops v ALERTS BY SCENARIO Tops v
[1 Windows_Malware_ZeroDay_Taskscheduler 15 g} Malware 17
[Inad . . z .
v MITRE_ATTACK_Execution_ScheduledTask_T1053 8 Execution 8

ATTCK_T1547_001_Registry_Run_Keys_Startup_Folder_Correlation 4 2

Windows_MITRE_AT T&CK_Discovery_SystemNetworkConfigurationDiscovery_T107&
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Biéu d6/théng ké

Y nghia

Total groups at risk

Téng s6 nhém cé chira may tinh phét sinh alert méi ghi
nhan hodc c6 cap nhat (khéng ké alert false positive va
closed, khéng ké nhém da bi xda) trong thoi gian tim
kiém.

Ty 1& nhém kha nghi so véi toan bdé nhém trén hé théng
(khdng ké nhém da bj x6a)

Top groups at risk

Biéu dd cot — théng ké top nhém cé chira nhiéu may tinh
phét sinh nhiéu alert méi ghi nhan hoac cé cap nhat nhat
(khéng ké alert false positive va closed, khéng ké nhém
da bj x6a) trong th&i gian tim kiém

- Truc x: s6 lwong may phat sinh nhiéu alert tai tirng
nhém

- Truc y: tén nhém twong ng

- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Export data

- Cho phép chon dé tai vé danh sach nhom
may tinh phat sinh alert

Total agents at risk

Téng sb may tinh phat sinh alert m&i ghi nhan hoac c6
cap nhat (khong ké alert false positive va closed, khéng
k& may tinh da khéng hoat dong quéa 30 ngay gan

day) trong thoi gian tim kiém.

Ty & may kha nghi so v&i toan bd may trén hé théng
(khéng k& may tinh da khéng hoat ddng qué 30 ngay
gan day)

Top agents at risk

Biéu d6 cot — thdng ké top may tinh phat sinh nhiéu alert
m&i ghi nhan hodc c6 cap nhat nhat (khong ké alert false
positive va closed) trong th&i gian tim kiém

- Truc x: sb lwong alert tai tirng host, phan chia ré ty 1&
theo severity = (Critical, High, Medium, Low)

- Truc y: tén may twong rng

- Cho phép thay déi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5
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Export data

- Cho phép chon dé tai vé danh sach may
tinh phat sinh alert

Alerts by RulelD Thdng ké top rule Id phéat sinh nhiéu alert méi ghi nhan
ho&c c6 cap nhat nhét trong théi gian tim kiém

- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 15, Top 20. Mac dinh chon Top 5

Alerts by scenarios Théng ké top Scenario phéat sinh nhiéu alert méi ghi
nhan hodc c6 cap nhat nhét trong chu ky béao céo tinh
dén thoi diém hién tai:

- Cho phép thay ddi khoang théng ké: Top 5, Top 10,
Top 15, Top 20. Mac dinh chon Top 5

3.3 Dashboard Kaspersky (optional)

- Taimoét sb td chire co trién khai déng thdi VCS-aldiant va Kaspersky, hé théng bd sung
Dashboard cho riéng di¥ liéu thu thap dwoc tir Kaspersky.

- Ban dau khi truy cap hé théng, méc dinh hién thj Dashboard VCS-aJiant

fl ananT
Organization Dashboard . (=)
Switch to Kaspersky Dashboard
Online Offline New Executing
" 1 00%

21 315 _ 46 0

AGENTS @ Remain unchanged + 279 ogents eEE) +12alerts Remain unchange

1899 543502

+ 68 new ager ;;;..< ° zsh "P:‘“Ilr‘;:“:r False Positive u"x Closed -
+ 8 agent
Agent Monitorin g Risk Detection
data for thi board ALERTSBYSEVERITY 4 Exportdata
46

TOTAL

Switch to Kaspersky Dashboard

- Chon biéu twong va chon dé truy cap Dashboard cla
Kaspersky
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Organization Dashboard (Kaspersky) & 1770372021 - Now
3 INFECTED DEVICES Resolved v‘v. Remained THREATS Resolved ﬁ: Remained
Ll 13650 O 136 1.960 112 1.848

TOP INFECTED DEVICE GROUPS

Display groups that include the largest number of devices with detected viruses. Tops ~
1o 1
s —
o —
a 2 4 6 L) 10 12 1" 16
—RESOWED w— REMA
. . = ’ X Z
- Cac tinh nang chinh gébm co:
Organization Dashboard (Kaspersky) & 17/08/2021 - Now B

INFECTED DEVICES Resolved - Remained THREATS Resolved -, Remained
CH Tomeen © = 136 1.960 112 “ 1848
2

TOP INFEGTED DEVIGE GROUPS
Display groups that include the Iargest number of devices with detected viruses

sz |

wem -]

- -
e

2.VP_UBNDTP

S RESOLVED mmmm  REMAINED

Teps v

1 — Cac thao tac v&i dir liéu trén Dashboard
+ Trich xuét di¥ liéu trén dashboard
+ Tim kiém di liéu t6i da 90 ngay gan day.

Lam m&i dir liéu.

2 - Overview: Théng ké tdng quan tinh hinh an toan théng tin t& chic (thdng qua trang

thai devices va threats)

3 - Risk Detection: Theo ddi cac mdi nguy hai dén td chirc (thdng qua viéc théng ké

cac dbi twong phat sinh nhiéu ma doc nhéat hé théng)

Phan quyén di liéu tai tinh nang nhu sau:

+ Cho phép hién thi toan bd di liéu, khdng phan theo don vi.
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3.3.1 Thao tac voi dir liéu

3.3.1.1 Xuat di lieu

Cho phép trich xuat div liéu hién cé trén giao dién dashboard bang cach chon

&, Export this Dashboard N R i o e = o
, hgoai ra bo sung céc sheet dir liéu chi tiét ho tro bao céo.

+ Trwong hop 16i két ndi hoac khdng co div liéu trén toan bd cac thanh phan cua
Dashboard, khéng hé tro trich xuét, thao tac sé bj an di.

+ Trwong hop cé div liéu, hd tro xuét file dinh dang .xIsx

3.3.1.2 Tim kiém theo ngay

Cho phép diéu chinh khoang thi gian can theo déi tinh hinh an toan théng tin tinh dén
thdi diém hién tai, mac dinh tinh tr ngay trwéc do (Last day).

+ P& chon thdi diém bat dau ctia khodng thoi gian can theo ddi, c6 thé chon théi gian
tuyét dbi hodc twong dbi:

Absolute time range Relative time range
From Last 90 days
06/06/2021 5 Last 60 daye
Apply time range Last 30 days
Last 24 hours
. Thoi gian tuyét dbi: La gia tri ngay bat dau cu thé, hd tro tdi da 90 ngay ké tiy

hién tai.

VD: Hién tai la 03 gi®& sang ngay 07/06/2021, lwa chon ngay bat dau = “06/06/2021” .
- Khoang th&i gian theo déi: 00:00 06/06/2021 dén 03:00 06/07/2021.

. Thaoi gian twong dbi: La khoang thoi gian twong dbi gitka ngay bat dau va
hién tai.

VD: Hién tai la 03 gi®& sang ngay 07/06/2021, lwa chon ngay bat dau = “Last 30
days”. Hé théng tw dong tim ngworc lai 30 ngay trwéc va bat dau tinh tir 00:00 cla

ngay do.
- Khoang th&i gian theo déi: 00:00 08/05/2021 dén 03:00 07/06/2021.
+ Sau khi chon khoang thei gian muédn theo ddi, chon dé tai lai

di liéu twong ng.
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3.3.1.3 Lam m¢&i dir liéu
- Cho phép lam méi di¥ liéu tht cong, chon dé cap nhat di liéu méi nhat tinh dén
thoi diém hién tai.

3.3.2 Théng ké Overview
- Cho phép théng ké nhanh vé tinh hinh an toan théng tin trén td chirc theo khoang thoi
gian da chon trong phan tim kiém

1360es 0 7 136 1.960 m2 0 Tms ©

+ Théng ké lién quan dén agents

S6 théng ké Y nghia

Bao gém 03 chi sb
Téng s6 may bij lay nhiém trén hé théng trong
khoang thoi gian tim kiém
o Téng sb may cai dat agent trong hé thdng (khéng
Lo a3 ké théi gian tim kiém)
Ty 1& may bj lay nhiém so v&i toan bd may cai dat
agent trong hé théng

Bao gdm 02 chi sb
Tbng s6 may bi lay nhiém trén hé thdng da duoc
Da giai quyét o XCP Iy thénh Céng

0 Ty 1&@ may bi lay nhiém dwoc x& ly thanh céng so
v&i toan bd may bi lay nhiém trén hé théng

Bao gdm 02 chi sb

Tbng sb may bi lay nhiém trén hé théng chua
con = dworc xtr ly thanh cong
136 Ty 1& may bi lay nhidm chwa duoc xt ly thanh
cobng so v&i toan bd may bi lay nhiém trén hé
théng
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+ Théng ké lién quan dén alerts

S6 théng ké Y nghia

Bao gdém 01 chi sb

o Téng s6 ma doc ghi nhan trén toan bo hé thdng

Bao gdm 02 chi sb
Téng s6 ma doc trén hé théng da dwoc xr ly
DA gidi quyét thanh Cﬁng

12 Ty 16 ma doc da dwoc x& Iy thanh cong so Voi
toan bdé ma doc ghi nhan trén hé théng
Bao gdém 02 chi sb
Tbng s6 ma doc trén hé théng chwa dwoc xr ly
thanh céng
e 7~ Ty l& ma ddc trén hé théng chua dwoc x ly

thanh céng so v&i toan bé ma ddc ghi nhan trén
hé thdng

3.3.3 Theo ddi Risk Detection
- Cho phép theo di cac mdi nguy hai dén td chirc (théng qua viéc théng ké cac dbi
twong nhiém ma ddc nhiéu nhat hé thong)
+ Théng ké top cac nhém bj lay nhiém
+ Thdng ké top cac may bi lay nhiém
+ Théng ké may theo trang théai
+ Théng ké cac ma doc thuwong gap

+ Théng ké tinh trang x( ly virus

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 26
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Organization Dashboard (Kaspersky)

b, Export this Dashboard 17/03/2021 - Now B

INFECTED DEVICES Resolved Remained THREATS Resolved Remained
gﬁ 136/ 3.9403.45%) 0 5 136 O 1.960 112 < 1.848 O

Lt

TOP INFECTED DEVICE GROUPS
Display groups that include the largest number of devices with detected viruses

Tops v
50T ]
oo o ——
e e ——
0 2 4 6 8 10 12 i 16
= RESOLVED mmmm REMAINED
TOP INFECTED DEVICES -
Display devices with most threats detected. ops v
SOKHOT_DTTD_LHT
sokhdt_ditd-gsdt_ivhai
MYLINH
SOCT_VP_HHET
[} 25 50 75 100 125 150 s 200 25 250 275
w— RESOLVED wmmm  REMAINED
DEVICES BY STATUS TOP FREQUENT THREATS N
Display the current status of network devices. Display the threats that are most frequently detected on network device: "
—es o ]
amng 2o 6200 wamsvwene. [T
- OK 2.770 (70.31%)
HackToolWin32 KMSAuto.gen -
PR .
0 &0 120 180 240 00
T DETECTED AN DISINF
Display the types of detected viruses and results of their neutralization.
trojan
™
v |
[ 26735 53470 80205 106.940 133675 160.410

S DISNFICTED wmmm DELETED mmmm  FAILED TO DISINFECTED NOTPROCESSED mmmm GLOCKED wmmm NA

Biéu do/théng ké Y nghia

Top infected device groups Biéu d6 cot liét ké nhém may c6 nhiéu may lay nhiém ma

doc nhét trong thoi gian tim kiém tinh dén thoi diém hién
tai:

- Truc x: sb lwong may lay nhiém ma doc tai tieng nhom
theo trang thai x&r ly (Resolved - may cé toan bé ma doc
da xt ly va Remain - may c6 it nhat 01 ma déc chwa xt
ly xong)
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- Truc y: Tén nhém may twong rng
- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Top infected devices Biéu dd cot liét ké may bi lay nhiém ma doc

nhiéu nhat trong thoi gian tim kiém tinh dén thoi diém
hién tai:

- Truc x: s6 lwgng ma doc lay nhiém theo trang thai xt ly
(Resolved va Remain)

- Truc y: Tén may twong rng

- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Devices by status Biéu d6 tron - Theo dai tinh hinh may trong hé théng
theo trang thai tai thoi diém hién tai, bao gdm:

- Ty 1&: Ty 1& may tai tirng trang thai so véi tdng sé toan
bé may

Top frequent threats Biéu dd cot liét ké ma doc lay nhiém nhiéu nhat trong
thodi gian tim kiém tinh dén thoi diém hién tai:

- Truc x: s6 lwgng ma doc phét sinh

- Truc y: Tén loai ma doéc

- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Types of detected viruses and | Biéu do cot liét ké virus xuét hién trong thi gian tim
disinfected results kiém tinh dén thoi diém hién tai (sap xép theo sbé lvong
virus giam dan)

- Truc x: sb lwgng virus phat sinh theo trang thai xtr ly

- Truc y: Tén virus

3.3 Dashboard Anti-malware (optional)

- Tai mot sé td chirc c6 trién khai ddng thdi VCS-adiant va nhém tinh néng
Anti-malware (thdng qua viéc tich hop AV engine), hé théng bb sung
Dashboard cho riéng di¥ liéu thu thap dwoc tr AV.

- Ban dau khi truy cap hé théng, méc dinh hién thi Dashboard VCS-aJiant
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fl AJIANT EN
Organization Dashboard| & . Export thia Dashboard [ERETACLEIREN (=}
Switch to Kaspersky Dashboard
Online - Offline - New Executing
21 = 315 46 = o =
AGENTS @ = Remain unchanged + + 270 agents Q) + +12slents = Remain unchanged
o1 1890 543502
T +46 alerts has - '
t + 68 new agents Suspicious @ False Positive Closed
539 28% been updated 0 0% 0 0%
t +Bagents = Remain unchanged = Remain unchanged
Securily Operation  Agent Monitoring  Risk Detection
ALERTS BY STATUS b, Export data for this Dashboard. ALERTS BY SEVERITY 4, Export data

1008 =
505

B0

] ‘ . . 46

TOTAL

Switch to Anti-malware Dashboard

- Chon bidu twong * va chon
Anti-malware

Organization Dashboard (Anti-malware) &

b, Export this Dashboard 20/07/2021 - Naw B G
3 INFECTED DEVICES Resolved - Remained MALWARE Resolved Remained
% 1% TE% 2%
Lol Z2wom | 2 20 65.5K 50.9K 14.6K
TOP INFECTED MALWARE GROUPS -
Display groups that include the largest number of devices with detected malware. s~
- N
liennt_test301 -
o 2 4 6 L] 10 1z 4 16 18 20 22 24
3 ’ o , A 7
- Cac tinh nang chinh gébm co:
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Organization Dashboard (Anti-malware) & | L Export this Dashboard [IENYCIIEREIRIVY B o
1
3 INFECTED DEVICES Resolved - Remained MALWARE Resalved Remained
Ll 22w 2 20 65.5K 50.9K 14.6K
2

TOP INFECTED

dattest

anhnn_test

default

liennt_test105

liennt_test301

Tops v
Display groups that include the largest number of devices with detected malware °

MALWARE GROUPS

mmm RESOLVED wmmm  REMAINED

331T
3.3.11

3.3.1.2

1 — Cac thao tac v&i div liéu trén Dashboard

+ Trich xuAt d¥ liéu trén dashboard

+ Tim kiém di liéu t6i da 90 ngay gan day.

Lam ma&i dir liéu.

2 - Overview: Thdng ké téng quan tinh hinh an toan théng tin té chirc (thdng qua trang
thai devices va threats)

3 - Risk Detection: Theo ddi cac mdi nguy hai dén td chirc (thdng qua viéc théng ké
cac déi twong phat sinh nhiéu ma déc nhat hé théng)

Phan quyén di liéu tai tinh nang nhw sau:

+ Cho phép hién thj toan bo di liéu, khong phan theo don vi.

hao tac voi diz liéu

Xuét di lieu

Cho phép trich xuat div liéu hién c6 trén giao dién dashboard bang céach chon

*wmw N - 2 7 ~ 1A Y ¢ x 7 7
, hgodi ra bo sung céc sheet di¥ liéu chi tiét hé tro bao céo.

+ Trwong hop 16i két nbi hoac khong cé di liéu trén toan bd cac thanh phan cla
Dashboard, khéng hé tro trich xuét, thao tac sé bj an di.

+ Trwdng hop co div liéu, hé tro xuét file dinh dang .xIsx

Tim kiém theo ngay
Cho phép diéu chinh khodng thi gian can theo dai tinh hinh an toan théng tin tinh dén
thoi diém hién tai, m&c dinh tinh t& ngay trwéc dé (Last day).
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+ Pé chon thoi diém bat dau cta khoang thdi gian can theo déi, cé thé chon thi gian
tuyét déi hodc twong dbi:

Absolute time range Relative time range

From

Last 90 days

e = Last 60 days
Apply time range Last 30 days
Last 24 hours
. Thoi gian tuyét dbi: La gia tri ngay bat dau cu thé, hd tro tdi da 90 ngay ké tiy

hién tai.

VD: Hién tai la 03 gi¢r sdng ngay 07/06/2021, lya chon ngay bat dau = “06/06/2021” .
- Khoang th&i gian theo déi: 00:00 06/06/2021 dén 03:00 06/07/2021.

. Thoi gian twong dbi: La khodng thoi gian twong dbi gitka ngay bat dau va
hién tai.

VD: Hién tai la 03 gi¢r sdng ngay 07/06/2021, lwa chon ngay bat dau = “Last 30
days”. Hé théng tw déng tim nguwoc lai 30 ngay trwdc va bat dau tinh tr 00:00 cla

ngay doé.
- Khoang th&i gian theo di: 00:00 08/05/2021 dén 03:00 07/06/2021.
+ Sau khi chon khoang th&i gian muén theo ddi, chon dé tai lai

di liéu twong ng.
3.3.1.3 Lam m&i di¥ liéu

_ Cho phép lam m&i d@ liéu tha cong, chon  d& cap nhat di liéu méi nhét tinh dén
thoi diém hién tai.

3.3.2 Théng ké Overview
- Cho phép théng ké nhanh vé tinh hinh an toan théng tin trén té chirc theo khoang thoi
gian da chon trong phan tim kiém

Da gidi quyét - Con lgi
9% 9%

Dl 2 ) 20 65.5K 500k D 146K

2%

+ Théng ké lién quan dén agents

S6 théng ké Y nghia

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 31
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Bao_gdm 03 chi s

Téng s6 may bij lay nhiém trén hé théng trong
T khoang thoi gian tim kiém
L 1 Téng s6 may cai dat agent trong hé thdng (khéng
ké thoi gian tim kiém)
Ty & may bj lay nhiém so v&i toan bé may cai dat
agent trong hé théng

Bao gdém 02 chi sb
Téng s6 may bij lay nhiém trén hé théng da duwoc
Da giai quyét o Xl’f Iy thénh Cﬁng

0 Ty 1& may bi lay nhiém dwoc x&r ly thanh céng so
v&i toan bd may bi lay nhiém trén hé thdng

Bao gém 02 chi sb

Téng s6 may bij lay nhiém trén hé théng chua
con = dwoc x ly thanh cong
136 Ty 16 may bj lay nhidm chwa duoc x& Iy thanh
cbng so véi toan bd may bi lay nhiém trén hé
théng

+ Théng keé lién quan dén alerts

S6 théng ké Y nghia

Bao gdém 01 chi sb

e Téng sb ma ddc ghi nhan trén toan bo hé thdng
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Bao gébm 02 chi sb

Tbng sb ma doc trén hé théng da duoc xir ly
pa gidi guyt - thanh céng
12 Ty 16 ma doc da dwoc x@ ly thanh cong so véi
toan bdé ma doc ghi nhan trén hé théng

Bao gdm 02 chi sb
Téng s6 ma doc trén hé théng chwa dwoc xt ly
thanh céng
cen i ” Ty 1& ma doc trén hé thdng chwa dwoc xir ly
1.848 thanh cong so véi toan bd ma ddc ghi nhan trén
hé théng

3.3.3 Theo doi Risk Detection
- Cho phép theo di cac mdi nguy hai dén td chirc (théng qua viéc théng ké cac dbi
twong nhiém ma doc nhiéu nhat hé thong)
+ Théng ké top cac nhom bj lay nhiém
+ Théng ké top cac may bi lay nhiém
+ Théng ké may theo trang thai
+ Théng ké cac ma doc thuwong gap

+ Théng ké tinh trang x( ly virus
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Béng diéu khién 16 chuc (Anti-malware) & 2070772021 -Hi o a e
3 MAY BI LAY NHIEM D gl quyat ’: Conlal £ MA pOC D8 gl quyet. a5 Conlai zzg\
‘;I" 2258 51.9% 2 20 65.5K 50.9K 14.6K

(CAC NHOM MAY B LAY NHIEMHANG DA

.

- [ ————
- I

e ]

— .

(CAC MAY BI LAY NHIEM HANG DAY s v
Hide th o4 my o6 TP 1 e e B Nén vt

CAC MAY THED TRANG THAI CAC MA BOC THUBNG GAP HANG DA S
Vot trang1a i 13 cia cAc iy trong g, " p g i wy rong fop.
— - ]
Canh béo o(o%)
—— ]
= Binh thuing 48(84.22%)
pe— ]
—
. e,
CAC LOAI MA DOC DA PHAT HIEN VA CAC KET QUA 0T LY MA DOC
- |
- I
- —
e -
- ]
- -
— ]
. 1
saran ]
o I
|
. » - - -

Biéu do6/théng ké Y nghia

Top infected device groups Biéu dd cot liét ké nhém may c6 nhiéu may lay nhiém ma
doéc nhét trong thi gian tim kiém tinh dén thoi diém hién
tai:

- Truc x: s6 lwgng may lay nhiém ma ddc tai tivng nhom
theo trang thai x& ly (Resolved - may c6 toan by ma déc
da xt ly va Remain - may c6 it nhat 01 ma déc chwa xt
ly xong)

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi Pa ge I 34
T: (+84)971 360 360 E: vcssales@viettelcomyn | W: www.viettelcybersecurity.com




viettel

security

- Truc y: Tén nhém may twong rng
- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Top infected devices Biéu dd cot liét ké may bi lay nhiém ma doc

nhiéu nhat trong thoi gian tim kiém tinh dén thoi diém
hién tai:

- Truc x: s6 lwgng ma doc lay nhiém theo trang thai xt ly
(Resolved va Remain)

- Truc y: Tén may twong rng

- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Devices by status Biéu d6 tron - Theo dai tinh hinh may trong hé théng
theo trang thai tai thoi diém hién tai, bao gdm:

- Ty 1&: Ty 1& may tai tirng trang thai so véi tdng sé toan
bé may

Top frequent threats Biéu dd cot liét ké ma doc lay nhiém nhiéu nhat trong
thodi gian tim kiém tinh dén thoi diém hién tai:

- Truc x: s6 lwgng ma doc phét sinh

- Truc y: Tén loai ma doéc

- Cho phép thay dbi khoang théng ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5

Types of detected viruses and | Biéu do cot liét ké virus xuét hién trong thi gian tim
disinfected results kiém tinh dén thoi diém hién tai (sap xép theo sbé lvong
virus giam dan)

- Truc x: sb lwgng virus phat sinh theo trang thai xtr ly

- Truc y: Tén virus

3.4 Quan ly alert

- Céc tinh nang chinh gébm co:
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Ml anant

1 — Tim kiém di liéu theo truy van va théi gian

+ Tim kiém di liéu theo cau Iénh truy van va st dung cac cau lénh truy van da lwu
+ Tim kiém di liéu theo thoi gian

2 — Tim kiém nhanh

3 - Danh sé&ch alert va céc thao tac véi alert

+ Xem danh séch alert

+ Gom nhom alert

+ Xem tom tat alert

+ Xem chi tiét 01 alert

+ Xem biéu dé diéu tra (Investigation Graph)

+ Panh diu khéng nguy hiém (Set False Positive) cho 01/nhiéu alert
+ Tao IR flow ttr 01/nhiéu alert

+ Thém 01/nhiéu alert vao IR flow

- Phan quyén di liéu tai tinh nang nhw sau:
+ User dang nhap thudc group root: Hién thi tat ca alert trong hé théng
+ User dang nhap thudc group default: Hién thij tat ca alert thudc group default

+ User dang nhap thudc group cha: Hién thij tat ca alert thudc group cla user dang
login va group con twong ng

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 36
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tat ca alert thudc group
cla user dang login

3.4.1 Tim kiém alert
- Cho phép tao cau lénh truy van, st dung cau Iénh truy van da lwu hodc tim kiém nhanh
dé tim kiém alert theo thdi gian phéat sinh alert.

3.4.1.1 Tim kiém theo th&i gian
- Méc dinh khi vira truy cap vao hé thdng, tim kiém alert theo 7 ngay gan day

Last 7 days

Absolute time range Relative time range

—

1c From

03/06/2021 10:53:05

a Last 1 hour

Last 15 minutes

Last & hours
Last 12 hours
10/06/2021 10:53:05 "

Last 24 hours

Last 7 days

Last 30 days

- Cho phép thay ddi gia tri thoi gian bang cach chon thoi gian tuyét dbi hodc thoi gian

twong déi
+ Thoi gian tuyét ddi: La gia tri thoi gian bat diu — thei gian két thic cu thé, cho phép
nhap hodc chon ti lich, hé tro dinh dang ngay/thang/nam gid:phut:giay.
+ Thoi gian twong dbi: La khoang thoi gian twong dbi gitra thdi gian bat dau va thoi
gian hién tai.
VD: Hién tai 14 03 gi& sang ngay 07/06/2021, lwa chon ngay bat dau = “Last 30 days”.
Hé thdng tw ddng tim ngwoc lai 30 ngay trudc va bat dau tinh tir 03:00 gior clia ngay
dé.
- Khoang th&i gian theo déi: 03:00 08/05/2021 dén 03:00 07/06/2021.

3.4.1.2 Tim kiém nhanh
- Hb tro tim kiém alert nhanh theo cac trwong:

+ Time: th&i gian phét sinh alert
+ Status: trang thai cta alert
+ Severity: mrc d0 nguy hai ctua alert

+ Scenario: kich ban sinh ra alert
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+ Assigned to: nguoi dwoc phan cong x& ly alert

3.4.1.3 Tim kiém theo cau query

Alert Management

1 — S dung cau query da lwu trwdc dé dé tim kiém
2 — Nhap cau query dé tim kiém

(*) Str dung cau query da lwu trwdc d6 dé tim kiém

Use saved query

- Buwoéc 1: Chon query da lwu triede dé tai combobox
- Buwéc 2: Xem lai ndi dung cau query trwde khi chon bang cach chon

- Trwdng hop mudn xda cau query ci, di chudt qua ban ghi mudn xéa va chon o

- Buwéc 3: Click vao ban ghi mudn s&r dung dé truy van, ndi dung query ci dwoc hién thi
tai 6 nhap query

Use saved query fx  host_name = "ADMIN-PC"

testauto
test
Hello
test20
test1s
test13
test12

-lest

Trwdng hop mubn theém mai/chinh stra ndi dung cau query, cé thé cap nhat ngay tai

" . . Save query 2 .
6 nhap query va chon deé lwu lai.

, , Save query Y . A N , x ,
Lwu y: nut chi hién thj khi cau Iénh query dung cau truc.

(*) Nhap cau query dé tim kiém
- Buwéc 1: Nhap vao textbox Search cau query véi format nhw sau:

<tén_trwdng> <toan tlr> “<value>" AND/OR <tén_trwdng> <toan tlr> “<value>".....
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Trong dé:

O O O O OO OO OO0 O0

O O O O

<tén_ trwrOng> la cac gia tri sau:

severity: d6 nghiém trong cua alert

alert_id: ma alert

status: trang thai cta alert

group: nhém cuda sw kién sinh alert

hostname: Tén cdia may tram

scenario: kich ban sinh ra alert dwa theo MITRE ATT&CK
ir_flow_name: tén IR flow ma alert thudc IR flow dé
assignee: ngudi dwgc phan cong xt ly alert
signature_id: ma sy kién phét sinh alert

rule_id: ma bd luat phéat sinh alert

description: mo ta théng tin nglr canh phat sinh alert
<toan t&r> la cac gia tri:

=: tim chinh x&c gia tri la value

I=: tim gia tri khac v&i value

~: tim gia tri like v&i value

AND/OR: toan t&r két hop dé két hop 2 cau query.

- Buwéc 2: Click on Search.

+ Trwdng hop khong cé két qué phu hop, hé théng sé& hién thj thong bao: No data.

+ Trwdng hop co két qué phu hop, hé thdng hién thi mac dinh 50 ban ghi theo thir tw
giam dan theo thoi gian. D& xem nhiéu ban ghi hon thwe hién scroll di liéu xudng cudi
trang, hé théng sé load 50 ban ghi tiép theo

- Buwéc 3: Trwdng hop cau query ding cau tric va mudn lwu lai dé st dung cho cac lan

tiép theo, chon

Save query

va nhap tén goi nhé cho query:

MAME FOR THIS QUERY

query 1|

Cancel

Save query

- nat chi hién thi khi cau 1&nh query dung cAu tric.
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3.4.2 Danh sach alert
- Cho phép xem danh sach céc alert dap (rng diéu kién tim kiém

default  WIN10X64 i d &8 ¢
4 defaul c d @8 @
default  WIN1OXGS Privilege Escalstion NA Detect process [null] (P 3] ]

- Bwoéc 1: Chon "™ @& Iya chon cac trwérng mudn hién thj trén danh sach alert
View column

Q, Search field...

Tai day c6 thé tim kiém trwdng thong tin theo tén trwdng, hd tro chon/bd chon tat ca
cac trwdng.

- Buwé&c 2: Trén danh sach hé tro cac thao tac nhw sau:
+ Sap xép theo di liéu tai trng cot

VD: Dé sép xép di¥ liéu theo trworng thoi gian tao, click Ian thi nhét tai tén trwong dé

sap xép theo thdi gian tao tang dan =~ | click lan thir hai d& sap xép theo thoi
gian tao gidm dan "< elick [an th ba dé bd sap xép, quay lai trang thai ban

JAu TMESTAMP_CREATE

+ Kéo tha trworng thong tin dén vi tri mong muén

STATUS GROUP HOST_NAME DESCRIPTION MESTAMP_CREATE SEVERITY SCENARIO
® New default VINL1OXG4 [10C] Detect process [nul 6:23:19 10/06/2021 m Malware
® New default \NM-BICHPT3 [10C] Detect process [nul 6:17:32 10/06/2021 m Malware
® New default VIN10X64 Detect process [null] (PI 5:56:16 10/06,/2021 Privilege Escalation

1. Chon trurdng mudn thay déi vi tri .
2. Keo den vi trii moi

+ Click 01 Ian dé& xem théng tin tom t&t, chi tiét xem trong 3.3.4 Xem tom tat alert
+ Click 02 Ian hoac chon © @& xem théng tin chi tiét, chi tiét xem trong 3.3.4 Xem
chi tiét alert
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+ Chon * dé danh dau khong nguy hiém cho alert, xem trwong hop danh dau 01
alert trong 3.3.5 Danh dau khéng nguy hiém cho 01/nhiéu alert hoac nhém alert
+ Chon ) dé dua alert vao IR flow, xem treong hop dua 01 alert vao IR flow d ton
tai trong 3.3.7 Thém 01/nhiéu alert hoac n‘h()m alert vao IR fLow da c6 hoac vao IR
flow méi trong 3.3.6 Tao IR flow tir 01/nhiéu alert hodac nhém alert
+ Chon ¥ dé xem ly do danh du khoéng nguy hiém tai cac alert dang & trang thai
“FALSE POSITIVE”

- Buwéc 3: Sau khi da thao tac trén cac ban ghi xong, cho phép chon 01 ho&c nhiéu ban

ghi bang céach click chon " tai ddu méi alert dé tiép tuc thao tac, hd tro' cac thao tac
sau

Set false positive: Export selected alert(s) | | Clearselection

Add to IRFlow ~ N . > 1,
+ Chon dé thém alert vira chon vao IR flow dé xa ly.

Lwu y: Thao tac nay chi ap dung khi toan bo alert dwoc chon déu & trang thai = “NEW”,

Add to IRFlow

néu co it nhat mot alert dang & trang thai khac “NEW?, thao tac sé bi an di
. Chi tiét xem trong trwong hop dwa 01 alert vao IR flow méi trong 3.3.6 Tao IR flow
tr 01/nhiéu alert hoac nhém alert hodc thém vao IR flow da tén tai trong 3.3.7 Thém
01/nhiéu alert hodc nhém alert vao IR fLow da cé

+ Chon dé danh d4u khoéng nguy hiém cho alert.

Lwu y: Thao tac nay chi ap dung khi toan bo alert dwoc chon déu & trang thai = “NEW”,
néu c6 it nhat mot alert dang & trang thai khac “NEW”, thao tac sé& bi an di

Set false positive

. Chi tiét xem trong trwdng hop danh dau khdng nguy hiém 01 alert
trong 3.3.5 Danh dau khdng nguy hiém cho 01/nhiéu alert hodc nhém alert

Export selected alert(s)

+ Chon ‘ dé trich xuét cac alert dang dwoc chon.

3.4.3 Gom nhom alert
- Cho phép gom nhém céc alert theo 01 hodc nhiéu tiéu chi: hostname, scenario, group,
ruleid

P PR - X , 7 . E lerts by ¥
- Buwéc 1: Sau khi tim kiém c6 thé gom nhém alert lai, chon dé lwa chon
céc tiéu chi mudn s dung lam tiéu chi gom nhém alert.
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i1 Groupalertshy v

Q Search field...
Select all
host_name

sCenario

Hb tro tim kiém theo tén tiéu chi va lwa chon 01 hoac nhiéu tiéu chi d& gom nhém.

- Buéc 2: Chon “ dé ap dung.

Nhirng alert cé cung cac tiéu chi da chon va cé cung trang thai va dang & cung IR flow
(néu cb) sé dwoec gom lai 1 dong trong danh sach két qua.

21 resutfs) a
Matware WINIONSS default 175353 10/06/2021 N/A 20210610_105355_63452087_6442T0 » liennt_dashboard_close [T1543.003] vindowss Servi »
O Matware WINTXEE-4-PC default 1004233 100062021 WA 20210610_34234 517154621 141482 @ New NiA 10C] Datect process [nul » a8
D siertshin e
e At sicHPT3 detaut osasa 04082021 WA assmssizs mooets, eMew WA T1847.000) RegsiryRun + aa
236342336_627307
Malware KHAITE default 140251 03/06/2021 WA 20210603_T252 652579214 461528 @ New NiA 10€] Datect process [nul » a al
ANM-CHUYENNTZ default [N osssazovoszoz WA 20210601_235343_653743842_344462 HoaNtest 10] Detect process [c:\ »
re—— dafauit 0 ssoserovoszon wa ssca sauzss, enew WA 10C] Detect process [C4 » aa
_T5442733_6a3d2
B st ingrove
Mabware VUONGLYMTEST default [N ssaeconesauat WA ik ¢] Detect process [nul aa
I sier
Malware TEST_SEABANK_KH datest2 EIER  soneozsoszon wa NiA T1543.003] Windows Servi » a a

- Trong do6:
+ Céc trvdng dwoc str dung lam tiéu chi gom nhom sé dwoc boi dam
+ Hién thj s lwong céac alert dwg'c gom nhém tai tiéu chi da chon

- Buwoc 3: Dé bd gom nhom, thyc hién twong ty nhwng khdng chon tiéu chi ndo va chon
Apply
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Q, Search field...

3.4.4 Xem tom tét alert
- Cho phép xem nhanh théng tin tém tét cGa alert

- Buwéc 1: Click 01 Ian tai alert muén xem tom t&t, hién thj cac théng tin nhw sau:

NEW HIGH | 20210611_229 97509963_480283

TIMETOR

&)  Setfalse positive i=  Viewrelated events

General information

Unassigned
[10C] Detect process [C:\Windows\explorer.exe] (PID: [1628]) »
default
HOST NAME WINTX64-A-PC
N/A
N/A
Windows_Malware_ZeroDay_Taskscheduler
Malware

11

Advanced information

Show more information » 2

1 — Nhém théng tin chung cta alert, trong dé:

+ Artifacts: Danh sach cac dbi twong kha nghi dwoc danh diu tw déng/tht cong
trong alert

+ Objects: Danh sach cac dbi twong trong alert

+ Time to detect: Téng thoi gian phat hién va diéu tra alert, tinh tlr khi alert sinh
ra dén khi dwoc dwa vao IR flow hodc danh dau “FALSE POSITIVE”

+ Time to response: Téng thdi gian x& ly alert, tinh tw khi alert dwoc dwoc vao IR
flow dén khi déng IR flow

2 — Nhém céc thao tac véi alert
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+ Chon dé dua alert vao IR flow, xem truwdng hop dwa 01 alert vao
IR flow da ton tai trong 3.3.7 Thém O01/nhiéu alert hoac nhom alert vao IR fLow d& co
hoac vao IR flow m&i trong 3.3.6 Tao IR flow tr 01/nhiéu alert hoac nhém alert

+ Chon I s aanh dau khong nguy hiém cho alert, xem trwong hop
danh dau 01 alert trong 3.3.5 Danh dau khéng nguy hiém cho 01/nhiéu alert hoac
nhém alert

+ Chon dé chuyén dén tinh n&ng Event Search véi thdi gian méac
dinh la 04 tiéng trwdc va sau thdi gian phat sinh alert

Luu y: Chi hién thi thao tac va d6i véi alert dang & trang
thai “NEW”, trwdng hop alert khac “NEW?, chi hién thi nhw sau:

ALERTID

CiloseD) ([GW) 20210609_22049_467405015_136053

i=  View related events

Generalinformation

ASSIGNEE

DESCRIPTION Windows executable load a module
default

HOST NAME

IR FLOW NAME liennt_dashboard_close

LINK N/A

RULE D Load Image

SCENARIO NJA

3.4.5 Xem chi tiét alert
- Cho phép xem thdng tin chi tiét alert, hd tro tw ddng lam giau thdng tin bang cach tw
dong thu thap théng tin cac sw kién lién quan dén alert vira phat sinh, cung cap biéu
dd trwc quan dé xem nhanh méi quan hé gitra cac dbi twong cé trong alert

Paddtomelon | 5 setfaise positve

WINTXES_MAVADHA

@
a
4
3 I
General acvances
detaut T8CIC3TBEBBEASORSE S LT ED RS IC
5 298780 1C 78926 B6EASGFOESIE204BEDIFEATIC
Anomaly_Detecti ATTCK_T1543_003_Windows_S C lat Pl
N/A
4 . N
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1 — Nhém théng tin chung cua alert, trong dé:

+ Artifacts: Danh sach cac dbi twong kha nghi dwoc danh diu tw déng/tht cong

trong alert )
+ Objects: Danh sach cac doi twgng trong alert

+ Time to detect: Téng thoi gian phat hién va diéu tra alert, tinh t khi alert sinh

ra dén khi dwoc dwa vao IR flow hodc danh dau “FALSE POSITIVE”

+ Time to response: Téng thoi gian x& ly alert, tinh tir khi alert dwoc dwoc vao

IR flow dén khi déng IR flow

+ Enhancing: Ty |& hoan thanh qua trinh tw dong lam giau théng tin cta hé théng

2 — Nhoém céac thao tac voi alert

+ Chon dé dwa alert véo‘IR flow, xem trwdng hop dwa 01 alert vao
IR flow da ton tai trong 3.3.7 Thém 01/nhieu alert hoac nhém alert vao IR fLow da cé

hodc vao IR flow méi trong 3.3.6 Tao IR flow tir 01/nhiéu alert hodc nhém alert

+ Chon B 2 aanh dau khéng nguy hiém cho alert, xem trwéng hop

danh dau 01 alert trong 3.3.5 Danh diu khéng nguy hiém cho 01/nhiéu alert hoac

nhoém alert

+ Chon dé chuyén dén tinh n&ng Event Search véi thdi gian méc

dinh 1a 04 tiéng trwdc va sau thdi gian phat sinh alert

3 — Biéu db diéu tra (Investigaton Graph): Chi tiét xem trong 3.3.5 Biéu db diéu tra

(Investigation Graph)
4 — Tab cac théng tin lién quan dén alert: Hién tai chi hé tro Alert Detail

3.4.6 Biéu dé diéu tra (Investigation Graph)

- Cho phép hién thi méi quan hé ctia cac dbi twong trong alert, xem chi tiét cac déi twong

va hé tro diéu tra loang dwa trén tap cac sw kién thu thap dwoc trong hé thdng.

own [ Clean suspicious ([l Malicious Host detail

General

_0 6 acHal
@ D ; @m @ 4243 595feb!
&) d
A '
<) ® °© .
h %] @ @ Platf

1 — Khu vue hién thj biéu dd va cac thao tac trén biéu dd

2 — Khu v hién thij théng tin chi tiét cac dbi dwong trén biéu db
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3.4.6.1 Khu vure hién thj biéu dd va cac thao tac trén biéu dd

Cho phép hién thj trec quan cac dbi twong trong alert phuc vu xem théng tin va diéu
tra.

Mé&c dinh khi vira truy cap, biéu dé hién thj thong tin lién quan dén may gdc phét sinh

alert, cu thé nhw sau:
©.

WCS
® Online

Trong biéu dd ludn cé 01 may dwoc cdm cd I~ dé danh ddu may gbc phat sinh alert,
mac dinh tai méi may luén di kém cac dbi twong co quan hé truc tiép may gbc trong
vong 01 ngay ké tir thoi diém phat sinh alert, danh sach cac déi twong bao gébm:

B unknown [ cClean [ Suspicious [ Malicious

Mbi déi twong bao gébm céc trang thai nhw sau:
Gitra cac dbi twong, hién thi méi quan hé bao gém:

+ Relationship: Mi quan hé dinh nghia theo cac sy kién phét sinh trong vong 01 ngay
ttr thoi diém phét sinh alert (trong d6 tén méi quan hé ndm phia trén mi tén ndi lién
02 déi twong)

ABC

+ Reference: Mbi quan hé tham chiéu, 1a cac déi twong khac ghi nhan dwoc trong sw
kién chinh phat sinh ra dbi twong (dwoc thé hién béi nét dit va khong co tén quan hé
cu thé)
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+ Vi du:
©
o) o
(o)
(®)
(&)

- Céc thao tac hé tro hién thj biéu d6 bao gém:

Thao tac hé tror hién thi

Y nghia

Hide reference

Hide relationship name

Cho phép an/hién cac thong tin trén biéu do:

+ Reference: Khi chon, cho phép an/hién théng tin tham chiéu
bao gdm mii tén nét dut va déi twong tham chiéu tai tat ca
cac déi twong hién cé trén biéu do

+ Relationship name: Khi chon, cho phép an/hién théng tin tén
mdi quan hé phia trén tat ca cac miii tén nét lién hién co trén
biéu dd

Cho phép zoom in/zoom out biéu d6 twong (rng tai vi tri dang
tré chuot

Ngoai ra cé thé 1an chudt tai vi tri mudn zoom in/out dé thao
tac nhanh

Cho phép quay lai vi tri trung tdm cla biéu dé (may goc)

JL
ar

Cho phép mé& réng man hinh t6i da dé xem biéu d6 va thao
tac trén biéu dod
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- Vidu mét biéu dd mac dinh nhw sau:

) 2 JETWORK
=OUnr :
SR ) N
oo Win7x64_MayaoHai -2%’/
it e,
$ 3 offling “cr
N\ & Z
@,.v & 2
fLE § e HOST
24} S

Truong hop tai méi loai di tirong ¢6 nhiéu hon 01 dbi tuong truc thude, céc dbi tuong
sé duworc twr ddng nhém lai.

Hover dé xem théng ké nhanh tai tirng nhém déi tuong nhw sau:

()
|

USER 42
B Unknown (42) B Clean (0) [
Suspicious (0) B Malicious (0}

T day, mudn diéu tra loang tiép cac ddi twong thue hién cac buwédc nhu sau:

- Buwoc 1: Click chon nhém dbi twong mudn xem, hién thi giao dién nhw sau:

| Objects in this group network X

Q search object. a

Unknown (48) [ Clean (125) [ Malicious (87)

Selected 1/20nodes) | °Ci Showongraph | | Clear selection

® Clean acspuverisign.com 240100283 N/A SYSTEM -}
® Clean crid digicert.com 80.105.28.3 NiA SYSTEM L=}

® Clean almicrosaft.com 16.87.28.3 NiA SYSTEM =

® Malicious www.microsoft.com 96.103.28.3 NiA SYSTEM <

® Clean ocsp.digicart.com 240.84.28.3 NiA SYSTEM -4

® Clean arverisign.com 22481283 N/A SYSTEM =

® Malicious Wi, msftncsi.com 0.96.28.3 NiA SYSTEM <

® Clean £sc3-2010-crlverisign.com 11280283 N/A SYSTEM =]

® Clean ocsp globalsign.com 4888283 N/A SYSTEM -3

crla digicert.com 80.105.28.3 NiA SYsTEM =
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+ Cho phép loc cac dbi twong trong nhém theo trang thai = o = oo Sees hoge
tim kiém nhanh bang cach nhap nhap dir liéu muén tim kiém trong tat ca cac truwdng

+ Khi da chon dwoc dbi twong phu hop, chon = dé hién thj 01 ddi twong lén biéu
dd hodc chon dé chon téi da 20 déi twong 1&n biéu d6
Lwu y: Néu déi twong dwoc mé rong 1a mot may tinh, mac dinh khi hién thj di twong,

cling tw ddng hién thj cac ddi twong cac quan hé truc tiép dén may tinh trong vong 01
ngay ké tir thoi diém phat sinh alert

_@ s 91.28.3 @
cT
- :.-HL‘Y - Nin?xs\{ﬁ;}auHai » U @
é—
mai ) e
240.100.28.3 SERVICE
@ [58)
96.103.28.3 @
@ o
:E;

Bwéc 2: Sau khi da hién thj cac déi twong can diéu tra trén biéu do, cac thao tac hé
tro mé réng/thu gon bao goém:

+ Tai may gbc/may tinh thuéng: HS tro thu gon cac dbi twong vé trang thai méc dinh
khi hién thi may (Chi bao gébm cac dbi twong cé quan hé tryc tiép véi may, méi loai déi
twong néu nhiéu hon 01 dbi twong, hién thi dang nhém) bang cach chon chudt phai
tai ddi twong, sau dé chon “Group child-level objects”

A WiNTx64,
-L_'-.'-' _I

Group child-level objects

Unpin

= - T—
+ Tai cac dbi twong khac: H6 tro thu gon bang cach nhém lai theo loai dbi twong va
loai quan hé véi cac déi twong cuing cap bang cach chon chuét phai tai dbi twong, sau

do chon “Group same-level objects”
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@&

0.9¢ Group same-level objects

Unpin

-

|

1

+ Tai ddi twong la tién trinh (process) cho phép mé& rong dé diéu tra loang béng cach
chon chuét phai tai dbi twong,

Trudng hop khodng thé tiép tuc loang, hién thi:

(!l\\
] Unpin

Trwdng hop co thé loang, chon “Add more objects...”

@

nail  Add more objects...

Unpin

Hién thij giao dién cho phép chon dbi twong mubdn loang dén

Show more object X |

|
Files N Create Key Delete Value Set Value 2
Network 5
Q searchobject... [a]
Process 3
2 Malicious (3 -
—— |2 @ View column
statUs & DOMAIN ADDRESS & Pl LOCAL PORT & PROCESS NAME & ACTION
® Malicious N/A 127.0.0.1 1588 main.exe a
1
® Malicious N/A 127.0.0.1 6668 main.exe a |
® Malicious N/A 0000 0 main.exe q
Showing 1/1 result(s)
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1 — Chon loai déi twong

2 — Chon loai quan hé tir tién trinh t&i dbi twong

3 — Chon tryc tiép dbi twong mudn hién thi. H6 tro tim kiém theo trang thai ddc/sach
cta dbi twong hoac tim kiém theo ndi dung c6 tai cac trwdng théng tin cta dbi twong.

Chon """ @& Iwa chon cac trwdng théng tin hién thj hodc dung tinh nang = dé sap
xép théng tin trong danh sach

Khi da chon dwoc déi twong phu hop, chon ©  dé hién thj 01 dbi twong lén biéu dé
hoac chon dé chon téi da 20 déi twong 1&n biéu d6

+ Tai d6i twong la tién trinh (process), khi cé cac dbi twong dang dwoc mé rong cho
phép thu gon lai bang cach chon chuét phai tai dbi twong,

+ Méc dinh tai biéu dd, cac dbi twong tw dong chay va gitr khodng cach véi nhau khi
bi di chuyen. Truwdng hgp ding chudt chon va kéo 'Ehé cac doi twong, sau khi bd
chuét doi twong tw dong dwoc Pin vao vi tri méi. Bé hdy thao tac Pin, chon

Unpin

3.4.6.2 Khu vyre hién thj théng tin chi tiét
- La tinh nang bd sung cua biéu dd, cho phép hién thj théng tin chi tiét ctia cac thanh
phan trong biéu dd (bao gbm céac dbi twong va mbi quan hé trong biéu dd)
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Host detail X
General

HOST NAME Win7x64_MayaoHai 3@ copy
HOSTID fe2adba0-b348-4243-hd26-79995feh57:0

STATUS Offline

SET UP VERSION N/A

GROUP default

UPDATE GROUP release

POLICY full_features

PDCN 10.61.188.2

0% windows

FIRST PING 12/05/2021 16:02:02

LASTPING 26/05/2021 14:23:17 1
ﬂa! orm ™
CPUs ~
Network Interfaces ~
Default Gateway 2V

1 - Nhém théng tin chung: Bao gém céc théng tin chung/théng tin dinh danh cta dbi
twong, mac dinh luén hién thj khi vira truy cap

2 - Nhom théng tin chi tiét: Bao gdm céac thdng tin chi tiét ctia dbi twong, dwoc phan
thanh cac nhém théng tin khac nhau, mac dinh cadc nhom thdng tin nay sé dwgc dong
lai, chon ~ dé& mé& rong va hién thi nhoém théng tin.

Thao tac “°PY hd tro sao chép ndi dung trudng thong tin

Luu y: M6t sb trwérng thong tin dinh danh ddi twong cho phép link nhanh dé tra ctru
trong Event Search hoac Agent Management
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Process detail X
General

PROCESSID 1432

PROCESS NAME main.exe

MD5 1e092a44d44c29ef8dEbfc3aT4f34b73

SHAZE 1641d3f261033344b22c5e9cf246e5683c1 7d450ac87d0af6f
3ed7a52f431bbs

PROCESS PAT) C:\users\admin'desktop'taodataloang\main.exe
FILE COMPANY MA
FILE DESCRIPTION /A

N/A

MA
USER NAME admin
COMMANDLINE Amain.exe

INTEGRITY LEVEL HIGH

3.4.7 Banh d4u khdng nguy hiém cho 01/nhiéu alert hodc nhém alert
- Cho phép danh dau alert 1a khéng nguy hiém va khong tiép tuc xc ly

- Bwéc 1: Chon 01/nhiéu alert mudn danh dau khéng nguy hiém

- Buwdc 2: Click nut “Set False Positive” (NUt Set False Positive chi hién thj trong ban ghi
c6 trang thai la NEW hodac tat ca cac ban ghi dwoc chon déu & trang thai NEW)

Set false positive

Selected 1 alert(s) Add to IRFlow | | ;| Export selected ale ‘ | Clear selection

- Buwéc 3: Nhap ly do danh déu khdng nguy hiém va chon

COMMENT

Cancel

3.4.8 Tao IR flow tir 01/nhiéu alert hodc nhém alert
- Buwéc 1: Lwa chon 01/nhiéu alert dé tao IRFLow

- Buwéc 2: Nhap cac thdng tin va tao IRFLow
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Create New IR Flow X

R flow name

Assigned to

Cancel

D liéu hién thi trong Combobox Assigned to bao gém:

+ User dang nhap thudc group root: Hién thj tat ca tén User trong hé thdng

+ User dang nhap thudc group default: Hién thj tén User dang login

+ User dang nhap thudc group cha: Hién thj tit ca tén User thudc group con cla user
dang login va user dang login

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tén User dang login

- Buwéc 3: Sau khi tao xong hién clra s6 sau dé c6 thé hoan tac trong 10s

Alerts

added to IR Flow

Go to page to continue or back to page

+ P& hoan tac: chon “Undo” trong 10 s
+ Dé tao ngay IR flow va chuyén sang man hinh IR flow chon tén IR flow vira tao: chon
“new ir flow”

+ D& quay vé man hinh alert chon “Alert list”

3.4.9 Thém 01/nhiéu alert hodc nhém alert vao IR fLow da c6
- Twong ty nhw 3.3.5 nhwng khéng chon “Add new IRFlow” ma chon IR flow da cé tw

danh sach chon
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Qy Search in dropdown list....
liennt_dashbeard_inpro
liennt_dashboard_close
20210607_anhnn_test
Centos 6

HoaNN test

chuyen test UAT

liannt rantncR A

0 AQd Ne
3.5 Man hinh IRFLow

3.5.1 Danh séach hién thj
- User dang nhap thudc group root: Hién thj tt c& IRFlow trong hé thdng
- User dang nhap thudc group default: Hién thj tat ca IRFlow dwoc assign cho user dang
login
- User dang nhap thudc group cha: Hién thj tit ca IRFlow dwoc assign cho user dang
login va céc user thudc group con twong wng

- User dang nhap thudc group mét hodc nhiéu con: Hién thij tat ca IRFlow dwoc assign
cho user dang login

3.5.2 Tim kiém IRFLow
Chi tim kiém dwoc nhivng ban ghi twong &ng véi user dang dang nhap
- Twong tw chirc nang tim kiém & man hinh alert, man hinh iRFLow hd trg' tim kiém
theo query nhw sau

IR Flow

Search IR Flow

nieupct didfd

Qe
[SO]

Hieuped it

®»®

[0}

s s s

eupcd eeee

nieupcd

- Buwdc 1: Nhép vao textbox Search cau query véi format nhw sau:

<tén_trwong> <toan ti> “<value>" AND/OR <tén_trwong> <toan to> “<value>".....

Trong dé:
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. <tén_ trwdng> la céc gia trj sau:

assignee: nguwoi dwoc phan cong x ly alert
created_by: tai khoan tao IRFLow

name: Tén cua IRFLow

notation: lwu y cla IRFlow

status: trang thai cta IRFlow

o <toan_t(r> la cac gia tri sau:

= tim chinh xac gia tri la value

I=: tim gia tri khac v&i value

~: tim gia tri like v&i value

AND/OR: toan t&r két hop dé két hop 2 cau query.
- Buwéc 2: chon khoang thoi gian tim kiém bang céach click vao button Date & Time va

chon khoang thoi gian tiy y. Néu khéng chon mac dinh la Last 7 days

O O O O O

O O O O

- Buwéc 3: Click on Search

Ngoai ra hé tro' tim kiém theo lich st tim kiém

Search IR Flow

Q I assignee = "hieupcd” AND status = "NEW" AND Last 60 days |"= 2
+ Add new RFlow
QL | assignee="conznce™ AND Last 60 days
1 assignee="congnea" AND status="IN_PROGRESS" AND Last 60 days
o 3
o - @ 3
30 IRFLOW MG1 - . :]
09:2 e chuyennt hieuped gREs o 3
i nnt2 P dd o 3

Dé vao xem thang tin chi tiét 1 IRFlow va thwc hién cac hanh déng diéu tra, x& ly ngudi
dung chon “IRFLow Detail”

+ Add new IRFlow

Q
®
®
®

MO

3.5.3 Céach tao IRFlow
- Buwéc 1: Click vao Add new IRFlow
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) Last 7 days a
+ Add new IRFlow

- Buwéc 2: Nhap théng tin hop 1é
Di liéu hién thj trong Combobox Assigned to:
+ User dang nhap thudc group root: Hién thj tat ca tén User trong hé théng
+ User dang nhap thudc group default: Hién thj tén User dang login
+ User dang nhap thudc group cha: Hién thj tit ca tén User thudc group con cla user
dang login va user dang login

+ User dang nhap thudc group mot hoac nhiéu con: Hién thj tén User dang login

Create New IRFlow

IR Flow Name IR Flow Name...
Assigned to Choose assignees...
First Mote First Note

Cancel

- Buwdc 4: Click button Create => IRFlow vira tao hién thj trén Man hinh IRFlow

3.5.4 Cac buoc thuc hién trong IRFlow
- Sau khi tao IRFlow ttr cac alert hoac dwa cac alert vao IRFlow, ngw®i van hanh sé vao
trang IRFlow dé thwc hién cac hanh déng sau:
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+ Xem céc thong tin dé diéu tra: danh sach alert, may tinh co alert, cac déi twong lién
guan (file/registry/process)

+ C0 lap cac may phat sinh alert: cé 1ap mang, ¢ 1ap tién trinh

+ Diéu tra va phat hién cac dbi twong lién quan dén alert (artifacts)

+ Phan &ng: x& ly cac két qua da diéu tra. Vi du: kill tién trinh ma doc, xéa file ma doc,
xba cac registry do ma doc sinh ra ...

+ Két thic diéu tra: déng IRFlow, dirng co 1ap may, déng cac phién ProcessAnalysis
va LiveResponse

3.5.5 IRFLow — Detection
- Tab Detection hién thj cac ddi twong lién quan dén alert nhu:

+ Danh sach may tinh co alert
+ Danh s&ch alert

+ Danh sach artifacts dwoc phat hién trong qua trinh diéu tra (investigation)

~ 'y 7=
) [C\7  Containment QY investigation Response
‘ Eit % &
Original detection

Agent

DESKTOP-HHN2B1Q

Alert

07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Execution High
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Execution High
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Initial Access High
Additienal detection
Aritfacts
07:25:05 14/01/2019 9DT6ET5C81645C6BBBE18B46961C5DT5CE154752 c:\Users\Test\Desktop\demo.exe WIN_EVENT_LOG plg3SWgBTySidpUVVJI-d
07:25:05 14/01/2019 OD76E75C81645C6BE8E18B46061C5DT5CR154752 HKLM\SOFTWARE\Microsoft\Windows\Currentversion\Runidemo WIN_EVENT_LOG plgasWgBTysidpUvJ-d

- Cac dbi twong thudc phan “Original Detection”: Ia cac alert (Alert) va may tinh (Agent)
ban dau khi IRFlow dwoc tao.

- Con céac dbi twong thude phan “Additional Detection”: 1a cac alert, may tinh, artifacts
dwoc thém vao & buéc diéu tra (Investigation)

- Y nghia mét sb trwérng trén man hinh detection:
+ Time: thoi gian thém agent/artifact vao man hinh detection
+ Object: dwérng dan file/registry cla artifact
+ From: nguén phat sinh artifact (Event log hodc Process Analysis)

+ Reference: ID cua event log hodc ID cta phién két néi Process Analysis
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3.5.6 IRFlow — Containment

- Tab Containment cho phép thyc hién cd 1ap 1 hay nhiéu may tinh c6 trong tab
Detection ho&dc Suspend tién trinh thudc alert ndm trong IRFlow

- Céac trang thai ctia Containment:
+ NOT APPLIED: chwa gi lénh xubng Agent
+ APPLYING: dang gti 1énh xudng agent
+ APPLIED: da gtri Iénh cb6 lap thanh céng
+ STOPPING: dang gtvi Iénh dirng c6 lap
+ STOPPED: da gti Iénh dirng c6 lap thanh céng

- Buwéc 1: lya chon hinh thirc diéu tra: cé 1ap mang ho&c suspend tién trinh sau d6 chon
“Next Step”

Rule setting Choose ansrule sttng & . 5

(02!
&

Lwu y: sau khi nhap Path/PID thi phai 4n Enter dé Iwu lai cdu hinh. C6 thé suspend
cuing luc nhiéu tién trinh

- Buwéc 2: chon danh sach Agent can cb lap va chon “Start” dé& bat dau co lap
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Rule setting

@ Agentapplylist Click Start button ko apply rule for list agen below

- Buwéc 3: Bé dirng viéc cd lap click “Stop
chuyén vé danh sach “Agent list”

hoac chon agent & “Agent apply list” va

Agent apply list

DESKTOP-EGANUBQ
Agent_id: B2A0363038EEATER1DSRT 105BTODD4F4DESESS3E

no_group APPLIED @

° Deploy to agent
esligeel iy
e

DESKIOP-HHN2BIQ

NOT APPLIED ®

DESKTOP-EGANUBQ

NOT APPLIED

o P
no_group NOT APPLIED ® T

=

([0 Agentlist Choose sgentinlist below and click m

DESKTOP-HHH281Q D

no_group NOTAPPLIED @ _group
3.7 |
no_group NOTAPPEIED @

- Trong tredng hop nguwdi quan tri khéng chu dong dirng viéc co lap trén Portal thi sau
thoi gian mac dinh (24h) thi Agent cling tw dong g& c6 lap dudi Agent.
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3.5.7 IRFLow — Investigation

3.5.7.1 Process Analysis
3.5.7.1.1 Xem thdng tin process

Day la qua trinh phan tich cac tién trinh trén may ngwdi dung cé trong tab Detection
theo thoi gian thwe nham tim kiém cac d4u hiéu bat thweng

Buéc 1: Chon agent dé két néi, sau do click “Start”. Danh sach Agent la cac Agent
trong IRFLow

Choose Agent to...

DESKTOP-HHMZB1Q [3076E75C81645C6EE85182465610507308134732)

nhandt4-PC (205F783E33EECTT626B8TCCI88653FBDE3DCE2ES)

=E>* DESKTOP-EGANUBQ (224025302 8EEAT6E1D58 71058700 D4F4DESESSIE) I

Win7-CongNCS (4CEARSSED32FE5TISC1EFIEEE452TE50TTRAZARS)

Lwuy:
+ Thoi gian timeout tao két ndi la 60s. Hét 60s khong két ndi duwgc Agent thi can két
noi lai.

+ Tai 1 thdi diém trong 1 IRFLow chi c6 thé tao 1 két ndi téi Agent. Trong trwérng hop
c6 tai khodn khac dang két ndi véi Agent trong cling IRFLow thi sé théng béo 16i

CreateSession failed: another websockst connected

Budc 2: Click “Refresh” dé 14y danh sach process méi nhat dwdi Agent
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® Nomal ® Alert Refresh > —=j—

JL
ar

L™ ‘

- Buwéc 3: Lya chon process trong list process dé& xem théng tin chi tiét

Process. Eventsearc Todls Iovestigation result
Analysis Q h 7 ool A

I ELECT AGENT hoose Agent to... 1 R S VESSVC exe ® Nomal ® Alert

DESKTOP-EGANUBQ

B adcdeT2cafssa54TI80225040d503433

1 504040072568 caZabbeed5d85d4cI30TT272M 93

B ALLUSERSPROFILE=C:\ProgramData; APPDATASC:

& 5976

VESCani. agerexe VESConne.. agerexe Vesupdaterone VESEollector.ene VESRespanse e

- Vang 1: chon agent va chon process

- Vong 2: hién thi théng tin cay process, mac dinh hién thi 1 cip cha va 1 cép con. Cho
phép mé thém/thu nhé cac cap khi click vao process trong cay. Process duoc focus
trong cay sé hién thi icon khac so véi process khéng dwoc focus

- Vung 3: hién thj thdng tin process dwoc focus trong cay bao gédm théng tin trén cac
tab: Process info, Modules (loaded dll), File handles, Key handles, Thread List, Section
handles, Network Connection

- Buworc 4: dé 1ay thdng tin méi nhét clia process, click icon Refresh trén méi tab
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5] (® C) 2
DESKTOP-EGANUBQ 18:10 23/05/2019 00:26:31 Running
PROCESS INFO ¢ =il | OADED MODULES FILE HANDLE KEY HANDLE THREAD LIST S »
== SYSTEM

AE Viettel Corporation
AE Viettel Endpoint Detection & Response
LEVE 0.1.0.758
E C:\Program Files\WEDR\WESSvc.exe
{DLINE "C:\Program Files\VEDR\WVESSvc.exe"
936
4dcdeT2caf86054738022504bd503433
9d4c4d07a568ca3abfbee35d8d4c3a0TT2792f693c643135fc312052a60C962
ESSEN ALLUSERSPROFILE=C:\ProgramData; APPDATA=C:\Windows\system32\config\systemprofil...

5976

Luu y:
+ Khi chuyén tab con trong Investigation nhw Event Search, Tools, Investigation Result
thi phién két ndi véi Agent duoc gitk va khdng can két nbi lai

+ Khi chuyén tab khac nhw Detection, Containment, Response hay Alert, Setting....
Hoac F5, Logout... thi can phai tao lai két ndi véi Agent

+ Phién két ndi Process Analysis trong IRFLow chi déng khi quan tri déng IRFLow.
Tc 1a néu chwa dong IRFLow thi méi 14n vao IRFLow va két ndi véi Agent thi ID cla
phién két ndi ko thay dbi

3.5.7.1.2 Marking/Get artifact

Chirc nang Marking artifact cho phép danh déu céac artifact can theo déi. C6 thé
marking céac di liéu sau:

+ Process Info: ProcessPath

+ Loaded module: Path

+ File Handle: Path

+ Key Handle: Key path, Value

Buwdc 1: Chon 1 ban ghi bat ky va hover vao ban ghi dé. Thye hién click vao button
“Marking artifact”
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DESKTOP-EGANUBQ

14:34 24/05/2019

00:41:42 Running

4 IFO LOADED MODULES C FILE HAMDLE KEY HAMDLE THREAD LIST SECTION LIST »
AME PATH D5 SHA256 1 COMPANY NAME
VESSvC.exe B C:\Program F...R\WESSvc.exe B 4dcde72caf869547. .. B odacal VBT g (gt s Dl g sl e
ntdll.dll B c\windows\S...32\ntdlldll | 87f19276=5f6f720b... B 1c37cca54a534aad. .. Microsoft Corpo...

KERMEL3Z.DLL B C)\Windows\s....KERNEL32.DLL | 038b10c8e735fe66... |B 9d9dsfa3adaadbl... Microsoft Carpo...

KERMELBASE.dIL [B C\Windows\s....RNELBASE.dIl |B e202b8613c320171...|H 63228ce10f414153... Microsoft Corpo...
msvert.dll B Cowindows\s...2\msvert.dll B 42e3219087ccalfs... | 62822302240726fc... Microsoft Carpo...
wWs2_32.dll B chwindows\s...2\W52_32.dll  |B De49bienadfa4a4s... B 8e562520c30986223... Microsoft Carpo...
sechost.dll B cwindows\s....\sechost.dll | 2a6b7737222a30c20...|H 86d38fc561ach046... Microsoft Carpo...

- Buwéc 2: Click vao button “Accept”, cé thé chinh stra dwérng dan file khi click vao icon
Edit

DESKTOP-EGANUBQ 14:34 24/05/2019 Running

4 IFO LOADED MODULES 3 FILE HANDLE KEY HANDLE THREAD LIST SECTION LIST )
MAME PATH MD5 SHA256 COMPANY MAME

VESSvc.exe I§ C\Program F...R\WESSvc.exe M 4dcde72caf869547 ... [M 9d4cad07a568ca3a. . Viettel Corporat...
ntdll.dil B C\Windows\S....32\ntdILdll M 87f19276e5f6f795b... | 1c37cca54a534aad. .. Microsoft Corpo...

KERMEL32.DLL

L]

Chwindows\s..

- KERMEL32.DLL

| 038b10c8e735fe66. ..

| oded6fazz4aadobl...

Microsoft Corpo...

KERNELBASE.dIl [N C)\Windows\s...RNELBASE.dIl M e202b8613c3e9171...|H 632e8ce10f414153... Microsoft Corpo...
msvert.dll B C\Windows\s...2\msvert.dll I 42e3a19087ccalf6... M 628ae302e49726fc... Microsoft Corpo...
ws2_32.dll B ciwindows\s....2\Wws2_32.dll B 0=49b1208df84848. .. B 8e56e52003086223... Microsoft Corpo...
sechost.dll B c\Wwindows\s....\sechost.dll B 2a6b77a723230c20... W 86d38fcS61acb046... Microsoft Corpo...
RPCRT4.dll B C\Windows\s...2\RPCRT4.dll M 015b50451c5503fd... [M 13e5d9833bde390... Microsoft Corpo...
NSl B C\windows\s...em32\NSLdll B dd1e88bc0333756... M e3b794df433bd349...Microsoft Corpo...
WINMM.dIL B c\windows\S...32\WINMM.dIl |8 04b150185dce3afe. .. M 98bsebs26644cd5... Microsoft Corpo...

2

Marking artifact Cancel

PATH
C:\Program Files\VEDR\VESSvc.exe &

Truwdng hop chon ban ghi cé Agent chwa ton tai trong Detection sé& c6 them check box
Add Agent to IRFlow. Khi thwc hién Accept thi Agent twong rng sé dwgc add vao
Detection
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fl AJIANT

IRFlow Detail - liennttesst5.5
€ WFlowlist

81 Process Analysis

m O ook

Search Log

= 210.621 results 18/08/2020 17:42:19 - 2808/2020 17:42:39 View column

7849229EF D1784DF6CF104T22BD4EEOETCIGADG 1 DESKTOP-EGANUBQ Eventlog 17:42:03 25/05/2020
4722BD4EEQERTCIGADE i DESKTOP-EGANUBQ Eventlog 17:41:28 25/05/2020
EFD1784DF6CF104722B04EEOE2TCIBADG 1 DESKTOP-EGANUBQ Eventlog 17:41:
EFD1784DF6CF104722B04EEQE2T! 1 DESKTOP-EGANUBQ Eventlog
9229EF D1784DFECF104722B04EEOE2TCIBADE 1 DESKTOP.EGANUBQ Eventlog
EFD1784DF6CF104722B04EEOE2TCIBADE Marking artifact(s)
EFD1784DFSCF104722BD4EEOEZTCIBADE CHUYENNT2 05/2020
EFD1784 DF6CF104722B04EEQEZTCIBADE . 05/2020
EFD1784 DFECF104722B04EEOE2TCIBADE S 05/2020
EFD1784 DF6CF104722B04EEQERTCIBADG C:AWindows\Microsoft. NET\Frameworkiv4.0.30319) 05/2020
EFD1784 DFECF104722B04EEOE2TC3BADE y ) B i . 05/2020
EFD1784DFECF104722BD4EEQETCIBADG o o ‘ 05/2020

EF D1784DFECF104T22BD4EEOE27CIBADS 05/2020
Cancel
1 DESKTOP-EGANUBQ Eventlog 17:39:26 25/05/2020 17:18:19 25/05/2020 °

- Sau khi marking thanh céng, hién thj théng bao. Click vao button “View all artifacts in
Investigation Result” d& chuyén dén man hinh Investigation Result. Artifact dwoc
marking sé hién thi trén man hinh nay

DESKTOP-EGANUBQ 14:34 24/05/2019 00:45:22 Running
4 IFO LOADED MODULES '3 FILE HANDLE KEY HANDLE THREAD LIST SECTION LIST
JAME PATH D5 SHAZ56 COMPA AME
Marked artifact... 3 View all Artifacts in Investigation Result

gLeeime = SWindows\5....32\ntdllLdll |® 87t19276e5161T799b. .
KERMEL32.DLL |E Ci\windows\s...KERNEL32.DLL |B 038b10c8e735f=86... |B 0dodsfa3a4aadobl... Microsoft Corpae...
KERNELBASE.Il |B Ci\windows\s...RNELBASE.dIl B £202b8613c320171...|H 63228ce10f414153... Microsoft Corpa...
msvert.dll B c\Windows\s..2\msvert.dll B 42e3319087ccalf6... | 628a230249726fc... Microsoft Corpo...

ws2_32.dll B CiWindows\s..2\Ws2_32.dll  |B 0e40ble08dfa4848. .. B 82562520c3086223... Microsoft Carpo...
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FowDewsl X 2 VEDA Portl-Polcy SettingsDe: X | {§) Investigabion -Vietel Endpoint [ X | §¢ VEDR-Your Company JAA X | § IVEDR-31)Arttact Maring -You X | § IVEDR88) Process Analyis -You % | + - a8 x

IRFlow Detail - 2305 test1
& .

THELNE . g9 =} X b ) Close IRFlaw.
Create R Fl Containment ool Deployed Tool Deployed
i D s W
() e 0 Emresom O Tools [ vestigaton reuit

Result

 DESKTOP.EGANUBQ Sucoass

~  DESKTOP-HHIZEIQ Sucasss (0/1
Marked Artifact

x 444

L) [=FN .

- Churc nang Get Artifact cho phép lay théng tin file/registry dwdi Agent phuc vu cho viéc
diéu tra
- Chon 1 ban ghi va hover vao ban ghi dé. Click button “Get artifact” > Lwa chon loai

artifact (File/Registry) > Click “Accept’. Sau d6 kiém tra két qua thwc hién Get artifact
trén man hinh Investigation Result

DESKTOP-EGANUBQ 14:34 24/05/2019 00:41:42 Running

4 IFO LOADED MODULES O FILE HANDLE KEY HANDLE THREAD LIST SECTIOM LIST »

AME PATH MD5 SHA256 oe] F1r E

VESSvc.exe B C)\Program F....R\WESSvc.exe  |M 4dcde72caf8so547... B 9c|4c
ntdlldll B Cwindows\S....32\ntdlLdll | 87f1927625f6fT30b... B 1c3Tcca54a534aad. .. Microsoft Corpo...
KERNEL32.DLL |B c\windows\s....KERNEL32.DLL |B 038b10c8e735f=66... |M 9dodsfa334aa40bl. .. Microsoft Corpo...
KERNELBASE.dIl |E ci\windows\s...RNELBASE.dIl |B e202b8613c320171...|H 632e8ce10f414153... Microsoft Corpo...

msvert.dll I Chwindows\s....2ymsvert.dll B 4223319087ccalf6... B 6283e302249726fc... Microsoft Corpo...
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Get Artifact 3 Accept I Cancel

PATH

C:\Program Files\VEDR\WVESSvc.exe FILE e 2

3.5.7.2 Event Search
- Day la qua trinh tim kiém cac dbi twong dwa vao event logs. Khac véi cac tab khac
trong IRFLow chi hién thi théng tin cac Agent dwoc add vao IRFLow thi & tab nay hién
thi toan bo event clia tat ca Agent trong hé théng

3.5.7.2.1 Tim kiém Event

VEDR Portl - Event Search Dets

< () AN 10.30.161.37,

[ oa ES consinm & P reponse
8] Process Analysis Q vent search 4 Tools [ ivestigation resute
SearchLog | AGenoD = B2A10BHEEAT 58105871058 ODOFADESESSIE" AND Chimel = WeosoR-dows Sysmonparaonar | o E
s is21s susmsman1s Vwcshmn .

LogType

CommandLine

OO MM

- Buwéc 1: Nhap vao textbox Search cau query véi format nhw sau:
<tén_trwong> <toan tlr> “<value>" AND/OR <tén_truwong> <toan tlr> “<value>".....

- Trong do:
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. <tén_ trwrOng> la cac gia tri sau:
AgentlD: ID cta agent

EventID: ID cla event
Computer: Tén cua computer
LogType: Loai log

Channel: Channel cua event

O O O O O

o <toan_t(r> la cac gia tri sau:
o =:tim chinh xac gia tri la value
o !=:tim gia tri khac v&i value
o ~:tim gia tri like v&i value
o AND/OR: toan t&r két hop dé két hop 2 cau query
- Buwéc 2: Chon khodng thi gian tim kiém bang cach click vao button Date & Time va
chon thoi gian tiy y. Néu khdng chon thi gian thi hé théng chon méc dinh 1a Last 7
days.
- Bwéec 3: Click on Search.
+ Trwdng hop khong cé két qué phi hop, hé théng sé hién thj théng bao: No data.
+ Trwdng hop co két qua phu hop, hé thdng hién thi mac dinh 50 ban ghi theo thir tw
gidm dan theo thdi gian voi 5 cot hién thj mdc dinh bao gdm: AgentID, EventID,
Computer, LogType, Channel

+ Dé thém cot hién thj click vao “View Column” va tich chon cac trwéng can thiét
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I View column 1 » I

Search in dropdown list ... Q

oV

AgentlD
oV

EventlD
oV

Computer
oV

LogType
ov

Platform

oV
Channel

oV
DestinationHostname

oV
2 Destinationlp

ov
Destinationlslpve

oV
DestinationPort
oV
Guid
oV

- Ngoai ra, nguoi diing c6 thé tim kiém cac trwdng trong phan Popular va Others bang
cach show céac value clia cac trwdng va hover vao value trong Popular/Others, ban
ghi d6 sé hién thj 2 icon la: “=" va “1=".

+ Néu nguwoi dung chon “=” thi trén phan textbox Search s& hién cau query twong &ng
véi toan tor “=".

+ Néu ngudi ding chon “I=" thi trén phan textbox Search sé hién cau query twong (rng
vOi toan tor “1=".

+ Néu trong textbox Search da c6 di¥ liéu va ngwdi dung chon thém céac value trong
phan Popular/Others thi 2 vé ctia cau query duoc két ndi véi nhau béi toan tr AND.

AgentID

Channel
‘Computer

EventiD

EventRecordID

Image

Keywords

Level
LogType

‘CommandLine

DestinationHostname
Destinationip

Destinationlslpvé

- - O phan Others hién thi toan b cac trwéng cla log.

- Khi show/hide 1 trwérng sé hién thi 5 trwéng c6 sb lwong ban ghi nhiéu nhat, sép xép
t&r cao xubng thap.
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- Khi ngwoi ding load more thi cap nhat ban ghi tirng trwong theo sb lwong ban ghi
hién thij trén man hinh.
+ O phan Popular hién thj 10 trwdng phd bién cla log dwoc tim kiém nhiéu nhét
+ Néu c6 >=10 trwdng thi hién thj 10 trwdng cé sb lwong tim kiém nhiéu nhét, néu co
it hon 10 trwdng thi hién thi toan bo cac trwdng dé ra.

- Khi show/hide 1 trweérng sé hién thi 5 trwéng 6 sé lwong ban ghi nhiéu nhat, sép xép
tlr cao xudng thap.

- Khi ngwoi ding load more thi cap nhat ban ghi tirng trwong theo sb lwong ban ghi
hién thij trén man hinh.

- Khi kich dup vao 1 ban ghi sé hién thj théng tin chi tiét ctia ban ghi dé
+ Tab théng tin chi tiét hién thj 1a dang Table, di liéu hién thi dwdi dang bang
+ Khi chon tab JSON thi di¥ liéu hién thi dwéi dang JSON

3.5.7.2.2 X ly Event
- Marking artifact: Danh d4u artifact

Y AN 10.30.161.37, 4 & B @

IRFlow Detail - 2305 test1
& IRFowList

Create IR Flow Containmant

0 i “ L 2] oz
L 5670D0AFADESESHIE" AND Cha - Sysmen Oparatonal Last 7 days

= 738 results

- Bwdc 1: Chon 1 ban ghi b4t ky va hover vao ban ghi do. Thyc hién click vao button
Marking artifact. Trén man hinh sé hién thj popup nhu sau:
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10.30.161.37, ! : )t @ & e

IRFlow Detail - 2305 test1
& IRFowList

TIMELINE

—® =) r
Create IR Flow Containment

G & fica gr—
03 Tods Qo "
: a)
e =
seskrorzaaUBg Eventiog Microsaft Wincows-Sysmon/Operatioal

Marking artifact(s)

pati
2

1 ESKIOPEGANUBQ  Eventlog

DESKTOP. Eventiog

oes) Eventtog

DESKTOP-£GANUBQ Eventtog

DESKTOP-£GANUBQ Evemiog

BOMOEDLBac oo

- Trwdng hop chon event clia Agent khong thudc IRFLow thi sé c6 lwa chon dé nguoi
dung add Agent vao IRFLow. Agent sé dwgc thém vao man hinh Detection cua
IRFlow dang thao tac

Marking artifact(s)
PATH
TCP/IP Route Command &
NT AUTHORITY\SYSTEM ¢
C:\Program Files\VEDR\AgentInfo.exe &
C:\Windows\system32 ¢

C:\Windows\System32\ROUTE.EXE &

Cancel Add Agent To IR Flow

- Bwéc 2: Chon path phi hop dé marking artifact. Sau d6 nhan vao Accept dé thuc hién
marking. Néu chon Cancel thi viéc marking artifact sé bj tri hoan.

- Khi marking artifact thanh céng man hinh sé hién thi théng bao. Click vao “View in
investigation result’” d& chuyén dén man hinh Investigation Result va event duoc
marking sé dwoc chuyén dén tab nay
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IRFlow Detail - 2305 test1
& IRFow List

TMELNE &8 & B CloselF

Create IR Flow Containment
s

S B oo

15 Process Analysis Q. Event Search 3 Tools [ inwvestigation resutt

AgentiD = "B2AD35I0BIEEATEE1DSET 1DSETOD0AF ADESESIIE™ AN

results

L] §=FN I

- Get artifact: thwc hién get file/registry dwéi Agent 1én server dé phuc vu cho qué trinh
diéu tra

- Buwéc 1: Chon 1 ban ghi bat ky va hover vao ban ghi d6. Thuc hién click vao button
“Get artifact” Trén man hinh sé hién thj popup nhw sau:
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x v s % ) UserRole-Permssion

IRFlow Detail - 2305 test1
& IRFowList

TIMELIHE a

— 3) Close IRFlow
Create IR Flow
eocton ECY  contanment
= E=i
£ Process Analysis 1) Bvent Scarch 7 Tools [ imestigation resutt
o LastTlay E
= 11877 results 17/05/2019 10:40:37 - 24A5/2010 10:40:37 View column v

Sacurity

security

Securlty

T0DD4FADESESSIE 588
0BD4FADESESSIE 1 oe: Getartifactis)

PaTH

SB70004FADESESSIE 5058

0BO4FADESESSIE

- Buwdéc 2: chon artifact sau d6 chon loai artifact (File/Registry) va click “Accept”

- Khi marking artifact thanh céng man hinh sé hién thj thong bao. Click vao “View in
investigation result” dé& chuyén dén man hinh Investigation Result. Két qua cla viéc
Get artifact sé& hién thj trén tab nay

x EDR foctal - IR Fiow Detsl X (g User-Role-Permission - Vietel £ X | P
&« > (R A Notsecurs | 103016137, ’ ! )t @ 5 e

IR Flow

IRFlow Detail - 2305 testl

TMELNE Py o s
Create IR Flow Containment
P
(1] etecton o] contamment =%, Response
131 Process Anatysis Q Event search 2 Tools [ iwestigation resutt
Result
. DESKTOR-EGANUBQ Success (111
GetArtifact | TypeFILE  Path: C:Windows\System32) BackgroundTaskHost.Exe . & ®
DESKTOP. EGANUBQCHUYENNTZ a =
CWindowsiSystem3ztaskhastw.axe A =
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- Xem thong tin chi tiét event: Chon 1 ban ghi bat ky va hover vao ban ghi dé, click vao
icon Xem chi tiét

3.5.7.2.3 Deploy Tools
- Day la qua trinh day tool xudng dwéi Agent lay théng tin dé diéu tra. Thong tin mot so

tool ¢4 san trén hé thong:
V&i agent Windows:
+ Listdlls: 14y théng tin cac processs va dll dang dwoc load 1én
+ Autorunsc: 14y thong tin cac tién trinh, dich vu kh&i déng cung hé théng
Vé&i agent Linux:
+ ListService: lay danh sach service duéi may agent
Ludng thwe hién chirc ndng nay nhu sau:
Thyee hién Iwa chon tool > Chon agent > click “Deploy tools”
Pé Iya chon tool thich hop c6 2 cach sau:

- Céch 1: click vao textbox search tool > click tool can deploy > click “Choose tool”
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© VEDR bowd - Agile X | @ Test Management for JRA-Vour X | [} AMANT - GeoupsMaragement X (I} ANANT - % Fow Deta % 3 Test Design - aiant

X | 4 Test Management for JIRA

10.30.161.37/#/r-flowfir-flow

Ml AJaNT

IRFlow Detail - 2003_test win server

& WeowList

B3 Progess analysts Q EventSearch 7 Tools 1 Autoruns [ investigation Result

O sddmal € Mol setezt sgenm anline iy Tool button o,

Tools Agents Q

Add tool

[=] Test_Tool_405_L.Exe | V1 Offiine
[=] Test_Tool_a0s_z.Exe | v1 ® online
o Offine
THANHLN-PC Q ® Online

autorunse 2

javaexe

nginx exe

procesp exe

Agentinfe exe

- Cach 2: Click vao textbox search tool > click “See all tools” => hién ra man hinh danh
séach tool day du >Tim kiém va lwa chon tool can deploy > click “Add tool”

Lo

© winoows
Test_Tool_40s_2.exe
B v

Hash: 7sbssas7eanszshaTabeTisasf4adddsbasassct

autorunsc

B Vus.50.0.0| Hash: saTso1seddefcsetiast

unins000.exe

B vi| Hesh: 1ddsenier

4158afafasa4ffiTdaThad

java.exe

B 1| Hash: 75185240 1257790831 boesEadS

nginx.exe

a v

sh: 888

£h00a284584015584007ScBaTS

procexp.exe

B Ve|Hesh: deatrs7

15b403a5 12755171 bofs

Agentinfo.exe

18855 75081209348chafdase

logonsessions.exe

B9 5| Hash: 7e7se17adsc 77436057 12284 7ShE b DSBS

See all tools 2 HErEzE
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Tool List lis 3 All v Tool selected 6 Add tool

ListService 4 Fas Listdlls
ﬁ V1.0.0 | Hash: f34b89172443cocTcb2c1f227dfeatd S e1236d4 Qwner: roat L\ 20.0.0 | Hash: fbac535168d81b41
ListService2 £

B vi11)|Hash: ssccbioes

]
ui

‘/\|

- Sau buwdc tim kiém tool thwe hién chon agent va click “Deploy tools”

@ VEDR board - Al Bosrd - Your X | @ Test Management for A -Vour X | @ Test Management for JRA -Vour X | b Test Managementfor JRA -Vou: X | [} ANANT - GeoupsManagement X (I} ANANT - & Fow Deta % 3% Test Design - alant - VS Con

&« > () A Notsecure | 10.30161.37/8/ie-flow/ir-flow-detail/813650d7389b01fefdba2et:

Ml aJaNT

IRFlow Detail - 2003_test win server
& RFlowList

1 procass nsysis Q pventsencn 2 Tools B Autoruns [ mvesupstion Resuit

© xiovo YT P— © Gl vesloy oot seton s
Tools Agents Q
Q Add tool
=] Test_Tool_40s_2.6xe | 1 offine
o LT 2 [=] Autorunsc | VIZE200  Test_Taol 405 2.Exe | V1
AutOrUNSC 7 O
. THANHLN-PC Q .o
sl
~ Un

POEDd BN

- Sau khi deploy tool thi xem két qua & tab Investigation Result, tab Tools Result
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© VEDRbosd - Agie X | € Test Mansgement | X | € Test Management

D AN 10.30.161.37/#, fow-det 17380k lba2ebds5 ! @ Q@ w B 06 L

m AJIANT Al IR Flow

IRFlow Detail - 2003_test win server
* rlowtist

TMELNE

- G © ° o o X =2 % x X —>

o Fesponsa Scenario Containmsnt Contamment Cantainment Containment Tool Deployed Response Scanario Tool Deployed Tool Deployed Tool Deployed
[ree faart e hpret 1 P prete Aot 1 Apwet st 11 ot

Detection [oj conainment 1°'y

o & e G Yoo B onorurs m

At
e PLaTEOR smaTus x
o Ko}
Ageri
At
. Test_Tool_40s 2.5ee nass succass 171
o Test_Tool_tts_2.bxe

Y T=E¥ 0

3.5.7.2.4 X ly Event

- Day la man hinh hién thj théng tin két qua Deploy tool, Marking/Get Artifact & 3 tab:
Process Analysis, Event search, Tools
+ Tab Got Artifact: két qua thwc hién Iénh Get Artifact
+ Tab Tool Results: két qua thwc hién 1énh Deploy tools
+ Tab Marked Artifact: cac artifact da marking

- Trong tab Got Artifact va Tool Results, c6 thé thuc hién cac hanh déng sau:
+ Xem ndi dung chi tiét ctia artifact da 14y hodc két qua chay tool dwéi agent. Néu di
liéu 1a text thi c6 thé xem trwc tiép trén giao dién, néu di liéu la file thwc thi (.exe) thi
can download vé may local dé kiém tra

+ Download artifact hoac két qua chay tool. Cé 2 cach Download: click icon Download
trén giao dién ho&c click icon Xem chi tiét > click icon Download trén man hinh nay
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et P & o & e
Got Artifact

Tools Result

ked Artifact

[«
x

Preview

Error opening System(4):
Access is denied.

smss.exe pid: 288
Command line: \SystemRoot\System32\smss.exe

Base Size Path
ox4807000@ ex13ee@  C:\Windows\System32\smss.exe
Verified: Microsoft Windows
Publisher: Microsoft Corporation
Description: Windows Session Manager
Product: Microsoft® Windows® Operating System
Version: 6.1.760@.16385
File version: 6.1.768@.16385
Create time: Tue Jul 14 86:11:12 2009
Bx7762000@ @x13c8ed C:\Windows\SYSTEM32\ntdll.d1l
verified: Microsoft Windows
Publisher: Microsoft Corporation
Description: NT Layer DLL
Product: Microsoft® Windows® Operating System
Version: 6.1.7681.17514
File version: 6.1.7681.17514
Create time: Sat Nov 28 19:85:@82 2018

- Trong Tab Marked artifact, lwa chon artifact dé thém vao man hinh Detection
Chon 1 artifact va click “Add to detection”

Marked Artifact
1035:0024/05/2019 DESKTOP-EGANUBQICHUYENNT2
10:35:0024/05/2010 CAWindows\System32\taskhostw.exe o x

Chon nhiéu artifact va click “Add to detection”

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 78
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Marked Artifact

Selected (2)

Add to detection

TIME
1 10:35:00 24/03/201%

10:35:00 24/05/201%

Marked Artifact

10:35:0024/05/2010

DESKTOP-EGANUBQ|CHUYENNTZ

CilWindows|System3D taskhastwexe

OBJECT
DESKTOP-EGANUBQ\CHUYENNT2

Cowindows\System32\ taskhostw.exe

- Sau khi add thanh cbng sé hién thdng bao thanh céng, click vao “View all artifacts in
Detection phase” chuyén dén man hinh Detection. Cac artifact dwoc thém vao muc

Additional detection trén man hinh Detection

RiowDeil  ® 5 VEDA Portl- Poscy Setings Det X | I User-Role-Permision - Vietl £

e | 10.30.161.37/2

* | R VEDR-Your Company IRA

X | § VEDR-1621 imestigston Resw

X | § VEDR-321 Deploy tools - Your C X | § VEDR-321 Deploy tools-Vour L % | o+

Original detection

Agent

DESKTOF-EGANUBQ

Hert

10:13:37 22/05/2018

Additional detection

Agent
DESKTOP-HHN2BIQ  nhandu-PC X WinT-Conghce X

Alert

11:00:41 22/05/2018

14:07:50 15/05/2018 no_grou

14:38:29 171/05/2019 unknawn

e =
FORS [ contaim G, mest

DESKTOP-EGANUBQ

B e

AIacE

10:35:00 24/05/2018

105871058700 D4F4DESESSIE

10:35:00 24/05/2018 105871058700 D4F4DESESS3E

14:21:57 24/05/2009

DESKTOP-EGANUBQICHUYENNT2
C\Windws|Systemaz\taskhost xe

dows|System3z\wbemWmiPrSE.cxe

WIN_EVENT_LOG 1PCLSZOBERIghayPWIXD
WIN_EVENT_LOG fPC1szoBEsiglaypwig

WIN_EVENT_LOG hPC1850BASIglayp-rmS

3.5.8. IRFlow — Response

3.5.8.1 Live Response

- Chtrc nang Live response cung cap kha nang xt ly mot tap cac command tir xa theo
phién 1am viéc nham cho biét cac thdng tin ho&c xt ly yéu ciu trén host.
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- Cac buwac thye hién chire nang Live Response trong IRFlow:
- Bwéc 1: Click tab IRFlow

- Bwé&c 2: Click duplicate vao 1 ban ghi trong danh sach cac ban ghi (Ilwu y: Chon dung
ban ghi IRFlow ma c6 chira Agent can thyc hién Live Response)

X+

- o x
< > () AN 10.30.161.37, Ohd e L
IR Flow : - -
" Search IR Flow (‘1.)
o Last 7 days B
2resultl) | 13052018 162506-20/052018 102514

* ew phuos phuocnm3 laksdf o 3
# Closed ph b @ 3
)
- Buwéc 3: Click tab con Response
= . 10.30.161.37, ) _ e L

IR Flow

nhandt4

IRFlow Detail - phuocnm3 0515 1
€ IRFowList

TIMEUNE &

@ Clase IRFlow
Craate IR Flow

ST ouscaon f;L Containment "g nvesugation
5 Live response:
[
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- Bwédc 4: Chon Agent va khodng thei gian can thwe hién (5 phat/ 15 phat/ 1 gio/ 3 gid)
Live Response va bdm nut “Start Live Response”.

- Danh sach Agent hién thi trong combobox la tAt c& cac Agent hién thi trong tab
Detection

IRFlow vestigatio Response Setting EN - nhandtd (&) ~

- Sau d6, nguwdi dung can che 1 phat dé hé théng thwe hién két ndi téi agent, trang thai
hé théng la “connecting”.

x| + - o x

Remote session list v Agent ID: BOEF 7BIEIVEECT 762688 7CCIBERSIF

nhandia PC

Attachment Log
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- Bwdc 5: Khi két ndi thanh cong, hé thdng hién thi 1 ban ghi bén Remote session list
va man hinh console c6 thong tin cta két néi va hién thi trang thai “running’.
(Remote Session List: hién thi danh sach cac phién live response da dwoc thuc hién
ctia IRFlow)

- Lwu y: M&i agent tai mot thdi diém chi co 1 phién Live response lam viéc.

Remote session list Agent ID: BOEF 7B3EIVEECT TG

nhandia PC

Attachment Log

- Nguwdi dung c6 thé thwe hién cac Iénh tai man hinh console nhw sau:

STT | Céac lénh Tham so6 M6 ta
1 cd cd <dirpath> Thay dbi thw muc lam viéc hién tai
2 cd.. hodc cd .. Chuyén vé thv muc cha
3 pwd In thw muc hién th&i dang lam viéc
4 dir Liét ké cac file/ cac thw muc con
trong thw muc hién thoi

5 delete delete —file <path> Xoa 1 file

vi du:

delete -file "c:\temp\run

path.exe"

delete -folder <folderpath> Xda 1 thw muc

vi du:
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delete -folder temp\axvers
delete —all <folderpath> X6a tat ca cac file/ thy muc con
_— trong thw muc (nhwng khdng xba
vi du:
thw muc)
delete —all c:\temp

6 viewfile <filepath><sizeinbytes> Hién thj di liéu trong file (gi¢i han

kich thuéc file)

7 get <filepath> Upload 1 file ttr host 1én server
put <url><folderpath> Download 1 file t&i may host
mkdir <dir name> Tao 1 thw muc

10 |reg Céc lénh lién quan dén Registry

query <keyname> -v
<valuename>
vi du:

reg -query
"HKLM\Software\abc xyz" -v
"run path"

Truy van di liéu value cta 1 key

guery <keyname> -s
vi du:

reg -query
"HKLM\Software\abc xyz" -s

Truy van tat ca cac subkey va value
va data

add <keyname>
vi du:

reg -add "HKLM\software\abc
xyz"

Thém 1 key

add <keyname> -v
<valuename> -t <type> -d
<data>

vi du:

reg -add "HKLM\software\abc
Xyz" -v "run path" -t REG_SZ -
d "c:\temp\bin.exe"

Thém 1 value

delete <keyname>
vi du:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-

X6a 1 key va tat ca cac subkey va
value
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636705026-
2080\Software\Test
delete <keyname> -v Xba 1 gia tri cua key
<valuename>
import <filename> Import 1 file .reg
export <keyname> <filename> | Export 1 file .reg
11 | process Cé4c lénh lién quan dén process
-t <processid> Tat 1 tién trinh dang chay theo ID
tien trinh
-s <processid> Tam dirng 1 tién trinh
-r <processid> Hoi phuc lai 1 tién trinh da bi tam
dirng trwée dé
-l -a L[ét Ifé toan bd cac process cua tat
ca cac user
-| -u <username> Liét ké cac process cla 1 user
12 | service Céc lénh lién quan dén service
-query Liét ké cac service dang chay trén
may host
-start <servicename> Start 1 service
-stop <servicename> Stop 1 service
13 user -list Liét ké cac user trén may
-sid<username> L4y sid ctia username
14 |cls X6a man hinh console
15 | help Lénh help

Mbt sb lwu y khi lam viéc v&i cac 1énh trén man hinh console:

Lénh Clear: Sau khi thwc hién lénh clear thi hé théng sé hé tro ngudi ding download
toan bd log da thwc hién trén man hinh console truwé'c day, bang thao tac click vao link

“here”
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IR Flow

A Attachment Log

I 201605207 14383640700 a LW

Shaw all

- Lénh get <filepath>: vi du: get procexp.exe trong man hinh console thi két qua l4y file
vé dwoc hién thi @ man hinh Attachment Log & phia dwdi géc bén phai ctia man hinh.
Ngw&i dung dwoc phép tai file vé trinh duyét hodc xoa file da lay vé server.

A Attachment Log ‘

- Bwéc 6: Phién lam viéc cla Live Response két thuc khi:
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- Thoi gian cda phién hét hiéu lwc: Khi trwdng “Duration” bang thdi gian véi trwong
“Time To Live”.

nhandta.

Remote session list Agent ID: BUEFTHIE

nhandt PC 174 o15:00

Attachment Log

- Nguoi dung cha dong yéu cau déng két néi bang 1énh “close”.

+ SRR

IR Flow - nhandta

Remote session list Agent 0 BOEF TB3EISEECTT626887CCIBBESIFBDEIDCA2ES

nhandua-PC 14:30:31 20/05/2019

PENDING, 4 = RUNNING, 7 = PAUSE)

Attachment Log.

- Khi mét két ndi v&i agent, server thwc hién ping/pong failed trén 3 1an.
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Agent 1D: BOEFTRE9EECTT626887CCOBBG53F BO

‘Attachment Log

- Ngoai ra, ngwdi dung cé thé click nat “+ Add New Remote” dé tao 1 phién live response

mai:

IR Flow i P - nhandid (&

© Response scanario

Add New Remote

~  Attachment Log

3.5.8.2 Response Scenario
- = Chtrc nang Response scenario cung cap kha nang cai dat mét kich ban Response
va thwe hién phan tng trén mot hoac nhiéu Agent.
- Cac buwéc thyee hién chire nang Response Scenario trong IRFlow:
- Buwoc 1: Click tab IRFlow
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3 Search IR Flow

.
e

Q@ OO
BH®

Iaksdf

- Bwéc 2: Click duplicate vao 1 ban ghi trong danh sach cac ban ghi (Iwu y: Chon dung
ban ghi IRFlow ma c6 chira Agent can thwc hién Response Scenario)

3 Search IR Flow

e

Iaksdf

@ 0
BH®

- Lwu y: Dé thuc hién dwoc cac kich ban phan &ng thi ngwdi quan tri phai add s8n cac
Artifact & phan Detection nhw hinh dwéi:
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e | 1030.161.37/%,

EN ~ nhandta

IRFlow Detail - IRFlow_test_2019

TMEUNE ®

Craate IR Flow

B8 reonse

] etecti f Containment

b =i
Original detection

Agent

nhandtd-PC

Alert

unknown nhandta-pC Execution P Hich

Additional detection

Avitfacts

6GoBssIglaypzLka x
c m32\SnippingTool.exe gfaypMbot x
14:42:4024/05/2019 T626B87CCO88653FBD630CE285 CiAusersinhandta\AppData) LocallTemp\procexpsd.exe WIN_EVENT_LOG o 85(gaypQLr x

sion| NetworkList\Profi

17:24:5124/05/2019 BOEFTB3E30EECT 62088 7CCIBS653FBOIDCE2ES

WIN_EVENT_LOG V_BCEWoB89igTaypbcso *

IRFlow Detail - IRFlow_test_2019

€ mrlowtie

LN % 5
Create R Flow
=
il betecion e G mton
& Liveresponse € Response scenario

Containment Integration

‘Add artifacts from detection phase

0 e

Agentlist Choase ONLINE agent in st belorw and click »» button ta adl 1 apply agent list

Agent apply st Click Dieploy buton 10 appty rulefor agent st below

- Buwdc 4: Thwe hién cac ciu hinh chi tiét:

Add action to Artifact

- Click button dé bat dau thém artifacts vao kich ban phan tng.

- Danh sach Artifact hién thij tir tab Detection
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X
Add artifacts to response

[ Artifacts from detection (45 ed B Attifacis added to response

C:\Windows\system32\SnippingTool.exe

» ‘
C:\Windows\regedit.exe ‘_
C:\Users\nhandt4\AppData|Local\Temp\ procexp64.exe

HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\NetworkList\Profile
5\[40344037-3505-4874-804E-75BD40A58C0A ]\ DateLastConnectzd

- Click button |i‘dé chuyén sang phan céc artifact trong kich ban phan &ng

x
Add artifacts to response |

@ Atifacts from detection [ Artifacts added to response

C:\Windows\system32\SnippingTool.exe
C:\Windows\regedit.exe
C:\Users\nhandt4\AppData\Local\Temp\procexp64.exe

HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion| NetworkList|Profile
S\[4034A037-3505-4974-804E- 75BD40A59C0A]\DatelastConnected

- Click Save dé lwu lai danh sach Artifact da chon hoac Cancel dé hiy bé thao tac chon
trén.

O i

orkList|Profiles| 4G34A137-3505-4074-B04E - TSBDADASSCOA] DateLastConnected

- Lwa chon Type cho céc Artifact. H& théng hé tro gan tirng type va action cho tirng
Artifact hodc 1 type/action cho nhiéu Artifact. C6 3 type: File, Process, Registry. M&i
Type lai c6 1 action riéng.

onnected REGISTRY Dalets.

- Sau khi hoan tat phan gan Type va Action, Click B o 1vu va chuyén sang
bwérc tiép hoac Click * ¥ §é tiép tuc thém Artifact.
- Deploy to Agent: Danh sach Agent dugc I3y tir tab Detection

- Tich chon Agent dang online trong List Agent clia IRFlow dé thyc hién chuyén sang
List cac agent thwec hién kich ban phan trng
© oo
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- Click | g& chuyén sang List cac agent c6 thé deploy
- Tich chon Agent dé& Deploy
[ Y-

- Bam nut Deploy

- Sau khi bAm nat Deploy, c6 céc trang thai:

- Deploying

W Agent apply list

- Successed
O oo

- Click vao chi tiét dé& xem két qua trién khai kich ban

Deploy result %
Object Type Action Result
C:\Windows\system32\SnippingTool.exe PROCESS Terminate successed
C:\Windows\regedit.exe PROCESS Suspend Error: Incorrect function.
Ci\Users\nhandt4\AppData\Local\Temp\procexp6d.exe FILE Delete Error: The request is not supported.
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles\{4034A037-350... REGISTRY Delete successed

3.5.9 Close IRFLow
- Doéng IRFLow sau khi d& diéu tra va x& ly xong

- Pé thuce hién close IRFlow click “Close IRFlow” trén man hinh danh sach IRFLow

IR Flow

Search IR Flow

F: * New nha nhar RFlow_2018 o 3
e aksdf o 3

® Closed abc Q 3

e thild1 quequequeque @ 3

. thedut test o 3

tvio R - hu dfdfd @ 3

- Hoac click “Close IRFlow” trén timeline & bat c pha nao trong IRFlow: Detection,
Containment, Investigation, Response
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IRFlow Detail - 2305 testl
& IRFlow it

— ° X X | & commrn |

TIMELINE

Create IR Fiow Containment Tool Deployed Tool Deployed
8 .

I
s

- Néu khi chon close IRFLow ma c6 cac tac vu chwa thwe hién xong nhw: Containment,
Live Response, Response Scenario, Deploy tool... thi sé hién thong bao héi ngudi
dung

IRFlow Detail - 2305 test1
« R

RFlow List

THELNE e < X bad @ Close IRFlow )
Create IR Flow Congainment Tool Deplayed Tool Deployed
g 3 e gy

Original deteetion

Agent %

DESKTOP-EGANUBQ A\ Cannot close IR Flow

alert

o you wa
toa3s 22082018 e nitial Access i ]
ance

Additional detection

agent
DESKTOP-HHN281Q nhandtd-PC X Win7-ConghCa X

Alert

11:00:41 22/05/2018 unknevm nhandtd-PC
oo Pp—— o> x
14:39:29 17/05/2019 unknovwn DESKTOP-HHNZEIQ Execution [ ih ]

- Khi ngwdi dung chon Ok thi s& dong tat ca cac két ndi téi Agent trong Irflow.

- Khi vao IRFLow da closed chi xem dwoc thong tin & 2 tab Detection va Investigation
Result, cac tab khac chirc nang sé bi disable hoac khong hién thj dir liéu.
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§ Tangeh x EOR Poral - RFlow | X I VEDR Portal- EventSe. X | () Containment - Viettel ¢ X | § VEDR-VourCompany X | § NEDR18|DéngRfic: X | § NEDAINIThémepi: X | § NEDR31Thimopi: x | § MEDRZ38IAgentPol X | + - o8 x

10.30.161.37/#

IRFlow Detail - 2305 test] @

& WeowList

TMELNE & o X X
Create IR Flow Containment Taol Deployed Tool Deployed Close IR Flow
e e A
1}- Detection tainme Response

Investigation

2 Deploytoagent

x x VEDR Portsl - Event = X wttei= X | @ VEOR-YourCompany X | R x| RW x x| + - 8 x
A AN e | 103016137/# 8 e
EN ~

IRFlow Detail - 2305 testl @

€ (Flowtin

TIMELINE I’y o X X

Create IR Flow Containment Tool Deployed Tool Deployed Close IR Flow
s P
Containment Response
2 Process Analysss 2 Toos [ investigation result

2

IRFlow is closed

Go to nvestigation Result to view datal
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§ Trong e x EDR Portal - IR Flow [ % VEDR Portal - EventSe. X | ) Contsinment - Viettel | X | @ VEDR-VourCompany % | @ IVEDR-18]BéngiRfic X | § IVEDR311|Thémapis X | § IVEDR312|Thémapi: X | § IVEDR-238)agentPol. X | + - o x
“ > () A Notsecure | 10.30.16137) " i R ds] B e

IRFlow Detail - 2305 test] @
« eoutia

TIMELINE % & pd X
Create IR Fiow Containment Tool Deployed Tool Deployed Clase IR Flaw
g o s
£ cotaom B cone
iy [=i %,
£} Process Analysis Q EventSearch 2 Tools [ imestigation resst
Result
+  DESKTOP-EGANUBQ Success

GetArtifact | Type:FILE  Path: C:\Program Flles\VEDRIVESSve.Exe:

Tools | Autorunsc|13.6200 & o)
GetAdifact | Type:FILE  Path: C:Windows!System32\BackgroundTaskHost.Exe & Q
~ DESKTOP-HHN2B1Q Success
Marked Artifact
v
v
v
v
v

o

3.6 Man hinh Investigation

- Man hinh Investigation gdm mét sé tab nhé la Process Analysis, Event Search, Deploy
Tools. V& mét hoat ddng thi 2 chirc nang nay khéng khac nhiéu so véi trong IRFLow.
C6 1 sb diém khac sé dwoc trinh bay cu thé dusi day

3.6.1 Investigation_Process Analysis
- Chtrc nang cho phép ngudi ding tao két ndi va kiém tra hién trang process dwdi may
ngwoi dung. Trong do:
Process Analysis 1 v © How 10 use this function?

Q ¥k

© DESKTOP-NPLFIRK
e veCs
© Win10x64DRE

® Win7x64-A-3-PC

® Win7x64-A-PC

® phula-ubuntu-18

- Danh sach may ngw&i dung:
+ User dang nhap thudc group root: Hién thj tat c& Agent trong hé théng active < 30
ngay
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+ User dang nhap thudc group default: Hién thj tt cad Agent thudc group default

+ User dang nhap thudc group cha: Hién thj tt cd Agent thudc group cla user dang
login va group con twong rng

+ User dang nhap thudc group mét hoac nhiéu con: Hién thi tat ca Agent thudc group
cua user dang login

- Buwéc 1: Tim kiém va chon Agent két ndi (Lwu y d& dadm bao c6 thé két ndi, danh sach
chi hién thi cac may dang Online)

Choose agent... W

(Q, Searchagent...

® DESKTOP-NPLF9RK (35674DFES40571E950A0FEEFT ...
@ VCS (07DCEC7154AB47371E9595AF52F88E43478F8C...
® Win10x64DRE (F513995917335DEF78C30E3B792ED4...
® Win7x64-A-3-PC (0A58A9926F37E92F7F8ATCICACE...
® Win7x64-A-PC (E7240263DA88051ABBOCD7SE201FD...

@ phula-ubuntu-18 (ED8369ED38DEI94B35E383D227A...

Chon 01 may va click u @8 thuc hién két ndi (két néi c6 thé méat téi da 60 giay)

Win7x64-A-3-PC ~ u
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- Bwéc 2: Xem danh sach tién trinh dang hoat dong tai may nguwoi ding

Process Analysis

WIn7x64-A-3-PC

v u @ Howtouse this function?

N ° .
27/10/2021 10:29:57 00:00:56 Running

<> Refresh

2

Show columns ¥

smss.exe 300

¥ services.exe 516

w svchost exe 644

unsecapp.exe 1620

prevhost exe 3384

shuiexe 5052

WmIPIVSE.exe 2636

Trong do6 giao dién chia lam cac nhém théng tin:

(1) Nhém théng tin lién quan dén két ndi, bao gébm: May dang két néi, thoi gian tao

két ndi, thoi lwong két ni tinh dén hién tai, trang tha két ndi

(2) Nhém thdng tin hé tro tim kiém/lam méi va loc di liéu tai danh sach, bao gém

cac thao tac:
Q

trwd'ng trén danh sach

4+ Refresh

: Cho phép tim kiém theo tr khda cla di¥ liéu dang hién thj trong tat ca cac

: Cho phép lam mé&i di liéu (van gil lai cac diéu kién tim kiém va diéu

kién loc dang st dung, chi |4y di¥ liéu méi nhéat tv may ngudi dung dé hién thi)

Verify signature

: Cho phép bat/tét viéc 14y théng tin chir ky sé cho cac tién

trinh. Trong trwdng hop bat ciu hinh nay, cho phép loc di¥ liéu tién trinh theo

chir ky sb

“ Filter by signature

Select all
Verified
Not verified

Mot available

Céc trang thai chi¥ ky s sé& quy dinh mau cla ban ghi twong (rng
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CRYPTSPdIl C\Windows\system3
GDI32.dll C\Windows\system3
IMM32.DLL C:\Windows\system3
KERNELBASE.dIl  C:\Windows\system3
LPK.dIl C:\Windows\system3
MSCTFdIl C\Windows\system3
NSLdIl C:\Windows\system3
PerfCtrl.dll C:\Program Files\Ajia...
RPCRTA.dIl C:\Windows\system3
USER32.dll C\Windows\system3
UsP10.dll C:\Windows\system3
VESSvC.exe C:\Program Files\Ajia...
advapi32.dll C:\Windows\system3

d0c2fbb6d97416b01

1084aa52ccc324eas..

aa2c08ceB85653b1a0.

da68c291bdef2decoc

d202223587518b13d

c431eafScaalc82cac..

044fed5ffd6ad40e3b

aB8a221af714077ec8...

0611473c1ad9e2d99...

fe70103391a6403%...

2f8b1e3ee3545d3b5.

€381c58f04daesf2az...

6df46d2bd74e3dalb

7eab6c37f0aB45e64

6e972cf624f7c0des ..

83dfd0c119b20aedb...

.21aa4779fc21e7621.

.9db971b866d058adb.

addf850128dc675€6...

a1688a5e6e0f7037c

e11aec935d0a34766.

90afcc2a60350ece27.

f7d219d75037bcosf6...

2a3ec01f3bafe7d7d6

c6510091a2433f918f

2dc945i6f2c4a82189.

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
. Microsoft Corporation

Microsoft Corporation

Microsoft Corporation
Viettel Corporation
..Microsoft Corporation
Microsoft Corporation
. Microsoft Corporation
NAA

..Microsoft Corporation

o Verified: Xanh — c6 chi¥ ky sé va con han .
o Not verified: D6 - khéng c6 chi¥ ky s6 hoac chi¥ ky hét han

(0]

N/A: Trdng — khong tim thay théng tin chir ky sé

Show columns W

z
X

Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Viettel Group
Microsoft Windows
Microsoft Windows
Microsoft Windows
N/A

Microsoft Windows

: Cho phép diéu chinh truong hién thi trén danh séach tién trinh.
T(én danh sach ngoai :[ru’c‘yng “Name” luén ,hién thi co dinh, cac trwd'ng con lai
deu co the tuy chon hién thi hoac khéng hién thi.

Q, search field...

(< J < < T < O <
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PID

Path

User name
Command line

Signature

Company name

Product name

File version

Parent process path
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(3) Danh séach tién trinh, hién thj dir liéu tién trinh hién tai trén may nguoi ding voi
cac trwong thong tin da chon trong phan Show column.Tai moi ban ghi, click dup
dé xem chi tiét tién trinh

i Process detail s X

< Key handles

Q, Typeto search... Q L2 ©» View all artifacts (10)
Path Action
\REGISTRY\USER\.DEFAULT\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\REGISTRY\USER\.DEFAULT\Control Panel\International
\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\WinSock2\Parameters\Protocol_Catalog9
\REGISTRY\MACHINE\SYSTEM\ControlSet001\services\WinSock2\Parameters\NameSpace_Catalogs

[ \REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\SESSION MANAGER

[ \REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\NIs\Sorting\Versions

I \REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
I \REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags

I \REGISTRYAMACHINE

9 results
Chi tiét tjén trinh dwoc chia thanh cac tabs, véi méi tab, danh séch théng tin twong rng
duwoc hién thi.
- Buwéc 3: Marking artifact.
Twong ty nhw chirc nang Process Analysis trong IRFlow & man hinh nay cling cung
cp viéc danh dau céac artifact dé phuc vu cho viéc diéu tra.

Nguwdi dung cé thé chon tién trinh tlr ngoai danh sach dé mark
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SYSTEM

SYSTEM

SYSTEM

SYSTEM

Hoac mark cac dbi twong kha nghi trong chi tiét tién trinh

Path

\REGISTRY\USER\S-1-5-21-3040336984-4152371306-1276221334-1000_CLASSES
\REGISTRY\USER\S-1-5-21-3949336984-4152371306-1276221334-1000
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\SESSION MANAGER

\REGISTRY\MACHINE\SYSTEM\ControlSet001\Control\NIs\Sorting\Versions

\SystemRool\System3z\smss.exe

E\syslem3z\services exe

tem

\unsecapp.e.. N/A

NiA A

€ (914, N/A

ibedding N/A

Action

W

T \REGISTRY\AMACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\image File Execution Options

T \REGISTRY\MACHINE

V&i méi dbi twong dwoc chon, lya chon “Mark with edit” — danh dau truc tiép noi

dung hién tai
|

CAWindows\system32\Dwm.exe

C:AWindows\System32\dwm.exe

CAWindows\System32\svchost.exe
f

T

Hodc nguoi diing c6 thé chinh stra ndi dung dbi twong truwée khi danh dau

/
C\Windows\system32\Dwm.exe

CAWindows\System32\dwm.exe

Edit and mark artifact G H
J

CAWindows\System32\svchost.exe

©» View all artifacts (10)

- Sau khi danh dau, cé thé xem lai danh sach bang céach click

Lwu y button nay chi hién thj khi c6 it nhat 01 artifact dwoc danh dau.
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Marked Artifact

Time

27/10/2021 11:08:53

27/10/2021 11:08:54

27/10/2021 11:08:56

27/10/2021 11:08:58

27/10/2021 11:00:01

27/10/2021 11:0905

10 results

Agent ID Object

0A58A9926F37E92F7FBA7CICACEBFC304DCH40FE
0AS58A9926F37E92F7FBA7CICACEBFC304DC540FE
0A58A9926F37E92F7FBA7CICACEBFC304DCH40FE
0ASBAS926F37E92F7FBAYCICACEBFC304DCH40FE
0ASBAGO26F37EG2F7FBATCACACEBFC304DC540FE

NASRAGO?6F37FO?F7FRATCACACFAFCANANCAANFF

- Buwéc 4: Thém artifact vao IRFLow

CAWindows\System32\services.exe
C:\Program Files\Ajiant\VESSvc.exe
C:\Program Files\Ajiant\autoscan\VESAuto.
C:\Program Files\Ajiant\WESUpdater.exe

C:\Program Files\Ajiant\propre\VESProPre..

CAPronram Files\Aliant\nronre\RI S\Senuri

From

PROCESS_ANALYSIS

PROCESS_ANALYSIS

PROCESS_ANALYSIS

PROCESS_ANALYSIS

PROCESS_ANALYSIS

PROCFSS ANAIYSIS

Reference

83A5DAAD

83ASDAAD

83A5DAAD

83A5DAAD

83ASDAAD

A3ARNAAD

Action

Trén tab Marked artifact, click “Add to IRFLow” trén 1 ban ghi ho&c chon nhiéu artifact
& ché dd multi select va click “Add to IRFLow”

Marked Artifact

Selected 2 artifact(s)|

e

Time

27/10/2021 11:08:53

27/10/2021 11:08:54

27/10/2021 11:08:56

27/10/2021 11:08:58

o Add to IR Flow | Clear selection

Xsls

Xsls

Agent ID

Jsis

0A58A0926F37E92F7FBA7CICACEBFC304DC540FE
0A58A0926F37E92F7FBA7CICACEBFC304DC540FE
0A58A9926F37E92F7FBA7CACACEBFC304DC540FE

0A58A0926F37E92F7FBA7COCACEBFC304DC540FE

Q Search IR Flow...

Quannv_test

Centos637

tesst host key

i Qliennt_router2

liennt_routerl

; Add to new IR Flow
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(1) Danh sach IRFlow da tao san:

+ User dang nhap thudc group root: Hién thj tit ca IRFlow trong hé théng

+ User dang nhap thudc group default: Hién thj tit cd IRFlow dwoc assign cho user
dang login

+ User dang nhap thudc group cha: Hién thj tat ca IRFlow dwoc assign cho user dang
login va céc user thudc group con twong wng

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tat ca IRFlow dwoc assign
cho user dang login

Add to IR Flow X

IR Flow name Centos637

Ass gnee(s) root

Mote (optiona - may that

List of artifacts
W CAWindows\System32\services.exe

C:\Program Files\Ajiant\VESSvc.exe

Cancel

LI A LY AT LIS IR ULULIR Y CAT ArTarnn L R TR

- Danh ségf‘\";ssigned to khi tao méi 1 IRFlow
+ User dang nhap thudc group root: Hién thj tat ca tén User trong hé thdng
+ User dang nhap thudc group default: Hién thi tén User dang login
+ User dang nhap thudc group cha: Hién thj tit ca tén User thudc group con cla user
dang login va user dang login

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tén User dang login

- Néu chon dé add vao 1 IRFlow da tdn tai thi khi chuyén dén man hinh Detection artifact
do sé& dwoc thém vao phan Additional detection

- Néu chon dé add vao 1 IRFlow méi thi khi chuyén d&n man hinh Detection artifact d6
sé dwoc thém vao phan Original detection

Viettel Cyber Security

Page |
Keangnam Building - Landmark 72, Pharn Hung st., Nam Tu Liem dist., Hanoi 101
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

T 2SO unkaown DESKTOP-EGANUEQ it accass D

Additional detection

agent

DESKTOPHHNZBIQ  mhandtdFC X WinT-ConghCy X

+ D liéu artifacts s& khong bi mat di néu chuyén két néi dén cac may khac nhau hodc
khi may hién tai mat két ndi, truéng hop ngudi dung tai lai trang hodc diéu hwéng dén
trang khac, hé théng yéu cau xac nhan:

Reload site?

Changes you made may not be saved,

Reload Cancel

3.6.2 Investigation_Event Search
3.6.2.1 Tim kiém Event
- Chtrc nang nay twong tw trong Event Search ctia IRFLow:

- Bwéc 1: Nhap cau query >Chon khoang thi gian > Click Search
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Event Search

[ varkedamtact
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4 renuts < P
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sa0
o
w00 1200418 19,00 13104733 - 00 LAOMIE.  CTODINOMTI- 180 INUAIS- 0200180418 o700 1Ine - 1900 1/0n8
Tetea o el taae PR o et A A G e frr st A iata
Pramp— B4nD8AGDEL3ZE : [— Sventiog
SE4ABOF 26 3284 DDRAODE1123 ases haipy-PC.
sedsso 32B4DDRAIDB132 4 haigPC
ESBADDIIDGLIZ ass
= : . w3AM
mAae ® 0 % @ ¥ 6 ® » B 9 L - F D me SO g

e | 103006137/

Event Search
[ varkad arstact

Searchlog e

Aresults | 10MANIS0NITAS - 1WOI0IE 0AAE e graph &
i
1c|
s . .
—
[l
0527 18/04/15 - 09:25 180419 - 09:29 1E/O413 - O 0931 18/0415 - 0932180419 0333 IBOAIS - 0334 LBOAAS - 0905 IS/0413- 0536 1E/4IS P e — 15
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Event Search

- Buwéc 1: Thwe hién tim kiém nhw phan Tim kiém event

- Buwdc 2: Biéu dd hién thi théng ké theo khodng théi gian tim kiém. Cach phan chia cac
khodng th&i gian twong (ng véi cac cot trén biéu dé nhw sau:
+ Théng ké >= 90 ngay, chia 30 khoang théng ké
+ Théng ké events trong 60 ngay gan day, thi chia thanh 20 khoang, méi khoang théng
ké so event trong 3 ngay
+ Théng ké 30 ngay, chia 15 khoang, méi khoang 2 ngay
+ Théng ké 7 ngay, chia 14 khoang, méi khoang 12 gi¢y
+ Théng ké 1 ngay, chia thanh 24 khoang, méi khoang 1 gi&
+ Théng ké 12 gi®, chia 12 khodng, méi khoang 1 gi¢y
+ Théng ké 6 gi®, chia 12 khoang, méi khodng 30 phut
+ Théng ké 1 gi®, chia thanh 12 khodng, méi khoang 5 phut
+ Théng ké 30 phut, chia 15 khoang, méi khoang 2 phut
+ Dwi 30 phut, chia thanh cac khoang thdi gian 1 phat
- Khi hover vao méi cét sé hién thi Khodng thdi gian va sé lwong ban ghi tim kiém duoc
trong khoang thoi gian dé.
- Lwu y: Cac méc thoi gian trén chart 1a cac thoi diém tinh tron theo ngay/gie/phit cho
phu hop khoéng thdi gian thdng ké dai hay ngan.
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3.6.2.3 X ly Event
Xem théng tin chi tiét event: click dup vao 1 ban ghi ho&c hover vao 1 ban ghi va click

icon Xem chi tiét

!>

- Marking artifact: Hover vao 1 ban ghi va chon “Marking artifact”

1

Marking artifact R,

- Lwa chon path va click “Accept”

+

< > R A Notsecure | 103016137/

Event Search
[ Marked Artface

Search Log

| H B § |
A R e T S Al N R A I A o
= View column -
|
SHIECRE2E 558205 7SASABBD00L8385550CD408 TN L
931ECFE2E8SS; ABEDO01183B5590CD408 i I
931ECFA2E6556295T9AABEDOD118385380CD408 |: R AEANOUTE DX 2 |
931ECFA2E8S56205TOAABEDOD11838S590C0408 I
931ECFE2E655620579A8AB60001183B85590C0408 L
O31ECRAIEESS295 SABABBO0O118385300C008
931ECFE2E655629579A6ABED0011838559DC0408
SBIECFEZERS5825575A8ABSD001LE3BSSHDCDA08
SBIECREZEESS8295ToAGABBDODLLETBSS9DCDA08 - — — —
mage ® - L ® » B O L @@ D606 iy W

Hinh 2: Investigation/Event Search_Marking artifact
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- Chon IRFlow va add artifact d6 vao Irflow

x4 - 8 X

= | 1030161374

Event Search

Q Event Search

1 resuitfs

18/0412010

Ciwindows|Systema2\ ROUTE EXE wi

cwbrisl X 5 VEDRFortal-Process Anslyss X | {) Investigabon - Viehe Endpomt | X aoy JRA % | @ [VEDR-31 Actiact Making - Yoo X | @ VEDR-601 Process Anabyis Yo X | - o %

&« D AN 103016137,

Original detection

agent

DESKTOP-EGANUBQ

Hert

DESKTOP-£GANUBQ i cess Chicn
Additional detection
Agent
DESKTOPHHNZBIQ  nhandWFC X VANT-Canghce X
Nert
110841 22/05/2018 nhandta PC Ececutio Chin 3 x
sarisa /0s/a018 ra_group vanT-canghcs sl Access Ui x
128 17/05/2018 unknown DESKTOR-HHNZBIQ Execution Chin x
Aritfacts
x
C\Windews|Systemaz\w hPC1EGoH x
1mzaszas 018 CiProgram Files VEDRVESConnectionanagerexe PROCESS_ANALYSIS = x
17:12:26 24/05/2018 [= ows|system3Z\ KERNELIZ.DLL PROCESS_ANALYSIS x

- Twong tw chirc ndng Process Analysis ciing c6 1 s6 lwu y:
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+ Néu thwe hién chuyén tab gitra Event Search va Marked artifact thi di li&u man
Marked artifact s& khdng bi mét di

+ Néu thuee hién chuyén sang tab I&n: Alert, IRFlow, Response, Setting thi d@ liéu man
Marked artifact s& bj mét di

3.6.3 Investigation_Deploy Tools

3.6.3.1 Tool Management

Muc dich: quan ly toan b tool ctia hé théng, nguoi str dung c6 thé thém/xda tool &
man hinh nay. Cac tinh ndng & man hinh nay gém co:

+ Hién thi danh séch tool cling cac théng tin chi tiét cta tool: Tén, Parameter, Version,
Architecture, Upload User, Platform, ma Hash.

+ Tim kiém tool: Tim kiém theo nhiéu tiéu chi nhw All (toan bé cac trwong div liéu),
theo Name (tén tool), Tool ID, Version, SHA1, Upload User, Platform.

+ Upload tool: upload tool chay trén agent Windows va Linux c6 dung lwong téi da
10MB

Xoba tool

V@i tinh nang Upload tool thao tac theo cac buwéc sau:

Click vao “Upload tool” > Chon dwéng dan dén tool can upload hodc kéo tha tool vao
giao dién > Nhap thdng tin vao popup Tool info > click “Upload tool”
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58 boare - Agile X | 4 Test Manager

forJIRA-Yeu: X | 4 Test Managem,

% | [ AmaNT

% | 38 Test Design - o

< > () A Notsecure | 1030161378 ssttingss

fl AnanT

Deploy Tools D Guide line

[% Deploytool [ Result

Tools 56 resuitfs) a a A v 1 uplead Teel x

Listdlls
Parameter : EXFESTFTRRY
ver:32000
Architcture: /A
2018/12/28 15:13:58 by : root x
Toalinfo

autorunsc h ListSarvice
Parameter | EENETIEY Farameters

Ver:13.620.0 Ver: 100

ous

Tinux_sleep_30s.sh

Paramet

B ; e Mame e sl 3000 18

- Parameter
2he Architecture : N/A o

O 209113 emeabyron

ot 3
Parameter:fl

Architecture : HJi
2019/11/13 14:35:51 by : root

Architecture : N/A 2 o2 ture : N/A
2019/11/14 17:34:30 by : o0t o 2019/11/15 15741 by : root
Test_Tool_2_32bit.exe Test_Tool_3_32bit.exe hello_word bat

Q rerametn | Q Parameter {EI B e
veri 10 ver: 10 Vi1

4 Architecture : N/A 2 Architecture : /A RN Aschitecture : N/A

©  sowppsiesrsabyies 2019/11/15 1455815 by s raat D coisomueeby: oo

Test_Tool_4.exe
Paameter:]

Test_Tool_3abit_a0s_2.exe
Parameter:

Test_Tool 32bit_50s_Zexe
Parameter :

X | @ TestMansgementior . x | &

Mansgementfor | X | € Test Maragementfor | X [ A

x [ ANANT- R Fiow Detsd X | 3¢ TestDesign - ahamt-1 X | G MelenseE8RNTRIV

10.30.161.37/#/settings/group/it_department o

AJIANT
Deploy Tools B cuide ne
‘Tools Management 5 Deploytoal Result
@ & A
Tools 57 reay a ' EEE]  vrosenea x

Listdlls autorunsc n  ListService
[N ccepieuls - Parameter .
Vers 3. Ver: 138200
Architecture : H/A =
2018/12/28 15:13:58 by : 2018/12/28 15:14:53 by : raat f i 2 ro0t

timux_sleep_305.5h
03725 15:5841

2020,

198

Test_Tool_1.exe
Paameter:(]

Test_Tool_2.exe
Parameter: |

BY

Architecture : N/A
2019/11/13 1433407 by : ot

(=]
i
=]

(=]

Bash_Linux_2.sh

W Test_Tool Linux 1 n  TestTool_Linue 2 ==
<] pmeter:fl Ca Parameter:f|
ver: Lo
24 Architecture &
£ 2019/11/13 14:36:05 by : raat s i 2 100t
~ Test_Toolz s
= Parameter -
Ver: 10
2B 2u8
Architecture:
o 2015/11/14 17:4029 by : oot o y:root
— Test_Tool_1_32bit.exe —
Parameter:
o Architecture : N/A el
o 2015/11/15 14:58:15 by : root L] yiroot

Test_Tool_d.exe n  Test_Tool_32bit_40s_2.exe
Paramet Farameter:

Test_Tool_32bit_50s_z.exe
Parameter:

Iz
e

3.6.3.2 Deploy tool
- Cac thao tac twong tw chirc nang Deploy tool trong IRFlow & muc 3.4.4.3
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Tuy nhién c6 1 sé diém khac nhw sau:

+ User dang nhap thudc group root: Hién thj tat cd Agent trong hé thdng active < 30
ngay

+ User dang nhap thudc group default: Hién thj tt cad Agent thudc group default

+ User dang nhap thudc group cha: Hién thj tt c& Agent thudc group cla user dang
login va group con twong &rng

+ User dang nhap thudc group mét hodc nhiéu con: Hién thij tat ca Agent thudc group
cla user dang login

- Cob thé loc cac agent dang online sau d6 tim kiém agent

& VEDRBosrd - Agile X | € Testhlamsgement! X | 4 TestMansgement | X | 4 TestMansgement | % AJANT - DeployT: % [ AUANT-IFiowD: % | 3§ TestDesign- aant % | (9 [eleaselBBANTI] % | & Downloads % | 3 VCS-atantPorta - x| - o x

D AN ure | 10.30.161.37/8/¢ L E @ B o6 L

- ool
Tool: Agents Q
Y h g Y Y
! Add ool
1] istSarvice |VLOO A | V13820 Listdlls | ¥3.20.0,
o .
[} offine
[ 2] Offine
o o
(2] ot
(2] Listdls | v3.20.0.0 offine
[} oft
n o
o Ustdls | V32000 Testscriptiinue 03.5h | V256 Test Tool 40s 2.Exe |V Logonsessions.bxe |Vs  CFF Explorerixe | V1
oo @ oni

Q off
[ 2] Offine
o o
(2] oftir
[} o
(=] oft
(=] o
a Ustservice2 VL1  UistService | VL0  Procespexe | V6 Test_Tool 405 2.6 | V1 offine
o ofting

,,,,,,,, -~ .

AR OEOET Y B e

- Sau khi Iya chon tool va agent d& deploy kiém tra két qua trén tab Result. &’ man hinh
nay ciing cé thé xem két qua chay tool dwdi agent hodc download duwoc két qua vé
may local twong tw giébng trong IRFLow
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% | (D [RelesselmBXNTK] X

Dernioads be]

& VEDRbosrd - Agil X | € TestMansgement ! X | € TestMansgement! X | € TestMansgement! X (1]

« 10.30:161.37/#/deploy_tooltcol
Ul Anal
Deploy Tools =]
£ Tools Management [% Deplaytool (] Result
© vt sele o«
Tools Agents Q
v v ¥
Q =
o Ustdlls | v3.20.00  Testscriptiinue 03.5h | V256 Test Tool 40s 2.6we [ V1 Logonsessions.xe |vS  CFF Explorertxe | vi
aline
~  windows ListService View mare
o aumorunsc | vizsz Test_Tool aes 2.bxe | V1 Listservice | Procexp.bie Vs Test_Tool_Linux_1 | v1o
. ® Online
autoruse Test_Tool_4.Exe V10 view
Autorunse | V138200 ProcespExe |VS  Test Tool d0s 2fxe |V1  Listerviee | V10O  ConfigReaderExe | vi0
THANHLN-PC (=] ® Onling
P Uistdlls | V32000 View mors
THILDL-PC Ll Test_Tool 405 2.6xe | V1 Listdlls | V32000 ListServics | v1.0.0 ® Online

© VEDR bosd - Agile X | € Test Marsgement | X | € TestManagement | X | € Test Management | X % | () [eleaselBEXNT] X | & Downoads x x| + - o %
« [ ure | 10.30.161.37/#/deploy_tootaals™ 2] B 06 L
Al Anal N ]
Deploy Tools 0 cuidel
Tools Result 279 resultiy]
A Mutorunse Agents 1 Success (1/1
TME v Hostname Y sats ¥ AcTioN
17:1525/03/2020 WinT-32bit-PC . &0
v Autorunse Agents Success (1
v Autorunsc Agents (1 Success
v listservice Agents (1 Success
v Autorunse Agents Success (1/1
v Autorunsc Agents (1

v ListService Ager Success

v Autorunse Agents (1

v Autorunsc Agants (1

v Autorunsc

v Test_Toal 405 2.Exe Agents (1

Sleep_105_linuox5h agents (1
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3.7 Man hinh Response

3.7.1 Response_Live Response

Muc dich: Chirc néng Live response cung cap kha nang xt ly mét tap cac command
tr xa theo phién lam viéc nhdm cho biét cac thdng tin hodc x& ly yéu cau trén host.

Cac buwéc thye hién chire nang Live Response:

Buwadrc 1: Click tab Response va chon Live Response

Attachment Log

Buwéc 2: Thyc hién tao méi 1 phién live response

Chon Agent: Hién thj danh sach céac agent:

+ User dang nhap thudc group root: Hién thj tat c& Agent trong hé théng active < 30
ngay

+ User dang nhap thudc group default: Hién thj tt cad Agent thudc group default

+ User dang nhap thudc group cha: Hién thj tt c& Agent thudc group cla user dang
login va group con twong (rng

+ User dang nhap thudc group mét hodc nhiéu con: Hién thi tat ca Agent thudc group
cua user dang login

Nguw&i dung chi thie hién dwoc Live Response véi nhirtng agent dang co trang thai
online ().
+ Chon Time: c6 cac khoang thoi gian 5 phat, 15 phat, 1 gio, 3 gio.
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+ Click nat “Start Live Response’

Live Response

@ AttachmentLog

- Buwéc 3: Chd 1 phit dé hé théng thwe hién két ndi toi agent, trang thai hé théng la
“connecting”:

EN ~ nhandt4 (&)~

Live Response

Agent: nhandtd-PC[BOEFTBIEIS)

Duration
3h

& Attachment Log

- Buwéc 4: Khi két ndi thanh céng, ngwdi dung dugc phép thuc hién cac lénh & man hinh
console va trang thai cta phién Live response “running”.

- Lwu y: M&i agent tai mot thei diém chi co 1 phién Live response lam viéc.
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EN ~ nhandi4 (&1 -

Live Response

& Attachment Log

Time to live:
3h

- Nguwoi dung c6 thé thye hién cac 1énh tai man hinh console nhu sau:

STT | Céac lénh Tham sé M6 ta
1 cd cd <dirpath> Thay d6i thw muc lam viéc hién tai
2 cd.. hodc cd .. Chuyén vé thv muc cha
3 pwd In thw muc hién th&i dang lam viéc
4 dir Liét ké cac file/ cac thw muc con
trong thw muc hién thoi
5 delete delete —file <path> Xoa 1 file
vi du:
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath> Xdéa 1 thu muc
vi du:
delete -folder temp\axvers
delete —all <folderpath> X6a tat ca cac file/ thw muc con
vi du: trong thw muc (nhwng khdng x6a
delete —all c:\temp thw muc)
6 viewfile <filepath><sizeinbytes> Hién thi dir liéu trong file (gi¢i han
kich thuéc file)
7 get <filepath> Upload 1 file ttr host 1én server
8 put <url><folderpath> Download 1 file t&i may host
9 mkdir <dir name> Tao 1 thw muc
10 |reg CAc |&nh lién quan dén Registry
query <keyname> -v Truy van di liéu value cia 1 key
<valuename>
vi du:
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reg -query
"HKLM\Software\abc xyz" -v
"run path"
query <keyname> -s Truy van tat ca cac subkey va value
vi du: va data
reg -query
"HKLM\Software\abc xyz" -s
add <keyname> Thém 1 key
vi du:
reg -add "HKLM\software\abc
xyz"
add <keyname> -v Thém 1 value
<valuename> -t <type> -d
<data>
vi du:
reg -add "HKLM\software\abc
Xyz" -v "run path" -t REG_SZ -
d "c:\temp\bin.exe"
delete <keyname> X6a 1 key va tat ca cac subkey va
vi du: value
reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test
delete <keyname> -v Xoa 1 gia tri cua key
<valuename>
import <filename> Import 1 file .reg
export <keyname> <filename> | Export 1 file .reg
11 process CAc |&nh lién quan dén process
-t <processid> Tat 1 tién trinh dang chay theo ID
tién trinh
-S <processid> Tam dirng 1 tién trinh
-r <processid> Hoi phuc lai 1 tién trinh da bi tam
dirng trede dé
-l -a Liét ké toan bd cac process cua tat
ca cac user
-l -u <username> Liét ké cac process cla 1 user
12 service Céc lénh lién quan dén service
-query Liét ké cac service dang chay trén
may host
-start <servicename> Start 1 service
-stop <servicename> Stop 1 service
13 | user -list Liét ké cac user trén may
-sid<username> LAy sid cla username
14 | cls X6a man hinh console
15 | help Lénh help
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- Motsd lwu y khi lam viéc v&i cac 1énh trén man hinh console:
+ Lénh Clear: Sau khi thuc hién I&nh clear thi hé théng sé hé tro ngwdi ding download
toan bd log da thwe hién trén man hinh console truwéc ddy, bang thao tac click vao link
“here”
+ Lénh get <filepath>: vi du: get procexp.exe trong man hinh console thi két qua lay
file vé dwoc hién thi @ man hinh Attachment Log & phia dwéi goc bén phai ctia man
hinh. Ngui dung duwgc phép tai file vé trinh duyét hodc xda file da lay vé server.

x4

nhandts

ve Response

Countdown
ozseas

7 AttachmentLog

- Buwéc 6: Phién lam viéc cla Live Response két thic khi:
+ Thoi gian cha phién hét hiéu lwc: Khi trwdng “Duration” bang thdi gian véi trudng

“Time To Live”.
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Live Response )

Time to live
s5m

+ Ngwoi dung chi déng yéu cau dong két néi bang Iénh “close”

+ Khi mat két ndi v&i agent, server thuc hién ping/pong failed trén 3 1an.

Live Respanse

& AmachmentLog

3.8 Man hinh Setting

3.8.1 Agent Management
- Chtrc nang Agent Management hé tro' ngwdi quan tri quan ly cac agent da cai dat bao
gom:

+ Xem danh s&ch cac agent va cac thdng tin chung
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+ Xem chi tiét ctia Agent

+ Chon nhanh céc agent va thiét 1ap mot sb cai dat (policy, update group)

13750 VeOR Portal M Pow Dol X | 2 VEDR Pora - Agent Managerc x| 1 VEDR Pora - Agent Mansgerme X |

&« > () A Notsecure | 10.30.161.37) WHyeVNS b z e L 2T @ e L

Agent Management

E 8Bk ok R)E

- Hé théng hé tro thwe hién cac tinh nang:
1- Xem danh sach cac agent da dwoc cai dat trén hé théng:
+ User dang nhap thudc group root: Hién thj tat c& Agent trong hé théng active < 30
ngay
+ User dang nhap thudc group default: Hién thj tt cad Agent thudc group default
+ User dang nhap thudc group cha: Hién thj tht c& Agent thudc group cla user dang
login va group con twong ng
+ User dang nhap thudc group mét hoac nhiéu con: Hién thi tat cad Agent thudc group
clia user dang login
+ M6i agent dwoc hién thi cac théng tin chung gdm: Name, Status, Group, Update
Group, Last Ping, First Ping, DNS, Policy, AgentlD, PlatForm, PlatForm Version,
Architecture, DNS, Version.
2 - Hb tro chirc nang tim kiém Agent theo AgentID, ComputerName, OS, Architecture,
Platform, Policy, IPDCN, Online, Update Group, Group ID, IP, Mac, Version. V&i moi

[ P
— — ~
) ot ’ .

tiéu chi tim kiém thi hd tro’ cac toan t& tim kiém
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VEDR Portal - RFlowDeal X

X VEDR Forial - Agent Manageme: X |+ - 8 x

* () A Notsecure | 10.30.16137/#/sett 3 " a

nhandt4

Agent Management

| - @

@  agentio sgenein
o Computeriame -
-
@ Platterm
Nhandte.pC offine o_group 1a/03/ame 130522 192168111 ample
Chuysonienel0s Heo_group 200471019 1658248 A
RESKIOP-HHI810 oftine io_group 05/11/2018 142148 ample
HERPT o_group 01/04/2018 171343 ample
ThanhingicualBas offine eo_group 13/03/2018 183007 A
\TxePC eo_group 28/01/2018 0457:35 ample
Chuysani ieeI0s Test offine eo_group 20/04/1019 153841 A
ThanhingicualBes e _group /03208 20148 A
DESKTOP ACHPVCE offine Ho_group Release 05/11/2018 1082ut6
Haipe?C om No_group Release 13/03/2018 1150106
DESKTOPIBOSIAR offine Ho_group Release 12702018 18:2
Thanhio-pe om No_group Release 19 133053
DESKTOP. VS22 offine No_group Release 19/02/2018 160027
DESKTOPINLS4DD om No_group Release 19 105315
ANMTHANHING Offine Ho_group 200172019 044508
I0-CONGNCS om No_group Release 0871172018 10:55:45
ANM-HIEUPCE Offine Ho_group Release 19/01/2018 045218 1684222

- Vidu vé cac cau tim kiém:

z Y
A

Tim kiém vé&i diéu kién “="

——— - B

1 resuis) L

ANM-NHAND: Offine No_group e 1/12/2018 103710 1921654222

Tim kiém v6i didu kign “1="

Agent Management

34 resuitfs View colu v
DESKTOP.£GANUEQ  Orline Ho_group Ralease 4/08/2018 10242243 17/04/2019 10:16:46 192.166.4.222,192.168.4.111 test_sampla
‘Thanhin® Virualfox Offline Ho_group Test 2470512019 017 110312018 14:30:07 102.168.4.222,192.168.4.111 A
handta-pC offine Ho_group 1370372018 13:05:22 182 1684211
nhing-virtualbox offime Ho_group Test 13/03/2015 05:01:48 192.166.4.222,192.168.4.111 WA
ThanhlN-EC Offline Ho_group 13/03/2019 13:30:45 192.166.4.222,192.168.4.111 test_sample

offine Ho_grow 250372018 17:38:14 1921681202 s sample
ofine Ho_grovn Relnase 2210472015 16:56:40 192.168.4.222,192.168.4.111 A

DESKTOR iHAZEID offine Ho_groun Release 2018 142145 192.168.4.111,15; test_sample

HaipePC oftine Ho_growp Release oL0472018 171143 192168252 mple

W74 PE ofine Ho_groun Reloaze 2901 3 1921684322 test_sample
" offine Ho_groun Release 192.168.4222,15; A

offine Ho_growp Relzsse w2168112 s sample

offine Ho_group Releaze 192168252 test_sample

offine Ho_group Release 152.168.4.222,152 1884111 test_sample
offine Ho_growp Relzsse 192.168.4222,192 1684111 A

offine Ho_groun Release 192 188.4.11,192.188.422 test_sample

offine Ho_group Release 20272019 1053 1921684111 test_sample

offine Ho_growe Test 2900172019 0434508 192168422 s sample

A0 CONGNCS Ho_group Release 081172018 10:55:48 1821881202 test_sample

4 offine Ho_group Reloase 1o/ /209 85119 192.1684.111,15 tost_sample

Tim kiém voi didu kién “~”
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Agent Management

6 re: w colum =
=} a
. )
Tim kiém theo tiéu chi két hop AND
* G A Notsecure | 10.30.161.37/%/sen - 175 X W h 2uQ e =
EN ~ nhandtd 2 -
2 resutt]s) -

Tim kiém theo tiéu chi két hop OR

14 resuns) umn =
DESKTOP-EGANUBG ® Online No_group 77042019 10:16:48 test_sample Microsaft Windon
ESKTOP-HHNZBIO Offine No_group Release 015 14:21:48 test_sample Microsaft Windor
DESKTOP-6CEPYCE offine No_group Release 05/11/2018 14:42:16 test_sample Microsoft windon
DESKTOP-UBOEHAR Offtine No_group Release 12/03/2018 18:35:01 test_sample Microsaft Window
DESKTOP-JIVS222 offine No_group Release 9 160927 21684222 test_sample Microsoft Windows 10 Pro
ANMTHANHLNS Offine No_group Test 29/01/2018 04:45:08 1884222,192.1684111  test_sample Microsft Windows 10 Enterprise
WINIO.CONGNCS Offine No_group Relesse 08/11/2018 10:55:46 81282 test_sample Microsoft Windows 10 Pro
ANM-HIEUPCE Offine No_group Release 19/01/2018 03:45:19 21884.111,192.168.4222  test_sample Microsoft Windows
ANM-NHANDT4 Offine No_group Test 1211212016 08:06:04 1921684222 test_sample Microsoft Window
ANM-CONGNCD offine No_group Aipha 3011112018 16:13:13 8.4.222,152.1684111  test_sample Microsaft Windows 10 Pra
Offine No_group 3011112018 18:12:38 1921684222,152. 1684111 test_sample Microsoft Windows 10 Entarpri
offine 2018 1404126 8.4.111,152.168 Microsoft Windaws 10 Pra

Offiine 112018 17:11:18 BEBAAEAL Microsaft

ANM-CONGNCE Offiine NiA N/A Y

A Microsaft

- 3-Chon nhanh 1 agent/ 1 nhém céac agent dé thiét 1ap Policy
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M alanT

Agent Management

3 N FirstPing 2 LastPing & a

33 resultls) & Vies

Select

3] | SetPolicy | Mowiogoup | Setupdategrowp Cancel

: Fous PG e - a
a LET 41 Offline Test_scan_ip Test 22/05/2020 15:46:14 15/05/2020 17:38:55 10.61.188.2 Agent Performance
a ThanhLN3-PC Offline Liennt_groupl Alpha 25/05/2020 15:05:57 21/03/2019 13:31:53 10.61.188.2 bls_test
B Hugvec Offline Test_scan_ip Test 25/05/2020 14:40:55 31/01/202017:23:18 10.61.188.2 Agent Performance
Win7.32bit-PC Offline Test_scan_ip Test_ping 11/05/2020 10:41:10 22/04/2020 17:00:46 10.61.188.2 huyhv-2211
WIN-MMSS6VNPOSD Offline Liennt_groupa.1 Release 07/05/2020 09:56:40 07/05/2020 09:39:04 10611882 [y
Chuy Offline Default Release 18/05/2020 13:31:13 18/05/2020 11:16:38 10.61.188.2 default
DESKTOP-BGHEQIG Offline Default Alpha 07/05/2020 14:28:53 24/07/2019 13:44:07 10.61.186.2 full_features
DESKTOP-LRTTO4L Offline Anm Release 22/05/2020 17:23:55 17/01/2020 18:3%:40 10.61.188.2 huyhv_15.01 ProPre
LignNT-TestPC Offline Liennt_groupl.1 Release 25/05/2020 14:30:29 21/05/2020 11:42:22 10.61.188.2 [y
Ubuntul8xédchuyennt Offline Default Beta 18/05/2020 15:32:16 29/10/2019 10:50:34 10.61.188.2 Agent Performance
WIN-OH33SL4BERI Offline Test_scan_ip Beta 19/05/2020 15:20:57 17/12/2019 13:36:53 10.61.188.3 hieuped
Win7-32bit-PC Offline Test_scan_ip Test 08/05/2020 18:17:53 25/02/2020 17:38:33 10.61.188.2 Agent Performance
Ubuntuhypery-Virtual-Machine Offline Default Release 06/05/2020 10:50:39 25/02/2020 17:03:22 10.61.188.2 test
ThanhiN-PC Offline Default Test 18/05/2020 13:29:01 13/03/2019 13:30:45 10.61.188.2 Agent Performance
Localhost ocaldomain offine Test_scon_ip Release 21/042020 182828 o1/04/2020 143838 t0st1s32 contos
DESKTOP-EGANUBQ @ Online Test_scan_ip Test 25/05/2020 15:30:51 08/05/2020 22:16:52 10.61.188.2 full_features
DESKTOP-315SAGT Offline Liennt_group1.1 Release 2 12020 14:38:40 19/08/2019 17:18:19 10.61.188.3 huyhv_15.01.ProPre
+ Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected
+ Thwc hién Set Policy
lected (1] Set Policy
up
Whand test_sample ~ | 3Zrouf
e =
Thanh Zrouf
+ Két qua sau khi set policy
2.2 test_sample
./ Set Policy successfully!
+ Huy thao tac & man hinh Multiselected
4 - View Column: C4u hinh hién thj cac c6t theo mong muén
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View column v

Search in dropdown list...

- 5-Xem chi tiét 1 agent bang viéc click duplicate chuét vao 1 row bat ky
Hé thdng hé tro nguoi dung thiét 1ap Policy, Update Group va Move to group cho
Agent 1 cach nhanh chéng.
+ User dang nhap thudc group root: Hién thj tit cd Group trong hé théng
+ User dang nhap thudc group default: Hién thj Group default

+ User d&ng nhap thudc group cha: Hién thj tt ca Group thudc user dang login va cac
user thudc group con twong rng

+ User d&ng nhap thudc group mét hodc nhiéu con: Hién thi tt cd Group thudc user
dang login

v' Tab General info

- Hé théng hién thij cac théng tin chung vé agent gdm: Céac théng tin chung, CPUs,
Network Interfaces, Default Gateway, DNS Server.
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fll AJIANT

Agent ANM-CHUYENNT2

Agent management
B——— : — [P ﬂ

Agent properties

13 resultis) seTRoucy I s View column -

ME B sevupoare GROUP

s o odf dtt 3030

woue ToGaoue st

estcioug Oftine ot detauit 050

WinTEchyentest ® Online [ =3 anhance_slert_chupen 3030

ACHUENNT  Onlne ool B et St . e redsotnare Rocuired sofuar _chuyen 2050

[resrea—" Oftine Dt 3030

Tt Soaduck that — pd  Generalinfo Wetwork Interfaces o

KTce.Ec oftine ool enhance_siet_chuyen 2050

Oftine ool sehnn19_test oad image 3030

Oftine oot ol festures 2030

 Oniin ool ol festures 2030

Oftine ool ol festures_thanhind 050

Oftine oat ll festures_server 3030

 Onlne oot achnni3_test Joad_image 2050

cPus

v" Installation Files Version

- Théng keé t4t ca céac file cai agent, bao gébm céac thdng tin: Tén folder chra file cai, File
name, Version
+ H6 tro search nhanh theo File name, Version vao text box search

fl AJIaNT

AgentVCS
Agent management
Versisn « 3030 = N e FimtPing £ LstPing E
Agent properties
13 st — st & — o
S serupoare caous c RS
s o Dol et 2030
vt 0 GO dedui
Hetcoud o oat cefautt 2030
e e o o | o
ANM-CHUYENNT: ® O oot . _ e 203,
Ubnitudntachyyenat o Bt 5030
T ank haith o Dat a 2030
DESKICP-EGANUEQ om Bl o T VEDRDrvSetup et =
DESKIOP-BUMEICY o Def 10085 st Joad 1030
BnDEAPC ofm oef [P Rll_festures 20
s ® Ol Def 32004210 Rl festures 2030
Tnanhltepe o el Rl festures_thaning 2030
- Agentinfo.exe
Minioess of bat cior 3001050 full_festures,_server 2030
WinTsgaiPg ® Onle et T — 2030
perfcldil
Display 13/13 resut So0anE
Rierker exe
3004154
VESUpdater.exe
00,1154

VESConnectionManagerok exe
100.1188

v Installed Certificates
- Théng ké tat ca cAc certificate trén may cai agent, bao gébm céac thdng tin: Danh sach
certificates trén may, Issused by, Issused to, Expiration date, Status
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Ml ANANT

Agent management @ Suidelines
R e B [ Latping ) ﬂ
13 resiti) & Viewsslumn v
NaME Gl ser urmare caour S PoLiCY £Rs
s o oo ettt 203
ot 00w setout
Nestcioud o ost detuutt 103
[ — @ Ontine oof enhance_siert_chuyen 103
ANM-CHUYENNTZ ine. - . . ance_aslert, en
® Ok o G s Emvironment varisbles installed software FRequired software - chuy e
[rprmrer— o ot full festures_centcs 103
Tost Scaank: ety v Offine oo ol festures 0%
1005/2021 062813
DESKTOPEGHHUBD om oef enhance_sert_chuyen 103
ESKTOP-RUMEINS o oo snhrats e losd jmage 103
01/01/2021 06:53:59
MinTatd A PC Offi Ded full_festures 3080
™ # Onine odf ® fullfestures 303
Vhinigeed @ Online Def 25/04/2118 09:38:58 N 1030
ThanhlFC o oef R Microsoft Root Authority full festures_thasking 103
T e o Microsoft Root Autharity 31/12/2000 140000 A i o

Display 13/13 result R Symants

Enterprise Mobile Root for Microsot
c Enterprise Mobili Root for Microsoft 150312032 065850

R Micrasof Roat Certificate Authority 2011
Microsoft oot Autharity 201

1 23/03/2038 05:13:04

R Microsoft Authenticode(tr) Root Authority
Microsoft Authenticode{tm) Root Authosity 01/01/2000 06:50:55

- Trwdng hop mudn xem chi tiét véi nhidu thong tin hon, chon &, hién thi man
hinh nhw sau:

Certificate e

FRIENDLY_MAME Microsoft Root Certificate Authority
ISSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority

HEY_USAGE Digital Signature, Non-Repudiation, Certificate Signing, Off-line CRL Signing, CEL
Signing [c8)

SIGNATURE_ALGORITHM shalRSA

STATUS R

SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
VALID_FROM 10/05/2001 06:19:22

v' Scheduled Tasks

- Théng keé tat ca scheduled tasks trén may cai agent, bao gébm céc thdng tin: Danh sach
cac scheduled tasks, Name, Status, Trigger, Next time run, Last time run, Author,
Created.

+ Chon “™” hodc "% > @& thy chinh viéc hién thj thong tin bd sung cho tirng
task.
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fl AJIANT N 2
Agent VCS Uninstall |
Agent management @ Guidetines
fRS——— e e Ll S fotPrg B Lasthy 2
13 resunts) sevpoucy deloult l &1 Viewcolumn 7
NAME STATUS O sor wonre caour == | POLICY VERSION
o » Offiine. Det defsult 3.0.30
| movETOGROUP default I
Nexdcloud © Offline. Dat defaalt 2030
WinZxdbchyysatest @ Onbine Def enhance_slert_chuyen 3030
ANM-CHUVENNT2 ® Oriine. B Genersi instal nh R enhance_slert_chuyen 3030
UbuntulBxgachuyennt  Offtine. Dat~ ull_festures_centos 3030
T | P s o -
DESKTOP-EGANUBQ # Offline. Det -y enhance_slert_chuyen 3030
DESKTOP-RUMBI0R ® Offiine Def anhanls_test_losd_image 3030
WinTxseAPC # Offline. oet full_features 3030
pis ® Online. Def full_features 3030
Winl0ugs ® Oniine Oet NA 3030
ThanhLlePC » Offline. Dd ul_festures_thanhing 3030
Win7ue-APC ® Ontine Del A_features. 3030
b fdfgsdsdf
® Ready
fdfsdf
® Ready
e
® Ready
N N i 2 ~ . A > > 7 -
+ Hover vao task va chon () dé xem théng tin day du cta task dwdi dang xml
XML Detail X

<?xml version="1.0" encoding="UTF-16"7=>
<Task version="1.2" xmins="http://schemas. microsoft. com/windows/2004/02/mit/task"=
<Registrationinfo=
<Date>2021-03-09T18:36:49.6502882</Date>
<Author=VCS\Administrator</Author=
<URI=\dffffff</LIRI>
</Registrationlnfo=
«Triggers />
<Principals=
<Principal id="Author"=
<Userld>5-1-5-21-3942219608-2782901308-3935319899-500</Userld=
<LogonType=Interactive Token</LogonType=
<RunlLevel=LeastPrivilege</RunLevel=
</Principal=
=/Principals>
<Settings> "
=MultiplelnstancesPolicy=IgnoreMew</MultiplelnstancesPolicy>
<DisallowStartlfOnBatteries>true</DisallowStartfOnBatteries>
<5toplfGoingOnBatteries>true</StoplfGeingOnBatteries>
<AllowHardTerminate=true</AllowHardTerminate>
<StartWhenAvailable>falze</StartWhenAvailable>
<RunOnlylfNetworkAvailable>false</RunOnlylfNetworkAvailable>
<ldleSettings>
<5topOnldlieEnd=true</StopOnldieEnd>
=RestartOnldle=false</RestartOnldle=

4, Export to XML
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4, Bxportto XML

+ Chon dé tai vé thong tin scheduled task, hé tro dinh dang .xml

v' Disks & partitions

- Théng ké tat ca disks & partitions trén may cai agent, bao gém céac théng tin: Danh
sach Disks, Partition, Volume name, Serial, Drive type, File system, Capacity,
Available.

+Chon ~ hoac ~ dé tuy chinh viéc hién thj thong tin bd sung cho tirng disk.

il AJnaNT

AgentVes

Agent praperties

13 resiti) I s | —— .
A H sevupoaTE RO e
s Offine ost 3030
v 0 e et
Nestcloud ot 5430
IS out = 030
ANMLCHUVENNTZ oef - . 5430
Ubustipsptchysnnt Ot 3030
e = Dt STSOUDMOO218DLAZ o
DESKTOR EGANUBD Offine Dt e enhionce_siert_chuye 5430
DESKIOP-RUMBY0R Oftine oef anhn1s_test Josd imege 503
Tag B Offline Del oll_festures 5030
s ® Oniine odf ol festures 3030
Minigat ® Criine ost WA 2030
ThanhldeFC Offine Def - ull_festures_thanhing sas
nTaPC ® Cniine oet il estures 3030

Apacer AS350 51268

v' Environment variables
- Théng ké tat ca environment variables trén may cai agent, bao gdm céc théng tin:
Danh sach system va users, tén bién, gia tri triec thudc system hoéc user.

+Chon ~ hoac ~ d& tly chinh viéc hién thij thong tin bd sung cho tirng disk.
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Al anant
AgentVics
Agent management @ Guidelines
=300 T : : ity LatPing B ﬂ
13 resuttls) View column -
C M SET UPLATE GROUP
¥ o o dnfault 3030
wovE ToGRouP et
Hesiloud or ost defult 583
WaTasechyeatest » Oni ol [ sore | enhsnce_siet_chuy 3030
ALCHUNENNT) » Oni oot . enhsnce._sie_chuyan 3030
founk | pesichunenct o oat 1l festures_centas 5850
Test Seafink kiaith v o pd Svem - Rullfestures saso
DESKIOPEGHNUED oft [ enhsnce_siert_chuyen 3030
DESKTOR BUMBACE ors L. anhnntd_test Josd imoge 5830
WinTuB6-A-PC Offts Def a.‘-F’FF..:HF'- \ppData’ Local it WindowsApps fll_festures 3030
s ® Oni L J— Wl festures 5850
Winitxed ® Onli Def SE FILES Na 3030
ThanhlPC o od e Rl festures_thanhing 3030
e oo Dl “HUSERFROFILESH AppDats|LocalTemp o e
Display 13/13 esult Onedree

v' Tab Installed Software
- Théng ké tat ca phan mém da cai trong agent bao gébm théng tin: Tén phan mém,
version cai, ngay cai

+ H6 tro search nhanh phdn mém Antivirus da cai hoac nhap tén phan mém vao text

box search

fll AJIANT
Agent ANM-CHUYENNT2
@ Guidelines
——— : o [ [P u
Agent properties
13 resultis) seTRoucy ance._slert_ch s View column -
ol M sevuroate Grous
s o odf dtt 3030
wove o Gaoue st
estcioug om ot aetoutt s030
WinTGchuyentast ® Online ool [ save | enhana_slert_chupen 3030
ACHUENNT  Onlne ol B et St S I chuyen sa30
r— Oftine ot »
Test Seofionk bhaith v1 om o 3030
KTce.Ec om ool enhance_siet_chuyen sa30
DESKTOP-BUMBION Offing Def BANRAL9_tEt_lond_image 3030
Winnges o ool ol_festures 230
s  Onine ool ol festures 2030
Thanhi 162G om ool s030
Win1owga Offling Dat 3030
WD APC  Onlne oot achnni3_test Joad_image 2030
Dusplay 13713 vt

Google Update Helper

v' Tab Required Software
- Théng ké tat ca phan mém bét budc da cai hodc chwa cai trong agent bao gém théng
tin: Tén phan mém, version cai, trang thai cai
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+ H6 tro search nhanh phadn mém béat budc chwa cai dat trén may hodc nhap tén phan
mém vao text box search

fl AdlanT
Agent ANM-CHUYENNT2
Agent management
Ve = 30,37 § AntPing B LastPing  ©) B
gent prop
13 resutts) calumn -
- - SET UPOATE GROUS ER:
us OFfine detault a8
-
isatcioud Offine Dot 030
WinTadchyveniest @ Oriine ot [ see | 2080
ANMCHUYENNT, ® dnine L 5030
Ubntytantachyeont e Dot 050
Test Seafank khath vt afine Def 5 et Al okinstalled a3
DESKICP-EGANUEQ e ot 030
Apant .
DESKIP-AUMEIOY Offine Def  yersont * lnsalled 208
Wil PC e Dot e 030
R =
¥ @ QOnline Def FenE 3030
Thanbisec e Dot Securitagent 030
Hinaoss Offine Dot - 303
Securtphgentiotsix .
WinTsAPC # Oriine. Def . ® Nok Installed anbnn1_test losd image 2030
Display 1313 remit Ve

v Tab User list

- Théng ké tat c& User dang nhap trong agent bao gdm théng tin: Tén user, active,
administrator

fU AJilaNT

AgentVCS Uninstall

Agent properties

13 resuttis) seTPoUCY default < -
s S8 serupnarecaoue ER
Offling Daf afalt 3030
Offline Dat o 3.0.30
o [ | o
& orkne - ersion Instaled B ® e
o =
Offing Daf 3030
Offine. [ ‘enhance_alert_chuyen 2030
Offine. D o™ anhein1s_test_load_mage 2030
= i =
# Online Def  Cu= 3030
— o o =
Offling Dat DA 030
o e

- 6 - Chon nhanh 1 agent/ 1 nhém céc agent dé thiét 1ap Move to group

+ Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected
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fl AJIANT

Setting

Agent Management

33 resultls)

Selected (3) | SetPolicy  Mowelogoup | Setupdstegmoup  Cancel

First Ping

P

DESKTOP-ACEVS4! Tes 22/05/2020 15:46:14 15/05/20201 10.61.188.2 Agent Performance
ThanhLN3.PC Alph: 25/05/2020 15:05:57 21/03/2019 1 10.51.188.2 bls_test
C = Tes 25/05/2020 14:40:55 10.61.168.2 Agent Performance
Offlin Tas 11/05/2020 10:41:10 10.51.188.2 huyhv-2211
Ol o 07/05/2020 10.61.168.2 NiA
Offline Default Relaase 18/05/202¢ 10.51.188.2 default
DESKTOP-BGHEQIG Offline Default Algha 07/05/2020 14:26:53 10.61.168.2
DESKTOP-LETTQ4L Offline Anm Release 22/05/2020 17:23:55 10.61.188.2
Offtine Liennt_groupl.1 Release 25/05/2020 14:30:28 21/05/2020 11:42:22 10.61.188.2 A
Offline Default Beta 18/05/2020 29/10/2019 10:50:34 10611882 Agent Performance
Offline Test_sean_ip Beta 17/12/2019 13:36:53 10611882 hieupcd
Offline Test_scan_ip Test 25/02/2020 17:38:33 10611882 Agent Performance
al-Maching Offline Default Release 25/02/2020 17:02:22 10611882 test
ThanhLh-PC Offline Default Test 13/03/2019 13:30:45 10611682 Agent Performance
Localhostl ecaldomain Offline Test_scan_ip Release 01/04/2020 14:38:38 10611882 cantos
DESKTOP-EGANUBO ® Online Test 08/05/2020 22:16:52 10611682 full_teatures
DESKTOP-31SSAGT Offline Liennt_group1.1 Release 25/05/2020 14:38:40 19/08/2019 17:18:18 10611882 huyhy_15.01.ProPre

+ Thyc hién Move to group
Danh sach Group trong combobox Move to group
e User dang nhap thudc group root: Hién thj tAt c& Group trong hé thdng
e User dang nhap thudc group default: Hién thi Group default
e User dang nhap thudc group cha: Hién thj tt c& Group thudc user dang login
va cac user thudc group con twong rng
e User dang nhap thudc group mét hoac nhiéu con: Hién thj tt c& Group thudc
user dang login
+ Chon nhanh 1 agent/ 1 nhém céac agent dé thiét lap Set update group

e Tich chon 1 agent/ nhiéu agent dé& vao phién Multiselected
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fl AJIANT

Agent Management

FirstPing 2 LastPing O a
33 resultis) & View colum v
Selected (3) | SetPolicy | Moelogmoup | Setupdategroup | Cancel
a a
DESKTOP-4CEVS4 of 15/05/2020 17:38:55 10611852 Agant Parformance
9.0 o [t e o | 21/03/2019 13:31:53 10611882 bls_test

of 31/01/2020 17:23:19 10611852 Agant Parformance

Ofline Test_scan_ip Test_ping 22/04/2020 17:00:46 10611882 huyhv-2211

offline Liennt_groupz.1 Release 07/05/2020 03:35:04 10611852 WA

Offline Default Release 18/05/2020 11:16:38 10611882 default
DESKTOP-BGHEQIG Offline Default Alpha 07/05/2020 14:28:53 24/07/2019 13:44:07 10611852 full_featuras
DESKTQP.LRTTOSL Offline Anm Release 22/05/2020 17:23:55 17/01/2020 18:39:40 10.61.188.2 huyhy_15.01,ProPre

offling Liennt_groupl.1 Release 25/05/2020 14:30:29 21/05/2020 11:42:22 10.61.185.2 Nk

Offlin Beta 18/05;: 29/10/2019 10:50:34 10.61.188.2 Agent Performance

Offlin Bats 19/0 17/12/2019 13:36:53 10.61.185.2 hisupe

Offlr Test 08/05/2020 25/02/2020 17:38:33 10611862 Agent Performance

Oflin Relaasa 06/05/2020 10:50:39 25/02/2020 17:03:22 10611852 test

offl Test 18/05/2 01 13/03/2019 13:30:45 10611862 Agent Parformance

ol Release 01/04/2020 14:38:38 10611852

® onl Test 08/05/202022:16:52 10611862

DESKTOP.3155A5T Offline Release 25/05/2020 14:38:40 19/08/2019 17:18:19 10611882 huyhy_15.01ProPre

e Thwc hién Set update group
- Lwuy:

+ Move to group: Chuyén agent vao cac group c6 trong man hinh Group management

+ Update group: chuy&n agent vao cac group lwu triv cac file chay dwéi Agent, méi
group co cac file chay khac nhau dwgc dinh nghia trong server

3.8.2 Policy Setting
- Muc dich: Hb tro nguoi dung quan ly danh sach cac chinh sach thiét 1ap cho céac
Agent.
- Man hinh giao dién khi nguw®i dung truy nhap vao Setting >> Policy Setting:

> (0 A Notsecure | 10.30.161.37/%/5at et DD e L E

Policy List (“1 )

. (3) & o

st o . / o 0
. A | @

le 1 o . [

: . (4)

hieuped o . [
osoa_ests o (5) . 8 0
703_policy o o . A 0 O
o 20003 20003 . A 8

o 2070372019 103748 20703 . @

[ 20/03/2018 10:53:16 20/03/2019 . @ o

2008_est ollector chaa modle o 200372019 1735334 200372019 1735148 . g 0

TS TR

-1 - Hién thj danh sach cac Policy da dwoc tao trén hé théng. M&i 1 policy gém céac
thong tin: Tén, sb lwong Agent dwoc &p chinh sach, Théi gian tao, thdi gian cap nhat,
Th&i gian ap chinh sach, trang thai (cé 2 trang thai: Applied va Not Applied).
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2 - Tao m&i mot chinh sach: Click vao button BEEEEEEN he théng hién thi Popup tao
m&i chinh sach nhw sau:

MAME OF POLICY

Cannot edit name of policy after create policy

Lwu y khi tao mé&i: Tén Policy khéng dwoc trung v&i cac Policy da tao truwdc dé.

Sau khi tao m&i policy thanh céng hé thdng sé hién thi man hinh chi tiét ctia 1 policy:

Policy Detail - New Policy

Config Policy Tree

aaenT seRvcesT PLIGNLST noouLEs

ConfigurationManager

Mbi 1 policy tao xong thwdng cé 3 core service mac dinh: ConfigurationManager,
ConnectionManager, Updater. Lwu y 3 service nay khong dwoc phép xéa khdi hé
théng. Cac buéc dé céu hinh cho 1 policy:

Buac 1: Click button "% |4& thay ddi cay Policy
Buwéc 2: Khi & trong ché dd Edit, ngwdi dung dwoc phép Check/Uncheck dé

Add/Remote cac service khac
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Policy Detail - New Policy

- [‘somots |

acxr seRvcELST PLGHLST HoDuLLS

ConfigurationManager I3

- D

e

- - T - - QIS
- QD
L] Response

Config guidelines

- Buwéc 3: Sau khi hoan thanh ché do edit: Ngwdi dung nhan nat “Save config” dé lwu
cac thay déi hodc nhan nut “Cancel” d& quay lai ciu hinh trwdc day.

T B %O DO L

Policy Detail - New Policy

satnt SERVCEUST PLUGILST oouLES

ConfigurationManager JIY
a EventSubcriber &

- - - .

Collector

v
ConnectionManager  JY
&

:

a
L]

- Buwéc 4: Click icon @ dé thwc hién c4u hinh chi tiét cho tivrng module/Plugin ctia cac
Service.

+ WindowsEventLog: cAu hinh cac nguén log lay dwéi Agent
EventSubcriber: chi dinh cac kénh |4y log
Yéu cau div liéu:

o trwdng event _filter (loc theo Event ID): c4c string con cach nhau dau

phay (,)
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VD: “4”: loc cac event co6 eventlD = 4

“-689”: loc cac event co eventlD # 689

trwdng providers cac string con cach nhau ddu chadm phay (;)
cac trwdng bat budc phai dién: subs_type, channel
Channel: nguén log
sub_type:
PUSH: khi c6 event mé&i < goi ham cta VCS-aJiant dé& xt ly
POLLING: VCS-aJiant sau 1 khoang th&i gian chi dong 14y log
PULL: VCS-aJiant cht déng lay log sau 1 khoang théi gian
Sau khi ciu hinh xong can Save lai

O O O O

Event Subseriber Config

PUSH

+ EventPolicy: Thiét 1ap policy dé& enable/disable 1 sé loai log ma hé théng méc dinh
chwa co

Yéu cau: c6 it nhat 1 trwdng dwoc chon

Event Policy Config

2

Account Logon 1 Pawershell

Account Management Process Create Command Line

Detail Tracking

+ EventChannel: cAu hinh chi tiét 1 s6 nguén log:

Retention: c6 lwu log xoay vong hay khéng (Néu chon Rentention thi khi file log day
c6 log mai sé ghi dé 1én log ¢l nhat)

Log file path: dwérng dan file log

Log file size: kich thuwdrc file log

Yéu cau: tat ca dir liéu déu phai dién

3
Event Channel Config Clear
1
+ SysmonConfig: enable/disable sysmon tool trén Agent dé 14y log sysmon:
Microsoft-Windows-Sysmon/Operational
Sysmon Config 2 [El
]D Swift On Security Sysmon Config
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e Antikeylogger: la mét SelfRun Plugin cia VCS-aJiant, c6 nhiém vu dinh ky quét
toan bd may dé tim ra KeyLogger dang chay trén may néu c6

+ Scan setting: cAu hinh cac loai KeyLogger can quét

Yéu cau:

Scan cycle: min la 1 phat, max la 180 phat

Chon it nhét 1 loai Keylogger

+ Whitelist setting: cau hinh whitelist 1 s6 phdn mém theo dwéng dan cua file trén &

dia hodc theo chi ky sé (cert) cla file chay key logger

Yéu cau: dién day di cac trudng

Sau khi nhap xong can Save lai cau hinh:

White list setting

whitatistces Rawinput Microsoft Carparation

WhiteL istPath HookMessage Ciusersiwin 10 64\desktop|unikey40rc2-1101-win64\unikeynt.exe

- Bwéc 5: Click button dé thiét l1ap Policy vira dworc cdu hinh cho Agent.

+ Clone chinh sach mai: Click vao button @ hé thdng sao chép toan bo chi tiét cta
policy dwgc clone ngoai trir tén policy.

Clone from policy:
test_sample

NAME OF POLICY

+ X6a chinh séch: Click vao button 1 hé théng hién thi pop up d& nguwoi dung dwa ra
quyeéet dinh x6a hay khéng?
Delete Policy

Do yeu want to delete policy: 0503_test]

Cancel

Trudng hop Policy da cé agent dwoc ap, sau khi xoa hé thdng tw déng gan “default
policy” cho cac agent doé.

X
Delete Policy

Do you want to delete policy: hieupc4
This policy has been assigned to agent(s). If this policy is deleted, agent(s) will be reset to
default policy!

Cancel
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+ Khi click duplicate vao tirng ban ghi hé théng sé chuyén tiép t&i trang chi tiét cta 1
policy dé ngwdi dung xem/ thay doi cau hinh cho Policy.

3.8.3 Group Management

- CAu hinh luat dé tw dong chuyén policy va chuyén nhém cho cac agent néu thda man
luat trén Portal, gidm th&i gian chuyén policy va chuyén nhém cho tirng agent va déng
bd policy cho cac agent thda man luat d& cau hinh.

Cac tinh nang chinh trén man hinh nay bao gém:
+ Quan ly nhém theo cay
+ Tim kiém nhom
+ Thém m&i nhom:
e Tao luat tw ddong chuyén nhém cho agent
e Tuy chon cach thirc chuyén nhom (All existing agents, New agents only, All
existing and new agents) va gan policy (gan ngay, khéng gan)
+ Theo d&i cac agent thudc nhém, téng sé agent thudc nhém
+ Chinh stra nhém
+ X6a nhom, xba agent thuéc nhém

(1) Quan ly nhém theo cay:
+ User dang nhap thudc group root: Hién thij tat cd Group trong hé théng
+ User dang nhap thudc group default: Hién thi group default
+ User dang nhap thudc group cha: Hién thi Group thudc group cla user dang login
va group con twong rng
+ User dang nhap thudc group mét hodc nhiéu con: Hién thi tAt c& Group thudc
group cla user dang login

Danh sach nhém hién thi theo dang cay bao gdm cac nhém gbc va mdi nhém gbce

gdm cac nhém con cép 1, cép 2...

M&i nhom gdém tén nhém, théng tin cu hinh ctia nhém (rule, policy, apply to), va

danh sach agent thuéc nhém.

Cac rule cua nhém la doc lap gitra cac nhom (khong co ké thira cha con). Viéc quan

ly nhom theo cay dé quan ly dé dang hon khi sé lwgng agent I&n va cé sw phan cép

vé quan ly agent theo cong ty, phong, ban..

Khi user thudc group con, chon group cha sé khoéng nhin thy popup group detail
(2) Tim kiém nhém

Cach 1: Click vao textbox Search > hién danh sach cac nhém cda twong rng véi

user dang login c6 thé scroll dwg'c > Chon nhém trong danh sach hién ra

Céch 2: Click vao textbox Search > nhap ky tw tim kiém vao textbox > hé théng tw

dong tim kiém céac ban ghi chira ky tw nhap vao > Chon 1 ban ghi phu hop trong

danh sach ggi y hodc click Search hoac Enter sé hién danh sach cac ban ghi thda

man
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new_groupk

new_group2

new_groupiat

new_grouha

new_groupeT787

Ul ANANT

Group Management

Search results

- Khi click dup vao 1 ban ghi s& hién thi thong tin chi tiét ctia ban ghi do.
o Tab théng tin chi tiét hién thj 1a Detail, di¥ liéu ctia group dé 1a Rule, Policy, Apply
to.
o Khi chon tab Agent list thi di¥ liéu théng tin cac agent match vé&i group do.
- Khi chuét phai vao 1 ban ghi thi s& hién thi 2 option: Go to group va Delete group.
o Néu chon Go to group thi dwa user dén vi tri clia group d6 trén cay
o Néu chon Delete group thi hién thi popup confirm x6a group.
- Khi click vao menu géc phai mdi &n ghi ciing hién thi 2 option: Go to group va Delete
group.

(3) Thém m&i nhém:
+ User dang nhap thudc group root: Cé thé them mai tat cd Group trong
+ User dang nhap thudc group default: Khéng thé thém mai
+ User dang nhap thudc group cha: cé thé thém mai group con twong (rng clia group
thudc user dang login
+ User dang nhap thudc group mét hodc nhiéu con: cé thé them méi group con
twong rng cla group thudc user dang login
B1: Lwa chon vi tri nhom sé tao
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Néu tao m&i nhém & danh sach nhém gée, click button “Add new” géc phai man hinh hozc
hover vao cudi danh sach nhém goc trén man hinh, click Add new

© VEDR bosd - Agle Bosed - Your X | @ Test Managerment for JIBA - Your X | € Tet Managersent for JRA - You X | @b st Managersent for JRA - Yo

D AN 10.30.161,

fl AJIANT

Group Management D

AR OEOETd W e

Néu tao ma&i nhém la nhém con trong mét nhém goc hodc nhom cap 1, cép 2... thi click vao
nhém cha sau do click “Add new” trén man hinh hoac hover vao cuoi danh sach nhém cung
cap va click “Add new”
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& VEDA board - Agile Board - You X Test Me ot JIRA-Yeu: X | 4 Test Management for JRA - You: X | 4 Test Management for JRA - Vou: X | [) ABANT - AgentManagement X [ ABANT - Groups Mansgement X [ x| + - o x
s
Ml AJaNT
Group Management \:] test x
) kheldepartment persl Agentlis
Rule &

Policy

Apply to

ROEOED W

- Bwéc 2: Nhap tén nhém va cau hinh luat
Lwu y: tén va luat cdu hinh khéng dwoc tring véi tén va luat da co.
Néu chon toan ti “All”: luat thda man khi ca 2 trudng dwoc thda man
Néu chon toan t& “Any”: luat thda man khi 1 trong 2 ho&c ca 2 trwéng théa mén

© VEDR bosrd - Agile Boer % | € Test Management for JRA-Your X | &b Test Management for JRA -You: X | € Test Management for JIRA X | [ ARANT- AgentManagement X [ A8ah % [ ABANT- Login x| +
> QD AN e | 10.30.161.37/8/setting > @ 1 B o6 L

Ml AJaNT

Group Management :l KHCL_department

2 Detail

_computer

 deparmes 4
ule [ = |
he_depariment 3

add_group policy

[ v v v v v A v A v A v
i

phuocnm3_0722_1

03 <pu_madeiname

Apply to

[ Allexisting and new agents

03 ipden

[ ip_192.1888

Y T=E% 0

- Buwéc 3: lwa chon policy va loai agent sé apply policy néu théda man rule
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khel_department X
Detail Agent list
Rule 14
Moving agent to this group if following conditions matched :
192.168.8.
*Windows™
Policy
test ~ 5
Apply to
All existing agents

Sau khi click Apply kiém tra agent duoc chuyén nhém trong tab Agent list: danh sach agent
théa man luat va dwoc chuyén nhom sang nhém vira thém. Tuy thudc vao lwa chon & phan
“Apply to” d& chuyén nhém cho céc agent trong hé théng:

= All existing agents: chuyén nhém cho t4t c& agent dang ton tai trong hé théng,
cac agent cai mai sau khi apply néu cé khép luat ciing KHONG chuyén nhém

= New agents only: chi chuyén nhém cho cac agent cai méi sau khi Apply, cac
agent dang ton tai trén hé théng néu khép luat ciing KHONG chuyén nhom

= All existing and new agents: chuyén nhém cho t4t c& agent dang ton tai trong hé
thdng va agent cai mai sau khi apply néu khép luat

Lwuy:

e Né&u chon checkbox “Apply policy now when rule matched”, sau d6 click “Apply”
thi v&i cac agent dwoc lwa chon Apply sé kiém tra cac gia tri néu khép véi luat
da cAu hinh s& chuyén policy cho agent sang policy d& chon & muc “Policy”,
dong thoi chuyén nhém.

e Trong trrong hop ko chon checkbox trén thi sau khi Apply, cac agent dwoc chon
Apply chuyén nhém nhwng khéng chuyén policy, tirc la agent gid nguyén policy
trong khi chuyén sang nhdm c6 policy khac; v&i cac agent cai méi néu khop luét
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thi chuyén nhém va duoc ap policy “default” do khéng chon checkbox > &p
policy mac dinh.

e Néu agent méi khép luat cla nhiéu nhom sé wu tién chuyén vao nhém dwoc tao
méi nhét, khéng tinh thoi gian stra nhém.

(4) Stra nhdm: c6 thé lya chon sira 1 hodc 2 ho&c ca 3 thanh phan trong mét nhém:
Rule, Policy, Apply to

+ User dang nhap thudc group root: C6 thé stra tat ca group trong hé théng

+ User dang nhap thudc group default: Khéng dwgc stra group default

+ User dang nhap thudc group cha: C6 thé stra tat ca group thudc dang login va
group con c6 role cling thudc group role con cua role user dang login

+ User dang nhap thudc group mét hodc nhiéu con: C6 thé stra tat ca group thudc
user dang login

Dé stra Rule (luat) ctia nhom, click vao icon Edit

khcl_department X
Detail Agent list
Rule =:::-'='V 1
Moving agent to this group if following conditions matched :
192.168.87
*Windows®

Chinh stra luat ciia nhém sau do click Save
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khcl_department %
Detail Agent list
Moving agent to this group if [(an v following conditions matched :
IP ~ 192.188.8.* x
0s Platform W “Windows* %

Sau d6 cé thé chinh stra & muc “Policy” va “Apply to” rdi click Apply

Luwuy:

Trwong hop stra cac thanh phan ctiia nhém (Rule, Policy hodc Apply to) sau dé ko
click Apply thi néi dung chinh stra da dworc Iwu lai, nhwng khéng cap nhat Agent list.
V&i cac Agent cai méi thi xt ly nhw sau:

+ Chuyén nhom: phu thugc Agent mai c6 dwgc chon & muc “Apply to” hay khong,
néu dwoc chon sé kiém tra phia Agent, khdp luat ctia nhém sé dwoc chuyén vao
nhém

+Apply policy: policy cta agent phy thudc viéc chon checkbox “Apply policy now
when rule matched”, néu checkbox dwoc chon thi sé apply policy cia nhém, néu
khéng dwoc chon sé ap policy “default” do khéng chon checkbox sé ap policy mac
dinh.

Trwéng hop stra xong cac thanh phan ctia nhém réi click Apply thi ndi dung chinh
stra dwoc lwu lai, ddng thei néu co lwa chon “All existing agents” trong phan “Apply
to” thi thwe hién quét thoéng tin toan bod agent trong hé théng va chuyén nhém cho
agent, sau dé cap nhat Agent list.

DPbi v&i Agent mai xi ly twong tw nhw trén.

(5) X6a nhém hoac xéa agent khéi nhém

+ User dang nhap thudc group root: C6 thé xoa tat ca group trong hé théng

+ User dang nhap thudc group default: Khong dwoc xo6a group default

+ User dang nhap thudc group cha: C6 thé x6a tt ca group thudc dang login va
group con cO role ciing thudc group role con cua role user dang login

+ User dang nhap thudc group mét hodc nhiéu con: C6 thé xda tat ca group thudc
user dang login
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Dé x6a nhém click vao nhdm can xda, click “Delete” sau dé click “OK” trén man hinh

confirm.

Sau khi x6a 1 nhém thi cac agent thudc nhém sé& chuyén vé nhém mac dinh, nhém “default”,

policy gilr nguyén

“You X | € [VEDR-1387] Relensell

10.30.161.37/#/set

fl AJANT

[BEXNKT) % | € VEOR-1298] Keém thi inh

X | @ Test Management for JIRA - You X

Group Management
03 server_computer
it_department
hr_department
o8 i
st >
dsds.

new_and_exsit_os

(=]

{=]

o]

(o]

(=]

o

0 sddgrovp
0 phuocnms_o722_1
03 cpu_modeiname
[3  hestmame_anm

0O alledst

0 aus

0 ipden

(o]

1p_192.168.8

ip_dai

Detail Agentlist

Rule

Moving agent to

Palicy

All existing agents

this group il

+ | foliowing conditions matched :

192.168.8.0/20

EOMEDe B o

Dé x6a Agent khéi nhém thi click vao tab Agent list, click icon “x” dé x6a agent khéi nhém.
Sau khi x6a agent khéi nhém thi agent dwgc chuyén vé nhém mac dinh: “default”, policy gil

nguyeén
os_linux X
Deta Agent list

7 agent(s) Type to filter age View column v
1 CFF901BCE83AEDBEA4OTTES0... thedvl-VirtualBox o Offline default g
2 68555CF02D2580563A8F12B4... ubuntulBxs4chuyennt @ Offline thanhln0910 x
] BES00069868F655D59F4C2B8...  chuyennt2-ViettelOS o Dffline thanhln_demo x
4 EA3B92E4CBB2887FBO4DF59E... chuyennt2-ViettelOS-test @ Offline default x
5 ACTCO96A104BE0A0TFC4BBET... thanhIng-VirtualBox ® Offline thanhln_demo x
6 COFFB3EB991525CESEAGD360... test-windows7 ® Offline thanhln0910 x
7 C8B5960DEFTCIES32536930F... chuyennt2-VirtualBox ® Offline default x
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Lwu y: tredng hop x6a mdt nhdom cha:
= XOba tat cad nhém con
= Chuyén t4t ca agent ctia nhém cha va cac nhém con vé nhém méc dinh: “default”
= Gilr nguyén policy cua cac agent trong nhom cha va con
(6) Thém m&i user vao grou

fl ananT 3 RFlow
Group Management anm X
[0 default [0 liennt_group > Quser(s) m
0 ves_anm
C i > >
0 group_test

I Add user into group

User available to add into group

sjiant_dev ajiant_dev sjiant_dev

lienntinvestigation@gmail. com

lienntirfloy

Danh séach user:
+ User dang nhap thudc group root: Hién thij tat cd User trong hé théng
+ User dang nhap thudc group default: Hién thi user chi thudc default
+ User dang nhap thudc group cha: Hién thj User dang login va user thudc group con
c6 role cling thudc group role con cua role user dang login
+ User dang nhap thudc group mét hodc nhiéu con: Hién thi user dang login
(7) Xo6a user
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) AJANT

Group Management alete test

9 anm > [ bussiness_solution > test_ip Detail Agent list Userlist

[ default O liennt g

. s s s .

3.8.4 Account Management . )
- Quan ly cac tai khoan, quyen, nhom quyen cua hé thong Portal
3.8.4.1 Permission management
- Quan ly cac quyén truy cap vao tai nguyén (API) cta hé théng. 1 permission 1a
quyén truy cap vao 1 tai nguyén xac dinh (API) cta hé thdng.
- Céc chwrc nang chinh trén man hinh nay:
+ Quan ly cac permission
+ Tim kiém permission
+ X6a permission

(1) Quan ly cac permission: hién thj toan bé cac permission cta hé théng. Trong trudng
hop x6a permission trén man hinh nay, khi thyc hién cac chirc nang trén portal ma bi
thiéu permission thi sé& tw ddng thém permission da x6a trén man hinh quan ly
Permission

(2) Tim kiém permission: nhap ky tw tim kiém vao texbox Search > click Enter hodc
Search => hién thi danh sach permission thda man

C () A Notsecure | 10.30.161.37/4/settings/account/permissio [ I 6 @86 L

(3) X6a permission: click icon Xo6a > click OK trén man hinh confirm la xéa thanh céng
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fl aJlaNT

Permission search

43 resultfs

1 agent

2

manage_containment, manage_irflow, roat

2ploy._tool, mans

A N N N S S S Y O SR VNS NN

» T B 4 9 2 @ 5 ~ L X1 E=El KT

3.8.4.2 Role Management
- Quan ly cac role (nhém quyén hay nhém permission) ctia hé théng.
- CA&c chlrc ndng trén man hinh nay bao gém:
+ Quan ly danh sach role:

e User dang nhap thudc Role root: Hién thij tit ca Role trong hé théng
User d&ng nhap thudc Role default: Hién thi Role default
e User dang nhap thudc Role cha: Hién thi tAt ca Role thudc cla user dang
login va group con twong rng
e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tAt ca Role thudc
Role ctia user dang login
+ Tim kiém role

+ Thém mdi role
+ Xba role

(1) Quan ly danh séch role: quan ly danh séach role theo dang cay. C6 2 role & gé¢c méac
dinh da tao san: role “default” va “root”
Role “default”: User c6 quyén “default” chi c6 quyén truy cap vao Portal, khéng c6
quyén xem di¥ liéu hodc thao tac chirc nang
Role “root”: bao gém toan b6 cac role ctia hé théng, User c6 role “root” co toan bd
quyén st dung tat ca chirc nang trén Portal
Click vao 1 role sé& hién thj thdng tin chi tiét cia role. M6t role s& bao gdm céac théng
tin: tén role, danh sach cac permission, danh sach User (tai khoan) chtra role, role
cha hoadc danh sach role con (néu co)

(2) Tim kiém role
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Céch 1: Click vao textbox Search > hién thj danh sach cac role trong hé théng va cé
thé scroll dwoc danh sach role > Lwa chon role trong danh sach hién ra

Céch 2: Click vao textbox Search > Nhap ky tw tim kiém vao textbox > Hé théng loc
ra cac role chtra ky tw tim kiém > chon role trong danh sach da loc ho&c click Enter
hoac click button Search

- P o —— Q ¢ B o6

Role Management s | 1 * I:I -

+ Khi click dup vao 1 ban ghi sé& hién thij théng tin chi tiét cta ban ghi dé.

o Tab théng tin chi tiét hién thj 14 Detail, di¥ liéu cta role bao gébm théng tin role va
cac permission cla role do

o Khichon tab User list la danh sach User chira role

+ Khi chuét phai vao 1 ban ghi thi sé hién thi Go to role. Click vao “Go to role” dua vé

danh séach role dang cay ban dau

+ Khi click vao menu goc phai mdi ban ghi ciing hién thj option: Go to role

(3) Thém mai role:

+ User dang nhap thudc group root: C6 thé them mai tat ca role trong cac cay div
liéu

+ User dang nhap thudc group default: Khdng thé thém maoi

+ User dang nhap thudc group cha: C6 thé thém méi role con twong (ng clia group
thudc user dang login, khéng thé them mai role cung cap

+ User dang nhap thudc group mét hodc nhiéu con: cé thé them méi group con
twong rng cla group thudc user dang login

Bwéc 1: Co cac cach tao maéi role nhw sau:

Click vao 1 role sau d6 hover vao cudi danh sach role chon “Add new” dé tao role
cuing cap vd&i role da chon
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Click “Add new” trén man hinh dé tao role con cua role da chon
Chudt phai vao 1 cét trong cay chon “Add new rolg” )
Sau do6 nhap tén role khdng trung vai tén role da ton tai trong hé thong.

& VEDRbosrd - AgileBe X | € VEDR§50][Porll 2 X | & IVEDR-434]

l anant

Role Management (o] manage_deploy_tool x

Detail

Detail role information &

Permission

deploy_tool_handier_manage agent_management_manage  nats_req_handler_manage

irflow_mansge

AR TEOET s WG |

- Buwéc 2: click icon Edit dé thém théng tin permission cho role > Lwa chon permission
dé thém vao role > click Save

+ User dang nhap thudc group root: C6 thé stva tat ca role trong hé théng

+ User dang nhap thudc group default: Khéng dwgc stra role default

+ User dang nhap thudc group cha: C6 thé stra tat ca role thudc dang login va role
con role

+ User dang nhap thuéc group mot hodc nhiéu con: C6 thé stra tat ca role thudc user
dang login

Lwu y danh sach permission cta role con la tap con cla role cha. Tc la khi mudn
Iya chon permission gan cho role con thi role d6 phai thuéc danh sach permission
cla role cha.
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test X

Detail User list

Detail role information

NAME test (test)
DOMAIN

DESCRIPTION test

Permission

test x

Detail User list

Detail role information Cancel n 3

Mame test

Daomain

- test
Description

Permission

agent_management_read =  deploy_tool_handler_manage =
auto_runs_handler_manage

auto_runs_handler_read

containment_manage [
containment_read

deploy_tool_handler_read

endpointfw_handler_manags

- Bwdc 3: Chuyén sang tab User list dé thém role vao danh séach role cta User
+ User dang nhap thudc group root: Hién thj tt ca User trong hé théng
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+ User dang nhap thudc group default: Hién thj user chi thudc default

+ User dang nhap thudc group cha: Hién thi User dang login va user thudc group con
c6 role cling thudc group role con cua role user dang login

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login
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& VEDR board - Agile & X | 4 TestMansgement for | X

< oA

Role Management test %

Detail user list 1

[ manage_permission_mansgement

[3  manage_policy_management

Add user into role

ailable to add into role

1 admin

2 2 chuy

Chayén

[l

Nguyin Thi Nga

] Nguykn ThiNga
5 thanhing

] thildL

10 viewsr viewsr

View,_endpointiu_handler

view_event_search

view_group_management

(T v A v T

view_investigation_result

(4) Xba role: click vao role can xoa, chon “Delete” > click OK trén man hinh confirm
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) AN 10.30.161.37/8/seut st ) @ ¢ )

fl AlanT

Role Management 1 test %

Detail user list

0 0o

Detall role information 2
manags_investigation_tool

v}

test
Permission
agent_policy_manage  agent_read

%

[T

o you want to remove role: est 7
03 manage_respor @
[ mansge_role_mansgement :|
manage_user_management
[3  view_agent_mansgement

D view_alert

_appets|_handier

B T B 4 & @ & » 2 AR OKEOED e M

Lwu y: Sau khi x6a 1 role, tt ca cac user st dung role nay dwoc thay ddi: Néu user X
nam trong role bj x6a va user X chi c6 1 role thi chuyén user X vé role mac dinh,
ngwoc lai, néu user X c6 nhiéu role thi chi loai bd role bj x6a ra khéi danh séach role
cua user X.

3.8.4.3 User management

- Quan ly céac tai khoan dang nhap vao hé théng Portal VCS-aldiant.

- Céc chirc nang chinh trén man hinh nay gém co:
+ Tim kiém tai khoan
+ Thém m¢i tai khoan
+ Chinh s(ra tai khoan
+ Xba tai khoan

(1) Tim kjém tai khoan: click vao textbox Search > hién danh sach cac tai khoan trong
hé thong > Lwa chon tai khoan can tim kiém trong danh sach hoac nhap ky ty <text>

vao textbox dé loc bét cac tai khoan> Click “Search” hodc chon tai khodn can tim
trong danh sach céac tai khoan da duorc loc
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Tim kigm tai khodn

d " E

ngant

(2) Thém m¢i tai khoan: click “Add user” > Nhap thong tin vao form hién Ién > click

“‘Next”
fl AJANT - liennt_irflow
User search
16 resuiss)
Add user x

1 admin @) rctive

2 ajiant W) Active

3 jiant_dev Active

4 chuyenn2 ) rei

Full
5 datntss W) Active
ail

6  hieupcd ) Active

T lienntl o)

8 liennt_alert Statu @) Active

9 liennt_inves @) rctive

10 liennt_irflow @) Active ¢
11 liennt testl W) Active e i
12 root Supper Admin ) rctive

13 siem siem o)

14 thanhing L& Nhu Thanh T e @ X

15 thildl Lufu Binh Thi thild1@viettel.com.vn @ ra

- Lwa chon role (nhém quyén) sé gan cho tai khoan, sau do click “next”

- Khi click vao check box tirng role sé hién thi cac permission (quyén) twong (rng voi
role dé
+ User dang nhap thudc Role root: Hién thj tit c& Role trong hé thdng
+ User dang nhap thudc Role default: Hién thi Role default
+ User dang nhap thudc Role cha: Hién thj tit c& Role thudc cta user dang login va
group con twong ng
+ User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tat ca Role thudc Role
culia user dang login
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l Edit user x .
T Group Q2 role selectd
[ root H Permissions: read
16 resutt "

- Trén man hinh add role cho User, c6 thé tim kiém céc role twong tw phan tim kiém
tai khodn, sau khi nhap céc ky tw tim kiém vao textbox “Search” > click icon Search
hoac Enter hién man hinh cac role thda man diéu kién tim kiém.

" ./\dd user inves x x
Search results 2 role selected
manage_investigation_result I:l s

deploy_tool_handler_read

- Click chon checkbox twong &ng véi role can thém, sau do click “Go to role” dé vé
man hinh danh sach role ban dau, sau dé click “Create” dé tao tai khoan.

- Lwuy: Tai khoan dang dang nhap tao 1 tai khodn méi chi tao dwoc cac tai khoan
chiva céc role con thudc danh sach role ma tai khoan dang dang nhap duoc cép.

- Lwa chon group sé gan cho tai khoan, sau dé click “Create”

- Khi click vao check box tirng role sé hién thi cac permission (quyén) twong (rng voi
role do
+ User dang nhap thudc group root: Hién thij tat cd Group trong hé théng
+ User dang nhap thudc group default:,Hién thi group default
+ User dang nhap thudc group cha: Hién thj Group thudc group cla user dang login
va group con twong ng . )
+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tt c& Group thudc
group cua user dang login
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information Role Q 1 group selected
Usersea
> [ ennt_groupl x
anm  liennt_group
16 result
1
2 a
3 a
4 d
5 d
6 h
I
& b
3 B
0k [}
b [
non
FE
U
15 o
Display 16, ﬂ

Click chon checkbox twong trng véi group can thém, sau d6 click “Go to role” dé vé
man hinh danh sach group ban dau, sau do click “Create” dé tao tai khoan.

l Edit user X .

Information Role P ad x 1 groupselected
User sea —— -

Search results ngalz3

0 ngatzs

16 resutt

alesleslaslalalalsalolelels
=)

Display 16, =

(3) Xoba tai khoan: click vao icon Xéa sau dé click OK trén man hinh confirm
Kiém tra hién thj icon x6a:
+ User dang nhap thudc group root: Hién thij tat cd User trong hé théng
+ User dang nhap thudc group default: Hién thj user chi thudc default
+ User dang nhap thudc group cha: Hién thi User dang login va user thudc group con
co role cling thudc group role con cua role user dang login
+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login

Viettel Cyber Security Page |

Keangnam Building - Landmark 72, Pharn Hung st., Nam Tu Liem dist., Hanoi 153
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

An e | 1030161, ® B o8
Al AnaNT
User search
10 ety [ |
1 adm Supper A & saive r 1
2 Chuyén & e e B
3 W sctive 2
4 hieuped higupca [ eF~l e @
Nguyén Thi Ngs [ @Ft e
X -
&  ngantzs Nguyln Thi Nga @gmail.com [ @)X e @
T et Supper Admin @ see e i
o thildi s Gink Thi & e e i
& Ative P

KOMEod M

3.9 Man hinh BLS

3.9.1 Théng ké vi pham (Violation statistic)

- Chtrc nang Théng ké vi pham hé tro ngwdi quan tri thdng ké cac vi pham cla agent
da cai dat bao gébm:
+ Top céac vi pham base line, top don vi vi pham baseline
+ Xem danh séch cac vi pham va danh sach agent vi pham trong tirng don vi
+ Xem danh sach cac don vi vi pham va danh sach vi pham trong tirng don vi
+ Xem chi tiét cha Agent
+ Export vi pham
+ Report vi pham

- Click vao tab BLS >> Théng ké vi pham
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3.9.1.1 Man hinh Théng ké vi pham
fl AJANT Clnh bdo R Flow

inh 3 ity dhan ding Bdo vét & Ngiin chin BLS Cai a5t - oot (&
Théng ké vipham ~ \ B
Q 3y trudc

Top vi pham baseline Top Bdn vi vi pham baseline

dinh b3t budhe cal &3t v sif dyng phin mibem digt viru:

----

1[NO)

- Hé théng hé tro thwe hién cac tinh nang:
(1) Théng ké Top 10 vi pham base line nhiéu nhat sap xép theo thr tw gidm dan

Méi ban ghi dwoc hién thi cac thong tin gdm: N&i dung vi pham, sé lwgng may vi
pham. . : 2z
Chon ban ghi bat ki trong Top vi pham baseline, hé thong sé di chuyén dén man hinh
chi tiét twong wng véi vi pham da dugc chon

(2) Théng ké Top 10 don vi vi pham base line nhiéu nhat sap xé&p theo thi tw gidm dan

Mbi ban ghi dwoc hién thi cac thong tin gdm: Tén don vi vi pham, sb lwgng may vi
pham. ) ) o
Chon ban ghi bat ki trong Top don vi vi pham baseline, hé thong sé di chuyén dén
man hinh chi tiet twong rng v&i don vi da dwoc chon

(3) Tim kiém
Tim kiém riéng lé:
+ Tim kiém theo Bon vi .
-> Top don vi vi pham hién thi don vi da nhap va danh sach don vi con twong &ng
(néu co) . )
-> Top vi pham: Hién thj cac vi pham ctia don vi va don vij con (néu cd) twong rng
+ Loai vi pham .
-> Top don vi vi phqm: hién thi danh sach don vi vi pham Loai vi pham da chon
-> Top vi pham: Hién thij vi pham da chon
+ Thoi gian bi vi pham . . ]
Tim kiém ket hop: Khi nh@p 2 hoéc nhiéu diéu kién tim kiém thi sé thirc hién tim
kiém theo diéu kién AND

3.9.1.2 Tab Loai vi pham
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fll AJANT

root Théng ké vi pham baseline
test
Logi vi pham Bonvi
server
no_group ~
) E—
" E:.S'a..wmmm @312 sirdung phan mm digt - p . e T ®

thi_truong o
anm )

default

Hin thi 371 ket qua

Ml AdlanNT

Théng ké vi pham .
& Topuisem

root Théng ké vi pham baseline
o Loaivipham Do
no_ :
w oot o . oo o0 oo
. detait 2am
N . o . oo “o e p
snm o o0 afo P 1
st o . oo o o0 :
21100 20100 o
. 150 oo 31100 3150 0
kpt 0 0 [03%) © (0% 2
. o . oo o0 o :
stt_khoi_khcn_hgd _tt_ih_va_marketing [ 0 0o 1
osat o . oo o0 o )
vtt_cskh-dng. 0 00 o 00 1
ooz o o o0 a0 oo '
e o ojos a0 e '
. oo o0 o :
0 00 oo 0(0%) 1
Hin thi 50/68 kit qua

- Hé théng hé tro thwe hién cac tinh nang:

(1) Chon link Top vi pham: Di chuyén vé man hinh Dashboard, danh sach top vi pham
va top don vi vi pham

(2) Cay dir liéu don vi cta hé théng
Hién thj toan bd don vj ctia hé théng dwoc phan cap cha-con
C6 thé chon don vi trén cay di liéu don vi dé thuc hién loc vi pham

(3) Tab Loai vi pham

Mbi Loai vi pham dworc hién thi cac théng tin chung gdm: Violation type, Resolved,
Unresolved, Violation Computer, Violation unit
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Chon ban ghi Loai vi pham trén danh séach: Hién thj danh sach may tinh trong tirng

don vi vi pham

Chon may tinh: Hién thj théng tin chi tiét may tinh va danh sach vi pham twong rng

clia may tinh

fl AJANT

Violation statistic

€ Topuisistion

a

root
test
no_group
el
et
thi_truong
anm

default

Chon may tinh trén popup danh sach may tinh: hién thi

a
Violation statistic baseline

Vialation type Unit
Quy dynh bt bujc c3i ditva st dyng phin mém diée T
virus. =)
Quy dinh kidm tra c3i 83t vl sif dyng phin mém digt P
virus Kasgersky =
Quy dinh ciu hinh cip that H§ didu hanh 1(1%)
Quydinh méy tinh phaijoin Somain, A sil dyng t e
Khodn domain 48 d3ng nh3p may tinh _—
Quy dinn chi ajt v 1 dyng phikn midm 1(13%)

Quy dinh lsmvidc khang qus 20h

Quy dinh bit bue i dyng phln mim tuiing Ia

Quy dioh caim sif dung thiét bj US8 2 {a0%)
[KP1] Proy Firefa, I 1(23%)
Quy dynh ty ding knda man hinh sau 5 phit 3(s0%)
Quy Fink nghidm cdm kit ni trye tidp mang 2o
Intemet.
00
Quy dinh nghiém c4m i el m3t khd trén rlnh .
150
duyét
Quy Fink bt busc cip At phin mim digt virus 1(50%)

Display 16/16 resultis]

8 (1%
8 5a%)
B{89%)
8 {89
7(e8%)
3(100%
5 {100%
3(80%)
2(57%)

3(50%)

3(100%)

1(50%)

1(50%)

List computers and units baseline vislation Collapseall & X
anm ~
2817-PC | 5 221DASOFTETACES2C
» 3violation iide it
Quy dinh bt bujc cii dt va sitdung phian mém diét virus
11:59:26 23/06/2020 trase
&t bude cai djt u
06/2020 ®
dev_test_group ~
{ resolve
t resolve
ybi ~
DESKTOP-HHNZB1Q | S3221ADA91 75465 DCDISAAEEFIBD2ETBE21260F
» 1violation -

popup théng tin chi tiét may

tinh bao gém Computer, AgentlD, IP Address, Domain, Group, Resolved, Detail (tat
ca loai vi pham cliia may)

Ml AdlanNT

Violation statistic
€ Topvickation

a

roat
tast
no_group
kel
kpt
thi_truong
anm

default

(4) Tim kiém

Tim kiém riéng 18:

List computers and units baseline violation

anm

Detall information X

I7-32BIT-PC | SEFT65BFICEG22 IDASOFT8TACBS2C4BAE32FBDOC
® 3vialation

Violation statistic bar

A50FT87ACBS2CASAEIZFBDOC

Quy dinh bt bujc cai a3t
vinus.

Quy dinh bit b
12:37:09 16/06/20

Quy dinh bitb
12:37:09 16/06,

dev_test_group

HUYHV.PC | 1D18A98115CDF EBEB10ADIBE1 D0 T52218FISED3

® 1vidlation

Quy dinh bit budc cai djt vi i dung phin mém digt virus

08:39:11 23/06/2020

tualBox | BCTCO96A104

2719639FFA

Quy dinh b
10:38:35 DS/06/2020

ybi

DESKTOP-HHN2B1Q | S9221A0A9179C465DCDISAEGFIBD2ETEEL126DF
Display 1/1 result(s] ® 1violation

& "enabled®: 0, "im:

Antivirus installation

Quy djah bt bug cai ¢t va si dyng phan mém digt virus

+ Tim kiém theo Don vi: Hién thi don vi da nhap va danh sach don vi con twong (ng
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+ Loai vi pham: Hién thj vi pham da chon

+ Th&i gian bi vi pham

Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi sé thwc hién tim
kiém theo diéu kién AND

3.9.1.3 Tab Bon vi

fl AJANT

4

Théng ké vi pham baseline

- Hé théng hé tro thwe hién cac tinh nang:

(1) Chon link Top don vi: Di chuy&n vé man hinh Dashboard, danh sach top vi pham va
top don vi vi pham

(2) Cay dir liéu don vi ctia hé théng
Hién thj toan bd don vi ctia hé théng dwoc phan cip cha-con
C6 thé chon don vj trén cay dir liéu don vi dé thwc hién loc don vi cha - con

(3) Tab Bon vi
Mbi Loai vi pham dwoc hién thj cac théng tin chung gém: Unit, Online in day, Online
in 30 days recent, Resolved, Unresolved, Violation computer, Violation rule
Chon icon detail ctia cot violation computer trén danh sach: Hién thj danh sach may
tinh trong trng don vi vi pham bao gdm Tén don vi, Tén may tinh|Agent ID, danh
sach vi pham cua tirng may, thoi gian vi pham, trang thai vi pham (da fix hay chwa fix
vi pham)
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Ml AdlanNT

Violation statistic

& Topuiclation

Vielation information Detall information X

anm
a
Violation rue " o 9472174088301
roct Violation statistic bat
st Quy dinh S inh c3p 3t 3 did hanh
w— Quy dinh s hinh cip nhdt HE dizu han
e 115526 23/06/2020
servar -
o
no._group
ot ANM-CHUYENNT | EGSTA4ESBCFLIGCTDAF21CTAORSIDTHBSAEFOS
il » 14violation Fide it »
defauit Quy dh nghbém cm kil i tre i g et
it
b . 02:08:36 22/06/2020 Vot rasolved yet
thi truong Quy dinf nghiém cim ket né ryc ugp mgng Intemet
. ke,
default ennt_group2.1 q hiém cm bt ndi b iép mang Intemet.
os /2020
siant dev
Direct internet access: P: 1030.161.37:60
dev_test_grou X
et Quy dinh nghiém cim kit néi tryc tidp mang Intemet. |
o 10:58:22 18106/2020 Resolvec Quy diah lsm vigc Kndng qus 20
v i ) "
Q s el Wikt 5 g bt
vitkhol khen hgd ek 020836 22/05/2020
014657 1870872020

vit_eskivdng
KPI Proy Firefox, IE
SRR 02:40:33 22/06/2020

vit_khoi_entt

K1) Proxy Firefox, [E

™ [KPI] Proxy

f 06:27:48 18/06/2020

bgg A
thh Quy dinh bit budc cip nhit phin mim dift vires

01:24:02 23/06/2020

Display 50/62 resultis)
dinh lim vige khing qui 20h

Qu
11:23:26 19/06/2020 pei0

£ prosey configuration: Prexy: Firefox proxy configuration; Prasey: Ty

Chon may tinh trén popup danh sach may tinh: hién thi popup théng tin chi tiét may
tinh bao gébm Computer, AgentID, IP Address, Domain, Group, Resolved, Detail (tat
ca loai vi pham cua may)

fl AJANT
Violation statistic Violation information Detall information x
© Top vilation
anm ANCHUYENHT
o wurEn
Vilation e Vilation computer ESSTA4ESBCF L1SCTDOAF2ICTADSSIDTABIARFDS
root Violation statistic bas
st oy i il i iy i 16 ikt e
[P—— Quy djnh <l hin cip it H disu han
1158:26 23/06/2020 tresc
-
no_group
ot ANM-CHUYENNT | EGSTA4ESBCFLIGCTDAF21CTAORSIDTHBSAEFOS oty
kdl ® 14 violation Hide list »
default Quy dh nghbém cm kil i tre i g et
kpt
hit anm 02:08:36 22/06/2020 Not resolved ye!
thi_truong Quy djnh nghiém cSm két ndl tryc tiép m3ng Intemet
. ke,
default Cmieoian nghiém cam két ni tryc tigp mang Intemet.
40 17/06/2020
siant e

Direct internet access: IP: 10.30.161.

dev_test_group

hicm cam kit ndi tryic tiép mang Intemnet.
ot 06/2020 F Quy dinh Lim viéc khing qud 200
= Quy dinh nghiém cam kit ndi tryc tiép mang Intemat NiA
vit_khol_khcn_hgd_te_kt 02:08:36 22/06/2020

vit_eskivdng
KPI Proy Firefox, IE
SRR 02:40:33 22/06/2020

vit_khoi_entt

K1) Proxy Firefox, [E

ybi

bgg uiA

thh Quy dinh bit b
01:24:02 23/06;

p nhit phin mim di

Display 50/62 resultis) .
dinh lim vige khing qui 20h  pr

Qu
11:23:26 19/06/2020 pei0

y configuratian: Praxy;: Firefox proxy configuration: Prasy: Ty

Chon icon detail ctia cot violation rule trén danh sach: Hién thi danh sach vi pham
cla don vi
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Ml AdlanNT

Violation statistic Violation information X
+ Topviciation
Qa Q
tion comput
roct Violation statistic baseline
test Qurdn “
‘Violation type unit

ne_group o
Kl = °

ot default o(o%) 10
thi_truong o e 4
anm unknown 0(0%) 0
debault liennt_groug2.1 o (0% ]
sflant_dav o) 2
dev_test_group 1(50%) 2
ot o 0
v 0
vit_khoi_khcn_hgd_tt_kh_va_marketing o ]
wt_cskivdng o 3
vit_vdi_normal 0(0%) o
ve_knai_cntz v 0
¥os [0 0
bgg. o 0
wh v o

Display 50/62 resultis]

(4) Tim kiém
Tim kiém riéng 18:
+ Tim kiém theo Don vi: Hién thi don vi d& nhap va danh sach don vi con twong (ng
+ Loai vi pham: Hién thj vi pham da chon
+ Th&i gian bi vi pham
Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi sé thwc hién tim
kiém theo diéu kién AND

3.9.2 Théng ké phédn mém (Software statistic)
- Chrc nang Théng ké phan mém hd tro nguwdi quan tri théng ké cac phan mém da
cai d&t trong mét don vi bao goém:
+ Xem danh sach cac phan mém da cai trong 1 don vi dwoc chon
+ Xem chi tiét cha Agent
+ Export phan mém
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Ml AdlanNT

Software statistic 4 B ow

_group ;/—/ 7-7ip 16.04

kdl Version 16,04

kpt 7-7ip 19.00

thi_truong Version 19.00.00.0

anm T-Zip 19.00 (x64)
default

Adabe Acrobat Reader DC (19.012.20036)

version

Adobe Acrobat Reader DC (19,012.20040) 15 4

jersian

Adabe Acrobat Reader DC (19,021.20048) 1

£ DC (19.021.30049)

Adabe Acrobat Reader DC (19.021.20056)

Display 50

- Hé théng hd tro thue hién cac tinh nang:
(1) Cay di¥ liéu don vi ctia hé théng
Hién thj toan bd don vj ctia hé théng dwoc phan cap cha-con

C6 thé chon don vj trén cay dir liéu don vi dé thue hién loc phdn mém
(2) Danh sach phan mém

M&i phan mém dworc hién thi cac théng tin chung gdm: Software name, munber of

comiuter, munber of unit

Software statistic (=R

- 72ip 16.04 ' 2
e Veersion 16.04 1 1
ket 7-2ip19.00 w 5
thi_truong Version 18,00.000 Y s
anm 7-2ip 19.00 (x54)
defauit
Adab 2
Adobe Acrobat Reader DC (19.012.20035) 15
Version 20,006.2004 15
Adobe Acrobt Reader DE (19.012.20040) 15 s
15 .
u 2
u

Chon icon detail cGa cét violation computer trén danh sach: Hién thi danh sach may
tinh trong trng don vi bao gdm Tén don vi, Tén may tinh|Agent ID, Version
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fl Anant
Software statistic Software statistic (installed) - 7-Zip 19,00 X
a a ajiant_dev (display 1/1 computer] -
ThanhLH-PC
root rion 19,00
test
anm (2 computes v
server NAME
e default {11 computer) v
kdl version 16.04 dev_test_group (2 computer] v
ket 7-7ip 19.00
no_group (1 computer v
thi_truong Wersion 19,00.00.0
anm 7-2ip 19.00 {x64)
default

Version 18,00

Adabe Acrobat Reader DC
Version 20,006.20042

Adube Acrobat Reader DC (19.012.20036)
Version 20,006.20042

Adobe Acrobat Reader DC (19,012.20040)
Version 2000620042

Adabe Acrobat Reader DC (19.021.20045)
Version 20,006.20042

Adabe Acrobat Reader DC (19.021.30045)
Version 20.006.20042

Adabe Acrobst Reader DC (19.021.20056)

Display 50/388 resuktis)

Chon may tinh trén popup danh sach may tinh: hién thi popup théng tin chi tiét may
tinh bao gébm Computer, AgentID, IP Address, Domain, Group, Software information
(software name, version)

fl AJANT

Software statistic Software statistic (installed) - 7-Zip 19.00 Detail infarmation X

ajiant_dev {display1/1 computer ~ Agent information

ThanhLN-P EDEFEBSEC1ES84 2808112391 LATTSTESEBD

root
test
anm (display 212 computer ~
servar SOFTWARE NAME
no_group 7.27ip 16.04 localhost bo 56FO04B2EFETCITCBF15186CFTBOFB52653F0B4B
~Version 19,00,
dl Viersion 16.04
kpt 7-7ip 19.00 22389 E3045A380C67C21BBFIDETS1EF
thi_truong Wersion 19,00.00.0
Software information
am 7-Zip 19.00 (x64) default {11 computer) v
default A zip 12,01
dev_test_group [2 computer v o
Adabe Acrobat Reader DC Version 19.00.00.0
Vrsion 20,006.20022 no_group (1 computer] v . puler

Adobe Acrobat Reader DC (19.012.20
Version 20,006.20082

Adobe Acrobat Reader DC (19.012.20
Version 2000620042

Adabe Acrobat Reader DC (19.021.20
Version 20,006.20042

Adobe Acrobat Reader DC (19.021.30
Version 20.006.20042

Adabe Acrobat Reader DC (19.021.20

Display 50/388 resuktis)

Chon link [List softwares in computer]: Hé théng di chuyén dén man hinh Agent
management va popup chi tiét may tinh twong trng da chon hién thi
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fl Anant

Software statistic Software statistic (installed) - 7-Zip 19.00 Detail information X

no_group T.21p 1604

Version 16,04 dev_test_group (2 computes
7-2ip19.00

thi_truong version 19,00,00.0
7-Zip 19.00 (x64)
default

Version 19,00

Adobe Acrobat Reader DC

Adobe Acroba

Adobe Acrobat Reader DC (19.021.20

Display 50/388 result(s)

(3) Tim kiém
Tim kiém riéng lé: . o
+ Tim kiém theo E)o’r] vi: Hién thj cac phafm mem da cai trong don vi
+ Tén phan mém: hién thi danh sach phan mém da nhap
+ Tim kiém theo trang théi: Installed, uninstalled
+ Thoi gian cai . i )
Ti[n kiém ké‘g hop: Khi nhap 2 hoac nhieu diéu kién tim kiém thi sé thwc hién tim
kiém theo diéu kién AND
(4) Export

Chon Export: Hé théng sé& download file Export c6 di liéu gidng véi dir liéu dang
hién thj trén man hinh

3.10 Rules Correlation
3.10.1 Danh sach hién thj
- Chtrc nang cho phép nguoi ding nhap hodc chon diéu kién tim kiém dé thwc hién
tim kiém rule dang c6 trén hé théng, thao tac deploy/undeploy/xéa nhanh véi cac
rule.
+ B0 loc FITTER
+ Bo loc FITTER bao gom:

. 6 Engine: Whitelist, Agg Trigger, Agg Action, Filter, Indicator, False-Positive.
. Text box search theo cac trwong: Name, content, description

o Thoi gian cap nhat
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. Tao bdi toi
Loc theo Engine
- Buwéc 1: Chon 1 hodc nhiéu Engine méc dinh

Search rules ! (=]

2 resuit(s) 01/10/2020 10:57:18 -08/10V2020 10:57:18 + Addnew

MITRE_ATT2CK ot builder

IITRE_ATTECK bullder custom

Man hinh tim kiém rule

- Buwéc 2: Chon M& réng dé thém cac Engine can loc.

Al AdlanNT

Search rules ’ D

wieE .Y-A-L-‘V builder W uncesloyed 3 20
indows  MITRE_ATTACK builder custom » @ 2@
Man hinh mé réng céc diéu kién tim kiém rule
Khi chon 2 hoac nhiéu Engine, man hinh tra vé két qua dwoc loc theo phép toan AND.
- Buwdéc 3: Tich chon nguwoi tao Rules la user dang login vao hé théng
Search rules =}
a
2 i it + Addrew
9710 MITRE_AT 4 » v
8/10, €_ATTEC d » vn m
Man hinh loc theo Creator
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- Bwéc 4: Nhap Name, content, description mudn search vao text box

Search rules !! (=]

2 resultis 1/10/2020 105718 - 0811002020 10:57:48 + Addrew

- Buwéc 5: Nhap thong tin can tim kiém.
- Bwdc 6: Nhan Search dé hién thj két qua tim kiém.

Chon cét
Cho phép nguoi dung lwa chon céc cot hién thi trén man hinh correlation.
Cac buwéc thye hién:

- Buwéc 1: Click vao combo box View column. Man hinh hién thi danh sach Iwa chon
cac cot & dang check box.
- Buwéc 2: Click Chon vao nhirng tén cot mudn hién thi.

Al AdlanT

Search rules =]
s 2 resultfs DL1B/2020 105718 08/ 1062020 10,5718 i e
VTRE_ATTACK builder custon ) X -
vandoms MITRE_ATT&CK roat builder custom B uvno @ e o

Man hinh Tay chon hién thj thém cét
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Search rules

o T - e »
571 ATRE ATTRCK — X
Tim kiém theo tén rule
- Buwéc 1: Click icon dé hién thj thanh tim kiém
fl AJANT
Search rules D cudeiine
2]
povwe | . [wn) P ——— s - > X P
08/10/2020 10:42:26 1 jennt Windows MITRE_ATTACK root builder custom > 3 o i

Man hinh tim kiém nhanh theo tén rule

- Buwéc 2: Nhap tén rules mudn tin kiém
- Bwéc 3: Nhan Enter dé hién thj két qua tim kiém.

Tim kiém theo Category

H tro tim kiém nhanh gdm 3 loai mé&c dinh la: Windows, Linux, MacOS.

- Buwéc 1: Click icon dé hién thi danh séach loai Category.
fl AJIANT
. Q)
- . / s
' ‘ - —
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Man hinh tim kiém nhanh theo lo theo Category
- Buwéc 2: Chon category mudn tin kiém
- Buwéc 3: Click Apply
Tim kiém Sub Category

H tro tim kiém nhanh theo loai trién khai, gdm 3 loai méc dinh la: Metre ATT&CK, Malware,
Suspicious Behaviour

- Buworc 1: Click icon dé hién thi thanh tim kiém
- Bwdc 2: Chon sub category muén tin kiém
- Buwéec 3: Click Apply

Tim kiém Creator

- Buwéc 1: Click icon dé hién thj thanh tim kiém
- Bwéc 2: Nhap tén nguoi tao mudn tin kiém
- Bwéc 3: Click Apply

Tim kiém Rule type

Search rules

Hé tro’ tim kiém nhanh gém 3 loai méc dinh 1a: Advanced, Builder, All.

- Buwéc 1: Click icon dé hién thi danh sach Rule type.
- Buwéc 2: Click vao Rule type muén tim kiém
- Bwéc 3: Click Apply

Tim kiém Optional type

H6 tro tim kiém nhanh gdm 3 loai méc dinh [a: Built-in, Custom, All.
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fl ANANT

Search rules

builder castom I undeployed o

- Buwéc 1: Click icon dé hién thi danh sach Optional type
- Bwdc 2: Click Optional type mudn tin kiém
- Bwéc 3: Click Apply

H6 tror Deploy/Undeploy cho nhiéu Rules

Ml AdlaNT

Search rules =]

~ 3 resultis) OL/10/2020 11:2329 -08/10/2020 11:2329

iennt windows MITRE_ATTECK root builder custom
E_ATTEC buil custom
08/10/2020 11:12:00 2 rules2 Windows Malware root builder custom

- Buwéc 1: Click vao nhiéu check box c6 cung trang thai la Deploy hodc Undeploy
- Buwéc 2: Click vao button Deploy/Undeploy
- Bwéc 3: Chon Deploy/Undeploy trén popup hién thi dé thwe hién Deploy/Undeploy
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Al AdlanNT

Search rules (=]

= 3 rasultfs) 01102020 112329 - 08/ 102020 11:2329 4 addrnew

1 Selacted rulels)

B 081072000 104226 L e Windows MITRE_ATTECK raot bulder custom @ opioyes
D8/10/2020 10:48:02 1 rulel Windows MITRE_ATTECK oot builder custom I undeployed

08/10/2020 11:12:00 2 wies2 "
© undeploy Rule x

3.10.2 Thém mdi Rules Correlation

- Chtrc nang cho phép nguoi dung ciu hinh mét rule correlation m@i hoan chinh.

Téng quan
« Engine: Gom tat ca 6 engine v&i thong tin chi tiét 1an lwot 1a:

o Whitelist la mét Stateless Engine thwc hién loai bd nhanh cac event ma hé
théng khéng can xt ly. Cac event khép véi rule whitelist sé bi drop khdi ludng
X ly.

o Agg_trigger va Agg_action la mét Stateful Engine thyc hién gom nhém céc
event twong ty nhau. Mdi rule aggregate chira cac thong tin vé diéu kién gom
nhom (dinh nghia event twong ty nhau), khoang th&i gian gom nhom (vi du
30s, 1 phut, 2 phut,...). Cac event khép diéu kién gom nhém dwoc lwu lai va
chi trd vé mot event c6 kém theo sé lwong sau mét khodng thoi gian. Cac
event khéng khép diéu kién gom nhém dwoc tra ra ngay 1ap tie véi sb lwong
la 1.

o Filter |a mét Stateless Engine thwe hién loc cac diéu kién dé day vao
indicator.

o Indicator 1a mot Stateful Engine thwc hién kiém tra, thdng ké trén cac event
théda man Filter. DAu vao cua Indicator la cac event thda man Filter, dau ra la
céc Indicator Event hoac Alert Event. Indicator hé tro cac phép thdng ké sb
lwong (count) trong mét don vi thdi gian (time-windows) ctia ciing mot dbi
twong, khong alert 1&p lai déi véi cung mét dbi twong trong khoéng thoi gian
quy dinh trwéc. MAi rule indicator chi thwe hién xét cac diéu kién cung loai,
trén cing mot hé théng.
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o FalsePositive engine la mot Stateless Engine thyc hién loai bd cac truwdng
hop alert bi alert sai. Moi alert khi kh&p véi rule Falsepositive sé bj drop.

» Debug/ Not Debug la hai trang thai cua engine. Khi thye hién thao tac debug, log
dwoc day vé thod man diéu kién cia engine sé hién thj trén man hinh G& rdi
Correlation.

« Diéu kién: Mbi engine sé hé tre cac diéu kién vé Event, not Event, Alert Event, not
Alert Event, Accumulate, Function, not Function khac nhau . Chi tiét vé cac diéu kién
va cach st dung:

o Event: Buoc str dung cho céac triwdng event.

o Not Event: Chi dwoec tao ra khi cé event.

o Alert: DPwoc str dung cho cac trwdng alert.

o Not Alert: Xét xem khdng c6 alert event trong bao lau.

o Accumulate: Thwc hién gom nhém diéu kién event thoa man sé lwong tir do
sinh ra alert.

o Function: La cac ham. Lwu y: V&icac ham boolean, gia trj tra vé |a true hoac
false.

o Not Function: V&i not function, cac ham duwoc str dung gidng vai function.
Tuy nhién gia tri tra vé sé c6 két qua true/false nguoc lai.

e Toantw:

o CAéc toan tr co ban gom: =, I=, >, <, >=, <=,
o In: Kiém tra gia tri cia mét trwéng c6 nam trong danh sach khéng.
= Bén trdi toan tlr: Tén trwdng can kiém tra.
= Bén phai toan ttr: Danh sach gia tri dé& kiém tra dwoc phan cach bdi

dau “”.
o Contains: kiém tra gia tri cia moét trwdng c6 chira gia tri ma can kiém tra.

= Bén trai toan t&r: Tén trwdng can kiém tra (trwéng ndy can c6 gia tri la
mang hoac string).

= Bén phai toan tr: Gia tri dé kiém tra.

Assign: dé& gan gia tri ctia mét trworng vao mot bién.

@)

= Bén trai toan tt: Tén trwdng can gan.
= Bén phai toan t&: Tén bién can gan.

o Matches: kiém tra gia tri cia mét trwéng c6 thod man mét chudi regex.
= Bén trai toan t&r: Tén trwdng can kiém tra.

= Bén phai toan ttr: Chudi regex.
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o CAu hinh thoi gian: Kiém tra diéu kién trong mot khodng thdi gian , chi cé &
cac engine Agg_trigger ,Agg_action va Indicator.

o Count: Kiém tra s6 event dém dugc trong mét khoang thoi gian ¢ thoa man
dieu kién khéng.

o Nhoém/ Bé nhédm : Cho phép nguwdi dung gop hodc tach nhanh cac diéu kién trong
mot toan tir AND hoac OR.

Cac buwdc thye hién gop nhom/ tach nhém

o GOép nhom

= Buwdc 1: Click vao vao trwdng can gop nhom

»  Buwdéc 2: Chon NHOM Man hinh chi tiét cac buéc thwe hién gép nhém
o Téach nhém

= Buwdc 1: Click vao céac item can tach nhom.

=  Buwdc 2: Chon BO NHOM Man hinh chi tiét cac bwéc thwe hién tach
nhém

« Restore: Ty ddng reset lai dén ngay sau khi nhan SAVE gan nhét
e Reset: Thyc hién reset condition ( vé trang thai ban dau)
e Delete: X6a Condition dang dwoc focus

Cac bwéc thém mei rule correlation:

- Bwéc 1: Tai man hinh Correlation, Chon button Thém méi > Hé théng hién thi man
hinh tao méi rule
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fl AnaNT Alert vestigation 5 ect & Preventi Setting

e [

Condition

Hinh 1: Man hinh thém m&i Rule correlation

- Bwéc 2: Nhap théng tin cda rule.

[ rico [T

Lwu y: Céc trwdng c6 dau (*) la cac trwong bét budc nhap.

- Buwéc 3: Chon Engine, nhap diéu kién cho cac Event, not Event, Alert, not Alert,
Accumulate, Function twong trng.

4. Add group/item hodc x6a group

1. Chon toan ter | = ]
I—Ch tkier @
E [ |
6. Chon Save 3. Chon toan tu

7.Chon action (néu co

Hinh 2: Man hinh chi tiét cac bwéc thém méi rule

- Bwéc 4: Nhan Lwu dé lwu lai diéu kién hoac nhan Huy dé tré lai ngay sau bwdc maéi
lwu.
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- Bwéc 5: Tai Hanh ddng , chon hanh déng can thuc hién déi véi engine do.
Cac budc thue hién thém hanh dong twong trng voi tirng engine:

Khi nguoi dung thye hién xong céac budc tao diéu kién va nhan Iwu, man hinh sé hién thi
cac hanh dong cho tirng engine. M6i engine sé bao gom cac hanh déng twong *ng. Engine
Agg_trigger sé khéng c6 hanh ddng.

Whitelist: G6m 4 hanh dong dwéi dang check box : Drop, Chuyén sang aggregate, Alert va
Danh sach Active, nguwdi dung bat budc phai chon 1 trong 4 hanh déng nay. Khi cac log day
vao thod man diéu kién sé thwc hién 1 trong 4 hanh déng ma nguoi dung da tich chon. Chi
tiét chirc ndng ctia 4 hanh dong:

o Drop: Cac log dwoc day vao thod man diéu kién sé dwoc loai bé khéi ludng
X ly.

o Chuyén sang aggregate: Log ddy vao thod man diéu kién sé dwoc chuyén
sang engine aggregate dé tiép tuc xtr ly.

o Alert: Khi thém cac trwdng key va value cho alert, cac log day vao thoa man
dieu kién sé hién thj alert tai man hinh quan ly alert.

o Da}nh sach Active: Cac value clia active list sé dwoc thém vao danh sach
hién thi trén man hinh Active List.

Cac buwdc thém tredng cho hanh déng Alert/ Danh sach active:

- Buwérc 5.1: Click chon hanh déng muén thém.

- Buwérc 5.2: Click button Stra dé nhap gia tri cho trwdng

- Bwéc 5.3: Nhap gia tri cho trvong

- Bwéec 5.4: Click Save

- Buwéc 5.5: Click button Add dé thém méi mét trudng vao alert.

Viettel Cyber Security Page |

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi 173
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Add new rule
-

Chon icon thém/xéa ban gh

3. Nhap gia tri mong muén 4. Chon icon Save

2

Hinh 3: Man hinh thém mdi hanh déng cho rule correlation
DPé x0a hanh dodng vira tao, click icon Xo4 .
Dé chinh stra hanh déng, Click icon Chinh sta .

Lwu y: C6 thé tao nhiéu hanh déng véi cac trwdng khac nhau tuy theo muc dich ngudi st
dung.

Agg_action: Tai engine nay, ngwdi dung co thé thwc hién hanh dong thém code.
Cac budc thém trwong cho hanh dong thém code

- Buwéc 5.1: Nhap day dua diéu kién va toan ti. Click vao Save

- Buwéc 5.2: Tai muc Action, click vao icon Enable action

- Buwdc 5.3: Nhap néi dung clia code

- Buwdc 5.4: Chon button clear => N6i dung nhap cua code sé bj x6a toan b6
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Hinh 4: Man hinh thém méi néi dung Code cda engine Agg_action

Filter : G\E‘)m 3 hanh dong: Alert, Enrichment va Danh sach Active. Nguoi dung co thé 1
hoac nhiéu hanh dong trong cung engine. Chi tiét chirc nang ctia 3 hanh déng:

o Enrichment: Thém trwdng vao Alert.
o Alert va Danh sach Active ( nhw engine Whitelist).

Cac thao tac thém mai, stra, xoa cho cac hanh dong clia engine filter twong tw véi khi thém
ma&i cac tredng cho engine whitelist.

Indicator : Hanh dong alert.
Cac thao tac thém mai, stra, xoa cho cac hanh dong cliia engine Indicator twong ty véi khi
thém mé&i cac tredng cho engine whitelist .

FalsePositive: Hanh déng Enrichment.
Céac thao tac thém mai, stra xoa cho cac hanh déng cla engine FalsePositive twong ty voi
khi thém m¢i cac trwedng cho engine whitelist .

- Buwéc 6: Nhan Lwu dé lwu rule vao hé thdng. Khi ngudi ding muén lwu lai vao hé
thdng , déng thoi deploy xudng correl engince thi nhan Lwu & Deploy.

Lwu y: Khi c6 16i, nguoi ding c6 thé nhan button Preview dé xem 16i.

3.10.3 Stra Rules Correlation

- Cho phép nguwoi dung chinh stra cac rule da tao.
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Cac buéece thwe hién:

- Buwéc 1 : Tai man hinh quan Iy rule, click icon Chinh stra cta rule mudn chinh stra.

Al AdlanT
Search rules (=]
TR -
v 1 sty 2080 208/ 202020108413 + s
08/10/2020 10:42:28 1 jennt Wiindows ITRE_ATTACK oot builder custom 2B undeployed @ e

Hinh 5: Man hinh quan ly rule

- Bwéc 2: Tai man hinh chinh stva , nhap théng tin can chinh stra.

Ml AJANT
Search rules D cuideine
o
v 1 2020 1 /1002020 10784 + Addnew
. I »v @ 2o
Hinh 6: Man hinh thong tin chi tiét cda rule
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- Lwuy: Cac trwong tén rule, category, subcategory la nhirng trd’ng khdng chinh stra
duwoec.

- Buwéc 3: Nhan Lwu dé lwu rule lai vao hé thdng. Khi ngudi ding muén lwu lai vao hé
thdng , déng thoi deploy xudng correlation engine thi nhan Lwu & Deploy.

- V&i nhirng rule chinh stra nhwng chi Lwu, ngudi dung phai click Redeploy tai man
hinh quan ly rule thi rule mai c6 tac dung dbi véi hé théng.

- Lwu y: Khi c6 16i, ngwoi ding c6 thé nhan Preview dé xem 16i.

3.10.4 Xo6a Rules Correlation

Al AdanNT

Search rules

8/10/2020 10:42:26 1 jennt Windowes AITRE_ATTACK o builder custor I undeployed @

- Cac buwéc thwe hién xéa 01 rule:
- Buwdrc 1: Click icon Xo4 tai rule mudn xoa.
- Bwéc 2: Man hinh hién thj théng bao xac nhan xoéa , chon HUY/ DONG Y.
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fl AnanT
Search rules £ cuideline
< 1 resuttis) OLA10/2020 10:46:59 - 0/10/2020 10:46:58 + addnew
08/10/2020 10:42:26 1 ennt Windows  MITRE_ATTACK ot builder custom ) Undeployed @ 2

Display 1/1 result(s)

© oclete Rule x

D0 Yo Want to remove rule

Hinh 7: Popup xac nhan xo6a rule

- Néu chon BPONG Y, rule dwoc chon xoa sé bién mat khdi man hinh hién thi.

fl AJANT

Search rules B2

WTEATACK oot s

MITRE_ATTACK oot bulder custom I uncepiayed

Hinh 8: Man hinh chdre ndng x6a déng thoi nhiéu rule
Cac bwdc thue hién x6a nhiéu rule:

- Buwéc 1: Click chon nhivng rule mudn xoé (C6 thé xo4 tat ca bang cach Click Chon
tat ca rule).
- Bwéc 2: Man hinh hién thj théng bao xac nhan xoéa , chon HUY/ BONG V.
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fl AnanT
Search rules £ cuideline
< 2 resultfs) 01/10/2020 104853 -08/102020 10:48:53 + ddnew

. e 0 srecomr @ suscarecom Q son @ a a
08/10/2020 10:48:02 1 rulet indows  MITRE_ATTACK oot bullder custom I undeployed
B 0871072020 10:42:26 1 Tiennt Viingows MITRE_ATTSCK root builder custom I undeployed
Dispay 2 results
© oclete Rule x
Do you want o remove Mult-ule:
~

Hinh 9: Man hinh xac nhan xbéa

- Chon DONG Y, tat ca rule sé dwoc xoa khéi man hinh hién thj. Chon HUY, thao tac
vira chon sé duwoc huy bé.

3.11 Protect & Prevention
3.11.1 Application Control

- Chtrc nang Application Control cho phép cau hinh cac (rng dung/tién trinh (process)
sé chan dwéi may ngudi ding khdng cho phép chay (execute). Png dung/tién trinh
dwoc nhan dang dwa vao ma bam (MD5, SHA1, SHA256) hoac dworng dan.

3.10.1.1 Hién thj danh sach cac ung dung/tién trinh bj chan
- Click vao tab Protect & Prevention > chon Application control sé hién thj toan bd cac
&ng dung/tién trinh dwdi may ngudi ding khdng cho st dung.

Viettel Cyber Security

Keangnam Building - Landmark 72, Pharn Hung st., Nam Tu Liem dist., Hanoi

Page |
179

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Al AJaNT
Application Control =]
Agentupdated: 0 Time updated: 2020/10/12 10:04:45 a &, import + Adinew

Jguytn i — c
« @

“ o

- i

wor i

P i

o

ame o

-

g o
- i
i

c

i
eass o
17 i [
y i

5 c

" @

e a o
-~ i
st 2020 i

Man hinh danh séch ¢ng dung/tién trinh bj chdn

3.10.1.2 Tim kiém ¢ng dung/tién trinh bj chan
- Nguoi dung c6 thé tim kiém theo ma bam hodc dwéorng dan cua tng dung bi chan

L
Application Control (=N
Agentupdated: 0 Time updated: 2020/10/12 10:04:45 [ Q rotepad x &, import v + Addnew
“notepad.exe PaT it 2020/08/23 10:21:34 1]

Man hinh tim kiém ¢ng dung/tién trinh bj chan

3.10.1.3 Thém méi ing dung/tién trinh bj chan
- Click vao <Add new> dé thém méi (rng dung/tién trinh bi chan, nguoi ding co thé
chon chan theo Path hoac ma Hash (MD5, SHA1, SHA256)

Application Control de ling
Agentupdated:0  Time updated: 2020/10/12 10:0445 Q ot 2, wmpant v

Haitest PATH Nguyda Thi Duyén hii thém nghy 25/09 2020/09/25 18:4222
*notepad.axe PTH o 2020/09/23 10:21:38
*procmon.exe 2020/09/23 10:21:20
Add New x
pr 2020/09/23 102052
B5485501FTBANISAZ22C 1 BBSABESO0AT 2020/09/22 17:4828
object

:\Program Files (x86]\Google\Chrome' Appli

o
C\Pogan FercooeCrone plcsonona e [ e

GBSBETFC1360BBETOSIS4SIBBIRATLED

*chrome.axe 2020/09/18 18:44:33
nga 2020/09/08 15:20:28
test22 2020/08/20 11:01:11
test21 2020/08/20 11:00:53
test20 2020/08/20 11:06:47

E} E} ) E) E} B} E) E} E} E) E} E} E} B} B

Cancel
testis 2020/08/20 11:00:81
testis PATH 1 2020/08/20 11:00:34
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Man hinh thém méi émg dung/tién trinh bj chan

3.10.1.4 Thém méi img dung/tién trinh tir tap tin c6 sdn
- Nguwoi dung c6 thé thém méi cac tng dung/tién trinh bj chan t tap tin .csv theo mau
c6 sén Ién danh sach &ng dung hién tai.
- Click <Import>, chon dwérng dan dén file can tai 1én va click Open, hé théng sé tw
dong thém danh sach cac ng dung can chan 1én hé thdng.

Application Control

Agentupdated: 0 Time updated: 2020/10/12 10:04:45 Q \ & mport v + midoew

Man hinh thém méi ng dung/tién trinh tcr tp tin c6 sén

3.10.1.5 X6a tng dung/tién trinh bj chan trong danh séach
- Hé théng hé trg x6a 1 hodc nhiéu tng dung bi chan.
- Clik vao tirng ng dung can xda va click icon Delete, ho&c click vao checbox dau méi
trng dung va click button <Delete>

Application Control

Agentupdated: 0 Time updated: 2020/10/12 10:04:45

B precmonase
@ esasscarrrassasigiciansasascanr HasH

€\Program Files (x&6]\Google\Chrome! Application| chsome. exe

Ci\Program Files\Google\Chrome\Application chrame.exs PATH chrome 2020/08/18 18:52:13

SBSBETRC1350BBE TOS2545988aAS1E9
© pelete Object X

“chrome gxe

2020/03/15 18:51:45
2020/09/16 18:44:33

Ly 2 202000/09 15:20:28

=
Do you want to rdlove Objects 7

testid 2020/08/20 11:01:11

test21 2020/08/20 11:00:53

test20 202010820 11:00:47

testis 2020/08/20 11:00:41

Man hinh xéa tmg dung/tién trinh bj chan

3.10.1.6 Ludng cép nhét sé luong céc may agent da cap nhat danh sach méi thanh cong

- Sau khi ngui ding thém/sira/x6a danh sach cac tién trinh trén giao dién, hé théng
sé cap nhat danh sach nay xudng duéi cac agent theo ludng update file agent (chu
ky 3 phat/lan). Agent nhan dwoc cu hinh mai, phat sinh log véi eventlD =101 va
day lén server, hién thi trén man hinh Event search. Sau d6 hé thdng sé tw dong cap
nhat sb lwong agent da cap nhat danh sach cu hinh mai trén man Application

control.
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Application Control

Agent updated: 0 | Time updated: 2020/10/12 10:04:45

3.11.2 Endpoint Firewall ] o
- Muc dich: Chirc nang Endpoint Firewall cho phép cau hinh céc két noi sé chan dudi

may nguoi dung, bao gdm chén theo ip, port, hodc ca ip va port, hé tro' cac protocol
TCP, UDP, ICMP, hé tr¢ Ipv4 va Ipv6, hd tro inbound va outbound connection.

3.11.2.1 Hién thj danh sach cac két ndi bj chan
- Click vao tab Protect & Prevention > chon Endpoint Firewall s& hién thj toan bd danh
sach cac két ndi bj chan.

T
Endpoint Firewall =]

94 resuit(s) Agentupdated: 0 Time updated: 2020/10/01 14:01:06 Q X, import 4+ addnew

HBOUND

11185 53 HBOUND

LiLse 3 oUTBOUND AL

HBOUND

ouTEOUND AL

] ALL

11118 3 OUTBOUND AL

Man hinh danh sach cac két néi bj chan

3.11.2.2 Tim kiém cac két ndi bi chan
- Nguwoi dung c6 thé tim kiém theo dia chi IP va port da thiét 1ap
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fl AJANT R Fle westigatior — Protect & Prevention
Endpoint Firewall =
[
1 resuirjs) Agentupdsted:0  Time updated: 2020/10/01 14:01:06 Q 174 x X omponr v + addnew
2031134720 o AL m 2020/03/30 16:23:25 :

Man hinh tim kiém cac két néi bj chan

3.11.2.3 Thém mai cac két ndi bi chan
- Click button <Add new>, nhap thong tin trén popup thém mai két ndi bj chan
+ |P: dia chi IP can chan
+ Port: port can chan, néu chan tat ca port thi nhap 0
+ Direction: inbound, outbound, All (chan c& 2 chiéu)
+ Protocol: ICMP, TCP, UDP, ICMPV6, ALL

Endpoint Firewall [ Guide line
94 resun(e) Agentupdated:0 Time updated: 2020/10/01 14:0106 Qy &, mpot v
1

N .
110123 5 INBOUND Tcp 2020/08/25 16:06:40 3l test [}
e . Add New x L
1358 13 [
11134 £l (1]
P -
L1166 E] o
L84 n (1]
L1182 3 (1]
%2 B (1]
LLL84 33 1]
11,095 3 [
LiLse E (1]
1113 n [
11123 3 [1]
11,131 13 [
L1168 3 Cancal 1]

& I

Man hinh thém méi dja chi két néi bj chan

3.11.2.4 Thém méi két ndi bj chan tir tap tin c6 sén

- Nguoi dung c6 thé thém méi cac tng dung/tién trinh bj chan t tap tin .csv theo mau
c6 san 1én danh sach rng dung hién tai.

- Click <Import>, chon dwéng dan dén file can tai 1én va click Open, hé théng sé tw
déng thém danh sach cac ing dung can chan 1én hé théng.

Endpoint Firewall \ =]
94 resuitls

Agentupdated: 0 Time updated: 2020/10/01 14:01:08 @ X Import v + Addmew
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Man hinh thém méi ing dung/tién trinh tcr tap tin c6 sén

3.11.2.5 X6a két ndi bi chan trong danh sach
- Hé théng hd tro x6a 1 hodc nhiéu két ndi bj chan.
- Click vao tirng két ndi can xda va click icon Delete, hodc click vao checbox dau méi
két ndi va click button <Delete>

Endpoint Firewall B Guide ir

94 resultis) Agent updated: 0 Time updated: 2020/10/01 14:01:06 Q X omport v + Addnew

111123 n INBOUND P 2020/09/25 18:08:40 i tast
4678 ] AL ALL 2020/09/18 18:44:55 h
1359 13 ALL ALL 2020/08/12 9=35:21 Add new application auto

11134 33 ALL IcMP 2020/04/18 09:21:35 impart from file

L1165 3 INBOUND o Delete Object x Import from file
LLL64 ) INSOUND Import from file
11182 3 INBOUND Import from file
Do you want to remove objects ?

1192 ) AL import from file
LLiod £ INBOUND [ e
11195 5 INBOUND Cancel [

11109 n oUTBOUND ALL 2020/04/16 0021135 import from file

Man hinh x6a két néi bj chan

3.11.2.6 Ludng cap nhat sb lwong cac may agent da cap nhat danh sach méi thanh cong

- Sau khi ngudi dung thém/stra/xéa danh sach cac két néi trén giao dién, hé théng sé
cap nhat danh sach nay xuéng dwdi cac agent theo ludng update file agent (chu ky 3
phat/lan). Agent nhan dwoc ciu hinh méi, phat sinh log véi eventlD =201 va day lén
server, hién thj trén man hinh Event search. Sau d6 hé théng sé tw dong cap nhat sb
lwong agent da cap nhat danh sach cdu hinh méi trén man Endpoint Firewalll.

GIAO DIEN PHIA AGENT

3.12 Main
- Chtrc nang cho phép ngudi dung xem nhanh trang thai an toan théng tin tai

may dang cai agent

- Trén thanh taskbar tim icon L3 click chuét phai va chon “Viettel Endpoint
Detection & Response”

Viettel Endpoint Detection & Response
Helpdesk support *

Check policy compliance

- Hé théng hién thi cac théng tin

Viettel Cyber Security
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+ Trwong hop may khéng cé ma déc nao hoac toan bd ma doc da duoc xir

Viettel Endpoint Detection & Response

Clean

DISINFECTED NOT PROCESSED

2 (4%)

[ Reports @ About

+ Trwdng hop may c¢6 it nhat 01 ma doc va khdng c6 ma ddc nao cé dd nguy
hiém cao

Viettel Endpoint Detection & Response

G Warning

DISINFECTED NOT PROCESSED

2 (4%)

[ Reports @ About

+ Trwdng hop may co it nhat 01 ma ddc cé dd nguy hiém cao

Viettel Endpoint Detection & Response

Critical

DISINFECTED NOT PROCESSED

2 @

[:a Reports @ About

Viettel Cyber Security
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+ Ngoai ra hé théng hién thi con sb théng ké lién quan dén tdng sb ma doc

da duwoc phat hién

B Disinfected: Téng sb va ty 1& ma doc da phat hién va duoc xi ly
B Not processed: Téng sb va ty 1é ma doc da phat hién nhung chwa duoc

Xt ly

3.13 About

- Churc nang cung cap thong tin vé phién ban Agent cai trén may ngwdi dung
va théng tin hé tro san pham

viettel

aJiant

3.14 Reports . )
- Chtrc nang tong hgp danh sach cac ma déc da dwoc phat hién trén hé thong

va tinh trang x( ly tinh dén thoi diém hién tai

Copies of disinfected or modified files during disinfection are move to Backup folder. Those files are stored in a dedicated format

About

Viettel Endpoint Detection & Response

11.0.2215

OPERATION SYSTEM

Microsoft Windows 10 x64

For more detail, please contact us via cskh_anm@viettel.com.vn.

© 2021 Viettel Cyber Security - Branch of Viettel Group

Reports

and do not impose any threats, you can restore, remove or clear all files in Backup folder any time.

) Restore € Remove T Clear storage

Event date

27/07/2021 - 15:53:112

27/07/2021 - 15:53:12

27/07/2021 - 15:5312

27/07/2021 - 15:53:12

27/07/2021 -15:583:12

27/07/2021 - 15:53:12

27/07/2021 -15:53:12

27/07/2021 - 15:53:12

27/07/2021 - 15:53:12

Viettel Cyber Security

Keangnam Building - Landmark 72, Pharn Hung st., Nam Tu Liem dist., Hanoi
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Status

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Fail to disinfected

Object

Trojan: Exploit.MSOffice.Generic
Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice. Generic

Trojan: Exploit.MSOffice.Generic

Trojan: Exploit. MSOffice. Generic

Trojan: Exploit. MSOffice.Generic
Trojan: Exploit. MSOffice. Generic
Trojan: Exploit.MSOffice.Generic

Trojan: Exploit.MSOffice.Generic

File path

Ci\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\windows\System32\svchost.exe
C:A\Windows\System32\svchost.exe
C:A\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe
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- Céc file chtra ma doc truwdc khi dwoc xir ly déu dwoc lwu trir ban gbc
trong thw muc Backup, dé don thu muc Backup ho&c phuc héi file, sdn pham
cung cép cac tinh nang sau:

: Cho phép Iwa chon 01 file d& phuc hdi

: Cho phép Iya chon 01 file dé xéa khai thw muc Backup

: Cho phép don nhanh toan b file hién c6 trong thw muc
Backup

3.15 Scan ) .

- Chtrc nang cho phép nguwdi dung chd déng st dung hé thong dé quét
va xt& ly ma doc trén may.
- Céc phwong thirc quét dwoc hé tro bao gobm

+ Lwa chon tryc tiép tw file explorer, cho phép chon nhiéu tép tin va
thw muc, chudt phai chon quét (Context scan)

+ Lwa chon cac hinh thirc quét tlr giao dién phia agent

— Quick scan: Quét trén mét tap cac thuw muc dwoc dinh nghia truérc,
day la cac thuw muc thwdng xuyén phat sinh ma doc, khi chon quét toan bd
cac tép tin va thuw muc trwc thudc cac thw muc da chon.

— Full scan: Quét toan bd céc tép tin va thw muc cé trong may nguoi
dung.

— Custom scan: Twong tw context scan, khi chon hinh thdc nay agent
hién thi file explorer cho phép nguwdi dung lwa chon 01 tép tin hodc thu muc
dé quét

Viettel Cyber Security Page |
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Malware Scan

How do you want to scan?

Choose type of scan you want to use.

Quick scan

Quickly check for potential suspicious files and folders.

Full scan

In-depth checkup for your computer. This process may take several hours
to be completed.

Custom scan

Choose one folder or file in your computer to scan.

- Sau khi chon phwong thirc phu hop, hé théng thwe hién quét va xi ly
ma doc:

33% - Quick/ Scan

Q, Scanning... (33%)

2 malware detected

DUR. \ 00:00:02
[0]:N]

Scanning: C:\Windows\System32\svchost.exe

fy} View report o Pause o Stop scanning

- Hb tro’ cac thao tac trong Itc quét nhw sau:

OPause
-: Cho phép tam dirng qua trinh quét

o Stop scanning

: Trwdng hop phét hién dwoc it nhat mdt ma doc, cho phép xem

: Cho phép két thic qua trinh quét

nhanh trang théai x& ly tai 3.14 Reports
- Man hinh khi ngwoi dung chon tam dirng qua trinh quét
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33% - C:\Windows\Windows\Windo\System32\sv... - Custom Scan

Q, Paused (33%)

2 malware detected

00:00:02
868

Paused scan. Click 'Resume’ to continue your scanning.

fé; View report OSlop scanning
2 ié &
: Cho phép chon dé tiép tuc quét hoac dé hoan

thanh qué trinh quét

- Khi hoan thanh quét, hién thj két qua nhw sau:

Quick Scan

Scan complete.

2 malware detected

00:00:02

I__é; View report
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