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Thuat ngir

Thuét ngir Dién giai Ghi chu

VCS-alJiant | Tén thwong mai ciia san pham

IR Flow Incident Response Flow: ludng van hanh xir I

cac Alert, diéu tra va phan tng.

Artifact Céc dbi tugng diéu tra lién quan dén Alert nhur:
duong dan file/registry/process

Detection Phét hién cac ddi tuong lién quan dén Alert

Containment | Qua trinh c6 1ap maday tinh: c6 lap mang,

suspend tién trinh

Investigation Qu4 trinh diéu tra: dya trén cac log su kién
(event logs) hodc diéu tra chu dong bang cong
cu trén may nguoi dung.

Co cac cach diéu tra dugc ho tro sau:

- Process Analysis
- Tim kiém event logs

Dung tool diéu tra: autoruns, listdlls

Response Qua trinh phan tmg: tir két qua diéu tra, ngudi
véan hanh xtr Iy cac két qua diéu tra dugc bang
cac cach:

- Response Scenario
- LiveResponse

Timeline Puong thoi gian thé hién cac hoat dong trong
IRFlow:

- Tao IR Flow
- Tao/dong phién Process Analysis
- Tao/dong phién Live Response

bong IR Flow
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1. GIOI THIEU
1.1 Thuec trang hi¢n nay

Ngay nay, cac to chirc, doanh nghiép tiép tuc gip rat nhiéu kho khin véi viée
phat hién, xac dinh, diéu tra va giam thiéu cac dang phﬁn mém doc hai tién tién trong
hé thdng. Cac cong nghé phong chéng ma doc truyén théng nhu antivirus dua trén
chit ky dang bi vuot qua mot cach ¢b y boi nhitng ké tan cong chuyén nghiép cd
trinh d cao véi cac bg cong cu tAn cong, ph?ln mém ddc hai duoc tuy chinh va
huéng muc tiéu cu thé. Nhiéu td chirc da thira nhan rang cic phuwong phap phong
thtt chéng phan mém ddc hai truyén thong ctia ho da that bai va mot chién luge méi
phai duogc tao ra dé xac dinh nhitng vi pham nay tai endpoint. Mot s lugng dang ké
cac vi pham dir liéu gan day tir cac dang phin mém doc hai nang cao d3 lam ting sy
quan tdm cua khach hang d6i voi cac Giai phap phat hién va phan tng cho 1p
endpoint (EDR) ma VCS-aJiant 1a mét trong s6 do.

1.2 Su phat trién cia cong nghé

Cong nghé cta Giai phap VCS-aJiant gitip bu dip cac thiéu sot cla cac cong
nghé dua trén chir ky ma cac to chirc dang st dung nhu antivirus hay IPS/IDS dé
cung cap kha ning phat hién bat thuong dya trén hanh vi va cho cai nhin sau hon vé
céc thong tin cu thé c6 lién quan trén endpoint dé phat hién va giam thiéu cac moi
de doa nang cao.

1.3 VCS-aJiant

VCS-aJiant c6 kha ning cung cp thong tin chi tiét vé viéc 1ay nhiém phan
mém ddc hai va cac hanh vi mé rong pham vi tan cong (lateral movement) cua
nhing ké tdn cong khi chung thuc hién viée do quét hodc sir dung thong tin bi danh

cap trong mang ndi by doéi voi cac hé thong va irng dung.

Ngoai ra, VCS-aJiant ciing bd sung cho cac céng nghé bao mat hién c6 nhu
gidi phap quan ly su kién va thong tin bdo mat (SIEM), cac cong cu gidm dinh mang

(Network Forensics) va cac thiét bi phong chdng mdi de doa tién tién (Advanced
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Threat Detection), dong nghia 13 b6 sung vao danh muc cac giai phap phan tng sy

c¢d an toan thong tin cia to churc.
1.4 Céc thong tin ning cap

Phién ban 3.3.0 mang dén cac tinh nang m&i nhu sau:

Cai tién tinh nang Login, Process Analysis theo thiét ké giao dién méi, cai thién
trai nghiém nguoi ding va bd sung cac thong tin process can thiét hd trg ngudi dung
trong qua trinh diéu tra;

Cai thién cac van dé trong phién ban cii nhdm dam bao tinh 6n dinh.

2. TONG QUAN

2.1 Cong nghé

VCS-alJiant st dung cdng ngh¢ Filter Driver (cho phép chay va theo doi & murc
Kernelbased) thu thap cac thong tin bao gdm File, Process, Registry, Network trén
may tinh ngudi dung va server. Cac dau hiéu vé file bao gdm (modified, delete,
changed attribute), vé registry (delete key/value, set value, rename key/value, create
key véi access nghi ngd. Cac dau hiéu nghi ngd vé Memory duoc dinh ki quét ra
soat lién tuc. Cac hanh vi dugc xac dinh 1a nghi ngd duogc déy vé hé théng Back-

end phan tich tip trung;

Ludng nghiép vu diéu tra tin cong duoc thiét ké khép kin theo kich ban incident
response (IR Flow), hd trg phat hién va phén tich cac ddu hién bat thudng ngay trén
mot giao dién duy nhat. Cung cdp cac chic ning diéu tra (Forensic) sdu trén
Endpoint. H3 trg lay file nghi ngd (Get Artifact), ddy cong cu ra quét (Tool
Deployment), cho phép thyc hién diéu tra, cung cip bang ching theo thoi gian thuc
(Process Analysis, Live Response), cho phép thuc hién phan tng khi phat hién mbi
de doa;

Ngay khi xac minh duoc bat thudng, Endpoint cung cip cac cong cu g& bo ma
doc trén dién rong (Response Scenario) bao gdm: ¢6 1ap mang may bi nhiém

(network containment), kill process, delete file/registry.
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2.2 Kién tric ha ting

@O®

Server Database Portal Admin

Endpoint Endpoint Endpoint

| 1]
= -

C6 3 thanh phan chinh:

Agent: La thanh phén dugc cai dat trén tirng may tram, may chu, co
nhiém vu giam sat cac ddu hiéu bat thudng trén cac may tram, may chu, giri log
vé may chi quan tri tap trung;

Cum may chii quan tri, xir Iy tap trung va lwu trir: La thanh phan xu
ly dir liéu duoc gui vé tir cac agent, dong vai tro chinh trong viéc phan tich va
xu 1y dir liéu theo thoi gian thuc;

Giao dién Web-Portal: La thanh phan ma ngudi quan tri s& st dung dé

theo ddi, giam sat va phan tich cac thong tin ctia hé thong.
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2.3 Lam vi€c véi giao dién quan tri

Giao dién Web-portal bao gom cac giao dién chirc nang va cac ludng xur 1y nhu
sau:

Dashboard: thong ké, biéu do tryc quan vé tinh hinh an toan thong tin cua t6
chuc;

Alert management: danh sach cac alert vé cac dau hiéu xuit hién ma doc trén
may nguoi dung;

IR flow management: danh sach cac IR flow dugc tao boi ngudi quan tri trong

qua trinh diéu tra. Ludng xtr 1y bao gdm: Detection, Containment, Investigation,

Response;

Investigation: danh sach cac cong cu phuc vu diéu tra (Process Analysis, Event

search va Deploy tools);

Response: danh sich cac cong cu phuc vu phan tng, xt 1y su cd (Live

response);

Protect & Prevention: danh sach cac tinh ning phong chdng va bao vé may tram

(Application control va Endpoint firewall);

Setting: danh sach cac chirc ning cai dit hé thdng (Policy management, Agent
management, Group management, Rule correlation va Account management: User,

Role, Permission management);

3. HUONG DAN SU DUNG
A.Giao dién web Portal
3.1 Dang nhap

Budc 1: Truy cap vao h¢ théng tai dia chi dugc cung cép;
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Signin
! |
|
Budc 2: Dang nhap vai user/pass dugce cap;
3.2 Dashboard VCS-aJiant
Céac tinh nang chinh gém co:
Slint o —
Organization Dashboard & ‘ 08/06/2022 - Now 8| o
osm ?Imzw P . »:Im7 ;ng -
ALERTS BY STATUS & Export data ALERTS BY SEVERITY ‘ &, Export data
17
— Cac thao tac voi dir liéu trén Dashboard:
+ Trich xuat dir liéu trén dashboard;
+ Tim kiém dir li¢u t6i da 90 ngay gan day;
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+ Lam moi dir liéu.
— Overview: Thdng ké tong quan tinh hinh an toan thong tin t6 chirc (thong
qua trang thai agents va Alerts);

— Security Operation: Theo doi tinh hinh van hanh an toan thong tin (thong

qua viéc theo doi van hanh Alert);
— Agent Monitoring: Theo doi tinh hinh cai dat va trang thai agents;

— Risk Detection: Theo ddi cac mdi nguy hai dén t6 chirc (thong qua viéc thong
ké cac ddi tugng phat sinh nhidu Alert chwa xtr Iy nhat hé théng);

Phan quyén dit liéu tai tinh ning nhu sau:
+ User dang nhap thudc group root: Hién thi dix liéu toan bd hé théng;

+ User dang nhap thudc group cap 1: Hién thi dit liéu tai toan bd group cap 1 va

cac group con tryc thudc;

+ User dang nhap thudc group cip 2 trd di: Hién thi dit liéu tai toan bd group cip
1 chira group cua user dang dang nhap va cac group con truc thudc group cip
1 twong Urng.

3.2.1 Thao tac véi dix li€u
3.2.1.1 Xuit dir liéu
Muc dich: Cho phép trich xuét dit liéu hién c6 trén giao dién dashboard bang
cach chon , Ngoai ra b6 sung cac sheet dir li¢u chi tiét ho tro bao céo;

+ Truong hop 18i két ndi hodc khong co dit liéu trén toan bo cac thanh phan cta

Dashboard, khong hd tro trich xudt, thao tac s& bi an di;
+ Trudng hop co dit liéu, hd tro xuét file dinh dang .xIsx;
3.2.1.2 Tim kiém theo ngay

Cho phép diéu chinh khoang thoi gian can theo ddi tinh hinh an toan thong tin
tinh dén thoi diém hién tai, mic dinh tinh tir ngdy trude d6 (Last day);
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+ Dé chon thoi diém bét dau cta khoang thoi gian can theo ddi, co thé chon thoi

gian tuyét doi hodc twong dbi:

Absolute time range Relative time range

Fram

Last 90 days

‘ 08/06/2022 5‘
| J Last 60 days

Apply time range Last 30 days

Last day

— Thoi gian tuyét ddi: La gid tri ngay bat dau cu thé, hd tro tdi da 90 ngay ké
tur hién tai;
VD: Hién tai 1a 03 gid sang ngay 07/06/2021, lya chon ngay bat dau =
“06/06/2021”.
- Khoang thoi gian theo ddi: 00:00 06/06/2021 dén 03:00 06/07/2021.

— Thoi gian twong ddi: La khoang thoi gian twong dbi gitra ngay bat dau va
hién tai.
VD: Hién tai 12 03 gio sang ngay 07/06/2021, lya chon ngay bat dau = “Last
30 days”. Hé thong tw dong tim ngugc lai 30 ngay trudce va bat dau tinh tir 00:00 cta
ngay do.
- Khoang thoi gian theo ddi: 00:00 08/05/2021 dén 03:00 07/06/2021.
+ Sau khi chon khoang thoi gian mudn theo ddi, chon dé tai lai
dir liéu twong Ung.

3.2.1.3 Lam m¢i dir liéu

. . = : .
Muc dich: Cho phép lam méi dir li¢u thu cong, chon dé cap nhat dit liéu

méi nhit tinh dén thoi diém hién tai.
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3.2.2 Thong ké Overview

Muc dich: Cho phép thdng ké nhanh vé tinh hinh an toan thong tin trén to chtic

theo khoang thoi gian dd chon trong phan tim kiém;

onli Offline New Executing
12 Infinity% 17 0 0%
- ALERTS ©
AGENTS @ Remain unchanged Remain d +Balerts Rem ged
+17 alerts has "
+1 new agents Suspicious ° M i False Positive Closed

16 94% een updated 0 % 0 %

+7 agent Rem hanged R hanged

+ Thong ké lién quan dén agents:

+ 1 new agents

S8 théng ké Y nghia
Bao g@)m 02 chi sb:
pap- — Téng sb may d cai dit agent trén hé théng

(khong phu thudc khoang thoi gian tim
kiém);
— Tong sb miy méi cai dit agent trong
khoang thoi gian tim kiém;
(+: May méi cai dat, Remain unchanged: Khong co

may moi cai dit trong khoang thoi gian tim kiém)

Online

3274

53%

7
A

Bao gdm 03 chi sb:

— Trung binh s6 may Online trong khoang
thoi gian tim kiém (chi tinh thoi gian lam
viéc trong gid hanh chinh 08:00 — 18:00);

— Ty l¢ may Online trung binh so v4i toan hé
thong;

— S6 luong may Online trung binh chénh
1&ch so voi chu ky trudce.
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(+: S6 lwong may Online trung binh ting so vé6i giai
doan trude, Remain unchanged: Khong c6 chénh
1&ch)

Offline

2897

agents

47%

Bao gém 03 chi sb

— Trung binh sé may Offline trong khoang
thoi gian tim kiém (chi tinh thoi gian lam
viéc trong gid hanh chinh 08:00 — 18:00);
— Ty I¢ may Offline trung binh so véi toan
hé théng;
— S6 luong may Offline trung binh chénh
1&ch so vo&i chu ky trudce.
(+: SO lugng may Offline trung binh ting so v&i giai
doan trudc, Remain unchanged: Khong c6 chénh
1&ch)

Suspicious @

3748

61%

Bao gdm 03 chi sd:

— Tong sb may da cai dit agent trén hé thong
(khong phu thudc khoang thoi gian tim
kiém) c6 phat sinh Alert chua dugc xir 1y;

— Ty 1& may c6 phat sinh Alert so voi s6
luong may trén toan hé thong (khong phu
thudc thoi gian tim kiém);

— Tong s6 may c6 phat sinh Alert trong
khoang thoi gian tim kiém.

(+: May mdi phat sinh Alert, Remain unchanged:
Khong c6 may mdéi phat sinh Alert trong khoang thoi

gian tim kiém)

— Thong ké lién quan dén Alerts:
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S6 thong ké

Y nghia

Alerts ®

466354

t + 10386 alerts

has been updated

Bao gom 02 chi so:

— Tbng sb Alert trén toan bo hé théng
(khong phu thudc khoang thoi gian
tim kiém);

— Tong s6 Alert méi phat sinh hoic
duoc cap nhat trong khoang thoi
gian tim kiém;

(+: Alert mé1 phat sinh, Remain unchanged:
Khong c6 Alert méi phat sinh trong khoang

thoi gian tim kiém)

New

10386

4 -3627 alerts

100%

Bao gdom 03 chi sb:

— Tbng sb Alert méi phat sinh hodc
duoc cap nhat trong khoang thoi
gian tim kiém va dang & trang théi
=NEW;

— Ty 1¢ Alert mé1 phat sinh hoac
dugc cap nhat trong khoang thoi
gian tim kiém va dang & trang théi
= NEW so véi toan by Alert mai
phat sinh hodc dugc cap nhat trong
khoang thoi gian tim kiém;

— Tbng sb Alert méi phat sinh hodc
duoc cap nhat trong khoang thoi
gian tim kiém va dang ¢ trang thai
= NEW chénh Iéch so véi chu ky
trudec.
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S6 thong ké Y nghia
(+: Tong s6 Alert méi tang so véi giai doan
truéc, Remain unchanged: Tong so Alert
moi khong thay doi so véi giai doan trude)
Executing - Bao gém 03 Chi Sé):
0

i — Tbng sb Alert méi phat sinh hodc
duoc cap nhat trong khoang thoi
gian tim kiém va dang & trang théi
<> (NEW, FALSE POSITIVE,

CLOSED);

— Ty 1¢ Alert md1 phat sinh hoac
dugc cap nhat trong khoang thoi
gian tim kiém va dang ¢ trang thai
<> (NEW, FALSE POSITIVE,
CLOSED) so vo1 toan b Alert méi
phat sinh hodc dugc cap nhat trong
khoang thoi gian tim kiém;

— Tbng sb Alert méi phat sinh hodc
dugc cap nhat trong khoang thoi
gian tim kiém va dang ¢ trang thai
<> (NEW, FALSE POSITIVE,
CLOSED) chénh l¢ch so v6i chu
ky trudec.

(+: Tong sb Alert tang so v6i giai doan trudc,
Remain unchanged: Tong sd Alert khong

thay d6i so véi giai doan trudc)
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S6 thong ké

Y nghia

False Positive

0

Remain unchanged

0%

Bao gom 03 chi so:

— Tbng sb Alert méi phat sinh hodc
duoc cap nhat trong khoang thoi
gian tim kiém va dang ¢ trang thai
= CLOSED;

— Ty 1¢ Alert md1 phat sinh hoac
duoc cap nhat trong khoang thoi
gian tim kiém va dang & trang théi
= CLOSED so vdi toan by Alert
mai phat sinh hodc duoc cap nhat

trong khoang thoi gian tim kiém;

— Tong sb Alert méi phét sinh hoic
dugc cap nhat trong khoang thoi
gian tim kiém va dang & trang théi
= CLOSED chénh Iéch so vdi chu
ky trudec.

(+: Tong s6 Alert ting so v&i giai doan trudc,
Remain unchanged: Tong sd Alert khong

thay d6i so véi giai doan trudc)

Closed

0

Remain unchanged

0%

Bao gom 03 chi so:

— Tbng sb Alert méi phat sinh hodc
duogc cap nhat trong khoang thoi
gian tim kiém va dang ¢ trang thai
= FALSE POSITIVE;

— Ty 1¢ Alert md1 phat sinh hoac
duoc cap nhat trong khoang thoi
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S6 thong ké Y nghia

gian tim kiém va dang ¢ trang thai
= FALSE POSITIVE so véi toan
bo Alert mdi phat sinh hoac duogc
cap nhat trong khodng thoi gian tim
kiém;

— Tbng sb Alert méi phat sinh hodc
dugc cap nhat trong khoang thoi
gian tim kiém va dang ¢ trang thai
= FALSE POSITIVE chénh 1éch

so vo1i chu ky trudce.
(+: Tong s6 Alert ting so voi giai doan trudc,
Remain unchanged: Toéng sd Alert khong

thay d6i so véi giai doan trudc)

3.2.3 Theo doi Security Operation
Muc dich: Cho phép theo doi tinh hinh van hanh an toan thong tin (thong

qua viéc theo ddi van hanh Alert) theo khoang thoi gian da chon trong phan tim
kiém:

— Thong ké tinh trang xir Iy Alert theo trang thai;

— Théng ké Alert theo mirc do nguy hai;

— Trich xuat dir liéu twong rng trong cac bic¢u do;
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viettel - & .
aliant By O
Organization Dashboard & [ow0er2022-Now B8 o

oniine offine New Exweuting

Infinity% 0%
5 12 17 0
ALERTS @
AGENTS @ T— e urichange) +8alents Cop—

17 5.1M

+17 alerts has :
+1new agents Suspicious © b iy False Positive Closed
16 94 eenupcate 0 0% 0 0%
+7 agents Remain unchanged Remain unchanged

Security Operation  Agent Monitoring  Risk Detection

ALERTS BY STATUS &, Export data ALERTS BY SEVERITY ‘ &, Export data

) '

w 17

TOTAL
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Biéu do/thong ké

Y nghia

Alert by status

Biéu d0 mién - Theo ddi tinh hinh ghi nhan cac Alert
moi ghi nhan hoac c6 cdp nhat trong khoang thoi

gian tim kiém, bao gom:

Truc x: thoi gian;
Truc y: Ty I¢ Alert phan chia theo 04
nhom trang thai = (New, Executing, Closed,

False Positive);

o, Export data

dé tai vé danh

sach Alert sip xép theo trang thai.

Cho phép chon |

Alert by severity

Biéu d6 tron - Theo ddi tinh hinh ghi
nhan Alert mdi ghi nhan hodc ¢6 cap nhat theo
mirc d6 nguy hiém trong khoang thoi gian tim
kiém, bao gdm:

Ty 1¢&: ty 1¢ Alert tai tung mirc d§ nguy
hiém;

Tai gita biéu d6 hién thi tong s6 Alert

moi hodc ¢6 cap nhat trong khoang thoi gian;

o, Export data

dé tai vé danh

sach Alert sap xép theo mirc d6 nguy hiém.

Cho phép chon |

3.2.4 Theo doi Agent Monitoring

Muc dich: Cho phép thong ké agents theo trang thai va thong tin hé diéu

hanh theo khoang thoi gian da chon trong phan tim kiém:

— Théng ké trang thai agent (Truc tuyén, ngoai truyén);

— Théng ké agent theo hé diéu hanh, phién ban hé diéu hanh;

— Trich xuét dit liéu thong tin agent;
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eeeeee

5

Suspicious ©
16

e 5@

Closed

Biéu do/théng ké

Y nghia

Agent by status

Biéu d6 mién- Theo ddi tinh hinh ghi
nhan may theo trang thai (Online/Offline)
trong chu ky bao céo tinh dén thoi diém hién
tai, bao gom:

Truc y: Ty 1€ may phan chia theo 02
nhém status (Online, Offline);

Truc x: thoi gian théng ké;

Hién thi s6 lvgng may khong online 1an
nao (trong trudng hop may qua 30 ngay khong
online, tu dong khong ghi nhan may).

Agent by operation system | Bjéu d6 tron - Theo di tinh hinh ghi nhan may theo

08, bao gém:
Ty I¢: ty I¢ may tai tung OS;
Phan ghi chu liét ké danh sach cac hé
diéu hanh: Windows, MacOS, Linux, cic hé
diéu hanh khéc;
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Biéu do/théng ké Y nghia
Cho phép chon B dé tai vé danh
sach may sap xép theo thong tin hé diéu hanh.
Agent by OS version Théng ké top phién ban hé diéu hanh cai dit trén

mAay nhiéu nht;
Cho phép thay dbi khoang thdng
ké: Top 5, Top 10, Top 20, Top 50. Méc dinh
chon Top 5.

3.2.5 Theo doi Risk Detection
Cho phép theo ddi cac mbi nguy hai dén t6 chire (théng qua viée thong
ké cac ddi tugng phat sinh nhiéu Alert chua xir ly nhat h¢ théng):
— Théng ké top cac nhom phat sinh nhiéu Alert nhat;
— Théng ké top agent phat sinh nhiéu Alert nhat;
— Théng ké top cac ruleid va scenario phat sinh nhiéu canh bsao nhit;

— Trich xuat dit liéu thong tin theo dbi twong nguy hai;

(
5 17 ®
17 S. "\;I
' 1 0 0
[
[}
=)
4:15.
(|
g
T
B
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Biéu do/théng ké

Y nghia

Total groups at risk

Téng s6 nhém co6 chira may tinh phat sinh Alert méi
ghi nhan hodc c6 cdp nhat (khong ké Alert false
positive va closed, khong ké nhom da bi x6a) trong
thoi gian tim kiém;

Ty 1€ nhém kha nghi so v6i toan bo nhém trén hé

théng (khong ké nhom da bi x6a).

Top groups at risk

Biéu dd cot — thong ké top nhoém co chira nhidu may
tinh phat sinh nhidu Alert m&i ghi nhan hodc c6 cap
nhat nhat (khong ké Alert false positive va
closed, khong ké nhoém di bi xo6a) trong thoi gian
tim kiém;

Truc x: sb lugng may phat sinh nhiéu Alert tai ting
nhom;

Tryc y: tén nhdm tuong tng;

Cho phép thay d6i khoang thong ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5;

‘ o, Export data

Cho phép chon dé tai vé danh sach nhom

may tinh phat sinh Alert.

Total agents at risk

To6ng s may tinh phat sinh Alert mdi ghi nhan hoic
c6 cap nhat (khong ké Alert false positive va
closed, khong ké may tinh da khong hoat dong qua
30 ngay gan day) trong thoi gian tim kiém;

Ty 1¢ may kha nghi so véi toan bo may trén hé théng
(khong ké may tinh d khong hoat dong qua 30 ngay
gan day).
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Biéu do/théng ké

Y nghia

Top agents at risk

Biéu dd cot — thong ké top may tinh phat sinh nhiéu
Alert méi ghi nhan hodc c6 cap nhat nhat (khong ké
Alert false positive va closed) trong thoi gian tim
kiém;

Truc x: s6 lugng Alert tai tirng host, phan chia 3 ty
1€ theo severity = (Critical, High, Medium, Low)

Tryc y: tén may twong Gng;

Cho phép thay d6i khoang thong ké: Top 5, Top 10,
Top 20, Top 50. Mac dinh chon Top 5;

o, Export data

Cho phép chon | dé tai vé danh sach may

tinh phat sinh Alert.

Alerts by RuleID

Théng ké top rule Id phat sinh nhiéu Alert méi ghi
nhéan hoac c6 cap nhat nhét trong thot gian tim kiém;
Cho phép thay doi khoang théng ké: Top 5, Top 10,
Top 15, Top 20. Méc dinh chon Top 5.

Alerts by scenarios

Théng ké top Scenario phat sinh nhiéu Alert méi ghi
nhan hoac c6 cap nhat nhat trong chu ky bdo céo
tinh dén thoi diém hién tai: Cho phép thay d6i
khoang thong ké: Top 5, Top 10, Top 15, Top 20.
Mac dinh chon Top 5

3.3 Quan ly Alert

Céc tinh nang chinh gom co:
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viettel e
aliant
¥ | | fx search by queries (
= Critical
SEVERITY
0
Showing f 0 result( 11/04/2022 10:16:06 -
® New 06/06/2022 09:03:17
MEDIUM' o New  06/06/202209:0317

06/06/2022 09:03:03

oNew  06/06/202208:48:50
06/06/2022 08:22:03
06/06/2022 08:02:14

06/06/2022 07:56:25

MEDIUM 06/06/2022 07:56:25

06/06/2022 07:50:22

06/06/2022 07:39:01
oNew  06/06/202207:29:10
oNew  06/06/202207:19:01
06/06/2022 07:07:00
06/06/2022 06:58:54
06/06/2022 06:36:55
06/06/2022 06:26:55
06/06/2022 06:17:02
06/06/2022 06:06:55

06/06/2022 0556155

06/06/2022 05:46:57

p 0000000000000 000|00|0jOo(O0

= High
176

10/06/2022 10:16:06

ANM-HUNGTX
ANM-HUNGTX
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
VCSHALTT
VCSHALTT
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.
ANM-TRUONGL.

ANM-TRUONGL.

Medium

19.5k

Scena
Execution

Execution

Initial Access
Initial Access
Initial Access
Initial Access
Execution

Execution

Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access
Initial Access

Object
C:\Progr.

C:\Progr

C\Windo.
C:\Windo.
C:\Windo.
C:Windo.
C:\Progr

C\Progr.

C:\Windo.
C:Windo.
C:\Windo.
C:\Windo.
C:\Windo.
CWindo.
C:\Windo.
CWindo.
C:\Windo.
C\Windo.
C:\Windo.

C:\Windo,

= Noimpact © New
STATUS

0 25k

Jleid
Anomaly_Detection_ATTCK_T1204_002_User_Execution_Malicious_File
Anomaly Detection_MITRE ATT&CK_ATTCK_T1204_002_ User_Execution..
Windows_MITRE_ATT&CK_Initialccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189

Window

_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189
Anomaly_Detection_ATTCK_T1204_002_User_Execution_Malicious_File
Anomaly Detection_MITRE ATTRCK_ATTCK_T1204_002_User_Execution_.
Windows_MITRE_ATT&CK InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK InitialAccess_DriveByCompromise_T1189

Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189

Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK InitialAccess_DriveByCompromise_T1189

Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189

Windows_MITRE_ATT&CK InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK InitialAccess_DriveByCompromise_T1189
Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189

Windows_MITRE_ATT&CK InitialAccess_DriveByCompromise_T1189

=0

Last 60 days (=] l: Jide statisti

In progress o False positive
1 2

L, Export

Description
Detect attack technique [T1204_002] User Execution: Malicious_File on A.
Detect attack technique [T1204_002] User Execution: Malicious_File on A
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect attack technique [T1204_002] User Execution: Malicious_File on V.
Detect attack technique [T1204_002] User Execution: Malicious_File on V.
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\pplication\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex
Detect process C:\Program Files\Google\Chrome\Application\chrome ex

Detect process C:\Program Files\Google\Chrome\Application\chrome ex

1

® Group rows by...

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

© Closed

+++ More

— Tim kiém dit liéu theo truy van va thoi gian:

+ Tim ki€m dir li€u theo cau 1énh truy van va stir dung cac cau 1énh truy van da

luru;

+ Tim kiém dir liéu theo thoi gian.

— Tim ki€ém nhanh;

— Danh sach Alert va cac thao tac voi Alert:

Xem tom tit

Gom nhoém Alert;

Alert;

Xem danh sach Alert;

Xem chi tiét 01 Alert;

Xem biéu d0 diéu tra (Investigation Graph);

Tao IR flow tir 01/nhiéu Alert;
Thém 01/nhiéu Alert vao IR flow;

Phén quyén di liu tai tinh nang nhu sau:
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+ User dang nhéap thudc group root: Hién thi tat ca Alert trong hé thdng;
+ User dang nhap thudc group default: Hién thi tat ca Alert thudc group default;
+ User dang nhap thudc group cha: Hién thi tit ca Alert thudc group cua user
dang login va group con tuong ung;
+ User dang nhap thudc group mot hoac nhiéu con: Hién thi tit ca Alert thudc
group cua user dang login;
3.3.1 Tim kiém Alert
Muc dich: Cho phép tao cau I¢nh truy van, st dung cau Iénh truy van
d3 Iuu hodc tim kiém nhanh dé tim kiém Alert theo thoi gian phat sinh Alert.
— Tim kiém theo thoi gian
Mic dinh khi vtra truy cap vao hé théng, tim kiém Alert theo 7 ngay
gan day;
Muc dich: Cho phép thay ddi gia tri thoi gian bang cach chon thoi gian tuyét
d6i hodc thoi gian twong dbi:
+ Thoi gian tuyét d6i: La gia tri thoi gian bat dau — thoi gian két thuc cu thé, cho
phép nhap hoic chon tir lich, hd tro dinh dang ngay/thang/nam gid:phut:giay;
+ Thoi gian twong d6i: La khoang thoi gian tuong dbi gitra thoi gian bit dau va
thoi gian hién tai,
VD: Hién tai 14 03 gio sang ngay 07/06/2021, lya chon ngay bat dau = “Last
30 days”. Hé thong tir dong tim nguoc lai 30 ngdy trude va bét dau tinh tir 03:00 gid
cua ngay do.

- Khoang thoi gian theo ddi: 03:00 08/05/2021 dén 03:00 07/06/2021.

— Tim kiém nhanh
Muc dich: Hd tro tim kiém Alert nhanh theo cac truong:
+ Time: thoi gian phat sinh Alert;

+ Status: trang thai cua Alert;
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+ Severity: mirc d§ nguy hai cua Alert;
+ Scenario: kich ban sinh ra Alert;
+ Assigned to: nguoi dugc phan cong xur ly Alert;
— Tim kiém theo ciu query

vl i wszenons € [ [ [ e snsncs

+ Sir dung cdu query da luu trude d6 dé tim kiém;
+ Nhap cau query dé tim kiém;
(*) Str dung céu query da luu trude d6 dé tim kiém

Use saved query

Buwéc 1:  Chon query da luu trudce dé tai combobox ;

Buéc 2:  Xem lai noi dung cau query trudc khi chon bang cach chon * ;

9

Buwéc 3:  Truong hgp mudn xo6a cau query cii, di chudt qua ban ghi mudn x6a
vachon @;

Budc 4:  Click vao ban ghi mudn sir dung dé truy van, noi dung query cii duoc

hién thi tai 6 nhap query;

Use saved query ¥ fxX host name = "ADMIN-PC"

autotest2 ¥

testauto »
test b
Hello »
test2] »
testls e
test1s »

testlz
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= Trudng hop mudn thém méi/chinh sira ndi dung cau query, c6 thé cap nhat

Save query

ngay tai 6 nhap query va chon dé luu lai.

Save query

Luu y: nut chi hién thi khi cau 1énh query dung céu trac.
(*) Nhép cau query dé tim kiém:
Budc 1:  Nhap vao textbox Search cau query véi format nhu sau:

<tén_truong> <toan tr> “<value>” AND/OR <tén truong> <toan

“<value>".....
Trong do:

+ <tén_ truong> la cac gia tri sau:
e severity: do nghiém trong ctuia Alert
e Alert id: ma Alert
e status: trang thai cuia Alert
e group: nhom cua su kién sinh Alert
e hostname: Tén cia may tram
e scenario: kich ban sinh ra Alert dua theo MITRE ATT&CK
e ir_flow _name: tén IR flow ma Alert thudc IR flow do
e assignee: nguoi dugc phan cong xu ly Alert
e signature id: ma sy kién phat sinh Alert
e rule id: ma bd luat phat sinh Alert
e description: mo ta thong tin nglt canh phat sinh Alert

+ <toan tir> 1a cac gia tri:
e =:tim chinh x4c gia tri 1a value

e !=:tim gia tri khac v&i value
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e ~:tim gia tri like véi value
e AND/OR: toan tir két hop dé két hop 2 ciu query.
Budce 2:  Click nut “Search”.
+ Trudng hop khong c6 két qua phut hop, hé thong sé& hién thi thong bao: No data;

+ Trudng hop c6 két qua phu hop, hé théng hién thi mic dinh 50 ban ghi theo thir
tir giam dan theo thoi gian. Dé xem nhiéu ban ghi hon thuc hién scroll dir lidu

xudng cudi trang, hé thdng s& load 50 ban ghi tiép theo;

+ Truong hop cau query ding cau trac va muodn luu lai dé sir dung cho cac lan

Save query

tiép theo, chon va nhip tén goi nhd cho query:

Save query X

search Alert list[from alert_id

Query

alert_id ~ "20220609"

O Set as default query

Cancel E

Save query

Luu y: nut chi hién thi khi cau 1énh query dung cau trac.

3.3.2 Danh sach Alert

Muc dich: Hién thi danh sach Alert trong hé thng;
Cho phép xem danh sach cac Alert dap Gmg diéu kién tim kiém

savequery v ‘ fx alert_id ~ "20220609 (<] ‘ Last2ahours (9 B Hide statistics
= Critical = High Medium Low Noimpact ® New In progress ® False positive o Closed
SEVERITY STATUS
0 2 0 0 0 2 0 0 0
owing 2.0 2 results) | 09/06/2022 090627 - 10/06/2022 09:06:27 @ Growprowsby.. <= More
O Hostname Severity Alertid Status Ajianteventid  Agentid Timestamp create Targetcommandiine  Hashshal  Description  Action
0 ubuntu1g [ HicH | 20220609_173832_553078267_618098... ® New 500 DBEACAB11DAFOASFOF65575E9E9C313DCH1AB3E  09/06/2022 17:38:31 N/A N/A Computer ubu
O localhostlocaldo.. [EIERN 20220600_113824_267803584.564214... New 500 31F6FA372044D72C2DCB54E155A63170CEQ686AD  09/06/2022 11:3823  N/A N/A Computer locz
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Buwoc 1:
Alert:

Chon ™™ dé lya chon cac truong muon hién thi trén danh sach

al

Selected

Target commandline
B Alertid

Agent id

Severity

Description

Others

O File hash shai

O Malware type

O Classify

O Irflow name

Hash shal

B Hostname
Timestamp create
Status

Ajiant event id

O Scan result
O Malware name
O Assignee

[0 Target process path md5

Tai day co thé tim kiém truong thong tin theo tén truong, hd trg chon/bo chon tat ca

cac truong;

Bworc 2:

Trén danh sach hd trg cac thao tac nhu sau:

+ Sép xép theo dit lidu tai timg cot:

VD: Bé sip xép dit liéu theo truong thoi gian tao, click 1an thir nhat tai tén truong
dé sdp xép theo thoi gian tao ting dan ewmwe=es  click 1an thir hai dé sap xép theo
thoi gian tao giam dan mesmeaes | click 1an thir ba dé bo sip xép, quay lai trang thai
ban day Tmestmpereae o :

+ Kéo tha truong thong tin dén vi tri mong mudn:

1. Chon cdt (trrdng thong
tin mudn thay ddi vi tri

s = High Medium Lo
SEVERITY
0 2 0 0
Showing 2 of 2 result(s) | 09/06/2022 09:06:27 - 10/06/2022 09:06:27
O Hostname Severity Alert id Status Ajiant event id
O ubunwis =1 500
O localhostlocaldo...| ISR 500

2. Kéo tha t6i vi tri mong muén

Noimpact ® New

s in progress o False positive o Closed
0 2 0 0 0
&, Export ® Group rows by. «se More
Agentid Timestamp create Target commandline Hash sha1 Description ~ Action
DBEACAB11DASFOASFOF6S57SE9EOCT130CO1ABIE  09/06/202217:3831  N/A NA Computer ubu
31F6FA372 72C2DC854E155A63170CE9686AD 09/06/2022 11:38:23 N/A N/A Computer loce

+ Click 01 lan dé xem thong tin chi tiét hodc chon ™

tiét xem trong 3.3.4 Xem chi tiét Alert
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+ Chon ™ va chon “Update status” dé cap nhat trang thai cho Alert (Update
status to “False Positive” hodac Update status to “Close”, xem truong hop danh
ddu 01 Alert trong

+ Chon ™ va chon “Add to IR Flow” dé dua Alert vao IR flow, xem truong hop
dua 01 Alert vao IR flow da ton tai trong 3.3.8 Thém 01/nhiéu Alert hodc nhém
Alert vao IR fl.ow da c6 hoac vao IR flow méi trong 3.3.6 Tao IR flow tur
01/nhiéu Alert hodc nhém Alert

+ Chon @ déxem Iy do d4nh diu khong nguy hiém tai cic Alert dang & trang
thai “FALSE POSITIVE”..

Buwéc 1:  Sau khi da thao tac trén cac ban ghi xong, cho phép chon 01 hoac
nhiéu ban ghi béng cach click chon “ tai ddu mdi Alert dé tiép tuc thao tac,

ho tro cac thao tac sau:

= critical = High Medium Low No impact © New In progress ® False positive o Closed
SEVERITY STATUS
0 2 0 0 0 2 0 0 0
howing 2 of 2 result(s) | 09/06/2022 09:06:27 - 10/06/2022 09:06:27 &, Export ® Group rows by. *s+ More

Selected 2 alert(s) [WWPAUNECEEUTE T3 Addto IRFlow b, Exportdata  Clear selection

Host name Severity ©  Agent id Status Ajiant event id Alertid Timestamp create Target commandline Hash sha1 Description  Action
ubuntu18 DBEACAB11DA9FOA3FOF65575E9E9C313DC61A83B ® New 500 20220609_173832_553078267_61809 09/06/2022 17:38:31 N/A N/A Computer ubur
8
localhostlocaido [N 31F6FA372944D72C2DCB54E 1 5A63170CEI686AD © New 500 20220600_113824_267803584_56421  09/06/202211:38:23  N/A N/A Computer loca
main 4

Budc2: Chon 2™ =®e d& thém Alert vira chon véao IR flow dé xir ly.

Luu ¥: Thao tac ndy chi ap dung khi toan bo Alert dugc chon déu & trang thai =
“NEW”, néu c6 it nhat mot Alert dang ¢ trang thai khac “NEW”, H¢ théng an di cac

Selected 1 alert(s) [ERPAVGECEE T T3 Add to IRFlow b, Export data Clear selection

thao tac . Chi tiét xem trong
truong hop dua 01 Alert vao IR flow méi trong 3.3.6 Tao IR flow tir 01/nhiéu Alert
hodc nhoém Alert hodc thém vao IR flow d ton tai trong 3.3.7 Thém 01/nhiéu Alert

hodc nhom Alert vao IR fLow da co

+ Chon dé cap nhat trang thai cua Alert:
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Update stalus to:

False Positive v

Comment

Cancel

e Chon Update Status to “False Positive” dé danh dau khong nguy
hiém cho Alert;

e Chon Update Status to “Close” dé dong Alert;

Luu ¥: Thao tac nay chi 4p dung khi toan bd Alert duoc chon déu & trang thai =
“NEW?”, néu c6 it nhat mot Alert dang & trang thai khac “NEW?”, thao tac s€ bi an di
. Chi tiét xem trong trudng hop danh ddu khong nguy hiém 01 Alert trong 3.3.5 Dénh
diu khong nguy hiém cho 01/nhiéu Alert hoic nhém Alert

+ Chon ™" ¢ trich xuét cac Alert dang duogc chon.
3.3.3 Gom nhom Alert
Muc dich: Cho phép gom nhom cac Alert theo 01 hodc nhiéu tiéu chi: hostname,

scenario, group, ruleid;

Buée 1: Sau khi tim kiém c6 thé gom nhom Alert lai, chon @ ¢ruwrowsbr. dé lua

chon céc tiéu chi muon st dung lam tiéu chi gom nhom Alert;

a |
[0 Target commandline O File hash shal
Hash shal O Scan result
O Malware type O Malware name
O Classify O Assignee
O Irflowname [0 Target process path mds
O Netflag O Net source ip
O service target path shal O File path request file id
O Target domain name O Group
Cancel Apply

HJ tro tim kiém theo tén tiéu chi va lua chon 01 hodc nhiéu tiéu chi dé gom nhom.
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Budc 2: Chon dé ap dung.

Nhirng Alert c6 cung céc ti€u chi da chon va c6 cung trang thai va dang &

cung IR flow (néu c6) s& dugc gom lai 1 dong trong danh sach két qua.

ult(s) | 11/05/2022 09:53:31 - 10/06/2022 09:53:31

Change fields for grouping...¥. Ungroup «ee More
Fields Number of alerts Action
target commandiine: N/A  ajiant_eventid:  N/A 189

target commandline: N/A  ajiant_eventid: 3 #

target_commandiine: N/A ajiant_eventid

target_commandline: N/

ajiant_event_id:

z

target_commandline: N/A | ajiant event id: 23

target_commandiine:

z

A | ajiant_event id: 400

target_commandiine:

z

A | ajiant event_id: 500 35

Trong do:
+ Cac truong duoc sir dung lam tiéu chi gom nhom sé duogc boi dam,;
+ Hién thj sb lugng cac Alert dugc gom nhom tai ti€u chi da chon.

Buéc 3: Dé bé gom nhom, thuc hién twong tu nhung khong chon tiéu chi
nao va chon “Apply”;

Q

Selected

[ Target commandline O Ajianteventid

Others

O File hash shal [ Hash shal

O Scan result O Malware type

0 Malware name O Classify

[ Assignee 0 Irflow name

O Target process path md5 O Netflag

O Net source ip [ Service target path shal
Cancel

3.3.4 Xem chi tiét Alert
Muyc dich: Cho phép xem thong tin chi tiét Alert, hd tro tu dong lam da dang
thong tin bang cach ty dong thu thap thong tin cac sy kién lién quan dén Alert vira
phat sinh, cung cap biéu db truc quan dé xem nhanh mdi quan hé giira cac d6i tuong

co trong Alert;
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[INEWIN DHIGHI 20220609_173832_553078267_618098
First seen: 09/06/2022 17:38:31 - Last update: 09/06/2022 17:38:31

T2 AddtoIRFlow 3= Related events 2 Enhance Alert «4 Update status

® GF G H
default sbuntu18
Detail
Description ~ Source event logs ~
Computer ubuntu18 was disconnected at | T n L s 3 n crea m t

18I Show columns

09/06/202217:38:30 500 Agent was disconnected
Advanced ~
Host

DBEACAB11DA9FOA3FOF65575E9E9C313DC61A838

ubuntu18

Network Connection

—_—

Others

09/06/2022 17:38:30
AdvanceCollector
mixed

Monitor

Computer ubuntu18 was disconnected at least 30 days

— Nhém thong tin chung cua Alert, trong do:

+ Status: Hién thi trang thai cua Alert (New, In Progress, False Positive, Closed);
+ Severity: Phén loai Alert theo mirc d§ nguy hai (Critical, High, Medium, Low);
+ Alert_id: Hién thi thong tin id ciia Alert;
+ First seen: Thoi gian Alert dugc tao;
+ Last seen: Thoi gian g;ﬁn nhét Alert dugc cap nhat;

— Nhom céc thao tac véi Alert

+ Chon IEEEEN G dua Alert vao IR flow, xem trudng hop dua 01 Alert vao IR
flow dé ton tai trong 3.3.7 Thém 01/nhiéu Alert hodc nhém Alert vao IR fLow
da co hoac vao IR flow mdi trong 3.3.6 Tao IR flow tur 01/nhiéu Alert hodc
nhom Alert

+ Chon dé cap nhat trang thai cua Alert:
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Update stalus to:

False Positive v ‘

Comment

Cancel

e Chon Update Status to “False Positive” dé danh dau khong nguy
hiém cho Alert;

e Chon Update Status to “Close” dé dong Alert;

Luu y: Thao tac nay chi ap dung khi Alert dugc chon ¢ trang thai = “NEW”, thao
tac s& bi an di. Chi tiét xem trong truong hop danh dau khong nguy hiém 01 Alert
trong 3.3.5 Danh d4u khong neuy hiém cho 01/nhiéu Alert hodc nhom Alert:

+ Chon dé chuyén dén tinh nang Event Search vé6i thoi gian mic dinh 1a

04 tiéng trudc va sau thoi gian phat sinh Alert;

+ Chon - dé xem logs hoat dong lién quan dén Alert;

® Closed

¥ khaitb update status into Closed

= khaitb added the alert into the IR Flow |RF_Demc

L ] NGW
B vCs-adiant created the alert.

— Tab cac thong tin lién quan dén Alert:

+ Tab Detail: Cho phép hién thi toan bo thong tin chi tiét lién quan té1 Alert;
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Description ~ Source event logs A
Detect attack technique T1562 able or Modify System No tracked events!
Firewall on ANM-PHUCVD2. Pre th path = C:\program

files\dell\ or \bi
7656, commandline = "C:\Program

gent.exe (PID = Advanced ~
File

This file is impacted (created/modified/deleted/executed) suspiciously.

http delete ssicert ipport=0.0.0.0:5700, PID = 9732 ) fo the
disable firewall

ath Signed  C:\windows\system32\netsh.exe

Unknown C:program files\dell\supportassistagent\bin\supportassistagent.exe

Rule ID nomaly Detection ATTCK T1562 004 Disa.
Process

This source/target process has suspicious behaviours

sh.exe

Signed| C:\windows\system32\

Unknown "C:\Program Files\Dell\SupportAssistAgent\bin\SupportAssistagent.exe

Unknown ‘netsh.exe” hitp delete ssicert ipport=0.0.0.0:5700

Unknown C:\program files\dell i t\bin\suppor exe

Host

This information is about suspicious host

Client id 9C4C8D5F62C98BES018732E0D8D91DCD0O1121CD2

pden 10.61.188.2

MAC Address aB:6b:ad:71:14:2b,7a:6b:ad 71:14:2b,2a:6b:ad:71:14:2b,00:50:56:¢0:00:01,00:50:56:¢0:00:08,48 4d:7e:ba:be:53
Others

These other information provides more context about this alert collected by VCS-aliant

e Khung thong tin (1) Description: Cho phép hién thi thong tin mé ta
chi tiét Alert va RulelID;
e Khung thong tin (2):
o Source event logs: Ghi lai Source event logs lién quan dén Alert
(néu co);

o Advance: Thong tin nang cao lién quan dén Alert bao gom: File,

Process, Host, Others, ...
3.3.5 Biéu db diéu tra (Enhance Alert)
Muc dich: Cho phép hién thi mdi quan hé cua cac ddi tuong trong Alert, xem
chi tiét cac dbi tuong va hd trg diéu tra loang dya trén tap cac su ki¢n thu thap dugc

trong hé thong.
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wous W Malicious | Host detail x
o . P )
0 V»I‘ 3 @ fe2a: 995feb:
o "
o . ®
oo ] @ N ’ |
) @ @ Platform

a P
@

— Khu vyc hién thi biéu d6 va céc thao tac trén bicu do
— Khu vye hién thi thong tin chi tiét cac doi duong trén biéu d6
3.3.5.1 Khu vuc hién thi biéu dd va cac thao tac trén biéu do
Cho phép hién thi truc quan cac ddi tuong trong Alert phuc vu xem thong tin
va diéu tra;
Mic dinh khi vira truy cép, biéu dd hién thi thong tin lién quan dén may gdc

phat sinh Alert, cy thé nhu sau:

VCs

Trong biéu dd ludn ¢6 01 may duoc cam cd I dé danh dau may gbc phat sinh
Alert, mic dinh tai mdi may luon di kém céc ddi tuong cé quan hé truc tiép may géc
trong vong 01 ngay ké tir thoi diém phat sinh Alert, danh sach cac dbi tuong bao

gom:
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B Unknown [ Clean [ suspicious [ Malicious

Moi ddi tugng bao gom cac trang thai nhu sau:
Giira cac d6i tuong, hién thi mdi quan hé bao gdm:

+ Relationship: Mdi quan hé dinh nghia theo cac su kién phat sinh trong vong 01
ngay tir thoi diém phat sinh Alert (trong d6 tén méi quan hé nam phia trén mii

T ‘. ABC
tén noi lién 02 do1 tuong) >

+ Reference: Mdi quan hé tham chiéu, 1a cac ddi tuong khac ghi nhan dugc trong
su kién chinh phat sinh ra d6i tuong (dugc thé hién boi nét dut va khong co tén

quan hé cy thé) EEEEEENENENNENS .
Vi du:
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FTMA LI

o

8

Céc thao tac hd tro hién thi biéu d6 bao gom:

Thao tdc hé tro hién thi

Y nghia

Hide reference

Hide relationship name

Cho phép an/hién céc thong tin trén biéu do:

+ Reference: Khi chon, cho phép an/hién thong tin
tham chiéu bao gom miii tén nét dut va déi tuong
tham chiéu tai tat ca cac d6i tuong hién c6 trén
bicu do;

Relationship name: Khi chon, cho phép an/hién
thong tin tén mébi quan hé phia trén tat ca cac mili

tén nét lién hién co6 trén biéu do

Cho phép zoom in/zoom out biéu dd twong tng tai vi
tri dang tro chudt
Ngoai ra c6 thé 13n chudt tai vi tri mubn zoom in/out
dé thao tac nhanh
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Thao tdc hé tro hién thi

Y nghia

Cho phép quay lai vi tri trung tdm cua biéu do (may

® ;
goc)

7 Cho phép mo rong man hinh téi da dé xem biéu dd va

ar

thao tac trén biéu do

Vi du mét biéu d6 mac dinh nhu sau:

© -

Y

8
8

0z @

+ Truong hop tai mdi loai dbi tuong co nhiéu hon 01 d6i tuong truc thudc, cac

dbi tuong s€ duogc tu dong nhom lai.

+ Hover dé xem thong ké nhanh tai tirng nhém ddi twong nhu sau:

= Tur day, mudn diéu tra loang tiép cac ddi twong thyc hién cac bude nhu sau:

Bwée 1: Click chon nhom dbi tuong mudn xXem, hién thi giao dién nhu sau:
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Objects in this group network X
Q) searchobject.. B
@ Unknown (48) [ Clean (125) [ Malicious (87) S —

/] ® Clean ocspverisign.com 240.100.28.3 N/A SYSTEM g
® Clean crladigicert.com 80105283 N/A SYSTEM ]
® Clean erlmierosoft.com 1687283 NA SYSTEM <
© Mal 96.103.283 N/A SysTEM <
o Clean 24004283 NA SYSTEM <
® Cle: 22491283 N/A SysTEM <
© Mali 096283 N/A SYSTEM <
® Clean csc3-2010-crlverisign.com 11280283 N/A SYSTEM <
® Clean ocsp.globalsign.com 4888283 N/A SYSTEM <
® Clean el digicert.com 80.105.28:2 NA SYSTEM <

+ Cho phép loc cic ddi tuong trong nhom theo trang thai = = = muce
hodc tim kiém nhanh bang cach nhap nhap dir liéu mudn tim kiém trong tat ca
cac truong;

+ Khi d3 chon dugc d6i twong phi hop, chon = dé hién thi 01 ddi twong 1én
bidu d3 hogic chon dé chon t6i da 20 déi twong 1én bidu db;

Luu ¥: Néu d6i tuong duoc mé rong 1a mot may tinh, mic dinh khi hién thi dbi
tuong, cling ty dong hién thi cac dbi tuong cac quan hé truc tiép dén may tinh trong
vong 01 ngay ké tir thoi diém phat sinh Alert

ANM-CHUYENNTZ

@ Online
main.exe
240.100.28.3 ‘:1 SERVICE
§ F (56
96.103.28.3 @‘.
HOST
@
FILE
a
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Bwdéc 2: Sau khi da hién thi cac doi tugng can di€u tra trén bi€u do, cac thao

tac hd tro mé rong/thu gon bao gdm:

+ Tai may gdc/may tinh thuong: H trg thu gon cac dbi tugng vé trang thai mic
dinh khi hién thi may (Chi bao gdm céc ddi twong c6 quan hé truc tiép véi may,
mdi loai dbi twong néu nhidu hon 01 ddi twong, hién thi dang nhom) bang cach

chon chudt phai tai dbi tuong, sau do chon “Group child-level objects”;

i WinTx64]
o q

izroup child-level objects

L S

+ Tai cac dbi tuong khac: HO tro thu gon béng cach nhom lai theo loai dbi tuong
va loai quan hé vdi cac ddi tugng cling cap bang cach chon chudt phai tai dbi

tuong, sau d6 chon “Group same-level objects”;

0.9¢

Group same-tevel objer

+ Tai ddi tuong 12 tién trinh (process) cho phép mé rong dé diéu tra loang bang

cach chon chudt phai tai dbi tuong,

+ Truong hop khong thé tiép tuc loang, hién thi:

+ Trudng hop co thé loang, chon “Add more objects...”
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Hién thi giao dién cho phép chon dbi twong mudn loang dén

ilf:':: 4
maij  ~dd m
Unpi

Show more object

Set Value

Q Search object...
Process.
) @ Malicious (3) i
Registry 3
® Malicious N/A 127.001 1588 main.exe &
 Malicious N/A 127.001 6668 main.exe <
® Malicious N/A 0.0.00 0 main.exe Q
Showing 1/1 result(s)

— Chon loai dbi tuong;

— Chon loai quan hé tir tién trinh toi d6i tuong;

— Chon truc tiép ddi tuong muén hién thi. H trg tim kiém theo trang thai
ddc/sach cua dbi tuong hoac tim kiém theo noi dung c¢6 tai cac truong thong

tin cua doi tuong.

+ Chon "= dé lua chon cac truong thong tin hién thj hodc dung tinh nang -

dé sép xép thong tin trong danh sach

Khi d chon duoc dbi twong phut hop, chon @ dé hién thi 01 ddi twong 1én

bidu d3 hogic chon dé chon t6i da 20 déi twong 1én bidu db;

Tai ddi tuong 1a tién trinh (process), khi c¢6 cac déi tugng dang dugc mo rong

cho phép thu gon lai bang cach chon chudt phai tai d6i trong;
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(O S S U
Agd more objects...

+ Mic dinh tai biéu d6, cac ddi tuong tu dong chay va giir khoang cach véi nhau

khi bi di chuyén. Truong hop dung chudt chon va kéo tha cac ddi tuong, sau

khi bo chuot dbi tuong tu dong dugc Pin vao vi tri mai. bé huy thao tac Pin,

Unpin

chon

3.3.5.2 Khu vuc hién thi thong tin chi tiét

La tinh ning bd sung ctia biéu dd, cho phép hién thi thong tin chi tiét cia

cac thanh phan trong biéu dd (bao gdm cac ddi twong va mdi quan hé trong biéu

do);
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Host detail X
General
HOST NAME WinTx64_MayaoHai 3IT§| Copy
HOSTID fezadba0-b348-4a43-bd26-79995feh57=8
STATUS Offline
SET UF VERSION A
GROUP default
UPDATE GROUP release
POLICY full_features
IPDC 10.61.188.2

windows
FIRST PING 12/05/2021 16:02:02

26/05/2021 14:23:17 1
Blatiorm ~
CPUs ~
Network Interfaces ~
Default Gateway 2V

— Nhém thong tin chung: Bao gom céc thong tin chung/théng tin dinh danh
cua ddi tuong, mac dinh ludn hién thi khi vira truy cap;

— Nhom thong tin chi tiét: Bao gdm céc thong tin chi tiét cua ddi tuong, duoc
phén thanh cdc nhém thong tin khac nhau, mac dinh cac nhdém thong tin nay

s€ dugc dong lai, chon ~ dé mé rong va hién thi nhém thong tin.
+ Thao tac “°PY hd tro sao chép ndi dung truong thong tin

Lueu y: Mot s6 truong thong tin dinh danh ddi tugng cho phép link nhanh dé tra
ctru trong Event Search hoac Agent Management.
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Process detail x

General

PROCESS D 2

PROCESS NAME main.exe

D5 1e0%2a44d44c2%ef8dEbic3aT4f34bT3

33344b22¢5e9cf246e5683c17d450ac87d0afsf

bbé

admin

COMMANDLINE .\main.exe

HIGH

3.3.6 Cap nhit trang thai khong nguy hiém hoic déng cianh bao cho
01/nhiéu Alert hoic nhém Alert
Muc dich: Cho phép danh diu Alert 1a khong nguy hiém;
Buéce 1:  Chon 01/nhiéu Alert mudn danh dau khong nguy hiém;

Bwéc 2:  Chon dé cap nhat trang thai cua Alert:

Update status to:

False Positive v

Comment

Add to False Positive|

Cancel Update status

I oY

Budc 3: Chon Update Status to “False Positive”;
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Buéc 4:  Nhép 1y do danh déu khéng nguy hiém va:
e Chon “ Update status” dé xac nhan danh dau khong nguy hiém cho
Alert;
e Chon “Cancel” d x4c nhan huy thao tac danh ddu khong nguy hiém
cho Alert;
Chon Update Status to “Close” dé dong Alert;
Buéc 1:  Chon 01/nhiéu Alert muén dong (Closed);

Bwéc 2:  Chon dé cap nhat trang thai cuia Alert:

Update status to:

Closed v

Comment

done|

A

Cancel Update status

Buwéc 3:  Chon Update Status to “Closed”;

Buwdéc 4:  Nhap ly do dong Alert va:
e Chon “ Update status” dé xac nhan dong Alert;
e Chon “Cancel” dé x4c nhan hiy thao tac dong Alert;
3.3.7 Tao IR flow tir 01/nhiéu Alert hodic nhém Alert
Budce 1:  Lua chon 01/nhiéu Alert dé tao IRFLow va chon “Add to IR

Flow”;

JOETTRl  (® Grouprows by, <es More

w4 Update status T3 AddtoIRFlow | b, Exportdata  Clear selection
Action

Severity Status Timestamp create Host name Scenario Object  Ruleid
svchost.exe] (PID: (1096)) s

DESKTOP-R2GBJE.. S C:\Windo.

st.exe] (PID: [1096]) it

DESKTOP-R2GBUE.

ubuntu1s N/A N/A ted at leas!

m32\svchost.exe] (PID: [1096]) it

DESKTOP-R2GBJE... Suspicious Behavio.. C:\Windo. r_AgentMonitor_RuleCorrelation_000005
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Bwéc 2:  Nhap cac thong tin va tao IRFLow:

+

New IR Flow X

IR Flow name

new_critical_IRFlow|

Assignee(s)

root = S v

Note (optional)

List of alerts

Alert ID Host name Action
20220606_18134_278220796_546256

20220606_18153_440049062_394732

Cancel Add to IR Flow

Dit liéu hién thi trong Combobox Assigned to bao gom:

User dang nhap thudc group root: Hién thi tit ca tén User trong hé thong;
User dang nhap thudc group default: Hién thi tén User dang login;

User ddng nhap thudc group cha: Hién thi tat ca tén User thudc group con cia

user dang login va user dang login;

User dang nhap thudc group mot hodc nhiéu con: Hién thi tén User dang login;

Buéce 3:  Sau khi thém 1 hodc nhiéu Alert vao ludng xir Iy IR flow, ¢6 thé hoan

tac trong 10s:

Dé hoan tac: chon “Cancel” trong 10 s;
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+ Pé tao ngay IR flow va chuyén sang man hinh IR flow chon tén IR flow vira
tao: chon “Add to IR Flow”;

3.3.8 Thém 01/nhiéu Alert hoic nhém Alert vao IR fLow di cé

Tuwong tu nhu 3.3.5 nhung khong chon “Add new IRFlow” ma chon IR
flow da co tir danh sach chon;

Q | h 18 Elow Mew IR Flow

na test
win7edr
winedr
asdl

s

ZXC

12123

I 0 T I S 1 e o 0 T o T 1 B 0 o 2 e

Hé théng hién thi popup Xac nhan thao tac thém 1 hoac nhiéu Alerts vao
ludng xir Iy IRFLow c¢6 san trong hé thong:

Alerts added to IR Flow!

You cen guickly mvestigate end response

1o these glarts in the IR Flow “huyen_test"

Igniore Go tothis IR Flow

3.4 Man hinh IRFLow
3.4.1 Danh sach hién thi

Muc dich: Cho phép hién thi danh sach IRFlow trong h¢ théng theo
phan quyén ngudi ding:

+ User dang nhap thudc group root: Hién thi tat ca IRFlow trong hé thdng;
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+ User dang nhap thudc group default: Hién thi tat ca IRFlow duoc assign cho

user dang login;

+ User dang nhap thudc group cha: Hién thi tit ca IRFlow duoc assign cho user

dang login va cac user thudc group con tuong Ung;

+ User dang nhap thudc group mot hoac nhiéu con: Hién thi tit ca IRFlow duoc
assign cho user dang login;
3.4.2 Tim kiém IRFLow
Muc dich: Cho phép tim kiém duogc nhitng ban ghi IRFlow theo phan
quyén ngudi dung ding nhap;
Tuong ty chirc ning tim kiém & man hinh Alert, man hinh IRFLow h

trg tim kiém theo query nhu sau:

viettel

aliant = O

IR Flow management (2]

®

®

®»®
¢

®»

[CRCRNONCRO]

Buwdc 1:  Nhap vao textbox Search cau query voi format nhu sau:

<tén_truong> <todn tr> “<value>” AND/OR <tén truong> <toan tu>

“<value>”.....
Trong do:
+ <tén_ truong> la cac gia tri sau:
e assignee: nguoi dugc phan cong xu ly Alert;

e created by: tai khoan tao IRFLow;
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e name: Tén cua IRFLow;
e notation: luu ¥ cia IRFlow;
e status: trang thai cua IRFlow;
+ <toan tu>la céc gia tri sau:
e = tim chinh xdc gia tri l1a value;
e !=:tim gia tri khac véi value;
e ~:tim gia tri like véi value;
e AND/OR: toan tir két hop dé két hop 2 cau query.
Buéc 2:  Chon khoang thoi gian tim kiém bang cach click vao nat “Date
& Time” va chon khoang thoi gian tiy ¥. Néu khong chon mic dinh 1a Last 7
days;

Buwoc 3:  Click on “Search”

Ngoai ra hd tro tim kiém theo lich st tim kiém

viettel

aliant
IR Flow management

D Last 60 days

‘anhvn’” AND Last 60 days

04/05/2022 11:08:43

04/05/2022 11:08:22 test_tnn3

04/05/2022 11:08:03 test_tan2

04/05/2022 11:07:42 test_tan_1
04/05/2022 11:03:20 test1

29/04/2022 10:29:09 testttt

0000006006006 0LO6

[ 3 O I 2 O Oy 3 O O i)

test_test

Pé vao xem thong tin chi tiét 1 IRFlow va thuc hién cac hanh dong diéu

tra, xu Iy nguoi dung chon “IRFLow Detail”:
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viettel

aliant

IR Flow management

13 resuitis) 14/08/2022 09:41:32 - 13/06/2022 09:41:32
13/06/2022 08:41:52 chuyen . e chuyennt 3 6]
13/06/20: root, chuy 0]
13067202205 o0 [0)
JSy——— reses 3 @
3.43 Cach IRFI
4. ach tao ow
14 b A G‘C 2
. .
Bwée 1: Click vao “Create”;
viettel .
aliant &«
IR Flow management
13 resuitis) 14/08/2022 09:41:32 - 13/06/2022 09:41:32
13/06/2022 08:41:52 chuyen . e chuyennt 3 6]
13/06/20: root, chuy 0]
/067202205 [0
09/06/2022 18:05:32 testss 3 O

Buwéc 2: Heé thong hién thi Popup form Create New IRFlow, nhap thong tin

hop 1€;

Dit liéu hién thi trong Combobox Assigned to:

+ User ding nhéap thudc group root: Hién thi tat ca tén User trong hé thng;

+ User dang nhap thudc group default: Hién thi tén User dang login;

+ User dang nhap thudc group cha: Hién thi tat ca tén User thudc group con cia

user dang login va user dang login;

+ User dang nhap thudc group mot hodc nhiéu con: Hién thi tén User dang login;

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi

T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com

Page |55




viettel

security

Create New IR Flow a

IR flow name

Assigned to

First note

Cancel

Buworc 3:

+ Nguoi dung chon nit “Create”, Hé théng ghi nhan IRFlow vtra tao va hién thi
trén man hinh danh sach IRFlow;

+ Ngudi ding chon nut “Cancel”, Hé théng huy thao tac thém moi IRFlow vira

tao va quay vé man hinh danh sach IRFlow;
3.44 Cac budc thyc hién trong IRFlow

Sau khi tao IRFlow tir cac Alert hodc dua cac Alert vao IRFlow, nguoi

van hanh s€ vao trang IRFlow dé thuc hién cc hanh dong sau:

+ Xem céc thong tin dé diéu tra: danh sach Alert, may tinh c6 Alert, cac dbi tuong
lién quan (file/registry/process);

+ (€0 1ap cac may phat sinh Alert: ¢6 14p mang, c6 lap tién trinh;
+ Diéu tra va phat hién cac ddi trong lién quan dén Alert (artifacts);

+ Phan tmg: xur Iy cac két qua da diéu tra. Vi du: kill tién trinh ma doc, x6a file

ma doc, x0a céc registry do ma doc sinhra ...

+ Két thuc diéu tra: dong IRFlow, ding c6 1ap may, dong cac phién

ProcessAnalysis va LiveResponse;
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3.4.5 IRFLow — Detection

Muc dich: Tab Detection cho phép hién thi cic déi twong lién quan dén
Alert nhur:

+ Danh sach may tinh c6 Alert;
+ Danh sach Alert;

+ Danh sach artifacts dugc phat hién trong qua trinh diéu tra (investigation);

S -
\ =\ Containment t & investigation fﬁ? «»%ﬂ Resp
=L [=1 > Y
Original detection
it
DESKTOP-HHN2B1Q
Alert
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Execution
07:00:00 14/01/2019 no_group DESKTOP-HHN2B1Q Execution
07:00:00 14/01/2010 no_group DESKTOP-HHN2B1Q nitial Access
Additional detection
Aritfacts
07:25:05 14/01/2019 9D76E75C81645C6BBEE18B46061C5DT5CR154752 ci\Users\Test\Desktop\demo.exe WIN_EVENT_LOG plg3SWgBTy9idpUWI-d
07:25:05 14/01/2019 9D76E75C81645C6BBBE18B46061C5DT5CR154752 HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\demo WIN_EVENT_LOG pla3SWgBTy9idpUWI-d

Cac  dbi tugng thudc phan “Original Detection™: 14 cac Alert (Alert)
va may tinh (Agent) ban dau khi IRFlow duoc tao;
Con céac dbi trgng thudc phan “Additional Detection”: 13 cac Alert, may
tinh, artifacts dugc thém vao ¢ budc diéu tra (Investigation);
Y nghia mot sb truong trén man hinh detection:
+ Time: thoi gian thém agent/artifact vao man hinh detection;
+ Object: dudng dan file/registry cuia artifact;
+ From: ngudn phat sinh artifact (Event log hodc Process Analysis);
+ Reference: ID ctia event log hodc ID cua phién két ndi Process Analysis;

3.4.6 IRFlow — Containment

Muc dich: Tab Containment cho phép thuc hién c6 1ap 1 hay nhiéu may
tinh c¢6 trong tab Detection hodc Suspend tién trinh thudc Alert nim trong
IRFlow;
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Cac trang thai cia Containment:
+ NOT APPLIED: chua giri 1énh xudng Agent;
+ APPLYING: dang gui 1énh xudng agent;
+ APPLIED: da gui 1énh c6 lap thanh cong;
+ STOPPING: dang gtri 1énh dung ¢6 1ap;
+ STOPPED: da gtri 1énh dung c6 14p thanh cong;

Bwéc 1: lya chon hinh thic diéu tra: ¢6 1ap mang hodc suspend tién trinh sau
d6 chon “Next Step”;

viettel

alJiant IR flow detat =B o

View detail - chuyen
fowlist

TIMELINE ® P ]
Create _“'”'“‘"’ &l
i oetec . &Y imesuganon 2B% response
= S gz =2 pe
) Network
Pr
2 Deploytoagent

Agentlist Choose agent(s) in st below and click move right button to sdd to apply agent st Agentapplylist
edrubuntu-18 .

Luu y: sau khi nhap Path/PID thi phai 4n Enter dé luu lai cdu hinh. C6 thé suspend
cung lac nhiéu tién trinh.

Buéc 1: chon danh sach Agent can c6 14p va chon “Start” dé bat dau 6 lap:

e Deploy to agent
B Agentapplylit

Buéc 2: Dé ding viée co 1ap click “Stop” hodc chon agent & “Agent apply

list” va chuyén vé danh sach “Agent list”;

© oo

O Agentlist i button to add to apply agent s [ Agentapplylist
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Trong trudng hop nguodi quan tri khong chu dong dung viée co 1ap trén Portal
thi sau thoi gian mac dinh (24h) thi Agent cling tw dong gd c6 1ap dudi Agent.

3.4.7 IRFLow — Investigation
3.4.7.1 Process Analysis
a. Xem thong tin process
Muc dich: 1a qua trinh phan tich céc tién trinh trén may nguoi dung cé
trong tab Detection theo thoi gian thuc nham tim kiém cac dau hiéu bat thuong;

Budc 3: Chon agent dé két ndi, sau do click “Start”. Danh sach Agent la
cac Agent trong IRFLow;

ubuniu [0ELCBE3Z45C35DCDFTEIFZ1TO0SATSFIFIFTIATE)

Winll-EDR (7AA3E83245051499E65313553ABCFT4003FEALEA)
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Win1T-EDR(7AAIEE3246D91499E65913553ABCF74003FEAT BA
|
Luuy:

+ Thoi gian timeout tao két ndi 1a 60s. Hét 60s khong két ndi dugc Agent thi can
két nbi lai;

+ Tai 1 thoi diém trong 1 IRFLow chi c6 thé tao 1 két ndi toi Agent. Trong truong
hop c6 tai khoan khac dang két ndi voi Agent trong cting IRFLow thi s& thong

bdo 101:

DESKTOP-EGANUBQ

CreateSession failed: another websockset connectad

+ Tai thoi diém két ndi, néu Agent offline. Hé thong s& hién thi popup théng béo
Agent dang ¢ trang thai Offline:
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Budéc 4: Click “Refresh” dé 1dy danh sach process méi nhat dudi Agent:

T ROCES Registry @ Nomal ® Alert Refresh

(3] [

Registry

Budée 5: Lua chon process trong list process dé xem thong tin chi tiét:

viettel e
aliant e

View detail - IR_HuyenPK
t

€ Backto IR flow ls
Enter your icense 1o access e Tuil Teatures or
i ves-adiant
. ) <
Creal Containment
m g B
Y oetect [ com t %, (D Resp
Q EventSearch 2 Tools [ Investigation result
smss.exe Normal e Alert  Refresh
 WIN-0JSI63088NI 16:52 20/06/2022 00:01:35 Running
m ‘
ar
— PROCESS INFORMATION JADED MODULE FILE HANDLE
SYSTEM

Microsoft Corporation

C:\Windows\System32\s

\SystemRoot\System32\sms:
4

16742790895960690237a5143cedecsh
88f7b3db5d931389a737891e16d7069135959da03e9ecOfffe609561837fa)

264

— Chon agent va chon process;

— Hién thi thong tin cdy process, mic dinh hién thi 1 cap cha va 1 cip con.
Cho phép mé thém/thu nho cac cap khi click vao process trong cAy.
Process dugc focus trong cdy s& hién thi icon khac so véi process khong

duoc focus;

— Hién thi thong tin process dugc focus trong cdy bao gom thong tin trén cac
tab: Process info, Modules (loaded dll), File handles, Key handles, Thread
List, Section handles, Network Connection;

Budéc 6: Dé liy thong tin méi nhat cua process, click icon Refresh trén mdi

tab
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WIN-0JSI63088NI  16:5220/06/2022  00:01:35 "~ Running

PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE

ISER SYSTEM
{AME Microsoft Carporation

Microsoft® Windows® Operating System

FILEVERSIO® 6.1.7600.16385
C:\Windows\System32\smss.exe

MNOLINE \SystemRoot\System32\smss.exe

P 4
16742790895960690237a5143cedecBb

HAZ56 88f7b3db5d931389a737891e16d7069135959dal3e%ecOfffe609561837fa

PID 264

Luuy:

+ Khi chuyén tab con trong Investigation nhu Event Search, Tools, Investigation

Result thi phién két ndi v6i Agent duoc giit va khong can két ndi lai;

+ Khi chuyén tab khac nhu Detection, Containment, Response hay Alert,
Setting.... Hoac F5, Logout... thi can phai tao lai két ndi véi Agent;

+ Phién két nbi Process Analysis trong IRFLow chi dong khi quan tri déng
IRFLow. Ttc 1a néu chua déng IRFLow thi mdi 1an vao IRFLow va két ndi voi
Agent thi ID ctia phién két ndi ko thay doi;

b. Marking/Get artifact

Chtrc ning Marking artifact cho phép danh dau cac artifact can theo

ddi. Co thé marking cac dit liéu sau:
+ Process Info: ProcessPath;
+ Loaded module: Path;
+ File Handle: Path;
+ Key Handle: Key path, Value;
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Danh diu théng tin trong Process:

Buéc 1:  Chon 1 ban ghi bt ky va hover vao ban ghi d6. Thuc hién click

vao nut “Marking artifact”;

5, ® ® &
WIN-0.JS163088NI ~ 16:52 20/06/2022 00:06:57 Running
PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIS
NAME
SmMss.exe |8 \SystemRoot\...m32\smss.e» |8 1]
ntdll.dll B C:AWindows\S.. 32\ntdlLdll B ed60c95c805dbae.. (B cBé{

Buéc2:  Click vao nat “Accept”, c6 thé chinh sira dudng dén file khi click

vao icon “edit”:

WIN-DJSI63088NI ~ 16:52 20/06/2022 = 00:09:32 = Running
PROCESS INFORMATION LOADED MODULES ¢ FILE HANDLE KEY HANDLE THREAD LIS|
NAME SHAZ
SMss.exe Il \SystemRoof\...m32\smss.e> [l L]
ntdiLdll i cawindows\S..32\nwdildil B ed60c95c805dbae. M d35574d2cc42bde.. Microsoft Cd
3 Marking artifact Cancel
ntdil.dil
Cawindows\SYSTEM32\ntdll.dil

+ Trudong hop chon ban ghi c6 Agent chua ton tai trong Detection s& c6 thém
check box Add Agent to IRFlow. Khi thuc hién Accept thi Agent tuong tng s€

duoc add vao Detection.

Sau khi marking thanh cong, hién thi thong bao. Click vao nut “View
all artifacts in Investigation Result” dé chuyén dén man hinh Investigation

Result. Artifact duoc marking s& hién thi trén man hinh nay:
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MACOS_BICHPT3 09:51 21/06/2022 00:02:43 Running
PROCESS INFORMATION LOADED MODULES FILE HANDLE EV DLE THREAD LIS|
USE 1B root
Marked artifact... View in investigation resy
05 (8 00ad6b735d11f2220b014bfcc0253daf
1B 271440ca9818992d11d7fe58e26f0515fcfafb7dd43c35f 1eef3fbc53c66aal
il ss
(LI}
Ng nn =
“[I petection Containment BSD Response
83 Process analysis Q EventSearch 7 Tools
Marked artifact
20/06/2022 16:28:14 C:\Program Files\Ajiant\propre\VESProPre.exe Added to IRF v
20/06/202217:27:53 C:\Windows\System32\cmd.exe 2 A
e 20, CAProgram Files\Ajiant\Agentinfo.exe a o
20/06/2022 17:28:44 C:\Program Files\Microsoft VS Code\Code.exe 2 A
20/06/2022 17:30:39 HKU\S1-5-21-657600163-1704432705-4217905726-1001 tificates has been added or deleted by [11 2 o
20/06/2022 17:57:24 HKLM\System\CurrentControlSet\Services\EventLog\VEDR 2 A

Tools result

Chtrc ning Get Artifact cho phép 1ay thong tin file/registry dudi Agent
phuc vu cho viéc diéu tra;

Chon 1 ban ghi va hover vao ban ghi do. Click nut “Get artifact” > Lua
chon loai artifact (File/Registry) > Click “Accept”. Sau d6 kiém tra két qua thuc

hién Get artifact trén man hinh Investigation Result;

MACOS_BICHPT3 09:59 21/06/2022 " Rumning

PROCESS INFORMATION LO

) MODULES FILE HANDLE KEY HANDLE THREAD LIST

I8 root

ATH I8 /shin/launchd

i /shin/launchd @
I 00ad6b735d1122200014bfcc0253daf

iE 271440ca?818992d11d7fe58e260515fcfafb7dd4 3c35f1 eef3foc53c66a%as

i ss
PID i 1
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MACOS_BICHPT3 09:59 21/06/2022 00:01:56 Running
PROCESS INFORMATION LOADED MODULES FILE HANDLE KEY HANDLE THREAD LIST

1§ root

I8 /sbin/launchd

I8 /sbin/launchd

1§ 00ad6b735d11f2220b014bfcc0253daf

1B 271440ca9818992d11d7fe58e260515fcfafb7dd43c35f1eef3foc53c66a9as
IS ss

L]

Get artifact Cancel

'sbin/launchd

3.4.7.2 Event Search

Day 1 qua trinh tim kiém cac ddi tuong dua vao event logs. Khac voi
cac tab khac trong IRFLow chi hién thi thong tin cac Agent dugc add vao
IRFLow thi & tab nay hién thi toan bo event cta tat ca Agent trong hé thong.

a. Tim kiém Event

Budc 3: Nhap vao textbox Search cau query voi format nhu sau:

<tén_truong> <todn tir> “<value>” AND/OR <tén truong> <toan tu>

“<value>".....

Trong do:
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+ <tén_trudng> la cac gia tri sau:
e AgentID: ID cua agent;
e EventID: ID cua event;
e Computer: Tén cua computer;
e LogType: Loai log;
e Channel: Channel cua event;
+ <toan_tir> la cac gia tri1 sau:
e =:tim chinh xac gia tri la value;
e !=:tim gia tri khac véi value;
e ~:tim gia tri like vé&i value;
e AND/OR: toan tir két hop dé két hop 2 cau query;
Buéc 4: Chon khoang thoi gian tim kiém bang cach click vao nat “Date &
Time” va chon thoi gian tiy y. Néu khong chon thoi gian thi hé théng chon
mac dinh 1a Last 7 days;
Budce 5: Click on Search:
+ Trudng hop khong c6 két qua phu hop, hé théng s& hién thi thong bao: No data;
+ Trudng hop c6 két qua phu hop, hé théng hién thi mic dinh 50 ban ghi theo thtr
tu gidm dan theo thoi gian voi 5 cot hién thi mic dinh bao gém: AgentlD,
EventID, Computer, LogType, Channel,
b. Xu ly Event

Muc dich: Hd tro nguoi dung thao tac va xir Iy cac Event;
Marking artifact: Panh déu artifact
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s Procasssnsbie

109,901 resits | 15/ow2022 170652 201

BABESSBCSICTEABFCELCK:

1AFAG2IFTI70039
1621AF623F7570039
AFAG23F7370039

AFAE20F7370039
LogType.
Plaform
Processid

Thread AFAG23F7370009

clentid 2147223773703

1B0R66FDSEEDDAC2CEDSSTDDFDBTSAGFSOAIFCOC
event id_meaning
TB0RB6FDSEEDDAC2CE0STDDFDBTIAGFSOAIFCOC
eventJog id
3 TBORB6FDSEEDDAC2CE0STDDFDBTIAGFSOAIFCOC
le_company

TB0R66FDSEEDDAC2CE0STDDFDBTIAEFSOAIFCOC
fe_description

g
H

WINOUSIESOBENI

WINOUSIES0BENI

WINOUSIES0BENI

WNOUSIEs0BENI
1 WINOSIES0BENI
1 ViNvoUsIEs0sEN

1 WANOUSIES0BENI

1 WNOUSIES0BENI

DESKTOP R2GBJEF

DESKTOP R2GBJEF

DESKTOP R2GBJEF

2 DESKTOP R2GBEF

Eueritog

Evert

o
Euentiog
Euenttog
Erentog
Evenitog
Eveniog
Eventog
Evenitog
Evenitog
Evenitog
Euentlog

Evritog

[ mestzston et

View column
20/06/2022 170600 21062022 170334

20/06/2022 170600 2010672022 1703

2010672022 170547

2010672022 170533

20/06/2022 170334

20/06/2022 17053 20/06/2022 170334

20/06/2022 170532 20/06/202217.0334

20/06/2022 170532 2010620221703

2/06/2022 170532 20/06/2022 170334

2010672022 170532 20/06/2022 170334

20/06/2022 170441 20/06/2022 170404

200672022 170441 20/06/2022 170404
20672022 170627 20/06/2022 170404

2010672022 170427 20/06/2022 170404

Buwéc 1: Chon 1 ban ghi bit ky va hover vao ban

nat “Marking artifact”. Trén man hinh s& hién thi

ghi d6. Thuc hién click vao
popup nhu sau:

G Process snshis

109.901 restts | 1508202217052 2000872022 170652

BABESOBCSACTEABFCE2CRCB21AFAG23FT:

570039
BABESOBCSICTEABFCE2CFCIB21ARASZ3F737C0%
BABESOBCSICTEABFCEZCFCIZIAFAGZIF7ITC030
BUBESOBCSICTEABFCEZCRCIZIAFAGZIF7A7C030

"BGBESOBCSACTEABFCERCHC

TAFAGZ3FT370039
[BGBESOBCSICTEABFCE2CFCIB2IAFAG23FTATCNN
BGBESORCSICTEABFCE2CFCIB2IAFAGZFTITCNN
s BGBESORCSICTEABFCE2CFCIB2IAFAGZIFTITCNN

e BGBESORCS3CTEABFCE2OFCTB21AFAG23F737C3

o i TB0AG6FDSGEDDAC2060SSTDDFDBTSAEFSOAIFCOS

1B0A66FDS6EDDAC2060SSTDDFOBTIAEFSOAIFCOS
eventJog Id

» 1B0A66FDS6EDDAC2060STODFOBTIAEFSOAIFCOS
e company
1B0AG6FDSSEDDAC2C40SSTDDFDB7IAGFSOAOFC

1B0A6FDSSEDDAC2CEDSSTDDFDBTOAGFSOAOFCOC
TB0AGEFDSGEDDAC2CADSSTODFDET9AGFSOAOFCCE
TB0AGEFDSGEDDACICEDSSTODFDET9AGF SOAOFCCT
TB0AGEFDSGEDDACICEDSSTODFDETOAGF SOAOFCCT

VN-QISIGI08EN!

VNOUSIEs0BNI
N Sis2088NI
1 anSis208ENI
1 vansis208eNI
1 ansis2088NI

VANUSIER0BENI
1 VANOUSIES0BENI

1 VANUSIES0BENI

DESKTOP-R2GBJEF

DESKTOP R2GBEF

-

DESKTOPR2GB.EF
DESKTOP-R2GB.EF
DESKTOPR2GBEF
DESKTOPR2GBEF
DESKTOPR2GBEF

DESKTOP-R2GRJEF

Evenitog
Evenitog
Evenitog
Ereniog
Erentog
Ereniog
Erentog
Eventog
Evenitog
Evenitog
Evenitog
Evenitog
Evenitog
Evenitog
Ereniog
Ereniog
Erentog

[ ivessigation sl

View column
20/06/2022 170600 20/06/2022 170334
20/06/2022 170600 20/06/2022 170334

20108

70547 201082022 170334

Marking Artifact(s)

20/06/2022170425 20/06/2022 170404

20/06/2022 170425 20/06/2022 170404

Bude 2: Chon 1 hodc nhiéu path thuc hi¢n danh dau Artifact:

Cancel

Marking Artifact(S)

+ Chon nut “Accept” dé x4c nhan yéu cau danh dau Artifact;

+ Chon nat “Cancel” dé x4c nhan huy bd yéu cau danh dau Artifact;

Get artifact: thuc hién get file/registry dudi Agent 1én server dé phuc

vu cho qua trinh diéu tra;
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Buwéc 1: Chon 1 ban ghi bat ky va hover vao ban ghi d6. Thuc hién click vao

nat “Get artifact” Trén man hinh s& hién thi popup nhu sau:

@

1 WNOUSIE088N
1 DESKTOP-R2GBJEF

Budc 2: Chon artifact sau do chon loai artifact (File/Registry) va click
“Accept”

Khi marking artifact thanh céng man hinh sé& hién thi thong bao. Click
vao “View in investigation result” dé chuyén dén man hinh Investigation

Result. Két qua cua viéc Get artifact s& hién thi trén tab nay:

38 Responae

Q entseach 4 Tools ) [ vestgatonresult

c. Deploy Tools

Muc dich: 1a qué trinh day tool xudng dudi Agent lay thong tin dé diéu

tra. Thong tin mdt s6 tool ¢6 sin trén hé thong:
+ Vi agent Windows:
e Listdlls: 1y thong tin cac processs va dll dang dugc load 1én;
e Autorunsc: léy thong tin céc tién trinh, dich vu khoi dong cung hé
thdng;
+ Vi agent Linux:
e ListService: 1ay danh sach service dudi may agent;

+ Lué)ng thuc hién chirc ndng nay nhu sau: Thuc hién lya chon tool > Chon agent

> click “Deploy tools”;
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Dé lya chon tool thich hop ¢6 2 cach sau:

+ Cach 1: Click vao textbox search tool > click tool can deploy > click “Choose

tool”:

+ Cach 2: Click vao textbox search tool > click “See all tools” => hi¢n ra man
hinh danh sach tool dy du >Tim kiém va Iya chon tool can deploy > click
“Add tool”;
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Ql ¥p& Lo search 100

81 Process analysis

@ Add ool € Mult zalect agents onling

Tools

© winDows
Bichpt3 Hello.exe

B Wiloutpuiheiio | Hesh el tASTeledE shisbslbba0le

W_get_services_x64 bat

Hasdr sealtne TifadeSeedetf TR T ER=0EdI01 5,

£ LiNux
linux_steep_5s:sh

=

Whnursorpt | Hash: TS50 bl | G5 AT 7 206G

phula_tool_test sh

& yizan) M I9RAT600 N 201 ABEIEACI0RA 1

ngocanh_testiool sh

& | Heteghe Baf 1 1 1Sk 2
finux_elf_with_param

& i L0k S E5E Th | D7 S50 Tadet  dmc 200
hbec_tool_ls.sh

B Wl | biash shidechiat S290M0n54e 1 MBH0=0TH0M25539
Dbgview exe

& 1| e 77800501 6201 B0edST

Bichpt3 Hello (1).exe

a
S Vioal windown | Haste =0 1650%0edi{ahdnb bbb Gehle.

£ macos

phula_tool_test_macos.sh

o=}

HnebSbenc | ET7 00N 25544 274003

Chooss Tool

Agent]

+ Sau budc tim kiém tool thuc hién chon agent va click “Deploy tools”
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(i} vetec [oy] Containment
foR ¥ (o ey e et
Tools Agents Q
¥ PLTFORM ¥ Tools Y
a
WIN-0JSI63088NI (=] © Online

Bichpta_Hello.exe

Bichpt3_Hello (1).exe

A Macos

Deploy Tools

O

+ Sau khi deploy tool thi xem két qua & tab Investigation Result, tab Tools Result

View detail - IR_HuyenPK
€ Backtomflo

O Yoo m

Tools result
Marked artifact «  Ngocanh_testtool.sh Agents
«  Bichpt3_Hello (1).xe Agents

«  Bichpt3_Hello.bxe

o

d. Investigation result

D4y 1a man hinh hién thi thong tin két qua Deploy tool, Marking/Get
Artifact & 3 tab: Process Analysis, Event search, Tools:

+ Tab “Got Artifact”: két qua thuc hién Iénh Get Artifact;

+ Tab “Tool Results”: két qua thuc hién Iénh Deploy tools;
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+ Tab “Marked Artifact”: cac artifact da marking;

Trong tab “Got Artifact” va “Tool Results”, co thé thuc hién cac hanh
dong sau:

+ Xemndi dung chi tiét cua artifact di 1ay hodc két qua chay tool dudi agent. Néu
dit liéu 1a text thi c6 thé xem truc tiép trén giao dién, néu dit liéu 1a file thuc thi
(.exe) thi can download vé& may local dé kiém tra;

+ Download artifact hodc két qua chay tool. C6 2 cach Download: click icon

“Download” trén giao di¢n hodc click icon “Detail” > click icon “Download”
trén man hinh nay;

i oot ) o 185 nevo
£ Processanalysis Q EventSearch 7 Tools
Gotartifact
« MACOS BICHPT3 Agents 4
TiME TveE oBUECT STATUS ACTION
10:06 21/06/2022 FILE sbin/launchd . E3T o

Tools result

Trong Tab Marked artifact, lya chon artifact dé thém vao man hinh
Detection, Chon 1 artifact va click “Add to detection”:

By =
jon ntainment L in B g
Detectio Containment & S Resn
Q EventSearch 7 Tools
20/06/2022 17:28:44
20/06/202217:30:39 HKU\S1-5:21-657600163-17044327054217905726-1001 y cificates has been added or deleted by [11092]

20/06/202217:57:24 HKLMS EOR

Chon nhiéu artifact va click “Add to detection”:
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Got artifact

Tools result

!

1 Process anlysis

Marked artifact

20/06/202216:28:14

20/06/202217:27:53

20/06/202217:2828
20/06/202217:28:44
20/06/2022 17:3039

20/06/202217:57:24

=]

i} oetston Contanment
10§

Q Event Search

CaProgram Files\Ajiant\propre\VESProPre exe
Ci\Windows\System32\cmd.exe
G:\Program Files\Ajiant\Agentinfo.exe

C:\Program Files\Microsoft VS Code\Code exe

y,’a%‘ it #B% Response

&

[ Tools

HKU\S1-5:21-657600163-1704432705-4217905726-

HKLM\System)CurrentControlSet\Services\EventLog\VEDR

has deleted by [11092]

Got artifact

Tools result

3 Process analysis

Marked artifact
Added artifacts to detection
20/06/2022 16:28:14
20/06/202217:27:53
20/06/202217.2828
20/06/2022 17:28:44
20/06/2022 173039

20/06/2022 17:57:24

Q Event Search

C:\Program Files\Ajlant\propre\VESProPre.exe
C:\Windows\System3z\emd.exe
Ci\Program Files\Ajiant\Agentinfo.exe

C:\Program Files\Microsoft VS Code\Code exe

O Toots

been added or deleted by [11092]

HKU\S1-5:21-657600163-170443 217905726

HKLM\System\CurrentControlSet\Services\EventLog\VEDR

[ investigation result

View all artifacts in Detection phasel

x| x| 8/&[%]|Q

Sau khi add thanh cong s€ hién thong bao thanh cong, click vao “View

all artifacts in Detection phase” chuyén dén man hinh Detection. Céc artifact

duoc thém vao muc Additional detection trén man hinh Detection:

Original detection

Agent
WIN-0JSI6308BNI

Aritfacts

20/06/202216:28:14

Additional detection

Alert

08/06/202216:37:55

Aritfacts

20/06/202217:27:53

20/06/202217:28:28

MACOS_BICHPT3

BGBESIBC53CTEABFCE2CFCT821AFA623F737C039

TENANT_edr.com

BBBESOBCS3CTEABFCELCFC1821 AFA623F737C039

1BOAB6FDS6EDDAC2C6D5570DFDBTIAGFS040FCCC

.7 Containment

£

MACOS_BICHPT3

C:\Windows\System32\cmd exe

C:\Program Files\Ajiant\Agentinfo.exe

CAProgram Files\Ajiant\propre\ VESProPre xe: PROCESSANALYSIS

<span class="severity-item high">High</span>

EVENT_LOG
EVENT_LOG

5B5B3AD0

3.4.8 IRFlow — Response

3.4.8.1 Live Response

Chtrc ning Live response cung cip kha ning xir Iy modt tdp cac

command tir xa theo phién 1am viéc nhdm cho biét cac thong tin hodc xir Iy yéu

cau

trén host;

Cac budc thuc hién chire nang Live Response trong IRFlow:

Buwoc 1: Click tab “IRFlow”;
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Buwdéc 2: Click dap vao 1 ban ghi trong danh sach cac ban ghi (luu y: Chon

dung ban ghi IRFlow ma c6 chira Agent can thuc hién Live Response);

Viettel —
alJiant EC
IR Flow management @ Guidelines
3 resuis) [ + orets ]
IR _huyenpkl Ne 3 O
IR_HuyenPK o New 3 06
cccccc 3 N 3 0

,
Buworc 3:
:
Detection P:u Contanment /\E;;é iestigatan B e
& Liveresponse € Response scenario

Buwéc 4: Chon Agent va khoang thoi gian can thuc hién (5 phut/ 15 phat/ 1
gid/ 3 gio) Live Response va bAm nit “Start Live Response”;

Danh sach Agent hién thi trong combobox 14 tit ca cac Agent hién thi

trong tab Detection;
Sau d6, ngudi dung can chd 1 phat dé hé thdng thuc hién két ndi toi

agent, trang thai hé théng 1 “connecting”;
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Buéce 5: Khi két ndi thanh cong, hé thong hién thi 1 ban ghi bén Remote
session list va man hinh console c6 thong tin cua két ndi va hién thi trang thai

“running”.

fon list i sy ‘Agent ID: 1B0AG6FDS6EDDAC2CEDS57DDFDBTIAGFS040FCCC

© HosTuAM © sTaTEE
DESKTOP-R2GBJEF 10:59:3521/06/2022
TBOAGGFDSGEDDAC2CEDSS7DDFD..  10:59:3521/06/2022 NA

~  Attachment log

(Remote Session List: hién thi danh sach cac phién live response da duogc thuc hién
cua IRFlow)

Luu y: Mbi agent tai mot thoi diém chi ¢6 1 phién Live response 1am viéc.

Ngudi dung co thé thuc hién cac 1énh tai man hinh console nhu sau:
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STT | Cdc lénh Tham sé Mo ti

) Thay ddi thu muc lam viéc hién
cd <dirpath>

1 |cd tai

cd.. hodccd .. Chuyén vé thu muc cha

In thu muc hién thoi dang lam

viéc

dir  [drive:][path][filename]
[/A[[:]attributes]]
[/O[[:]sortorder]]
[/T[[:]timefield]] [/L] [/Q]
[/R] [/S] [/X]

Liét ké cac file/ cac thu muc con

trong thu muc hién thoi

/A:[-] attributes Displays

files with specified attributes.
Attributes:

D Directories

3 |dir R Read-only files

H Hidden files

A Files ready for archiving
S System files

L Reparse Points

/L Lower-case filename

/O:[-]sortorder  List by files

in sorted order.

sortorder
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STT

Cac lénh

Tham so

Mo ta

N By name (alphabetic)

S By size (smallest first)

E By extension (alphabetic)
D By date/time (oldest first)
G Group directories first

- Prefix to reverse order

Ex: dir /O:N;

/T:timefield  Choose which
time field displayed

timefield

C Creation

M MFT Creation

A Last Access

W Last Written

Vidu: dir /T:A

- Prefix to exclude attribute

Vi du: dir /A:D-AH

/Q Display the owner of the
file.

Vidu: dir /Q

/R Display alternate data

streams of the file.

Vi du: dir /R
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STT

Cac lénh

Tham so

Mo ta

/S Displays files in specified
directory and all

subdirectories.

Vidu: dir /S

/X This displays the short
names generated for non-

8dot3 file names.

Vi du: dir /X

delete

delete —file <path>
vi du:

delete -file "c:\temp\run

path.exe"

Xoal file

delete -folder <folderpath>
vi du:

delete -folder temp\axvers

Xdba 1 thu muc

delete —all <folderpath>
vi du:

delete —all c:\temp

Xoba tat ca cac file/ thy muc con
trong thu muc (nhung khong

x6a thu muc)

myv

<SourcePath> <DestPath>

move (rename) file / folder
Vi du: example: mv
"c:\temp\clean.exe"

"c:\temp\evil.exe"

Cho phép di chuyén file/ folder

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi

T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com

Page |78




viettel

security

STT | Céc Ignh

Tham so

Mo ta

6 |viewfile

<filepath><sizeinbytes>

Hién thi dit liéu trong file (gidi
han kich thudc file)

hash <type: md5S | shal |
sha256> <filepath> -f get file
hash

Cho phép mi hoéa file t6i da
1IMB

Vi du:
dump -process -pid 452 -f
"C:\Users\Evil dumped.dmp"

7 | Hash , ; Option -f d& budc mé tép khi
vi u:
" | t¢p dang duoc md boi mot qu
example: hash md5 p g ' Ay
trinh khac
c:\test\run.exe
Cho phép dump tién trinh. Néu
ban bo qua duong din tép két
xuat, n6 s& mic dinh la
<processname> _ <datetime>
.dmp
-process -pid <ProcessID>
[-f <DestPath>]
8 | dump dump process by process id

Dump process bdi Process id

-process -name
<ProcessName> [-f
<DestPath>] dump

Process by process name

Dump process bdi  Process

name
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STT

Cac lénh

Tham so

Mo ta

Vi du: dump -process -name
Evil.exe -f
"C:\Users\Evil dumped.dmp"

-path
[-f
dump

-process
<ProcessPath>
<DestPath>]

process by process path

Vi du: dump -process -path
"C:\Users\Evil.exe" -f
"C:\Users\Evil dumped.dmp"

Dump process boi Process Path

get

<filepath>

Upload 1 file tir host 1&€n server

10

put

<url><folderpath>

Download 1 file t61 may host

11

mkdir

<dir name>

Tao 1 thu muc

12

reg

Céc 1énh lién quan dén Registry

query <keyname> -V

<valuename>
vi du:

reg-query
"HKLM\Software\abc xyz" -v

"run path"

Truy van dir liu value cua 1

key

query <keyname> -s

vi du:

Truy van tat ca cac subkey va

value va data
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reg-query
"HKLM\Software\abc xyz" -s
add <keyname>
vi du:
Thém 1 key

reg-add "HKLM\software\abc

"

XyZ

add <keyname> -V
<valuename> -t <type> -d

<data>
vi du:

reg-add "HKLM\software\abc
xyz" -v "run path" -t REG_SZ

-d "c:\temp\bin.exe"

Thém 1 value

delete <keyname>
vi du:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

Xo6a 1 key va tat ca cac subkey

va value

delete <keyname> -V

<valuename>

Xoa 1 gia tri cua key

import <filename>

Import 1 file .reg

export <keyname>

<filename>

Export 1 file .reg
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STT | Cac lénh Tham so Mo tda
Céc I¢nh lién quan dén process
, Tat 1 tién trinh dang chay theo
-t <processid> N
ID tién trinh
-s <processid> Tam dung 1 tién trinh
13| process , Hbi phuc lai 1 tién trinh da bi
-1 <processid> . o
tam dung trudc do
| Liét ké toan bd cac process cua
-1-a .
tat ca cac user
-1 -u <username> Liét ké cac process cua 1 user
Céc I¢nh lién quan dén service
Liét ké cac service dang chay
-query A s
trén may host
-start <servicename> Start 1 service
14 |service |-Stop <servicename> Stop 1 service
-uninstall ~ <service name>| = . .
] ) GO0 cai dat service
uninstall service
-listdrivers list
drivers on host, example: | List danh sach drivers trén host
service -listdrivers
-list Liét ké cac user trén may
15 |user
-sid<username> Lay sid ctia username
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STT | Cdc lénh Tham sé Mo ti
HS tro tim kiém theo tir hodc
grep -t <text> <param> % o« 1 X . a)
16 | grep chuoi tr két qua dau ra dugc
<command> . N
theo 1énh command truyén vao
17 |cls Xo6a man hinh console
18 | help Lénh help
19 | Clear Lam sach console
20 | Close Pong session
+ Ubuntu: Thuc hién cac cau 1énh sau:
STT | Cdc lénh Tham sé Mo ti
) Thay ddi thu muc lam viée hién
cd <dirpath> )
1 |cd tal
cd.. hodccd .. Chuyén vé thu muc cha
In thu muc hi¢n thoi dang lam
2 | pwd n
viéc
3 | di dir list file / subfolder in | Liétké cac file/ cac thu muc con
ir
current folder trong thu muc hién thoi
delete —file <path>
vi du:
Xba 1 file
4 | delete delete -file "c:\temp\run
path.exe"

delete -folder <folderpath>

Xba 1 thu muc
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STT | Cdc lénh Tham sé Mo ti
vi du:
delete -folder temp\axvers
delete —all <folderpath> X6a tat ca cac file/ thy muc con
vi du: trong thu muc (nhung khong
delete —all c:\temp xo6a thu myc)
<SourcePath>  <DestPath>
move (rename) file / folder
5 mv Vi du example: mv ChO phép dl ChUYén ﬁle/ fOlder
"c:\temp\clean.exe"
"c:\temp\evil.exe"
_ o Hién thi dit liéu trong file (gidi
6 |viewfile | <filepath><sizeinbytes> ] ]
han kich thudc file)
hash <type: md5 | shal | ) o ‘.
Cho phép ma hoa file toi da
sha256> <filepath> -f get file
IMB
hash
7 | Hash , ; Option -f dé budc mo tép khi
vi u:
" | tép dang dugc mo b1 mot qu
example: hash md5 p g ’ el
trinh khac
c:\test\run.exe
8 |get <filepath> Upload 1 file tir host 1én server
9 |put <url><folderpath> Download 1 file t61 may host
<dir name>
10 | mkdir Tao 1 thu muc
11 | process Céc 1énh lién quan dén process
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Cac lénh

Tham so

Mo td

-t <processid>

Tat 1 tién trinh dang chay theo
ID tién trinh

-s <processid>

Tam ding 1 tién trinh

-1 <processid>

Hdi phuc lai 1 tién trinh da bi
tam dung trude do

-l1-a

Liét ké toan bd cac process cua

tat ca cac user

-1 -u <username>

Lié¢t ké cac process cua 1 user

-e -s <imagepath> -¢ <cmd>
execute a non GUI process as

system

Vi du: process -¢ -s /tmp/run

-e-u<username>
<imagepath> -¢ <cmd>
execute a non GUI process as

a user

Vi du: process -e -u Alex

/tmp/run
-d <processid> -0
<imagepath> generate

core file of running program,
vi du: process -d 231 -o

/tmp/core_file
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STT | Cdc lénh Tham sé Mo ti
Céc 1énh lién quan dén service
Liét ké cac service dang chay
-query o
trén may host
-start <servicename> Start 1 service
12 | service -stop <servicename> Stop 1 service
-uninstall ~ <service name>| . __ )
] ) - GO cai dat service
uninstall service
-listdrivers list
drivers on host, example: | List danh sach drivers trén host
service -listdrivers
-list Lié¢t k& cac user trén may
13 |user
-sid<username> Lay sid cua username
14 | help Lénh help
15 | Clear Lam sach console
+ MACOS:
STT | Céc lénh Tham so Mo ti
, Thay d6i thu muc 1am viéc hién
cd <dirpath> ,
I |cd ta
cd.. hoac cd .. Chuyén vé thu muc cha
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STT | Cdc lénh Tham sé Mo ti
In thu muc hi¢n thoi dang lam
2 | pwd n
viéc
3 | di dir list file / subfolder in | Liétké cac file/ cac thu muc con
ir
current folder trong thu muc hién thoi
delete —file <path>
vi du:
Xoa 1 file
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
4 | delete
vi du: Xdba 1 thu muc
delete -folder temp\axvers
delete —all <folderpath> Xoa tt ca cac file/ thuy muc con
vi du: trong thu muc (nhung khong
delete —all c:\temp xo6a thu myc)
<SourcePath>  <DestPath>
move (rename) file / folder
5 |mv Vi du: example: my | Cho phép di chuyén file/ folder
"c:\temp\clean.exe"
"c:\temp\evil.exe"
_ o Hién thi dir liéu trong file (gidi
6 |viewfile | <filepath><sizeinbytes> ]
han kich thudc file)
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STT | Cdc lénh Tham sé Mo ti
hash <type: mdS | shal | ) o ..
Cho phép ma hoa file té1 da
sha256> <filepath> -f get file
IMB
hash
7 | Hash , ; Option -f dé budc mod tép khi
vi w
| t&p dang dugc md boi mot qu
example: hash md5 p g ’ el
trinh khac
c:\test\run.exe
8 |get <filepath> Upload 1 file tir host 1én server
9 |put <url><folderpath> Download 1 file t&1 may host
<dir name>
10 | mkdir Tao 1 thu muc
Céc 1énh lién quan dén process
_ Tét 1 tién trinh dang chay theo
-t <processid> .
ID tién trinh
-s <processid> Tam ding 1 tién trinh
11| process _ Hoi phuc lai 1 tién trinh da bi
-r <processid> . o s
tam dung trude do
| Liét ké toan bd cac process cua
-1-a .
tat ca cac user
-1 -u <username> Lié¢t ké cac process cua 1 user
-¢ -s <imagepath> -c <cmd>
execute a non GUI process as
system
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STT | Cdc lénh Tham sé Mo ti
Vi du: process -¢ -s /tmp/run
-e-u<username>
<imagepath> -¢ <cmd>
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
Céc 1énh lién quan dén service
Liét ké cac service dang chay
-query N
trén may host
-start <servicename> Start 1 service
12 | service -stop <servicename> Stop 1 service
-uninstall ~ <service name>| = ,
] ) - GO cai dat service
uninstall service
-listdrivers list
drivers on host, example: | List danh sach drivers trén host
service -listdrivers
-list Li¢t ké cac user trén may
13 | user
-sid<username> Lay sid ctia username
14 | help Lénh help
15 | Clear Lam sach console
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Mot sb luu y khi 1am viéc véi cac Iénh trén man hinh console:
Lénh get <filepath>:
Vi du: get procexp.exe trong man hinh console thi két qua 13y file vé duoc hién
thi & man hinh Attachment Log & phia dudi goc bén phai cia man hinh. Nguoi dung

dugc phép tai file vé trinh duyét hodc x6a file di iy vé server.

Remote session st Agent ID: 1B0AG6FDSGEDD4C2CED557DDFDB7OAGFS040FCCC

b DESKTOP-R2GBJEF 10:59:35 21/06/2022

Buéc 6: Phién lam viéc ctia Live Response két thuc khi:

Thoi gian cta phién hét hiéu lyc: Khi trudng “Duration” bang thoi gian

voi truong “Time To Live”;

Remote session list % Agent ID: 1B0AG6FDSGEDD4C2CED557DDFDB7OAGFS040FCCC

" DESKTOP-R2GBUEF 10:59:3521/06/2022

Nguoi dung chi dong yéu cau dong két ndi bang 1énh “close™;
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Detection Containment

€ Response scenario

Remote session list
DESKTOP-R2GBJEF

o Stopped

o st

Link (unicode)
Unicode strings
Y, L list in the resource
~ REG_FULL_RESOURCE_DESCRIPTOR ource Tist in the hardware description
CE_REQUIREMENTS_LIST
5 G_QWORD_LTTTLE ENDIAN 64 - bit nusber
xample: reg -add "HKLINsoFtware\abe run path® -t 1 -d "ci\temp\bin.exe"
delete a key and all subkey and a1l value,
@nple: reg -delete HQU\S-1-5-21-3791633891-2327923169-636785026-2080\Sof tware\Te:
delete a value of a key
inport <Filename: import a .reg file
-export <keynane> export a key to a

delete <keynane>

wreg file
process
-t <processid> terminate a process, exampl
tt <threadid> inate a thread, examle: p 2
-unload <pid> <dL unload dL from process, exam D:malvare.dLL
UL path is case sensitive
this feature may make process cras
s <processid suspend a process
r <processid>
1-a

< uhich load madule
exccute as system, example: process -e -5 c:\windows\run.exe
c <cnd>  execute as a user, example: process -¢ -u Alex c:\windows\run.exe

query service
start service

stop service

uninstall servic

List drivers on host, examle: service -listdrivers

Khi mat két ndi v6i agent, server thuc hién ping/pong failed trén 3 lan;

viettel

aliant

o

View detail - huyen_test
« o

TELINE &

I Detection

Containment & Investigation £

© Response scenario

Remote session list il Agent ID: 33772DD1DC10F045300F156D3F58B30DFBC5374

i 5 & ® buRa
09:50:55 29/06/2022 000106
o Stopped Exame process e £ WA [ EAE
® Stopped

- -u Alex c:\windows\run.exe

wninstall service
Tist drivers on hos + service -listdrivers

Uist user
get sid of usernane
Clear console
comsand help
34 UTC] Ping Agent timeout
37 UTC) Ping Agent timeout
UTC) Ping Agent timeout !
UTC] Ping Agent timeout |
UTC] Ping Agent timeout !
UTC) Ping Agent timeout !

2 UTC] Ping Agent timeout |

[Wednesday, 29-Jun- 55 UTC) Ping Agent timeout
undefined
[Wednesday, 29-Jun- 58 UTC] Ping Agent timeout
undefined
[Wednesday, 29-3 01 UTC) Agent Discomected

Ngoai ra, ngudi dung c6 thé click nat “+ Add New Remote” dé tao 1
phién live response mai:
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Agent ID: 1BOAG6FDSGEDDAC2CED557DDFDBIAEFS040FCCC

DESKTOP-R2GBJEF 1121:3321/06

1BOAGBFDSBEDDAC2C6DSSTODFD..  11:21:3321/06/2022

11:21:41 21/06/2022

® Stopped 1BOAG6FDSEDDAC2C6DS57DDFD...  10:59:3521/06/2022 11:14:3521/06/2022

Add new remote session

3.4.8.2 Response Scenario

Chtrc ning Response scenario cung cap kha ning cai dat mot kich ban
Response va thuc hién phan ing trén mot hoac nhiéu Agent;

Cac budc thuc hién chirc nang Response Scenario trong IRFlow:

Buwéce 1: Click tab IRFlow:

viettel

aliant BB
IR Flow management @ Guidelines
Last 7 day
3 result( 23
3 0
a3 o

Budc 2: Click duplicate vao 1 ban ghi trong danh sach cac ban ghi (luu y:
Chon ding ban ghi IRFlow ma co chira Agent can thuc hién Response

Scenario);

Luu ¥: Dé thuc hién duge cac kich ban phan tng thi ngudi quan tri phai add sn cac
Artifact & phan Detection nhu hinh dudi:
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PO - AR - N - —

&

) Liveresponse © Response scenario

Buwéc 3: Click Response Tab >> Response Scenario:

View detail - IR_huyenpk1

€ BacktoRflowlist

e e < 2 Close IR flow

Create Containment
At )

) Y Pt
M- D O L% =% .

{ Jetection - Containment. Investigation Response
= =i &, 2 o P

Liveresponse

C:\Windows\explorer exe

C:\Windows\System32\vm3dservice.exe

@ —oen
Agent st Choose ONLINE sgent(e) n st below and cick > button o add to appy agent st Agent apply st Ciickdeploy button to apply rul for agent st below » Deplo|

v BICHPT: o

Budc 4: Thuc hién cac cAu hinh chi tiét: Add action to Artifact
Click nat dé bat dau thém artifacts vao kich ban phan
ing;
Danh sach Artifact hién thj tir tab Detection:

X
Add artifacts to response
B C\Windows\system32iSnippingTool.exe S
/] C:\Windows'\regedit.exe |L‘
[/] C:\Users\nhandt4\AppData\Local\Temp\procexp64.exe
HKLM\SOFTWARE Microsoft\Windows NT\CurrentVersion\NetworkList\Profile
a 5\[4034A037-3505-4374-804E-T5BD40ASSCOA}\DateLastConnactad
. 4 ‘ > ‘ A A A r . . > 3 4 .
Click nt .~ 'd€ chuyén sang phan cac artifact trong kich ban phan ing:
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Add artifacts to response

@ Artifacts from detection (] Artifacts added to response

C:\Windows\system32\SnippingTool.exe

C:\Windows\regedit.exe

C\Users\nhandt4\AppData\Local\Temp\procexp6d.exe

HKLM{SOFTWARE! Microsoft\Windows NT\CurrentVersion\NetworkList\Profile
5\[4034A037-3505-4974-804E-75BD40ASIC0A]\DateLastConnectad

Click “Save” dé Iuu lai danh sach Artifact da chon hodc “Cancel” dé

huy boé thao tac chon trén:

Lua chon Type cho cac Artifact. Hé thong hd tro gan timg type va
action cho ting Artifact hodc 1 type/action cho nhiéu Artifact. Cé 3 type: File,
Process, Registry. Mdi Type lai co 1 action riéng;

@ AAdd action to artifact (Choose artifacts have same type to add action! Drag and Drop artifict in table to change position) + Addartifacts

Containment Integration

PROCESS Terminate
PROCESS Suspend

ocexpsd.exe FiLEe Delete
NetworkList|Profiles\(40343037-3505-45 SBD40ASICOA)\DateLastConnected REGISTRY Delete

Sau khi hoan tat phin gan Type va Action, Click F2
chuyén sang budc tiép hodc Click + ~<=== & tiép tuc thém Artifact;
Deploy to Agent: Danh sach Agent dugc 14y tir tab Detection;
Tich chon Agent dang online trong List Agent cua IRFlow dé thuc hién

chuyén sang List cac agent thuc hién kich ban phan ing;

© oo

@ Agentapplylist clc

Click » | dé chuyén sang List cac agent c6 thé deploy;
Tich chon Agent dé Deploy;
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@ Agentlit w and click>> button to add to apply agent st [ Agentapplylist (13 ed)  ClickDeploy buttonto apply rulefor agent s below

handta-PC
onan online o

Bam nit Deploy
Sau khi bam nat Deploy, co céc trang théi:

Deploying:

@ Agentlist Choose ONLINE agentin list below and click>> button to add to apply agent lst

@ Agentapplylist lected) ClickDeploy button to apply rule for agent lst below

online »

Successed

© oo

B Agentlist Choose ONLINE agentin st below and click.>> button to add to apply agent lst

{0 Agentapplylist Ciick Deploy button toapply rule for agent lst below

A onine

17:56:49 24/05/2019
successed o

>

#

Click vao chi tiét dé xem két qua trién khai kich ban

Deploy result X
Object Type Action Result
C:\Windows\system32\SnippingTool.exe PROCESS Terminate successed
C:\Windows'\regedit.exe PROCESS Suspend Error: Incorrect function.
C:\Users\nhandt4\AppData\Local\Temp\procexp64.exe FILE Delete Error: The request is not supported.
HKLM\SOFTWARE\Microsoftiwindows NT\CurrentVersion\NetworkList\Profiles\{4034A037-350... REGISTRY Delete successed

3.4.9 Close IRFLow

DPong IRFLow sau khi da diéu tra va xt Iy xong;
bé thuc hién close IRFlow click “Close IRFlow” trén man hinh danh

sach IRFLow;

viettel

i IR Flow o

aliant =0

IR Flow management @ Guidelines

Last7 days

6 result(s) 14/06/2022 113323 -21/06/2022 113323 + Create |
21/06/2022 104523 9aqqaqqgqawe o0t test root_test Giose IR Tow JIINENG]
21/06/2022 10:43:48 wwewqqaqaq root_test root_test g (0]
022 10:43:39 909909 oot test root_test 3J 0
022 09:50:14 1R_huyenpkl oN foot test oot test 3 0
20/06/2022 16:28:14 1R_HuyenPK oNe root_test root_test 3 0O
022 14:2535 centos6 oN oot test oot test 3 0
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Hoidc click “Close IRFlow” trén timeline & bat cir pha nao trong

IRFlow: Detection, Containment, Investigation, Response;

View detail - IR_huyenpk1

THeNE ® o

]

Néu khi chon close IRFLow ma ¢6 cac tac vu chua thuc hién xong nhu:
Containment, Live Response, Response Scenario, Deploy tool... thi s€ hién

thong bao hoi ngudi dung;

viettel
aliant IR Flow =0

IR Flow management

Las 7o a

21/06/2022 10:45:23 9999999q9qwe ® New root_test root_test 3 O
21/06/2022 10:43:48 wwewqqqqaq ® New root test oot test 3 0
21/06/2022 10:43:39 a9qq4q o New X 3J O
21/06/2022.09:50:14 IR huyenpkl o New ° 3 O
20/06/2022 16:28:14 1R_HuyenPK ° New 3 O
16/06/2022 14:25:35 centosé ® New Cannot close IR flow 3 (0]

Showing 6/6 result(s)

1. ProcessAnalysis phase i pending !
2. LiveResponse phase is pending !
3. Containment phase is pending !

Are you sure you want to force close IR flow

[

Khi ngudi dung chon Ok thi s& dong tat ca cac két ndi téi Agent trong
Irflow;

Khi vao IRFLow da closed chi xem dugc thong tin ¢ 2 tab Detection
va Investigation Result, cac tab khac chirc nang s& bi disable hodc khong hién

thi dir li¢u;

viettel ) O
aliant : =0

View detail - centos6 @
€ Backtorm flowlis

Create CloseIR Flow

2 Deploytoagent

Agentlist Choose agent(s) inlist below and click move right button 1o add o apply agent st ‘Agent apply list
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viettet i S
aldiant ow s =0
View detail - centos6 &
€ Backto Rflowlis .

N
TMEINE . g i - =
Create Close IR Flow

M) vetect Fll Cont t @RD
H Q Event Search 7 Tools [ 1nvesti igation resul it
> 5
IRFlow is closed
Goto page Investigation resulf to view data!
viettel R
aliant | iowe B
View detail - centos6 @
€ Backto Rfiowlis
—®
Close R Flow
B2 cor 25 =
CA): Detect o] Cont t S P

cess analyss Q eventserch @ Tools

B pro L
- T
16/06/2022 14:25:35 C:\Windows\System32\svchost exe Added to IRFlow v/
v
Got artifact

3.5 Man hinh Investigation

Man hinh Investigation gom mdt sd tab nho 1a Process Analysis, Event
Search, Deploy Tools. V& mit hoat dong thi 2 chirc ning nay khong khac nhiéu
so voi trong IRFLow. C6 1 s6 diém khac s& dugc trinh bay cu thé dudi day

3.5.1 Investigation_Process Analysis

- Muc dich: Chirc ning cho phép ngudi ding tao két ndi va kiém tra hién trang

process dudi may nguoi dung. Trong do:

1l

iettel - N
gJiant Investigation / Process analysis [ N2

B

Process Analysis

Choose an online agent for analyzing running processes, then click
“Connect’ to start the session.

¥ Q O @ « >

Y |

o DESKTOP-R2GBJEF (15
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Danh sach may ngudi dung:
+ User dang nhap thudc group root: Hién thj tat ca Agent trong hé thong active <
30 ngay;
+ User dang nhap thudc group default: Hién thi tat ca Agent thudc group default;
+ User dang nhap thudc group cha: Hién thi tat ca Agent thudc group cua user
dang login va group con tuong Ung;
+ User dang nhap thudc group mdt hoac nhiéu con: Hién thi tit ca Agent thudc
group cua user dang login;
Buéc 1: Tim kiém va chon Agent két ndi (Luu ¥ dé dam bao c6 thé két ndi,

danh sach chi hién thi cac may dang Online);

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

@ |

o DESKTOP-R2GBJEF (1BOAGGFDSGEDDAC2CADS57DDFDBTIAGF

Chon 01 may va click nat “Connect” dé thuc hién két ni (két ndi c6 thé mat
t6i da 60 gidy)

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

‘ DESKTOP-R2GBJEF v ‘
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Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to siart the session

Connecting to

ent... (expire in 00:56)

[ Cancel connection ]

Buéc 2: Xem danh sach tién trinh dang hoat dong tai may ngudi dung

viettet

alJiant

14557

21/06/202211:45:40

Show verified signature

‘C:\Program Files (x86)\Google\Chrome\Application\chrome.e.

Change agent | [l Stop connect

G Refresh

11 Show columns.

Name PID Path User name Command line signature Action
v explorerexe 5048 CWindows\explorer exe test C\Windows\Explorer EXE Microsoft Windows
SecurityHealthsystray.exe 7156 C\Windows\System32\SecurityHealthSystray.exe test ‘C:\Windows\System32\SecurityHealthSystray.exe N/A
vmadservice exe 5520 C:\Windows\System32\vm3dservice exe test C:AWindows\System32\vmadservice exe’ -u VMuware, Inc.
vmtoolsd.exe 5956 C:\Program Files\VMware\VMware Tools\vmtoolsd.exe test C:\Program Files\VMware\VMiware Tools\vmtoolsd.exe’ -n vm... Mware, Inc
OneDrive.exe 7264 c OneDrive exe test c Microsoft Corporation
mme exe 6132 CWindows\System32\mmc.exe test c exe''C NA
v cmdere 312 C\Users\test\Desktop\New foldercmd.exe test ‘C:\Users\test\Desktop\New folder\cmd.exe” N/A
conhost.exe 9252 C:\Windows\System32\conhost exe test \?AC:AWindows\system32\conhost exe Ox4 N/A
W Codeere 11002 C:\Program Files\Microsoft VS Code\Code exe test CA\Program Files\Microsoft VS Code\Code.exe' Microsoft Corporation
Code exe 3284 C:\Program Files\Microsoft VS Code\Code exe test ‘C:\Program Files\Microsoft VS Code\Code.exe” ~type=gpu-pro...Microsoft Corporation
W Codeexe 13300 C:\Program Files\Microsoft VS Code\Code.exe test C:\Program Files\Microsoft VS Code\Code.exe” ~type=rendere.. Microsoft Corporation
Code.exe 9228 C\Program Files\Microsoft VS Code\Code.exe test ‘C:\Program Files\Microsoft VS Code\Code exe” ~reporter-url=... Microsoft Corporation
Code exe 5008 C:\Program Files\Microsoft VS Code\Code exe test ‘C:\Program Files\Microsoft VS Code\Code.exe” ~nolazy ~insp... Microsoft Corporation
Code.exe 13328 C:\Program Files\Microsoft VS Code\Code.exe test ‘C:\Program Files\Microsoft VS Code\Code.exe’ ~type=utiity ~.. Microsoft Corporation
Code.exe 4896 C:\Program Files\Microsoft VS Code\Code.exe test ‘C:\Program Files\Microsoft VS Code\Code exe ~type=rendere...Microsoft Corporation
w chrome exe 8308 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe test ‘C:\Program Files (x86)\Google\Chrome\Application\chrome.e.. Google LLC
chrome exe 6664 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe test Google LLC

Trong do6 giao dién chia lam cadc nhom thong tin:
— Nhom théong tin lién quan dén két ndi, bao gdm: May dang két ndi, thoi
gian tao két ndi, thoi luong két ndi tinh dén hién tai, trang tha két ndi
— Nhom thong tin hd trg tim kiém/lam m&i va loc dit liéu tai danh séach, bao

gom cdc thao tac:

: Cho phép tim kiém theo tir khoa cua dir liéu dang hién thi trong tat ca cac truong

trén danh sach;
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< Refresh r \ 7 ~ 1A X o~ . , A [N 3 s A \ c A
“=" . Cho phép lam mdi dir liéu (van gitt lai cac diéu kién tim kiém va diéu

kién loc dang st dung, chi lay dit liéu mdi nhat tr may nguoi dung dé hién thi);
Show verified signature

: Cho phép bat/tit viéc 1ay thong tin chir ky s6 cho cac tién trinh. Trong

7
A

truong hop bat cau hinh nay, cho phép loc dif liéu tién trinh theo chit ky s6:

7 Filter by signature |

B Selectall
Verified
Mot verified

Mot available

Céc trang thai chir ky sb s& quy dinh mau ciia ban ghi twong tmg

G Refresh

s) | Last updatea

show verified signature (@D

7 Filter by signature  |Ijl Show columns

Name PID Path User name Command line Signature Action
svchost exe 3360 CWindows\System32\svchost exe test c: exek Microsoft Windows Publisher
svchost.exe 3680 C:\Windows\Systema2\svchost exe test c: exek P Microsoft Windows Publisher
SecurityHealthService.exe 6076 C:\Windows\System32\SecurityHealthService.exe SYSTEM "CAWindows\System32\SecurityHealthSystray.exe" Microsoft Windows Publisher
svchostexe 8084 C\Windows\Systema2\svchost exe SYSTEM CAWindows\System32\svchost exe - netsves -p Microsoft Windows Publisher

v VESSvc.exe 14380 C:\Program Files\Ajiant\VESSVe.exe SYSTEM "C:\Program Files\Ajlant\VESSve.exe N/A
VESConfigurationManager.exe 3500 C:\Program Files\Ajiant\VESConfigurationManager.exe SYSTEM "C:\Program Files\Ajlant\VESConfigurationManager exe N/A
VESConnectionManager.exe 8628 C:\Program Files\Ajiant\VESConnectionManager.exe SYSTEM "C:\Program Files\Ajiant\VESConnectionManager.exe N/A
VESUpdater exe 11864 C:\Program Files\Ajiant\ESUpdater exe SYSTEM "C:\Program Files\Ajlant\VESUpdater exe N/A
VESResponse.exe 18852 C:\Program Files\Ajiantyresponse\VESResponse exe SYSTEM "CAProgram Files\Ajlant\response\VESResponse exe” Viettel Group

w VESProPre exe 16604 C:\Program Files\Ajiant\propre\VESProPre.exe SYSTEM "C:\Program Files\Ajiant\propre\VESProPre exe N/A
SecurityNotify.exe 7640 C:\Program Files\Ajiant\propre\BLS\SecurityNotify.exe test *CAProgram Files\Ajiant\propre\BLS\SecurityNotify.exe’ -ppid ... Viettel Group
VESAutoScan.exe 16592 C:\Program Files\Ajiant\autoscan\VESAutoScan.exe SYSTEM "C:\Program Files\Ajiant\autoscan\VESAUtoScan exe’ Viettel Group
VESCollectorexe 18304 C:\Program Files\Ajianticollector\VESCollector.exe SYSTEM C:\Program Files\Ajianticollector\VESCollector exe’ N/A
svchost exe 2656 C:\Windows\System32\svchost exe SYSTEM “C\Windows\regedit exe" Microsoft Windows Publisher
Trustedinstaller exe 3908 C\Windows\System32\wermgr.exe SYSTEM CAWindows\system32\wermgr.exe -upload Microsoft Windows

Isass.exe 800 C\Windows\System32\lsass.exe SYSTEM CWindows\system32\isass.exe Microsoft Windows Publisher

fontdrvhost exe 940 CWindows\System32\fontdrvhost exe UMFD-0 “fontdrvhost exe" Microsoft Windows

@ Backtotop

e Verified: Xanh — c6 chit ky s6 va con han;

e Not verified: D6 - khong c6 chit ky s6 hodc chit ky hét han;

e N/A: Trang — khong tim thay thong tin chit ky sb;

Show columns ¥

: Cho phép diéu chinh truong hién thi trén danh sach tién trinh.

Trén danh sach ngoai truong “Name” luén hién thi c6 dinh, cac trudng con lai

déu co thé tury chon hién thi hodc khong hién thi.
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S/ Filter by signature I8l show columns

Q

B Selectall

v Name

@ riD

Path

B Username
Command line
Signature

[0 Company name
O Product name
[0 File version

[0 Parent process path
O PPID

O MDs

[0 SHA258

[0 Process env
O start time

[ Integrity level
O State

[0 Signature status

— Danh sach tién trinh, hién thj dit liéu tién trinh hién tai trén may nguoi

dung véi cac trudong thong tin di chon trong phan Show column.Tai mdi
ban ghi, click dtip dé xem chi tiét tién trinh;
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Investigation / Process analysis

i HOST NAME
DESKTOP-R2GBJEF

la

[}

! 3
21/06/2022 11:45:40

117 result(s) | Last updated: :21/06/2022 11:50:01

Name
w explorerexe
SecurityHealthSystray.exe
vmadservice exe
vmtcolsd.exe
OneDrive exe
mme.exe
v cmd.exe
conhost exe
v Codeexe
Code exe
w Codeexe
Code exe
Code.exe
Code exe
Code.exe
w chromeexe

chrome.exe

PID.

5048

7156

5520

5956

7264

6132

3212

9252

11092

3284

13300

9228

5008

13328

Path
C:\Windows\explorer.exe
C:\Windows\System32\SecurityHealthSystray exe
C:\Windows\System32\vmadservice exe

C:\Program Files\VMware\VMware Tools\vmtoolsd exe

c OneDrive\OneDrive.ex

C:\Windows\Systemaz\mme.exe
C:\Users\test\Desktop\New folder\cmd.exe
C:\Windows\System32\conhost exe
C:\Program Files\Microsoft VS Code\Code.exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files (x86)\Google\Chrome\Application\chrome.ex

C:\Program Files (x86)\Google\Chrome\Application\chrome.ex

Process detail S X
Key handles

Q <

14re

Path Action

\REGISTRY\USER\S1:

\REGISTRY\USER\S-

REGISTRY\USER\S+1-5-21-657600163-1704432705-42

\REGISTRY\USER\S-

REGISTRY\USER\S-1-

14432705-4217905726-1001_Cl

s\Local

gl

61001_Classes

21-657600163-1704432705-4217905726-1001_Clas

21-657600163-1704432705-4217905726-1001_Classes

\REGISTRY\MACH

\REGISTRY\MAC

Settings

521-657600163-1704432705-4217905726-1001_Classes\Local Settings\Software\Microsoft

\REGISTRY\MACHINE

DFTWARE Fol

\REGISTRY\MACHINE\SOFTWARE\Mi Fol

180-B2F1-4857-A4CE-

(7CSA40EF-AOFB-4BFC-874A:

\REGISTRY\MACHINE

\REGISTRY\MACHINE\SOFTWARE\Micros

OFTWARE Fol

¥s NT\C

\REGISTRY\MACHINE\SOFTWARE\Microsoft\Ole

\REGISTRY\MACHINE

\REGISTRY\MACHINE

File Execution

1AC14E77-02E7-4E:

pions

744

Chi tiét tién trinh dugc chia thanh cac tabs, v6i mdi tab, danh sach thong tin trong

mg duoc hién thi.

Buwoc 3:

Marking artifact

Tuong tu nhu chirc nang Process Analysis trong IRFlow ¢ man hinh nay cling

cung cap vi¢c danh dau céc artifact d€ phuc vu cho viéc dicu tra;

Nguoi dung c6 thé chon tién trinh tir ngoai danh sach dé mark:

viettel
. Investigation / Process analysis )
aliant &0
& HOST NAME =] N IME © DURATION L]
‘ Q ‘ G Refresh
117 result(s) | Last updated: : 21/06/2022 11:50:01 Show verified signature (@D <7 Filter by signature Bl show columns
Name PID Path User name Command line signature Action
v explorerexe 5048 CWindows\explorerexe test C:AWindows\Explorer EXE Microsoft Windows R Q
SecurityHealthsystray.exe 7156 C:\Windows\System32\SecurityHealthsystray.exe test “CAWindows\System32\SecurityHealthSystray.exe’ Microsoft Windows Mark artif
vmadservice exe 5520 C:\Windows\System32\vm3dservice exe test “CAWindows\System32\vmadservice exe’ VMware, Inc.
vmtoolsd.exe 5956 C:\Program Files\VMware\VMware Tools\vmtoolsd.exe test “C:\Program Files\VMware\VMware Tools\vmtoolsd.exe’ - vm...Mware, Inc
OneDrive exe 7264 c test c Microsoft Corporation
mme.exe 6132 C:\Windows\System32\mmc.exe test X i Microsoft Windows
v crdere 3212 c folden\cmd exe test "CA\Users\test\Desktop\New foldercmd.exe’ Microsoft Windows

Hoic mark cac ddi twong kha nghi trong chi tiét tién trinh:
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Investigation / Proce

[=

] NAME
DESKTOP-R2GBUEF (18 4

la

Process detail

Key handles

117 result(s) | Last updatec: :21/06/2022 11:5001

Name
w explorerexe
SecurityHealthSystray.exe
vmadservice exe
vmtcolsd.exe
OneDrive exe

mme.exe

PID.

5048

7156

5520

5056

7264

6132

Path
Path
C:\Windows\explorer.exe
C\Windows\System32\SecurityHealthSystray.exe
C:\Windows\System32\vm3dservice exe

C:\Program Files\VMware\VMware Tools\vmtoolsd exe

\REGISTRY\USER\S1

REGISTRY\USER\S-1-5-21-657600

REGISTRY\USER\S-1-5-21-657600163-1704432705

657600163-1704432705-42

o

REGISTRY\USER\S-1-5-21-657600163-1704432705-4217905726-1

1007_Classes\Local Settings\So

vare\Microsoft

001_Classes\Local Settings
\REGISTRY\USER\S-1-5-21-657600163-1704432705-4217905726-1001_Classes
163-1704432705-4217905726-1001_Classes

-42179057261001_Classes

= O] REGISTRY\MA

C:\Windows\System32\mmc exe REGISTRY\MACI

pecicTE

ControlSet00

001\C

Action

Vi mdi dbi tuong dugc chon, lya chon “Mark with edit” — danh du truc tiép

ndi dung hién tai.
danh déau

Hoic nguoi ding c6 thé chinh stra noi dung ddi tuong trude khi

viettel

. Investigation / Proces )
aliant @
G Ho: ME NNECTED TIMS ® star ‘
‘ Q G Refresh
117 result(s) | Last updated: : 21/06/2022 11:50:01 Show verified signature @D 7 Filter by signature I show columns.
Name PID Path User name Command line Signature Action
v explorerexe 5048 Cawindows\explorer exe test C\Windows\Explorer EXE Microsoft Windows Ala
SecurityHealthSystray.exe 7156 C:\Windows\System32\SecurityHealthSystray.exe test ‘CAWindows\Systems [ o
vm3dservice. exe 5520 C:\Windows\System32\vm3dservice.exe test =
C:\Windows\System32\svchostexe. gt and mark artifact [ R
vmtoolsd.exe 5956 C:\Program Files\VMware\VMware Tools\vmtoolsd.exe test "C:\Program Files\VM\
C:\Windows\Explorer EXE
OneDrive.exe 7264 c: D \OneDr test 'C:\Users\test\AppDat
\Windows\explorerexe
mmc.exe 6132 C:\Windows\System32\mmc.exe test 'c:
w cmd.exe 3212 C:\Users\test\Desktop\New folder\cmd.exe test 'C:\Users\test\Desktop\New folder\cmd.exe" Microsoft Windows
conhostexe 9252 axe test xe Ox4 Microsoft Windows

Sau khi danh dau, c6 thé xem lai danh sach bang cach click

Luu ¥: Nat nay chi hién thi khi ¢6 it nhat 01 artifact dugc danh dau.

viet‘tel
aliant

Investigation / P

CB HOST NAME £ CONNECTE!
DESKTOP-R2GBUEF (180466F AGFS040FCCH 21/06/2022 11:45:40

o 4 Change agent | B top comect

‘ Q ‘ & Refresh
esult(s) | Last updated:: 21/06/2022 11:50:01 Show verified signatur © View all artifacts (1) <7 Filter by signature I show columns
Name . nature Action
Marked Artifacts X
w explorer.exe rosoft Windows
1 result(s
SecurityHealthsystrayexe ! fosoft Windows
O Time Agentip Object From Reference Action
vm3dservice exe ware, Inc.
0O 21/06/2022 11:59:51 0AG Ef C2C6D557DDFDB79AGF5040FCt c 5\S) 32\svchost.exe PROCESS_ANALY.. 705964A9
vmtoolsd exe ware, Inc
OneDrive exe rosoft Corporation
mm.exe fosoft Windows
w cmd.exe fosoft Windows
conhostexe fosoft Windows
w Code.exe fosoft Corporation
Code.exe fosoft Corporation
w Code.exe fosoft Corporation
Codeexe — = = — = = = rosoft Corporation

Bwoc 4: Thém artifact vao IRFLow:
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Trén tab Marked artifact, click “Add to IRFLow” trén 1 ban ghi hoac

chon nhiéu artifact & ché d6 multi select va click “Add to IRFLow””:

Marked Artifacts X
1 result(s)
[ Time Agent ID Object From Reference Action

O 27/06/2022 13:53:30 1BOABGFDSGEDDACZCEDE57DDFDB79ABFE040FCCE  Ci\Windows\System32\smss.exe PROCESS_ANALY.. 0465D157 B X
{Ut.dd to IR Flow

Marked Artifacts X

2 result(s)

Selected 2 artifact(s) 'Lt Add to IR Flow '_

B8 Tmeo {U Agent ID Object From Reference Action
8 27/06/2022 13:53:30 1BOAGSFDS6EDD4C2C6D557DDFDB79AGFS040FCCC  CAWiIndows\System32\smss.exe PROCESS ANALY.. 0465D157

27/06/2022 13:56:04 1B0AG6FDS6EDDAC2CED557DDFDB79AGFE040FCCC  C\Windows\System32\csrss.exe PROCESS_ANALY.. 0465D157

Lua chon IRFlow d3 tao san hodc tao méi IRFLow:

Q New IR Flow

huyen_t
IR_huyenpk1
IR_INVO1

— Danh sach IRFlow d3 tao san:
+ User dang nhap thudc group root: Hién thi tit ca IRFlow trong hé thong;

+ User dang nhap thudc group default: Hién thi tat ca IRFlow duoc assign cho

user dang login;
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+ User ding nhap thudc group cha: Hién thi tit ca IRFlow dugc assign cho user
dang login va cac user thudc group con tuong tng;
+ User dang nhap thudc group mot hoac nhiéu con: Hién thi tit ca IRFlow duoc

assign cho user dang login;

Add to IR Flow o

huyen_test

roof_test

List of artifacts

Danh sach assigned to khi tao moi 1 IRFlow:

+ User ding nhéap thudc group root: Hién thi tat ca tén User trong hé thng;

+ User dang nhap thudc group default: Hién thi tén User dang login;

+ User ding nhap thudc group cha: Hién thi tat ca tén User thudc group con cla
user dang login va user dang login;

+ User dang nhap thudc group mot hodc nhiéu con: Hién thi tén User dang login;

Néu chon dé add vao 1 IRFlow di ton tai thi khi chuyén dén man hinh
Detection artifact d6 s& dugc thém vao phan Additional detection;
Néu chon dé add vao 1 IRFlow méi thi khi chuyén dén man hinh

Detection artifact d6 sé dugc thém vao phan Original detection;
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View detail - huyen_test

Original detection

Agent

DESKTOP-R2GBJEF

23/06/2022 181321 default DESKTOP-R2GBJEF Command, Control

27/06/202214:17:37 TBOAGGFDSEEDDAC2CEDS57DDFDB7OAGFSO40FCCC CaWindows\system3z\svchost exe PROCESS_ANALYSIS 4FBDBE9A

Luu ¥: Dir lidu artifacts s& khong bi mét di néu chuyén két nbi dén cac may
khac nhau hozc khi may hién tai mat két ndi, trudng hop nguoi dung tai lai trang

hodc diéu hudng dén trang khac, h¢ thong yéu cau xac nhan:

Reload site?

Changes you made may not be saved.

3.5.2 Investigation Event Search
3.5.2.1 Tim kiém Event
Chure nang nay tuong tu trong Event Search cia IRFLow:

Buwdc 1: Nhap cau query >Chon khoang thoi gian > Click nut “Search’:
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[ K

EEEEEERERE!

Buéc 2: Thém cac truong tim kiém vao cau query véi truong Popular va

Others bang cach chon queries “=" hodc “#” tai Add to search:

3.5.2.2 Highlight

Muc dich: Cho phép thém 01 hodc nhiéu highlight dé ra soat dong thoi tai mot
thoi diém (khong gidi han sé luong tdi da), khi thuc hién search hodc sort thi moi
highlight da tao s€ bi clear;

Cac budc thy hién:

Bwéc 1: ND chon Investigation >> Chon tab Event search;

Bude 2: Man hinh hién thi danh sach event, Chon niit “Find and highlight”,

HT hién thi poup Find in table;

Bwéc 3: Nhap vao tor khoéa danh dAu, lua chon mau danh diu va xac nhan

thao tac:

Chon niit “Add highlight”, dé xac nhan tir khoa danh dau;
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Chon nat “Cancel”, dé huy thao tac danh déu tir khoa tim kiém;

ND status = “NEW"), or keywords (e _ajiant Last15 minutes £ B Show graph

owing 36 of 36 |27/06/2022 14:43:38 - 27/06/2022 14:56:38 @ Find and highlight. +ex More
Comput Process pat Descriptio ] ¥ ot Actior

27/06/2022 07:51:40 adiant-automationAPH1 N/A Process [5612] C:\Windows\Systema2\cmd.exe has been created by 36 resut

27/06/2022 07:51:42 aJiant-automationAPH1 N/A Process [7848] C:\Windows\System32\cmd.exe has been created by [10008] C:\Program _. N/A 1
27/06/2022 07:51:42 aJiantautomationAPH1 N/A Process [2376] C: exe has been created by [7848] C:\Windo.. N/A 1
27/06/2022 07:51:40 aJiant-automationAPH1 N/A Process [10480] C:\Windows\System32\more.com has been created by [5612] C:\Windo.. N/A 1
27/06/2022 07:51:40 aJiantautomationAPH1 N/A Process [10144] C: exe has been created by [5612] C\.. N/A 1
27/06/2022 14:5043 WIn7X86TestEDR N/A Process [11356] C:\Windows\System32\more.com has been created by [14300] CAWind... N/A 1
27/06/2022 14:50:44 Win7x86TestEDR N/A Process [10496] C:\Windows\System32\SecEdit exe has been created by [13056] C:AWin.. N/A i
27/06/2022 14:50:42 WIn7X86TestEDR N/A Process [1968] C:\Windows\System32\wbem\WMIC. exe has been created by [14300] C:\.. N/A 1
27/06/2022 14:50:44 Win7x86TestEDR N/A Process [13056] C:\Windows\System32\cmd.exe has been created by [5252) C:\Program .. N/A 1
27/06/2022 14:50:42 WIn7X86TestEDR N/A Process [14300] C:\Windows\System32\cmd.exe has been created by [4804] C:\Program .. N/A 1
27/06/2022 14:47:55 Win7x86TestEDR N/A Process [9496] C:\Program Files\Google\Update\GoogleUpdate exe has been created by . N/A 1
27/06/2022 14:48:51 WIn7X86TestEDR N/A Process [9456] C:\Program Files\Google\Update\GoogleUpdate exe has been created by [.. N/A 1
27/06/2022 07:47:36 aJiantautomationAPH1 N/A Process [9684] C:\Windows\System32\ROUTE EXE has been created by [4160] C:\Progra... N/A 1
27/06/2022 14:45:41 WIn7X86TestEDR N/A Process [3600] C:\Windows\Systemaz\cmd.exe has been created by [5252] C:\Program F.. N/A 1
27/06/2022 14:45:42 Win7xB6TestEDR N/A Process [3944] C: y exe has b ed by [3600] C:\Windo.. N/A 1
27/06/2022 14:45:40 WIn7x86TesteDR N/A Process [13324] C:\Windows\System32\cmd.exe has been created by [10884] C:\Progra..  N/A 1
27/06/2022 14:4540 WIn7xB6TestEDR NA Process [7124] C:\Windows\System32\wbem\WMIC.exe has been created by [13324] C:\.. N/A 1
27/06/2022 14:4540 Win7x86TestEDR N/A Process [13348] com has been c by[13324] CAWind.. N/A 1
27/06/2022 07:4557 aJiantautomationAPH1 NA Process [14204] C:\Program Files\Viettel\Update\GoogleUpdate exe has been created by .. N/A 1

3.5.2.3 Need help
— Muc dich: tra thong tin event, y nghia truong;
— Cac budc thuc hién:
Budc 1: ND chon Investigation >> Chon tab Event search;
Bwéc 2: Tai man hinh Event Search, chon “More”;

Bude 3: HT hién thi danh sach céc thao tac: Show columns, Wrapt text,
Export, Need help, Chon “Need help?”;

Buwéc 4: HT hién thi popup Help with Event Search, cho phép tra ciru thong

tin, y nghia cac truong trong Event Search.
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Help with Event Search X

About events About fields

How to use event_id for investigation?

‘ Q fsearch by Event 1D or description. ‘

EventID: 0
N/A

EventD: 1
New process has been created

Event ID: 2
Process changed a file creation time

EventID: 3

EventiD: 4
‘Sysmon service state changed

EventID: 5
Process terminated

EventID: 6
Driver loaded on the system

EventID: 7
Image loaded In a specific process

EventID: 8
Process created a thread in another process

EventID: 9
Process opened for raw read/write access of the disks and volumes

EventID: 10

another process with

3.5.2.4 Wrapt text

Muc dich: C6 thé hién thi toan bo dit liéu hodc thu gon lai dit liéu khi
click vao nut “wrap text”;

Cac budc thuc hién:
Bwée 1: Tai man hinh Event Search, chon “More”;

Buwédce 2: HT hién thi danh sach cac thao tac: Show columns, Wrapt text,
Export, Need help, Chon “Wrapt text?”;

Budée 3: HT thay doi thong tin hién thi toan bg dit liéu hodc thu gon lai dit
liéu khi click vao nut “Wrap text”;
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getes | metaton/Eventsearn =0
fx sea ueries ( severit RITI ND stat NEW"), or k is ( s_aji Last15 minutes £ Show graph
127/06/2022 14:52:15 - 27/06/2022 150715 (@ Find and highlight. «=+ More

7/06/2022 15.07:00

7/06/2022 15:07:00

7/06/2022 15:07:00

27/06/2022 15:07:00

7/06/2022 15:07:00

27/06/2022 1507:00

27/06/2022 15:07:00

exe 27/06/2022 15:07:00

06/202215:07:00

27/06/2022 15:07:00

27/06/2022 15:07:00
CAprogram files (x86)\viettel\ 27/06/2022 15:07:00
CAUsers\admin\AppData\Local\Jet elid IDEA Community Edition 2020.3.2\jbribin\java.exe 27/06/2022 1507:00
C:\Program Files\Google\Chrome\Application\chrome exe 27/06/2022 15:07:00
C:AWindows\System32\svchost exe 27/06/2022 15:07:00
N/A 27/06/2022 15:07:00

3.5.2.5 Export Data

Muc dich: Cho phép tai xubng dit liéu lién quan dén Event trong hé
thong
Cac budc thuc hién:

Bwéce 1: Tai man hinh Event Search, chon “More”;

Bude 2: HT hién thi danh sach cac thao tic: Show columns, Wrapt text,
Export, Need help, Chon “Export”

Bude 3: HT hién thi Popup loc thong tin Data Event, Chon cac tham s6 loc
theo diéu kién c6 sin trong hé théng: Chon cac truong thong tin, Pinh dang

file export, S dong va xac nhan thao tac;

Chon nut “Export”, dé xac nhan thao tac tai Data Event;

Chon nut “Cancel”, dé huy thao tac;
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Export data x
Choose fields to export File type
© csv JSON
Q Source process path

Number of rows to export

Time stamp
Virtual account Type the number of rows you want to export. The
User logon hours ber of rows fing 200000 ffect
File signature expried number of rows exceeding can affe
Process id system performance, and it may take a while to
Net extra data complete your export.
Task content 200000

Net extradata length (+)
Sre

Authentication package name

Dns query status

User home directory

Severity

Add all fields Clear all selection Cancel

3.5.3 Note
Muc dich: Hién thi & tAt ca cac man hinh, khi di chuyén dén cac man
hinh thi ndi dung khong thay ddi, cé thé di chuyén dugc nit “Note”;
Cac budc thuc hién:
Bwée 1:  Tai man hinh Event Search, chon icon E;

Bude 2:  HT hién thi note & tit ca cac man hinh, khi di chuyén dén cac

man hinh thi noi dung khong thay doi, c6 thé di chuyén dugc nat “Note”.

;jtl:‘:lll'lt Investigation / Event search =0
fx search by queries (e everit RITICAL® AND status Last15 minutes £ a Show graph
1t(s) | 27/06/2022 14:52:15 - 27/06/2022 15:07:15 @ Find and highlight. +++ More
CWindows\System32\services.exe 27/06/2022 1507:00
C:\Windows\Systema2\services.exe 27/06/2022 1507:00
C:\Windows\Systema2\services.exe 27/06/2022 1507:00
C:windows\Systema2\services.exe 27/06/2022 1507:00
C:\Windows\System32\services exe sz 5ol %
CA\Windows\Systema2\services exe 27/06/202215i07]  Nete everithina Yol found in here
N/A 27/06/2022 1507
c 6 exe 27/06/2022 1507
Cawindows\system32\cmd exe 27/06/2022 1507
C:\Program Files\Google\Chrome\Application\chrome.exe 27/06/2022 1507
CA\program files (x86)\wiettel\securityagent\worker exe 27/06/2022 1507
C:\program files (xB6)\wiettel\securityagent\worker exe 27/06/2022 1507
C:\Users\admin\AppData\Local\JetBrains\intelliJ IDEA Community Edition 2020.3.2\jbr\bin\java.exe 27/06/2022 1507
C:\Program Files\Google\Chrome\Application\chrome.exe 27/06/2022 1507
CWindows\System32\svchostexe 27/06/2022 1507
N/A 27/06/2022 1507 :

3.5.3.1 Xirly Event

Marking artifact: Panh diu artifact;
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Showing 50 of 120 result(s) | 17/06/2022 10:14:38 - 17/06/2022 10:29:38

Eventid Time stamp File path

1 17/06/202210:28:31 N/A

1 17/06/202210:28:31 N/A

10 17/06/202210:28:31 N/A

1 17/06/2022 10:28:31 N/A
17/06/202210:28:31 N/A

3 17/06/202210:28:31 N/A

Target process path

C\Windows\servicing\Trusted
Installer.exe

CAWindows\System32\more.c
om

C:\Windows\system32\lsass.e
xe

C\Windows\System32\SecEdi
texe

C:\Windows\System32\cmd.e
e

N/A

File signature

Microsoft Windows

Microsoft Windows

Sysinterals

Microsoft Windows

Microsoft Windows

Source process path

C\Windows\System32\services exe

C\Windows\System32\cmd.exe

C:\Users\admin\AppData\Local\Temp\procexp - Copy64.exe

C:\Windows\System32\cmd.exe

C:\Program Files\Ajiant\propre\BLS\BIsutils.exe

C:windows\system32\svchostexe

File signed

true

true

true

true

true

@ Find and highlight. ss More
Hash mds Action
N/A °
Mark artifact
N/A
N/A
N/A
N/A
N/A

Buwoc 1:

Chon 1 ban ghi bat ky va hover vao ban ghi do.

Thuc hién click

vao nut icon “Marking artifact”. Trén man hinh s& hién thi popup nhu sau:

ndoy

Trustedinstaller.exe

servicing\Trustedinstaller.exe

ndows\System32\services.exe

+ ND c6 thé thuc hién chinh sira va danh dau béng cach:

e Chonicon @ Edit and mark artifact;

e Edit duong dan (thong tin can danh dau);

e Chon icon R Complete and Mark dé két thuc thao tac Edit and mark

artifact;

Showing 50 of 120 result(s)

Eventid Time stamp

17/06/2022 10:28:31

10 17/06/202210:28:31

7/06/2022 10:14:38

17/06/202210:29:38

File path

N/A

Target process path

C\Windows\servicing\Trusted
Installerexe

C\Windows\System32\more.c
om

C\Windows\systemaz\lsass.e
xe

File signature

Microsoft Windows

Microsoft Windows

Sysinterals

Source process path

C:\Windows\System32\services exe

Trustedinstaller.exe

CAWindows\System32\services.exe

C:\Users\admin\AppData\Local\Temp\pr|

File signed

true

rvicing\Trustedinstaller.exe

@ Find and highlight. s+ More
Hash mds Action
NA nle

Edit and m:

Eventid Time stamp

1 17/06/2022 10:28:31

10 17/06/202210:28:31

Showing 50 of 120 result(s) | 17/06/2022 10:14:38 - 17/06/2022 10:29:38

File path

N/A

Target process path

C:\Windows\servicing\Trusted

Installerexe

C:\Windows

ystema2\more.c

om

C:\Windows\system32\isass.e
xe

C:\Windows\System32\SecEdi
teve

File signature

Microsoft Windows

Microsoft Windows

Sysintemals

Microsoft Windows

Source process path

CWindows\System32\services.exe

File signed

true

vs\servicing\Trustedinstaller exe

Trustedinstallerexe

@ Find and highlight. s+ More
Hash mds Action
NA ne

ICHES

CAUsers\admin\AppData\Local\Temp\pr

C:\Windows\System32\cmd exe

true

mark 4

+ ND chi danh diu Mark Artifact:
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Showing 50 of 120 result(s) | 17/06/2022 10:14:38 - 17/06/2022 10:29:38 @ Find and highlight. +es More
Eventid Time stamp File path Target process path File signature Source process path File signed Hash mds Action
4624 17/06/2022 10:28:49 NA NA NA C:AWindows\System32\services.exe /A NA
10 17/06/2022 10:2831 NA CAWindows\system32\isass.e  Sysinternals C\Users\admin\AppData\Local\Temp\procexp - Copy6d.exe true NA

xe :
1 17/06/202210:2831 NA CAWindows\servicing\Trusted  Microsoft Windows  C:\Windows\Systems2\services.exe true NA Rje
installerexe
C:Windows\servicing\Trustedinstallerexe
1 17/06/202210:2831 N/A CAWindows\System32\morec  Microsoft Windows ~ C:AWindows\Systems2\cmd.exe | :
Trustedinstaller.exe © |
om
| cawindows\System32\services exe Markcyitiot edfy
10 17/06/202210:2831 N/A CAWindows\system32\isass.e  Sysinternals CA\Users\admin\AppData\Local\Temp\p{
9 r
- . A 5 7 A . .
oac chon 1con Lancel de€ Do da: au marking artitact:
3 070672022 173203 WA WA WA TprogramTies o e WA WA X
1 20/06/2022 11:32:08 NA C:\Windows\System32\wbem... Microsoft Windows  C:\Windows\System32\cmd.exe true NA Ae
10 20/06/2022 11:32:03 N/A CAWindows\system32\isass.e... Microsoft Corporation  C:\Userstest\Desktop\Sysinternalssuite\y
C:\Windows\System32\cmd.exe n
1 20/06/2022 11:32:08 NA C:\Windows\System32\cmd.e... Microsoft Windows  C:\Program Files\Ajiant\propre\BLS\BISUtI .
Unmark artifact
CAWindows\system32\wbem
1 20/06/2022 11:32:03 N/A C:\Program Files\Ajiant\propr... Viettel Group C:\Program Files\Ajiant\propre\VESPropre  © 1" NdOWS\systemS2\wbem\wmic.exe
1 20/06/2022 11:32:08 NA C:\Windows\servicing\Trusted... Microsoft Windows exe Usicsv
13 20/06/2022 11:32:08 N/A NA N/A C:\Windows\System32\cmd.exe —
3 20/06/2022 11:32:08 N/A NA /A C:\Program Files (xB6)\Google\Chrome\Af
C:\Windows\Systema2\wbem\WMIC.exe
n 20/06/2022 11:32:08 CAUsers\test\AppDa... N/A N/A C:\Windows\System32\cmd.exe

Buée 2:  Khi marking artifact thanh cong man hinh s& hién thi thong béao:

(] Artifact{s) marked successfully!

Ignore View artifacts

ND chon niit “View artifacts” dé chuyén dén man hinh danh sich
Artifacts:

Marked Artifacts 4
O Time Agent ID Object From Action
[0 20/06/2022 11:36:59 1BOABGFDS6EDDAC2C6D557DDFDBTYABFS040FCCC  C:\Program Files\Ajiant\recovery\VESRecoveryHandlerexe EVENT_LOG
O 20/06/2022 11:38:23 1BOAGGFDS6EDDAC2C6D557DDFDB7IAGF5040FCCC  C:\program files (x86)\google\chrome\application\chrome.... EVENT_LOG
[0 20/06/2022 11:39:09 1BOA66FDS6EDDAC2C6D557DDFDB79A6F5040FCCC  C:\Windows\System32\cmd.exe EVENT_LOG
[0 20/06/202211:39:14 1BOAG6FDS6EDDAC2C6D557DDFDB79A6F5040FCCC  C:\Windows\system32\wbem\wmic.exe EVENT_LOG
[0 20/06/2022 11:45:08 1BOAGBFDS6EDDAC2C6D557DDFDB79AGF5040FCCC  C:AWindows\System32\wbem\en-US\csv EVENT_LOG
[0 20/06/2022 11:48:10 1BOAG6FDS6EDDAC2C6D557DDFDB79AGF5040FCCC  HKLM\System\CurreniControlSet\Services\EveniLog\VEDR EVENT_LOG

6 result(s)

Xem thong tin chi tiét event: ND chon 1 ban ghi bat ky va hover vao

ban ghi do, click vao icon “Xem chi tict” @ :
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Event detail

Detail

Registry object HKLM\System\CurrentControlSet\Services\EventLog\VEDR has
been added or deleted by [13552] C:\Program
Files\Ajiant\recovery\WESRecoveryHandler.exe

12

20/06/2022 11:34:03

(Vverify this fi

Id) C:\Program Files\Ajiant\recovery\VESRecoveryHandler.exe

i

1BOABGFD56EDDAC2C6D557DDFDB79A6F5040FCCC
AdvanceCollector/Operational

DESKTOP-R2GBJEF

EventLog

windows

20/06/2022 11:35:01

0
1BOAG6FD5S6EDDAC2C6D557DDFDB79AEF5040FCCC
Registry object added or deleted
20220620_j6fo928cku9svi3ruikpb3tpebgg167
default

DESKTOP-R2GBJEF

AdvanceCollector/Operational

AdvanceCollector

3

CreateKey

HKLM\System\CurrentControlSet\Services\EventLog\VEDR

12

3.5.4 Investigation_Deploy Tools

Muc dich: chirc ning cho phép deploy (trién khai) céc tools (cong cu)

phuc vu diéu tra, xir 1y su ¢d an toan thong tin tir Portal xuéng cac Agents.

3.5.4.1 Tool Management

Muc dich: quan 1y toan bo tool cta hé thong, ngudi sir dung co thé
thém/ x6a tool & man hinh nay. Cac tinh ning & man hinh nay goém co:
+ Hién thi danh sach tool cting cac thong tin chi tiét ctia tool: Tén, Parameter,

Version, Architecture, Upload User, Platform, Output, Thoi gian upload;

+ Tim kiém tool: Tim kiém theo tén tool

+ Upload tool: upload tool chay trén agent Windows, MacOS va Linux ¢6 dung
luong t6i da 100MB;
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‘él_ejtit;tnt | Investigation / Deploy Tool ﬁ O

Tool management Task management

Q search tool ]

‘Showing 50 of 170 result(s)
® ing (s)

Tool OutputFile_Linux_Params
Upload by roo_test at 14/12/2022 18:38:25

Version fail
Architecture  x86
Output hohoho txt

Parameter  N/A

OutputFolder.ps1

Upioad by root_test at 14/12/2022 182602
Version 1

Architecture  N/A

Output Test

Parameter  N/A

Tool StdOut_x86_Params.exe
Upload by raot test at 14/12/2022 182355

Tool OutputFolder_Linux_Params
Upload by root_test at 14/12/2022 18:28:48

Version 1
Architecture  x64
Output Test

Parameter  N/A

OutputFile.ps1

Upioad by root test at 14/12/2022 182548
Version 7

Architecture  N/A

Output hohoho.txt
Parameter  N/A

Tool StdOut_Linux_Params
Upload by root test at 14/12/2022 182325

Tool OutputFile_Linux_Params
Upload by foot_test at 14/12/2022 18:27:35

Version I i
Architecture  x64
Output hohoho.txt

Parameter  N/A

StdOut.ps1

Upioad by root.test at 14/12/2022 182518
Version 1

Architecture  N/A

Output stdout

Parameter  N/A

Tool StdOut_0SX_Params
Upload by root test at 14/12/2022 182305

Tool StdOut_Linux_LongTime
Upload by root_test at 14/12/2022 182650

Version 1
Architecture  x64
Output stdout

Parameter  N/A

Tool StdOut_x64_Params.exe
Upload by root test at 14/12/2022 182408

Version )
Architecture  x64
Output stdout

Parameter  N/A

Upload by root test at 14/12/2022 18:22:37

@ Tool OutputFolder_x64_Params.exe

Version 1 M Version 1 &  \Version 1 Version 1

Architecture  X86 Architecture  x64 Architecture  x64 Architecture  x64
Output stdout Output stdout Output stdout Output Test
Parameter  N/A Parameter  N/A Parameter  N/A Parameter  N/A

L Tool Outputl x86_Params.exe = [\ Tool OutputFolder_OSX_Params = L[ Tool OutputFile_x64_Params.exe = L[\ Tool OutputFile_x86_Params.exe
A e W

Vi tinh nang Upload tool thao tac theo céc budc sau:

Click vao “Upload tool” > Chon dudng dan dén tool can upload hodc
kéo tha tool vao giao di¢n > Nhap thong tin vao popup Tool info > click Upload
tool:

Upload tool X

Max file size is 100 MB, supported file types
is executable file

Vi tinh ndng x0da tool, chon icon tai tool can x6a > chon Delete
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= \éljli‘;lnt Investigation / Deploy Tool +* O

Tool management

o a
@ Showing 50 of 170 resul(s) show only my tool R SRUSISERRR]
=) .}. Tool OutputFile_Linux_Params = Tool OutputFolder_Linux_Params ;,. Tool OutputFile_Linux_Params = Tool StdOut_Linux_LongTime
B caatyroot estat 1471272022 183825 B caso oot est ot 11272022 182845 sy ot test ot 14/1272022 182735 Upioad by rottes at 14/12/2022 1826
Deploy this tool
9 a a 1 ersion 1
ot E o o
* Test hohoho.txt
Parameter  N/A N/A
Ea
= OutputFolder.ps1 StdOut.ps1
= by oot testat 14/12/2022 182602 = = ad by oot test at 14/12/2022 182518
- , us -
tecture  N/A
Test hohoho.txt
1 N/A N/A
= Tool StdOut_x86_Params.exe = Tool StdOut_Linux_Params . Tool StdOut_OSX_Params s Tool OutputFolder_x64_Params.exe
£ adlby root_testat 14/12/2022 182355 BB oot estat 12022 182325 B oy oottt 1122022 162505 BEX  osstyrosestat iz 102237
L ] a L € ] L
e x86 x64 ©
stdout stdout
rameter  N/A arameter  N/A rameter  N/A
L Tool OutputFolder_x86_Params.exe [N Tool OutputFolder_OSX_Params L L Tool OutputFile_x64_Params.exe L. Tool OutputFile_x86_Params.exe

3.5.4.2 Deploy tool
Muc dich: Cau hinh thong tin deploy tool duéi agent
Diéu kién:
+ User dang nhap thudc group root: Hién thj tat ca Agent trong hé thong active <
30 ngay;
+ User dang nhap thudc group default: Hién thi tat ca Agent thudc group default;

+ User dang nhap thudc group cha: Hién thi tat ca Agent thudc group cuia user
dang login va group con tuong ing;
+ User dang nhap thudc group mét hoac nhiéu con: Hién thi tit ca Agent thudc

group cua user dang login;

Céc budc thuc hién Deploy tool tai man hinh Tab Tool management:

Bwéce 1:  Sau khi Iyra chon tool, chon icon EI tai ban ghi tool can deploy

> chon Deploy this tool, man hinh Create new task hién thi:
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Create new task

Information
Please fill out all the information of this task

Task name

Task deploy tool Linux

Description

Agents or groups
Settings for assignees and triggering for this task are set by default. To change anything of them, click the
respective buttons to edit.

Selected agents or groups

Choose agent(s) or group(s)

About your task

Tool to deploy

‘Tool OutputFolder_Linux_Params

Tool parameters (optional)

l Parameters for this tool

Tool output

l Folder v l l-r,st

All selected agent(s)
Run this task
Trigger

Trigger Starttime Expired time

Immediately Atthetime this .. N/A
Advanced

@ Delete output after run tool

O 1 the task failed to run, retry up to:

1 time(s) within 3 hour(s) v every 30 minute(s) v

O Cancelthe taskif the tool can not return output report from agent after: 30 minute(s) v

Buéce 2:  Thyc hién nhap cac thong tin task dé deploy tool: Task name,

Description, Tool parameters, Tool output;

Buéc 3:  Lua chon thong tin nhom (group), may tram (agent) dé thyc hién

deploy:

Lua chon All agent(s): chon tit ca cac agent(s) trong pham vi quan 1y

ctia user dang dang nhap dé thuc hién deploy;

Lya chon agents or groups thuc hi¢n deploy — Choose agent(s) or

group(s):
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Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)

+ Chon Add agent(s):

Edit assignees X

O Allagents (total 50 agents)

© Choose agent(s) or group(s) 2
Il import from list...v.

‘Add group(s)

e Tim kiém Agent: Cho phép tao cau 1énh truy vén, sir dung cau lénh
truy van dé tim kiém Agent
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Add agent(s) X
‘ fx ComputerName ~ “ubu” (<] ‘ g

Selected (2)

ubuntu X  ubuntu18 x

10 result(s)
8 Agentid Computer name 1P Address Group Status
27CFDIDA7AD394EA7CCISS... ubunty 127.0.0.1,192.168.12... global

2F1EBAA7D7FDBA483ECT4A3.. ubuntu-2004 127.0.0.1,10.0.2.15,1... anhnn_test

a
o

60AA2618E17825BADCD191... ubuntu18 127.0.0.1,192.168.25... group_ubuntu
A303D982A258A6328267D0... ubunty 127.0.0.1,192.168.74.... anhnn_test
BB5033621EB8B0749E6AAG... ubuntu18 127.0.0.1,192.168.74.... thanhnm18_test
BES56627FA3FEE2B1ECBBES... bichpt3-ubuntu 127.0.0.1,192.168.25... group_ubuntu

C68CSDFCFABBICI28D7CAE... huyenpt.ubuntuls 127.0.0.1,192.168.74.... thanhnm18_test

0O|0|0|0|0O

E41 hr by 127.0.0.1,192.168.12... global

<@: >

e Chon Agent(s) dé deploy bang cach tich chon vao mét hodc nhiéu
Agent(s) > Thong tin Agent(s) da dugc chon hién thi & khung Selected > chon
Cancel dé hity thao tac thém Agent dé deploy hodc chon nut Add dé xac nhan danh
sach Agent(s):

Add agent(s)

\ fx ComputerName ~ “ubu”

Selected (2)

ubuntux  ubuntu18 x

10 result(s)

@ Agentid Computer name 1P Address Group

27CFDIDATADIO4EATCCISS... ubunty 127.0.0.1,192.168.12... global
2F1EBAA7D7FDBA483ECT43.. ubuntu-2004 127.0.01,10.0215,1... anhnn_test
60AA2618E17825BADCD191... Ubuntu18 127.0.0.1,192.168.25... group_ubuntu
A303D982A258A6328267D0... ubuntu 127.0.0.1,192.168.74... anhnn_test
BB5033621EB8B0749E6AAG... ubuntu18 127.0.0.1,192.168.74.... thanhnm18_test
BES6627FASFEE2B1ECBBES... bichpt3-ubunty 127.00.1,192.168.25... group_ubuntu

C6BCSDFCFABB3CI28D7CAE... huyenpt_ubuntu1s 127.0.0.1,192.168.74... thanhnm18_test

o
(]
o
o
v
o
o

E414646EFAF604ES31F810A.. thanhnm18-ubuntu18-test 127.0.0.1,192.168.12... global
< 2 »

cancel

o Hover vao cac Agent(s) da chon > Chon icon L IRE thuc hién loai
bo Agent(s) khoi danh sach da chon
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Edit assignees

O Al agents (total 50 agents)
© Choose agent(s) or group(s)

Agent ID Computer name 1P Address Group Status Action

Offiine.

Offiine

056DC579B568... HuyenPT-Win10x64  192.168.74.128,.. edr_team

07718463DSSE... virtual_agent maintn... 127.0.0.1,172.1... maitest

<>

Cancel save

o Chon Cancel dé hity hodc chon Save dé luu thong tin cac Agent(s)
da chon dé deploy:

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)

romtiomi.
2 agent(s)

Agent ID Computer name IP Address. Group Status. Action

Offline

056DC579B568... HuyenPT-Win10x64  192.168.74.125,.. edr_team

07718463DSSE.. virtual_agent_maintn.

. 127.0.01,172.1... maitest offline

<>

+ Chon Add group(s):
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Information
‘Please fill out all the information of this task.

Edit assignees

© Allagents (total 50 agents)

© Choose agent(s) or group(s)

Yl import from list...v.

Add agent(s)

Add group(s)

e Tim kiém group(s) theo tén, cho phép nhap tir khoa tim kiém group
theo tén group:

Add group(s)
|Qd

Group Location
TENANT_viettel.com.vn

anhnn_test admin

enctest TENANT_nsm.com/anhvn
default

edr_team viettel/khoi_phu_thuoc/ves_anm

Selected
No group(s)

Group Location

Somcel m

e Chon group(s) dé deploy bang cach tich chon vao mét hodc nhiéu
group(s) > Thong tin group(s) di dugc chon hién thi & khung Selected > chon
Cancel dé hay thao tac thém group(s) dé deploy hoic chon niit Save dé xac nhan
danh sach group(s):
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Add group(s)

X
a °a

o i their parent gr... See more >>

Group Location Action

TENANT_viettel.com.vn
anhnn_test admin
cnctest TENANT_nsm.com/anhvn

default

edr_team viettel/khol_phu_thuoc/vs_anm

Selected
2 group(s)
Group Location

&b onctest TENANT_nsm.com/anhvn

op default

Gl m

o Hover vao cac group(s) da chon > Chon icon L] dé thyc hién loai
bo group(s) khoi danh sach da chon

X

Edit assignees

O Al agents (total 50 agents)
© Choose agent(s) or group(s)

© Add agent/group Import from list...w

Group Location Action

3 group(s)

g TENANT_nsm.com N/A

&% congne TENANT_edr.com

oo default N/A

o Chon Cancel dé huy hodc Chon Save céac group(s) da chon dé
deploy:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 122
T: (+84) 971 360360 E: vcs.sales@viettelcomvn | W: www.viettelcybersecurity.com



viettel

security

Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)
[ QECERIVER  import from lst...v

3 group(s)
Group Location

&% TENANT nsm.com N/A
&% congne TENANT_edr.com

oo default N/A

+ Import from list: Cho phép upload danh sach agent(s) tur file .csv > Chon
Import from list

e Chon Download sample file dé 1iy form danh sach file agent(s) mau;

e Nhap thong tin agent(s) > chon Import from .CSV d¢ thuc hién tai
1én danh sach agent(s)

Edit assignees X

O Allagents (total 50 agents)
© Choose agent(s) or group(s) 1

ot

Buéc 4:  Cau hinh sb luong agent deploy tool mdi lan:
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+ All Agent: Cho phép deploy toan bg agent(s) nguoi dung da chon

Edit number of agents

Choose number of agents you want to run in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hour(s)

+ Cau hinh s6 lugng agent mdi lan deploy:

Edit number of agents

Choose number of agents you want to run in each time:
O All selected agent(s)

2 °I9q & [lagent)every | 3 | hour(s) vlunummshed

Buéc 5:  Céu hinh thong tin thoi gian (1ap lich) thuc hién deploy tool:

+ Chon Run immediately d¢ thyc hién cdu hinh thoi gian deploy tool ngay lap
tire (sau khi tao task thanh cong)
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Edit trigger

+ Chon Run on schedule d¢ thuc hién ciu hinh thoi gian deploy tool theo lap
lich:

e Chon schedule One time:
o Cho phép 1ap lich deploy tool mét lan;

o Cau hinh thoi gian bat dau:

Edit trigger

|[ 15n12/2022-000000

e Chon schedule Daily:

o Cho phép lap lich deploy tool hang ngay;
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o Thoi gian 1ap lai;

o Céu hinh thoi gian bit dau va két thic:

Edit trigger

When this task is created
PO Runimmediately

© Runon a schedule

I Daily

Recur
Recur this task every day(s)

Starttime

l 15/12/2022 - 00:00:00

b Expire in

e Chon schedule Weekly:
o Cho phép 1ap lich deploy tool hang tuan;
o Thoi gian lap lai;

o Cau hinh thoi gian bat dau va két thuc:
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Edit trigger
When this task is created:
O Run immediately

O Runon aschedule

[ Weekly

Recur
Recur this task every week(s) on:

|[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|I Expirein [15/|2/zozzruonu.un @Jb

e Chon schedule Monthly:
o Cho phép lap lich deploy tool hang thang;
o Thoi gian lap lai;

o Céu hinh thoi gian bit dau va két thic:

Edit trigger
When this task is created:
© Runimmediately

=10 Runons schedule

I Monthly

Recur

Recugghis task in these months:
May'n August X October X

at these days:

[9>< 10X 16X 30X Lastdayofmonth X

Start time

15/12/2022 - 00:00:00

@ Expirein [15/12/1022-00.00'00 m]b

Buéce 6:  Cau hinh thong tin nang cao cho task
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+ Delete tool after run tool cho phép xda tool output sau khi run tool va tra két
qué vé BE thanh cong;

+ If the task failed to run, retry upto khi task deploy that bai,cho phép cdu hinh
thong tin retry task (deploy lai task)

Create new task

Information Agents or groups

Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, cick the

Task name. respective buttons to edit.

Selected agents or groups
Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agent(s) run in each time

About your task.
¥ All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Starttime Expired time
[ Tool OutputFolder_Linux_Params On day(s) 9,10, 16, 30 and last day of May... 15/12/2022 15:00:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

[ Parameters for this tool. @ Delete output after run tool

Tool output @ I the task failed to run, retry up to:

ti he 30 ute
e ) [= [yt [+ [ ) oy (5] [
LT ————

m

+ Cancel the task if the tool can not return output report from agent after
cho phép huly task néu task khong thé chay sau thoi gian cdu hinh cta ngudi
dung:
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Create new task

Information
Please fill out al the information of this task

Task name

l Task deploy tool Linux

Description

About your task

Tool to deploy

l Tool OutputFolder_Linux_Params

Tool parameters (optional)

Tool output

[ Folder M ] [Test

Agents or groups
Settings for assignees and triggering for this task are set by default. To change anything of them, cick the
respective buttons to edit.

Selected agents or groups

All agents (total 50 agents)

Number of agent(s) run in each time

All selected agent(s)

Run this task

Trigger
Trigger Start time Expired time
Onday(s) 9, 10, 16,30 and last day of May... 15/12/2022 15:00:00 23/12/2022 00:00:00

Advanced

@ Delete output after runtool

@ If the task failed to run, retry up to:

1 time(s) within [ 3 [hout) v | every (30| [ minutets) v |

@ Cancel the task f the tool can not return output report from agent after:

Buéc 7:  Chon Create dé tao mdi task/ cau hinh thong tin deploy tool duéi
agent hoic chon Cancel d¢ hity task/ hity cdu hinh thong tin deploy tool duéi
agent

3.5.4.3 Task management
a. Danh sach task

Muc dich: Hién thi danh sach task 1ap lich deploy tool;

Céc truong thong tin hién thi: Task name, Author, Created time,
Description, Number of agent(s), Trigger, Next run time, Status, Upcoming
agents
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Investigation / Deploy Tool

Task management

Showing 50 of 1664 result(s) Show only my schedule [+ JYEWEEES

Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
1276 roottest  14/12/20221839:11  N/A 1 Immediately N/A ° N/A
275 roottest  14/12/2022183621  N/A 1 Immediately . N/A
task mac root_test 14/12/2022 18:06:21 N/A 1 Immediately @ N/A
Task 888868 roottest  14/12/202218:00:57  N/A 1 Immediately N/A ° N/A
1274 roottest 14/12/2022174706  N/A 1 Immediately N/A .

1273 roottest  14/12/202217:4213  N/A 1 Immediately N/A ° N/A
retry 8 roottest  14/12/2022171317  N/A 1 Immediately N/A
272 roottest  14/12/202217:11:03  N/A 1 Immediately ° N/A
retry 6 roottest  14/12/202217:0000  N/A 1 Immediately .

Task agent abcds roottest  14/12/202216557:59  N/A 1 Immediately

task fff root_test 14/12/2022 16:51:51 N/A 1 Immediately N/A . N/A
ddf roottest  14/12/2022155504  N/A 1 Immediately N/A . N/A
faf roottest 14/12/2022155154  N/A 1 Immediately /A . N/A
im23 root_test  14/12/2022 15:21:05 N/A 5 Immediately N/A . N/A
daily 23 root_test  14/12/2022 14:52:23 N/A 5 At 14/12/2022 -15:00:00 N/A . /A
daily 22 roottest  14/12/2022144831  N/A 5 At14/12/2022 - 145500 N/A . N/A
im22 roottest  14/12/202214:47:24  N/A 5 Immediately N/A . N/A
2sdsd root test  14/12/2022 1406555 N/A 5 immediately /A o N/A

b. Tim kiém task

Muc dich: Cho phép tim kiém task theo tén task;
Cac budc thuc hién: Nhap vao tir khoa tim kiém > chon nat Search
hodc két thuc nhap tu khoa > nhén enter. HT thuc hién tim kiém thong in Agent

lién quan dén tir khoa tim kiém c6 trong hé thong:

viettel

aliant

Investigation / Deploy Tool

‘Task management

Show only my schedule [l NSTRENY

Task name Author  Createdtime Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
Task r7 root_test 15/12/2022 14:46:17 /A 2 Immediately N/A . /A
Task 16 root_test  15/12/202214:4555  N/A 2 Immediately N/A . e N/A
Task 5 roottest  15/12/202214:4528  N/A 2 Immediately N/A einProgiess  N/A
Task f4 root_test  15/12/2022142507  N/A 2 Immediately N/A . N/A
Task 3 rootfest  15/12/2022142101  N/A 2 immediately NA . NA
Taskr2 root_test 15/12/2022 14:20:29 N/A 2 Immediately N/A . N/A
Taskr1 root_test  15/12/2022141222  N/A 2 Immediately N/A . e N/A
Task 1 root test  15/12/2022141012  N/A 2 Immediately NA . NA
Task 8988 root test  15/12/2022003214  N/A 1 Immediately NA . NA
task mac root_test 14/12/2022 18:06:21 /A 1 Immediately N/A . /A
Task 888868 root_test 14/12/2022 18:00:57 N/A 1 Immediately N/A . N/A
Task agent abcds root_test  14/12/202216:57:50  N/A 1 Immediately N/A N/A
task fff root test  14/12/20221651:51  N/A 1 Immediately NA . NA
Taskretry a rootfest  14/12/2022 112136 N/A 1 immediately NA . NA
Task rep dgf root_test 13/12/2022 18:09:43 N/A 5 Immediately N/A . N/A
Task 90 root_test 13/12/2022 18:09:21 N/A 5 Immediately N/A N/A
Task test report 89 root_test 13/12/2022 18:01:38 N/A 5 Immediately N/A . N/A
Task test repm O root_test  13/12/202217:54:48  N/A 5 Immediately N/A . N/A

c. Tao task
(Chirc nang twong tw nhu muc eploy too
g tuwong tw nhw muc 3.5.4.2. Deploy tool)
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Muc dich: Cau hinh thong tin deploy tool dudi agent

biéu kién:

30 ngay;

dang login va group con tuong ung;

group cua user dang login;

Céc budc thuc hién deploy tool tai tab Task management:

User dang nhap thudc group root: Hién thi tat ca Agent trong hé thong active <

User dang nhép thudc group default: Hién thi tat ca Agent thudc group default;

User dang nhap thudc group cha: Hién thi tit ca Agent thudc group cua user

User dang nhap thudc group mot hoac nhiéu con: Hién thi tit ca Agent thudc

Bwéc 1:  Sau khi lya chon tool, chon icon E tai ban ghi tool can deploy >

chon Deploy this tool, man hinh Create new task hién thi:

viettel

aliant

Tool management

Investigation / Deploy Tool

Task manag
Create new task

Q search task Information Agents or groups
Please fill out all the information of this task. Set
res
Task name

Showing 50 of 1664 result(s) Selected agents or groups

Task deploy tool Linuy| ‘

Starttime Expired time

Atthe time this .. N/A

v every

O Cancel the taskif the tool can not return output report from agent after:

Choose agent(s) or group(s)
Task name Authg Description
w76 :‘ Number of agent(s) run in each time
oot
3 All selected agent(s)
1275 root|
task mac root| Run this task
Task 888868 root_t Trigger
274 roott Tool to deploy Trigger
2 L ] Tool OutputFolder_Linux_Params ‘ Immediately
retry8 roott
y Tool parameters (optional) Advanced
w72 root{
fetry6 root ‘ @ Delete output after run tool
Task agent abcds. oot Tool output (O I the task failed to run, retry up to:
task fff | e . ‘ ‘TES‘ o‘ time(s) within
ddf root{
faf oot
im23 root.{
daily 23 root.{
daily 22 oot
im22 root
2sdsd root{

Cancel

&0

|
m @ Show only my schedule
Upcoming agents

N/A
Edit

ering for this task are set by defaut. To change anything of them, click the

Action

N/A
N/A
N/A

Bworce 2:

deploy, Description, Tool parameters, Tool output;
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Buéce 3:  Lua chon thong tin nhom (group), may tram (agent) dé thuc hién
deploy:
Lua chon All agent(s): chon tit ca cac agent(s) trong pham vi quéan 1y
ctia user dang dang nhap dé thuc hién deploy;
Lua chon agents or groups thuc hién deploy — Choose agent(s) or
group(s):

Edit assignees

(© All agents (total 50 agents)
© Choose agent(s) or group(s)

+ Chon Add agent(s):
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Information
‘Please fill out allthe information of this task.
Taskname

Task deploy tool Linux

Edit assignees

All agents (total 50 agents)
© Choose agent(s) or group(s)

© Add agent/group Import from list...w
‘Add agent(s)

‘Add group(s)

e Tim kiém Agent: Cho phép tao cau Iénh truy van, st dung cau Iénh
truy van dé tim kiém Agent

Add agent(s) X
[ fx ComputerNane ~ “ubu (] l B

selected (2)

ubuntu X ubuntu18 x o

10 result(s)

@ Agentid Computer name IP Address Group Status.
27CFDIDA7AD394EA7CCIS5... ubuntu 127.0.0.1,192.168.12... global
2F1EB4A7D7FD8A483ECT43... ubuntu-2004 127.0.0.1,10.0.2.15,1... anhnn_test ® Online
60AA2618E17825BADCD191... ubuntu18 127.0.0.1,192.168.25... group_ubuntu
A303D982A258A6328267D0... ubuntu 127.0.0.1,192.168.74.... anhnn_test
BB5033621EB880749E6AAG... ubuntu18 127.0.0.1,192.168.74.... thanhnm18_test
BES6627FA3FEE2B1ECBBES... bichpt3-ubuntu 127.0.0.1,192.168.25... group_ubuntu

C6BC5DFCFABBICI28D7CAE... huyenpt ubuntu1s 127.0.0.1,192.168.74.... thanhnm18_test

u]
[u]
o
o
u]
o

127.0.0.1,192.168.12... global

<@: >

-

e Chon Agent(s) dé deploy béng cach tich chon vao mot hodc nhiéu
Agent(s) > Thong tin Agent(s) da dugc chon hién thi & khung Selected > chon
Cancel d¢ huy thao tac thém Agent dé deploy hoic chon nit Add dé xac nhan danh
sach Agent(s):
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Add agent(s)

\ fx ComputerName ~ “ubu”

Selected (2)

ubuntux  ubuntu18 x

10 result(s)

@ Agentid Computer name 1P Address Group

27CFDIDATADIO4EATCCISS... ubunty 127.0.0.1,192.168.12... global
2F1EBAA7D7FDBA483ECT43.. ubuntu-2004 127.0.01,10.0215,1... anhnn_test
60AA2618E17825BADCD191... Ubuntu18 127.0.0.1,192.168.25... group_ubuntu
A303D982A258A6328267D0... ubuntu 127.0.0.1,192.168.74... anhnn_test
BB5033621EB8B0749E6AAG... ubuntu18 127.0.0.1,192.168.74.... thanhnm18_test
BES6627FASFEE2B1ECBBES... bichpt3-ubunty 127.00.1,192.168.25... group_ubuntu

C68CSDFCFABB3CI28D7CAE... huyenpt_ubuntu1s 127.0.0.1,192.168.74... thanhnm18_test

[=Ri=RE=RE=RE=RE Mi=]

E414646EFAF604ES31F810A.. thanhnm18-ubuntu18-test 127.0.0.1,192.168.12... global
< 2 »

cancel

o Hover vao cac Agent(s) da chon > Chon icon ] dé thyc hién loai
bo Agent(s) khoi danh sach da chon:

Information
‘Please fill out all the information of this task.

Edit assignees

O Allagents (total 50 agents)
© Choose agent(s) or group(s)

L i  import from list...w.
2agent(s)

Agent ID Computer name 1P Address Group Status Action
056DC579B568.. HuyenPTWin10x64 19216874128, edr_team Offline &

07718463DS5E... virtual_agent_maintn_. 127.0.0.1,172.1... maitest Offline

<>

e

o Chon Cancel dé hily hoic chon Save dé luu thong tin cac Agent(s)
da chon d deploy:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 134
T: (+84) 971 360360 E: vcs.sales@viettelcomvn | W: www.viettelcybersecurity.com



viettel

security

Edit assignees

© Al agents (total 50 agents)
© Choose agent(s) or group(s)

ot
2 agent(s)

Agent ID Computer name 1P Address Group Status Action
056DC579B568.. HuyenPTWIn10x64  192.168.74.128,.. edr_team Offline

07718463DSSE... virtual_agent_maintn_. 127.0.0.1,172.1... maitest Offline

+ Chon Add group(s):

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s) 1

l © Add agent/group | Import from list...w

q ‘Add agent(s)

e Tim kiém group(s) theo tén, cho phép nhap tir khoa tim kiém group
theo tén group:
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Add group(s)
|Qd

Group Location
TENANT_viettel.com.vn

anhnn_test admin

enctest TENANT_nsm.com/anhvn
default

edr_team viettel/khol_phu_thuoc/ves_anm

Selected
No group(s)

Group Location Action

e Chon group(s) d¢ deploy bang cach tich chon vao mét hodc nhiéu
group(s) > Thong tin group(s) di duoc chon hién thi & khung Selected > chon
Cancel dé huy thao tac thém group(s) dé deploy hodc chon nut Save dé xac nhan
danh sach group(s):

Add group(s)

X
[at B |

L their parent r.. See more >

Group Location Action
TENANT_viettel.com.vn

anhnn_test admin

enctest TENANT_nsm.com/anhvn

default

edr_team viettel/khoi_phu_thuoc/ves_anm
:

Selected
2 group(s)
Group Location

gy cnctest TENANT_nsm.com/anhvn

&b default

o Hover vao cac group(s) da chon > Chon icon o 44 thuc hién loai

bo group(s) khoi danh sach da chon
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Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)
[ QECERIVER  import from lst...v

3 group(s)
Group Location

&% TENANT nsm.com N/A
&% congne TENANT_edr.com

oo default N/A

o Chon Cancel d¢ hiy hodc Chon Save cac group(s) dd chon dé
deploy:

Edit assignees

O Al agents (total 50 agents)
© Choose agent(s) or group(s)

3 group(s)

Group Location Action
o
& TENANT nsm.com N/A

&% congne TENANT_edr.com

o default N/A

+ Import from list: Cho phép upload danh sich agent(s) tur file .csv > Chon
Import from list

e Chon Download sample file dé 1iy form danh sach file agent(s) mau;
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e Nhap thong tin agent(s) > chon Import from .CSV d¢ thuc hién tai
1én danh sach agent(s)

Edit assignees X

O Al agents (total 50 agents)
© Choose agent(s) or group(s)

1

Import from .CSV.

Download sample file
2

Cancel

Buéc 4:  Céu hinh s6 luong agent deploy tool mdi lan:

+ All Agent: Cho phép deploy toan bg agent(s) nguoi dung da chon

Edit number of agents

Choose number of agents you want to run in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hour(s) v untilfinished

Cancd

+ Cau hinh s6 lugng agent mdi lan deploy:
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Edit number of agents

Choose number of agents you want to run in each time:
O Al selected agent(s)

2 ngq & ||agent(s)every | 3 I hour(s) vlunmﬂmshed

Bwéc 5:  Cau hinh thong tin thoi gian (14p lich) thuc hién deploy tool:

+ Chon Run immediately d¢ thyc hién cdu hinh thoi gian deploy tool ngay lap
tire (sau khi tao task thanh cong)

Edit trigger

+ Chon Run on schedule dé thyc hién cau hinh thoi gian deploy tool theo 1ap
lich:

e Chon schedule One time:

o Cho phép 1ap lich deploy tool mot lan;
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o Cau hinh thoi gian bat dau:

Edit trigger

|[ 15n12/2022-000000

e Chon schedule Daily:
o Cho phép 1ap lich deploy tool hang ngay;
o Thoi gian ldp lai;

o Chu hinh thoi gian bat dau va két thic:

Edit trigger

When this task s created:
PO Run immedately

© Run on a schedule
I Daily

Recur 4
Recur this task every J day(s)

Start time

[ 15/12/2022 - 00:00:00

10 Bpirein

e Chon schedule Weekly:
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o Cho phép lap lich deploy tool hang tuan;
o Thoi gian ldp lai;

o Cau hinh thoi gian bat dau va két thuc:

Edit trigger
When this task is created:
O Runi

® Run on a schedule

[ Weekly

Recur

Recur this task every week(s) on:

|[ Mondsy X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|- Expire in [15/12/1022-00'00'00 m]b

e Chon schedule Monthly:
o Cho phép 1ap lich deploy tool hang thang;
o Thoi gian 1ap lai;

o Céu hinh thoi gian bit dau va két thic:
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Edit trigger

When this task is created:
© Runimmediately

© Runon aschedule

I Monthly

Recur

Recugghis task in these months:
May'n August X October X

at these days:

[9>< 10X 16X 30X Lastdayofmonth X

Start time

15/12/2022 - 00:00:00

@ Expirein [15/12/1022-00.00'00 m]b

Budée 6:  Céu hinh thong tin ning cao cho task

+ Delete tool after run tool cho phép xda tool output sau khi run tool va tra két
qué vé BE thanh cong;

+ If the task failed to run, retry upto khi task deploy that bai,cho phép cau hinh
thong tin retry task (deploy lai task)

Create new task

Information Agents or groups
Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, cick the

Task name. respective buttons to edit.

Selected agents or groups
Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agent(s) run in each time
About task.
Rk el All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

[ Tool OutputFolder.Linux_Params onday(s) 9, 10, 16,30 and last day of May... 15/12/2022 15:00:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

[ Parameters for this tool. @ Delete output after run tool

Tool output @ If the task failed to run, retry up to: |

ti he 30 ute
e ) [= [yt [+ [ ) oy (5] [
LT ————

m
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+ Cancel the task if the tool can not return output report from agent after
cho phép huty task néu task khong thé chay sau thoi gian cdu hinh cta nguoi
dung:

Create new task

Information Agents or groups

Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, click the
Task name. respective buttons to edit.

Selected agents or groups
I Task deploy tool Linux

All agents (total 50 agents)

Number of agent(s) run in each time
Al selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

[ Tool OutputFolder.Linux_Params onday(s) 9, 10, 16,30 and last day of May... 15/12/2022 15:00:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

[ Parameters for this tool. @ Delete output after run tool

Tool output @ If the task failed to run, retry up to

1 ti ithi 3 h 30 ute
[Fcldev . ] [Test ime(s) within [ our(s) v ] every [ ‘minute(s) v ]
[ Cancel the taskif the tool can not retur output report from agent after: |

-~

Chon Create dé tao moi task/ cau hinh thong tin deploy tool dudi agent hodc chon
Cancel d¢é hiy task/ hity cau hinh thong tin deploy tool dudi agent

d. Nhan ban task (Duplicate task)

Muc dich: Cho phép nhéan ban task (sao chép task), tu dong dién cac
gia tri nhu task gdc ngoai trir trudng Task name (Yéu cau ngudi dung nhap/ sira
lai tén tasks);

Cac budc thuc hién:

Bwéc 1: Tai man hinh danh sach tool, hover vao tool can nhan ban (duplicate)

>chon ™ > chon duplicate this task
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g Investigation / Deploy Tool
alJiant
Task management
[Q s o \n

Showing 50 o

show only my schedule IR

Task name Author  Created time Description Number of agent(s) ~ Trigger Next run time Status Upcoming agents Action
Taskr7 roottest  15/12/202214:46:17  N/A 2 Immediately N/A . N/A
Taskr6 roottest  15/12/2022 144555  N/A 2 Immediately N/A . E N/A -

Taskrs roottest  15/12/202214:4528  N/A 2 Immediately N/A olr N/A S—

Task f4 roottest  15/12/202214:2507  N/A 2 Immediately N/A . N/A

Taskr3 roottest  15/12/20221421:01  N/A 2 Immediately N/A oF N/A

Taskr2 roottest  15/12/2022142020  N/A 2 Immediately N/A . N/A

Taskrl roottest  15/12/2022141222  N/A 2 Immediately N/A . N/A

Task © root_test  15/12/20221410:12  N/A 2 Immediately N/A . N/

Task 8988 foottest  15/12/202209:3214  N/A 1 Immediately N/A . N/A

task mac roottest  14/12/2022180621  N/A 1 Immediately N/A o N/A

Task 888868 roottest  14/12/202218:0057  N/A 1 Immediately N/A . N/A

Task agent abcds root_test  14/12/202216:57:59  N/A 1 Immediately N/A N/A

task fff roottest  14/12/2022165151  N/A 1 Immediately N/A . E N/A

Taskretrya roottest  14/12/20221121:36  N/A 1 Immediately N/A . N/A

Task rep dgf roottest  13/12/202218:09:43  N/A 5 Immediately N/A . N/A

Task 90 root_test  13/12/202218:09:21  N/A 5 Immediately N/A N/A

Tasktest report 89 roottest  13/12/202218:01:38  N/A 5 Immediately N/A . N/A

Task test repm 0 root test  13/12/202217:5448  N/A 5 Immediately N/A o N/A

Bwoc 2:

Nhap thong tin Task name va kiém tra/ cap nhat thong tin task >

Chon Create dé hoan thién cau hinh hoic chon Cancel dé huy thao tadc nhan

ban task

‘;_ejt:;lnt | Investigation / Deploy Tool

Tool management

Taskmanag Duplicate task

Q task

‘Showing 50 of 285 result(s)

Agents or groups

Please fill out all the information of this task

Task name

task duplicate 1|

B oy e

Description Agent ID Computer name IP Address Group Status Action

Task name Authc Upcoming agents. Action

— 3A4E6AGO0TF4.. redhat_tester 192.168.6.44,19.. maitest225 Online | =
Taskr7 root_t N/A

— CBO3FC002664.. centos7_test_hostna.. 192.168.6.118,1.. maitest225 Online l =
Taskr6 roott N/A
Taskr5. root{ < . > N/A
G toott Tool to deploy | Ll
e P Number of agent(s) run in each time A

| Tool OutputFolder_Linux_Params ‘ All selected agent(s) |
Taskr2 root{ elected agent( =
Taskrl roott Tool parameters (optional) i H R I na
Task root.t ‘ Trigger N/A
LGS ooty Tool output Trigger Start time Expired time | Ll
task mac foot.t - Immediately Atthe time this taskis cre.. N/A A

— File v | | powioassestext o F
Task 888868 root_t N/A
Task agent abcds roott Advanced N/A
task fff root t Delete output after run tool N/A
Taskretrya root_t O If the task failed to run, retry up to: N/A
Task rep dgf root t time(s) within ¥ v every te(s) v N/A
Task 90 1 N/A

# ’am: (O Cancel the task if the tool can not return output report from agent after. 30 minute(s) v E %
Task test report 89 root_t N/A
Tasktest repm & root
cancel w
e. Danh sach Upcoming Agents
2 7
Muc dich: Cho phép hién thi danh sach Agents sap dugc deploy tool;
uc dich: Cho phép hién thi danh sach Agents sap duoc deploy tool;
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Cac budc thuc hién: Tai man hinh danh sach task > Chon Danh sach

Upcoming agents.

f. Stop/ Start task

Muc dich: Cho phép Stop/ Restart task (Durng deploy task hodc deploy

lai task da tam dung).

Cac budc thuc hién tam dung task: Tai man hinh danh sach task, hover

vao task can tam dimng > Chon icon ™ dé tam dung task:

viettel

aldignt | Mestioation/ Deploy Tool e
Task management
[Q s ol n
owing 100 of 290 resul(s Show only my schedle

Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
Taskr7 root_test 15/12/2022 14:46:17 N/A 2 Immediately N/A N/A
Taskré root_test 15/12/2022 14:45:55 N/A 2 Immediately N/A E N/A
Task r5 root_test 15/12/2022 14:45:28 N/A 2 Immediately N/A eln N/A e
Task f4 root test  15/12/202214:2507  N/A 2 Immediately N/A o N/A Stop this task
Taskr3 root_test  15/12/20221421:01  N/A 2 Immediately N/A o N/A
Taskr2 root_test 15/12/2022 14:20:29 N/A 2 Immediately N/A N/A
Taskr1 root_test 15/12/2022 14:12:22 N/A 2 Immediately N/A N/A
Task 1 foottest  15/12/20221410:12  N/A 2 Immediately N/A N/A
Task 8988 root_test 15/12/2022 09:32:14 N/A 1 Immediately N/A N/A
task mac root_test  14/12/202218:0621  N/A 1 Immediately N/A N/A
Task 888868 root_test 14/12/2022 18:00:57 N/A 1 Immediately N/A N/A
Task agent abcds root_test 14/12/2022 16:57:59 N/A 1 Immediately N/A @ Stopped N/A
task fff roottest  14/12/202216:51:51  N/A 1 Immediately N/A o N/A
Taskretry a root_test  14/12/20221121:36  N/A 1 Immediately N/A o N/A
Task rep dgf foot_test  13/12/202218:09:43  N/A 5 Immediately N/A o N/A
Task 90 root_test 13/12/2022 18:09:21 N/A 5 Immediately N/A ® Stop N/A
Task test report 89 root_test 13/12/2022 18:01:38 N/A 5 Immediately N/A . N/A
Task test repm O foot_test  13/12/202217:54:48  N/A 5 Immediately N/A o N/A

Cac budc thuc hién deploy lai task (da tam dung — Stopped): Tai man

hinh danh séach task, hover vao task can deploy lai > Chon icon ® dé deploy

lai task:
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b L Investigation / Deploy Tool
alJiant

Tool management Task management
Q task

‘Showing 100 of 290 result(s) @ show only my schedule [l(+]
Task name. Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
lask Immediately 989 foottest  U//12/20221489:13  N/A 1 Immediately N/A ® s10pped N/A

Task 8055455 roottest  07/12/202213:55:58  N/A 1 Immediately N/A ® Finished N/A

Task Monthly Macos. foot_test  06/12/202218:2502  N/A 1 Onday(s)7,8,9,10,11,12,13,14,15,18 of Nove... 07/11/2023 09:00:00 einProgress  N/A

Task weekly MacOs foot test  06/12/202218:23:59  N/A 1 On Mondays, Tuesdays, Wednesdays, Thursdays, .. 16/12/2022 09:00.00 einProgiess  N/A

Task MacOS daily 1 foottest  06/12/202218:23:17  N/A 1 Every 1 day(s) at 09:00:00 16/12/2022 09:00:00 einProgiess  N/A

Task 7647657465 foot_test  06/12/202217:57:36  N/A 1 Immediately N/A ® Finished N/A

new task 8 root test  06/12/202217:56:16  N/A 1 Immediately N/A ® Finished N/A

new task 6 roottest  06/12/202217:50:15  N/A i Immediately N/A ® Finished N/A

new task 4 root_test  06/12/202217:43:13  N/A 1 Immediately N/A ® Finished N/A

Task macosvb 1 roottest  06/12/202216:41:35  N/A 1 Immediately N/A ® Stopped N/A

Task monthly dai root_test  06/12/20221518:38  N/A 1 On day(s) 7,8,9,10, 11,12 of December at 09:00:.. N/A  Stopped N/A

Task abfovivf foottest  06/12/202213:5821  N/A 1 Immediately N/A ® Finished N/A Run this task
Newtask 2 foot_test  06/12/202211:14:48  Description 52 On Mondays, Wednesday every 1 week(s) at 120... 19/12/2022 12:0000 einProgiess  N/A

Task 7878781 root_test  06/12/202211:11:58  N/A 1 Immediately N/A ® Finished N/A

Newtask 1 foot test  06/12/202211:11:42  Description 48 Immediately N/A ® Finished N/A

Tasktest retry 132 foottest  06/12/202210:49:15  N/A 1 Immediately N/A ® Finished N/A

Task abfovive root_test  06/12/202213:5821  N/A 1 Immediately N/A ® Finished N/A

New task 2 root fest  06/12/202211:14:48  Description 52 On Mondays, Wednesday every 1 week(s) at 12:0... 19/12/2022 12:00.00 @ In Progress

2 @ Backtotop

g. Chi tiét task (Detail task)

Muc dich: Cho phép xem thong tin chi tiét task;

Céc budc thuc hién: Tai man hinh danh sach task, hover vao task can
xem chi tiét > Chon View detail:

View task detail X
General

Name Task immediately 989

Description N/A

Toolto deploy 8ichpta_Hello.exe

Parameters N/A

output type none

output path N/A
Agents & groups
Assignees

1 agent(s)

Agent ID Computer name 1P Address Group. Status
97617ACTAB094S8E... Maingocwini4 19216674128 maitest225 online

Number of agent(s) run in each time
All choosing agent(s)

Run this task
Trigger

Trigger Start time Expired time
Immediately Atthe time this task is created.  N/A
Advance

Retry None

Timeout None.

h. Xem bdo cao (View tool result)

Muc dich: Xem két qua bao cao deploy tool;
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Cac budc thuc hién: Tai man hinh danh sach task, hover vao task can

xem chi tiét > Chon View report:

14/12/2022 - 12:00:00 ...

Total agents 51
Success T

12/12/2022 - 12:00:00  w

Total agents 49
Success 2

07/12/2022-12:00:00 ...

Total agents 49
Success 0

View report - New task 2

B X

Jfx search by agent... Q
‘Showing 50 of 51 rests
Agent D Computername 1P Address  Tool exitcode  Status Message Action
O7EBIBTIAGBO7.. WIn7x86-APC 100215 N/A o Failed Architecture invalided (Tool: :
A23B7DOC7455D... thanhnmigtest  192168.121... 0 o Failed Failed to get output(tool outp
97617AC1A6004.. Maingocwinx6d  192.168.741.. 0 ®Success N/A
AB696IETASB30.. Win0x64-APC 100215 [} o Failed Failed to get output(tool outp
S0EF37015E7D1... DSTest-PC 192.168.56.1,.. N/A Falled Unknown error
524B30CACS68F.. EDR-TESTO2 192168.133... N/A @ Failed Unknown error
056DC579B5681... HuyenPT-Win10x.. 192.168.741.. N/A @ Falled Unknown error
12B680FASB469.. Win7x86 192168741 N/A o Failed Unknown error
AE36AD62DEASO... BichPT3 192168255... N/A ® Expired Task time expired
1BOAG6FDSGEDD... DESKTOP-R2GBJ... 192.168.198... N/A ® Expired Task time expired
C81DS5366CED36.. HuyenPT-Win7x86 192.168.74.1.. N/A ® Expired Task time expired
1B2DSEC3C7611... HuyenPTWin7x64 192168.741.. N/A ® Expired Task time expired
O7EAAD20AAOAF.. BIChPTS7x86  192168.255... N/A ® Expired Task time expired
AB55552ED3CTF... thanhnm18-w10x.. 192.168.121... N/A @ Expired Task time expired
SDF8G7DBAJESF.. HuyenPTWIn1Ox.. 192168.74.1.. N/A ® Expired Task time expired
F2AA317BE760.. BIchpt3_Win10Te.. 192.168.255.. N/A @ Expired Task time expired
3C7764CA3DBDS... bao-PC 100215 N/A ® Expired Task time expired
EA4BBA259CCA5... X64_ptbich 192.168.255... N/A ® Expired Task time expired
AC736D6DD5A3..  Win10x86 192168741 N/A ® Expired Task time expired
E1A2D22E765E5.. thanhnm1g-est7.. 192.168.121... N/A ® Expired Task time expired
EFOCTAG2FIT7F... thanhnm18-w7x64 192168.121... N/A @ Expired A Task time €xpired

ol

+ Tim kiém két qua deploy tool theo cic cau 1énh truy van:

e Muyc dich: Cho phép tim kiém két qua deploy tool theo ciu Iénh truy

van;

e (Céc budc thyc hién: Nhap vao cau 1énh truy vén tim kiém > tich chon
nut Search hodc két thuc nhap tur khoa > nhén enter. HT thuc hién tim kiém thong
tin két qua lién quan dén tir khoa tim kiém co trong hé thong
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View report - New task 2

14/12/2022 - 12:00:00 ...

Total agents 51
Success 1

12/12/2022-12:00:00 .

Total agents 49
Success 2

07/12/2022 - 12:00:00 ...

Total agents 49
Success 0

H fx computerName ~ "mai”

Showing 12 of 12 results

AgentID Computer name
BE03ADB70SFFS... virtual_agentmai...
AGEDG48CCIC17... virtual_agentmai...
AAG57D644FFEC... virtual agent mai...
210352BC56C0B.. macOS-Mais-Mac...
71BCAC7428B32... virtual_agent_mai.
E450A71CCOBFD... virtual_agentmai..
SCADIACABASO.. virtual_agentmai...
07718463DSSES... virtual_agent_mai..
6C648D7431177.. virtual_agentmai...
5560752430548... virtual_agent_mai
6DBE442880298... virtual_agentmai

97617AC1A6094... Maingocwinx6d

1P Address.
17217.02
17217.05

1721701

192.168.74.1...

17217.04
17217.03
17217.07
17217.010
17217.09
21708
17217.06

192.168.74.1

Tool exit code
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
0

Status

e Failed
e Failed
e Failed
e Failed
e Failed
e Failed
® Failed
e Failed
® Failed
e Failed
e Failed

® Success

Message Action

Platform invalided (Tool: wind,
Platform invalided (Tool: wind,
Platform invalided (Tool: wind.
Platform invalided (Tool: wind.
Platform invalided (Tool: wind,
Platform invalided (Tool: wind,
Platform invalided (Tool: wind.
Platform invalided (Tool: wind,
Platform invalided (Tool: wind.
Platform invalided (Tool: wind,
Platform invalided (Tool: wind.
N/A

a

+ Tai xudng toan bo két qua deploy tool (theo 1ap lich task):

e Muc dich: Cho phép tai xudng toan bo két qua deploy tool (theo 1ap

lich task);

e (Céc buoc thuc hién: Tai man hinh View report,

all output

+ Get all report:

Viettel Cyber Security

View report - New task 2

14/12/2022 - 12:00:00 ...

Totalagents 51
Success 1

12/12/2022 - 12:00:00 ...

Total agents 49
Success 2

07/12/2022-12:00:00 ...

Totalagents 49
Success 0

chon nit Download

oetreport X
fx ComputerName ~ “mai” Qo Q
showing 12 of 12 results
AgentID Computername 1P Address  Tool exitcode  Status Message Action
SE03ADB70SFFS... virtualagent.mai.. 17217.02  N/A @ Failed Platform invalided (Tool: wind
AGEDG4BCCICI7... virtual agentmai.. 1721705  N/A o Failed Platform invalided (Tool: wind
AAGS7D64AFFEC... virtual agentmai.. 17217011 N/A o Failed Platform invalided (Tool: wind
210352BC56C0B.. macOS-Mais-Mac... 192.168.74.1.. N/A o Falled Platform invalided (Tool: wind
71BCAC7428B32.. virtual_agentmai.. 17217.04  N/A o Failed Platform invalided (Tool: wind
E450A71CCOBFD... virtual_agent_mai.. 17217.03  N/A o Failed Platform invalided (Tool: wind
3CADIACABAO.. virtual agent mai.. 17217.07  N/A e Failed Platform invalided (Tool: wind
07718463D55E5.. virtual_agent_mai.. 17217.010  N/A o Failed Platform invalided (Tool: wind
6C648D7431177... virtual_agent_mai.. 17217.09  N/A o Failed Platform invalided (Tool: wind
5560752430548... virtual_agent_mai, [§§217.08  N/A @ Failed Platform invalided (Tool: wind
6DBE442880298... virtual_agent_mai.. 17217.06  N/A o Failed Platform invalided (Tool: wind
97617AC1AG094.. Maingocwinx64 ~ 192168.74.1.. 0 ® Success N/A
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e Muyc dich: Cho phép download tit ca danh sach bao cdo két qua
deploy tool.

e (Cac budc thyc hién: Tai man hinh View report, chon nut Get report:

View report - New task 2 X

14/12/2022 - 12:00:00 ...

fx computerName ~ “mai” (<] ] Q
Total agents 51
Success 1 sShowing 12 of 12 results
Agent 1D Computername 1P Address  Tool exit code ~ Status Message Action
[Rll2a0z2el 200t g BE03ADB70SFFS... virtual_agent_mai.. 172.17.0.2 N/A e Failed Platform invalided (Tool: wind.
Total agents 49
e 5 AGED648CCICT7.. virtual agent_mai.. 1721705 N/A o Failed Platform invalided (Tool: wind,
AAGS7D644FFC... virtual agentmai.. 17217011 N/A Failed Platform invalided (Tool: wind,
07/12/2022 - 12:00:00 ... 210352BC56C0B.. macOS-Mais-Mac.. 192.168.74.1.. N/A e Failed Platform invalided (Tool: wind.
Totalagents 49 718C4C7428832.. virtual_agent_mai.. 17217.04  N/A o Failed Platform invalided (Tool: wind
Slozees g E450A71CCOSFD... virtual agent_mai.. 17217.03  N/A e Failed Blatform invalided (Tool: wind,
3CAD1ACAB489... virtual_agent_mai.. 172.17.0.7 N/A e Failed Platform invalided (Tool: wind.
07718463D55€5... virtual_agent_mai.. 17217.010  N/A o Falled Platform invalided (Tool: wind
6C648D7431177... virtual_agent_mai.. 172.17.09 NA o Failed Platform invalided (Tool: wind.
5560752430548... virtualagentmai, [§§217.08  N/A o Failed Platform invalided (Tool: wind,
GDBE442880298... virtual agentmai.. 17217.06  N/A e Failed Platform invalided (Tool: wind,
97617AC1A6094... Maingocwinx64 192168.74.1.. 0 ® Success N/A

-

+ Download output cta timg lan 1ap lich:

e Muyc dich: Cho phép download tit ca danh sach bao cdo két qua
deploy tool tai ting lan 1ap lich;

e (Céc budc thuc hién: Tai man hinh View report, chonicon ™ ban ghi

1ap lich ma ngudi dung mudn download outputs > Chon Download outputs
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View report - New task 2

14/12/2022 - 12:00:00

~ "mai® 9 Q
Total agents 51
Success 1 results
Get report
Computer name IP Address Tool exit code ~ Status Message Action
12/12/2022 - 12:00:00
e 8E03ADB70SFFS... virtual agentmai.. 17217.02  N/A o Failed Platform invalided (Tool: wind
Total agents 49
AGED648CC1C17... virtual_agent_mai.. 172.17.0.5 NA ® Failed Platform invalided (Tool: wind.
Success 2
AAG657D644FFBC... virtual_agent_mai.. 172.17.0.11 N/A o Failed Platform invalided (Tool: wind.
07/12/2022-12:00:00 210352BC56C08... macOS-Mais-Mac... 102.16874.1.. N/A o Falled Platform invalided (Tool: wind
Total agents 49 71BCAC742BB32.. virtual_agent_mai.. 172.17.0.4 N/A e Failed Platform invalided (Tool: wind.
Aucteas 0 E450A71CCOBFD... virtual_agent_mai.. 17217.03  N/A @ Failed Platform invalided (Tool: wind,
3CADIACABA89.. virtualagentmai.. 1721707  N/A Failed Platform invalided (Tool: wind
07718463D5SE5...  virtual_agent_mai.. 172.17.0.10 NA o Failed Platform invalided (Tool: wind.
6C64807431177... virtual_agent_mai.. 17217.09  N/A o Failed Platform invalided (Tool: wind
556075243054B... virtual_agent_mai.. 172.17.0.8 NA @ Failed Platform invalided (Tool: wind.
6DBE442BB0298... virtual_agent_mai.. 172.17.0.6 N/A ® Failed Platform invalided (Tool: wind.
97617AC1A6004.. Maingocwinxea  102.168.74.1... 0 eSuccess  N/A

+ Download bao cao ciia tirng 1an lap lich:

e Muyc dich: Cho phép download tit ca danh sach thong ké bao cao két

qua deploy tool tai tirng 1an 14p lich (dinh dang .csv)

e Cac budc thuc hién: Tai man hinh View report, chon icon

1ap lich ma ngudi ding muén download bao céo > Chon Get report
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* ban ghi

View report - New task 2

load all output &) Getreport X

14/12/2021-12:00:00@ [fxcumputeruame ~ “mai*

o a
Totalagents 51 S ol
Success 1 results
Computername [P Address  Toolexitcode  Status Message Action
[2lzivzes 2 S BEO3ADB70SFFS... vitualagenmai.. 1721702  N/A oFailed Platform invalided (Tool: wind
Total agents 49
AGED648CC1C17... virtual_agent_mai.. 172.17.0.5 N/A @ Failed Platform invalided (Tool: wind.
Success 2
AA657D644FFBC... virtual_agent_mai.. 172.17.0.11 N/A @ Failed Platform invalided (Tool: wind,
07/12/2022-12:00:00 o 210352BC56C0B... macOSMais-Mac... 192.168.74.1... N/A oFaled Platform invalided (Tool: wind
Total agents 49 71BCAC742BB32.. virtual_agent_mai.. 172.17.0.4 N/A ® Failed Platform invalided (Tool: wind.
Succeas 0 EA50A71CCOBFD... virtualagent_mai.. 17217.03  N/A o Failed Platform invalided (Tool: wind
SCADIACABABS... virtualagentmal.. 1721707  N/A o Faled Platform invalided (Tool: wind
07718463D55E5...  virtual_agent_mai.. 172.17.0.10 N/A @ Failed Platform invalided (Tool: wind.
6C648D7431177... virtual_agent_mai.. 17217.09  N/A oFailed Platform invalided (Tool: wind
556075243054B... virtual_agent_mai.. 172.17.0.8 N/A @ Failed Platform invalided (Tool: wind.
6DBE442BB0298... virtual_agent_mai.. 172.17.0.6 N/A @ Failed Platform invalided (Tool: wind,
97617AC1A6094... Malngocwinisd  19216874.1.. 0 esuccess  N/A
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+ View tool outputs cta tirng agent:
e Muc dich: Cho phép nguodi dung xem tool outputs cua tirng agent

e Cac buoc thyc hién: Tai man hinh View report, hover vao ban ghi can

xem béo cdo (co trang thai Success) > chon icon ™ > Chon View tool output
\éljtlt;}]t Investigation / Deploy Tool View report - New task 2 Scetreport X
Tool management Task management |
\ 14/12/2022 -12:00:00 ... ‘[X T o Qq
Q F—uki S
1 Agent ID Computername 1P Address  Tool exitcode ~ Status Message Action

12/12/2022 - 12:00:00
BE03ADB70SFFS.. vitualagentmal.. 17217.02  N/A Platform invalided (Tool: wind

Showing 100 of 290 result(s)

2

2 AGED648CC1C17... virtual_agent_mai.. 172.17.0.5 N/A Platform invalided (Tool: wind.
etk naime Author Createdtime Description AAG57D6A4FFEC.. virtualagentmai.. 17217.0.11  N/A Platform invalided (Tool: wind,
Task weekly MacOs foottest 06/12/2022182350  N/A 07/12/2022 - 12:00:00  =.e 210352BC56C0B... macOS-Mais-Mac... 192.168.74.1.. N/A Platform invalided (Tool: wind.

Task MacOS daily 1 root_test  06/12/20221823:17  N/A 1 71BC4C742BB32... virtual_agent_mai.. 172.17.0.4 N/A Platform invalided (Tool: wind.
Task 7647657465 foottest 06/12/202217:5736  N/A i E450A71CCOFD... virtualagentmai.. 17217.03  N/A Failed Platform invalided (Tool: wind,
new task 8 foottest  06/12/202217:56:16  N/A | 3CADIACAB480... virtual_agent_mai.. 172.17.0.7 N/A e Falled Platform invalided (Tool: wind.
new task 6 1BOE Est OG220 21 £n0 SRR /A 1 07718463D55E5... virtual_agent_mai.. 17217.010  N/A Platform invalided (Tool: wind,
R LGRE SR 6C648D7431177... virtualagent.mai.. 17217.09  N/A Platform invalided (Tool: wind
fesiccanl] EISEH AR A 556075243054B... virtual_agent_mai.. 17217.08  N/A Blatform invalided (Tool: wind,
Task monthly dai ootiien [ den sz o /R | 6DBE442BB0296... virtualagentmai.. 17217.06  N/A Platform invalided (Tool: View tool
[ ot O e ST ) 97617AC1A6094.. Maingocwinxed  192.168.74.1... 0 . N/A e
New task 2 roottest 06/12/202211:1448  Description

Task 7878781 roottest 06/12/202211:1158  N/A 1

New task 1 roottest 06/12/202211:11:42  Description |

Tasktest retry 132 roottest 06/12/2022104915  N/A |

Task abfbvivi roottest 06/12/2022135821  N/A 1

New task 2 roottest 06/12/202211:14:48  Description |

Task 787878f roottest 06/12/202211:1158  N/A 1

New task 1 roottest 06/12/202211:11:42  Description 1

Task test retry 132 roottest  06/12/2022 104915 N/A

I output

+ Download bao cdo két qua deploy tool timg agent:
e Muc dich: Cho phép download bao cio két qua deploy tool ting
agent;
e Cac budc thuc hién: Tai man hinh view report, hover vao ban ghi

agent can xem bao cao (co trang thai Success) > chon icon ™ > Chon Download

output
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et Investigation / Deploy Tool
aliant

Tool management Task management

View report - New task 2

14/12/2022 - 12:00:00 ...

Q task

51
1

‘Showing 100 of 290 resuli(s)

Task name
Task weekly MacOs

Task MacOS daily 1
Task 7647657465
new task 8

new task 6
newtask 4

Task macosvb 1
Task monthly dai
Task abfbvfvf
Newtask2

Task 787876f
Newtask 1
Tasktest retry 132
Task abfovfvf
Newtask2

Task 787878f
Newtask 1

Task test retry 132

Author

roottest
root test
roottest
root_test
root.test
root_test
root test
root_test
root_test
root test
root.test
root test
root_test
root_test
root test
root_test
root_test

roottest

Created time
06/12/2022 18:23:59

06/12/2022 1823:17
06/12/2022 17:57:36
06/12/2022 17:56:16
06/12/2022 17:50:15
06/12/202217:43:13
06/12/2022 16:41:35
06/12/2022 15:18:38
06/12/2022 13:58:21
06/12/2022 11:14:48
06/12/2022 11:11:58
06/12/2022 11:11:42
06/12/2022 10:49:15
06/12/2022 13:58:21
06/12/2022 11:14:48
06/12/2022 11:11:58
06/12/2022 11:11:42
06/12/2022 10:49:15

Description
NA

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
Description
N/A
Description
N/A
N/A
Description
N/A
Description

N/A

12/12/2022 - 12:00:00  we

agents 49
2

07/12/2022 - 12:00:00 -

ents 49
0

&, Download all outputs & Get report 2

AgentID

07EB9873A6807.
A23B7DOCT7455D.
97617AC1A6094.
AB6O63E7AS830.
50EF37015E7D1.
524B30CACS68F.
056DC579B5681
12B680FA5BA6.
AE36AD62DEASO.
1BOAG6FDSGEDD.
C81D5366CED36.
1B2DSEC3C7611
97EA4D29AAOAF.
ABSS5552ED3CTF.
5DF867DBAJESF.
F2AA317BEB760.
3C7764CA3DBDS.
EA4BBA259CCAS.
AC736D6DDS5A3.
E1A2D22E765E5.

EFOC1A62F117F

50 of 51 results

Computer name

Win7x86-A-PC
thanhnm18-test
Maingocwinx64
Win10x64-A-PC
DSTest-PC
EDRTEST02
HuyenPT-Win10x
Win7x86

BichPT3
DESKTOP-R2GBJ.
HuyenPT-Win7x86
HuyenPT-Win7x64
BIChPT3_7x86
thanhnm18-w10x
HuyenPT-Win10x
BIChpt3_Win10Te.
bao-PC
X64_ptbich
Win10x86
thanhnm18-test7.

thanhnm18-w7x64

1P Address

100215
192.168.121
192.168.74.1

100215

192.168.56.1,

192.168.133

192.168.74.1

192.168.74.1

192.168.255.

192.168.198

102.168.74.1

192.168.74.1

192.168.255.

192.168.121

192.168.74.1

192.168.255.

100215

192.168.255.

192.168.74.1

192.168.121

192.168.121

Tool exit code

N/A

N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

N/A
N/A

N/A

N/A
N/A
N/A

N/A

Status

@ Failed

@ Failed

® Failed
e Failed

® Expired

®Expl
@ Expired
® Expired
® Expired
® Expired
® Expired
® Expired
® Expired
® Expired
® Expired
® Expired

@ Expired

Q

Message Action

Architecture invalided (Tool.

Failed to get output(tc Download output
N/A < 0
Failed to get output(tool outp
Unknown error

Unknown error

Unknown error

Unknown error

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time expired

Task time éxpired

3.6 Man hinh Response

3.6.1 Response Live Response

Muc dich: Chirc ning Live response cung cap kha niang xir Iy mot tap

cac command tir xa theo phién lam viéc nham cho biét cac thong tin hodc xur 1y

yéu cau trén host;

Cac budc thuc hién chure nang Live Response:

Bworc 1:

Click tab “Response” va chon “Live Response”;

viettel

aliant

Live response

or a live respons

Duration

[ oeskrop-race.er | [ sminves

en click ‘Connect’

o]

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi
T:(+84) 971 360 360  E: vcs.sales@viettel.com.vn

W: www.viettelcybersecurity.com

Page | 152




viettel

security

Bwéc 2:  Thuc hién tao méi 1 phién live response
Chon Agent: Hién thi danh sach cac agent:
+ User dang nhap thudc group root: Hién thi tat ca Agent trong hé thong active <
30 ngay;
+ User dang nhap thudc group default: Hién thi tat ca Agent thudc group default;
+ User dang nhap thudc group cha: Hién thi tat ca Agent thudc group cua user
dang login va group con tuong Ung;
+ User dang nhap thudc group mdt hoac nhiéu con: Hién thi tit ca Agent thudc
group cua user dang login;
Nguoi dung chi thuc hién duge Live Response véi nhitng agent dang

co trang thai online:

Q|

« ® DESKTOP-RZGB.JEF (1B0ASGFDSEEDDACICE0STTODFDETIAGE

+ Chon Duration: c¢6 cac khoang thoi gian 5 phtt, 15 phat, 1 gio, 3 gio;

Duration

15 minutes f{j

5 minutes

" 15 minutes

1 hour

3 hours

+ Click nut “Connect’:
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Live response
Choose an online agent for a live response, then click ‘Connect’ 1o
start the session.

Agent Duration

DESKTOP-R2GB.JEF ~ 15 minutes é

Buéc 3:  Cho 1 phat dé hé théng thuc hién két ndi t6i agent, trang thai hé thong

1a “connecting’:

Connect to agent

Choose an online agem for a live respense, then click ‘Connect’ 1o
start the session

Agent Duraticn

| Cancel connection ‘

Buéc 4:  Khi két ndi thanh cong, nguoi dung dugc phép thuc hién cac 1énh &

man hinh console va trang thai cia phién Live response “running’;

Luu ¥: M&i agent tai mot thoi diém chi c6 1 phién Live response 1am viéc.
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viettet
aldiant

Luu y: Nguoi dung c¢6 thé thuc hién cau 1énh két ndi téi container bang cach thyc

hién cac 1énh man hinh console container

viettel

aliant

Response / Live Response

15 minutes

ubuntu-docker

NAME
Up 4 days 231l
Up 6 days magi

viewfile <filepath

hash mdS | shal |

Change agent | Il Stop connect

Nguoi dung co thé thuc hién cac 1énh tai man hinh console nhu sau:

+ Window: thuc hién cac cau 1énh sau:
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STT

Cac lénh

Tham so

Mo ta

cd

cd <dirpath>

Thay ddi thu muc lam viéc hién

tai

cd.. hoac cd ..

Chuyén vé thu muc cha

pwd

In thu muc hi¢n thoi dang lam

viéc

dir

dir  [drive:][path][filename]
[/A[[:]attributes]]
[/O[[:]sortorder]]
[/T[[:]timefield]]
[/R] [/S] [/X]

['L] [/Q]

Liét ké cac file/ cac thu muc con

trong thu muc hién thoi

/A:[-] attributes
files with specified attributes.

Displays

Attributes:

D Directories

R Read-only files

H Hidden files

A Files ready for archiving
S System files

L Reparse Points

/L Lower-case filename

/O:[-]sortorder

in sorted order.

List by files

sortorder
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STT

Cac lénh

Tham so

Mo ta

N By name (alphabetic)

S By size (smallest first)

E By extension (alphabetic)
D By date/time (oldest first)
G Group directories first

- Prefix to reverse order

Ex: dir /O:N;

/T:timefield  Choose which
time field displayed

timefield

C Creation

M MFT Creation

A Last Access

W Last Written

Vidu: dir /T:A

- Prefix to exclude attribute

Vi du: dir /A:D-AH

/Q Display the owner of the
file.

Vi du: dir /Q

/R Display alternate data

streams of the file.

Vi du: dir /R
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STT

Cac lénh

Tham so

Mo ta

/S Displays files in specified

directory and all

subdirectories.

Vidu: dir /S

/X This displays the short
names generated for non-

&dot3 file names.

Vi du: dir /X

delete

delete —file <path>
vi du:

delete  -file

path.exe"

"c:\temp\run

Xoal file

delete -folder <folderpath>
vi du:

delete -folder temp\axvers

Xdba 1 thu muc

delete —all <folderpath>
vi du:

delete —all c:\temp

Xoba tat ca cac file/ thy muc con
trong thu muc (nhung khong

x6a thu muc)

myv

<DestPath>

move (rename) file / folder

<SourcePath>

Vi du:

"c:\temp\clean.exe"

example: mv

"c:\temp\evil.exe"

Cho phép di chuyén file/ folder
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STT

Cac lénh

Tham so

Mo ta

viewfile

<filepath><sizeinbytes>

Hién thi dit liéu trong file (gidi
han kich thudc file)

Hash

hash <type: md5 | shal |
sha256> <filepath> -f get file
hash

du:
md5

vi
example: hash

c:\test\run.exe

Cho phép mi hoéa file t6i da
IMB
Option -f d& budc md tép khi

tép dang dugc md boi mot quy
trinh khac

dump

Cho phép dump tién trinh. Néu
ban bo qua duong din tép két
xuat, n6 s& mic dinh 1a
<processname> _ <datetime>

.dmp

-process -pid <ProcessID>
[-f <DestPath>]
dump process by process id
Vi du:
dump -process -pid 452 -f
"C:\Users\Evil_dumped.dmp"

Dump process bdi Process id

-process -name

[-f
dump

<ProcessName>
<DestPath>]

process by Process name

Dump process bdi  Process

name
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STT

Cac lénh

Tham so

Mo ta

Vi du: dump -process -name
-f
"C:\Users\Evil_dumped.dmp"

Evil.exe

-process
<ProcessPath>
<DestPath>]

process by process path

-path
[-f
dump

Vi du: dump -process -path
"C:\Users\Evil.exe" -f
"C:\Users\Evil dumped.dmp"

Dump process boi Process Path

get

<filepath>

Upload 1 file tir host 1é€n server

10

put

<url><folderpath>

Download 1 file t61 may host

11

mkdir

<dir name>

Tao 1 thu muc

12

reg

Céc 1énh lién quan dén Registry

query <keyname> -v

<valuename>
vi du:

reg-query
"HKLM\Software\abc xyz" -v

"run path"

Truy van dir liéu value cua 1

key

query <keyname> -s

vi du:

Truy van tat ca cac subkey va

value va data
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STT | Cdc lénh Tham sé Mo ti
reg-query
"HKLM\Software\abc xyz" -s
add <keyname>
vi du:
Thém 1 key

reg-add "HKLM\software\abc

Xyz

add
<valuename> -t <type> -d

<data>

<keyname> -V

vi du:
reg-add "HKLM\software\abc
xyz" -v "run path" -t REG_SZ

-d "c:\temp\bin.exe"

Thém 1 value

delete <keyname>
vi du:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

Xo6a 1 key va tat ca cac subkey

va value

delete

<valuename>

<keyname> -v

Xoa 1 gia tri cua key

import <filename>

Import 1 file .reg

export <keyname>

<filename>

Export 1 file .reg
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STT | Cac lénh Tham so Mo tda
Céc Iénh lién quan dén process
. Tat 1 tién trinh dang chay theo
-t <processid> N
ID tién trinh
-s <processid> Tam dung 1 tién trinh
13| process , Hbi phuc lai 1 tién trinh da bi
-1 <processid> . o
tam dung trudc do
I Liét ké toan bd cac process cua
-1-a .
tat ca cac user
-1 -u <username> Liét ké cac process cua 1 user
Céc Iénh lién quan dén service
Liét ké cac service dang chay
-query A s
trén may host
-start <servicename> Start 1 service
14 |service |-Stop <servicename> Stop 1 service
-uninstall ~ <service name>| = .
] ) GO0 cai dat service
uninstall service
-listdrivers list
drivers on host, example: | List danh sach drivers trén host
service -listdrivers
-list Liét ké cac user trén may
15 |user
-sid<username> Lay sid ctia username
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STT | Cdc lénh Tham sé Mo ti
HS tro tim kiém theo tir hodc
grep -t <text> <param> % o« 1 X . ax
16 | grep chuoi tr két qua dau ra dugc
<command> . ..
theo 1énh command truyén vao
17 |cls Xo6a man hinh console
18 | help Lénh help
19 | Clear Lam sach console
20 | Close Pong session
-1 Liét ké danh sach container
21 | container | -a <container id> Két ndi toi timg container
-d Thoat két ndi container
+ Ubuntu: Thuc hién cac cau 1énh sau:
STT | Cdc lénh Tham so Mo ti
) Thay ddi thu muc lam viéc hién
cd <dirpath> ,
I |cd tai
cd.. hodccd .. Chuyén vé thu muc cha
In thu muc hi¢n thoi dang lam
2 | pwd n
viéc
3 | i dir list file / subfolder in | Liétké cac file/ cac thu muc con
ir
current folder trong thu muc hién thoi
4 | delete delete —file <path> Xoa 1 file
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STT | Cdc lénh Tham sé Mo ti
vi du:
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
vi du: Xoba 1 thu muc
delete -folder temp\axvers
delete —all <folderpath> Xoa tat ca cac file/ thuy muc con
vi du: trong thu muc (nhung khong
delete —all c:\temp xo6a thu myc)
<SourcePath>  <DestPath>
move (rename) file / folder
5 |mv Vi du example: mv | Cho phép di chuyén file/ folder
"c:\temp\clean.exe"
"c:\temp\evil.exe"
_ o Hién thi dit liéu trong file (gidi
6 |viewfile | <filepath><sizeinbytes> ] ]
han kich thudc file)
hash <type: mdS | shal | . o ‘.
Cho phép ma hoa file t6i da
sha256> <filepath> -f get file
IMB
hash
7 | Hash , ; Option -f dé budc mo tép khi
vi u:
| t&p dang dugc md bdi mot qu
example: hash md5 P Gang Cut ALY
trinh khac
c:\test\run.exe
8 |get <filepath> Upload 1 file tir host 1én server
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STT | Cdc lénh Tham sé Mo ti
9 |put <url><folderpath> Download 1 file t&1 may host
<dir name>
10 | mkdir Tao 1 thu muc
Céc 1énh lién quan dén process
_ Tat 1 tién trinh dang chay theo
-t <processid> A
ID tién trinh
-s <processid> Tam ding 1 tién trinh
11 | process Hdi phuc lai 1 tién trinh da bi

-r <processid>

tam dung trude do

-1-a

Liét ké toan bd cac process cua

tat ca cac user

-1 -u <username>

Lié¢t ké cac process cua 1 user

-¢ -s <imagepath> -c <cmd>
execute a non GUI process as

system

Vi du: process -¢ -s /tmp/run

-e-u<username>

<imagepath> -¢ <cmd>
execute a non GUI process as

a user

Vi du: process -e -u Alex

/tmp/run
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STT | Cdc lénh Tham sé Mo ti
-d <processid> -0
<imagepath> generate
core file of running program,
vi du: process -d 231 -o
/tmp/core_file
Céc 1énh lién quan dén service
Liét ké cac service dang chay
-query N
trén may host
-start <servicename> Start 1 service
12 | service -stop <servicename> Stop 1 service
-uninstall ~ <service name>| = ,
] ) - GO0 cai dat service
uninstall service
-listdrivers list
drivers on host, example: | List danh sach drivers trén host
service -listdrivers
-list Li¢t ké cac user trén may
13 | user
-sid<username> Lay sid ctia username
14 | help Lénh help
15 | Clear Lam sach console
-1 Liét ké danh sach container
21 | container
-a <container id> Két noi to1 ting container
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STT | Cdc lénh Tham sé Mo ti
-d Thoat két ndi container
+ MACOS:
STT | Cdc lénh Tham so Mo ti
, Thay d6i thu muc 1am viéc hién
cd <dirpath> ,
I |cd tal
cd.. hoac cd .. Chuyén vé thu muc cha
In thu muc hién thoi dang lam
2 | pwd n
viéc
3 | di dir list file / subfolder in | Liétké cac file/ cac thu muc con
ir
current folder trong thu muc hién thoi
delete —file <path>
vi du:
Xoa 1 file
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
4 | delete ) )
vi du: Xoba 1 thu muc
delete -folder temp\axvers
delete —all <folderpath> X6a tat ca cac file/ thy muc con
vi du: trong thu muc (nhung khong
delete —all c:\temp xo6a thu myc)
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STT | Cdc lénh Tham sé Mo ti
<SourcePath>  <DestPath>
move (rename) file / folder
5 myv Vi du example: mv ChO phép dl ChUYén ﬁle/ fOlder

"c:\temp\clean.exe"

"c:\temp\evil.exe"

6 |viewfile | <filepath><sizeinbytes>

Hién thi dit liéu trong file (gidi
han kich thudc file)

hash <type: mdS | shal |
sha256> <filepath> -f get file

Cho phép ma hoa file tdi da
IMB

hash
7 | Hash , ; Option -f dé budc mod tép khi
vi u
" | tép dang dugc mo boi mot qu
example: hash md5 p g ' Ly
trinh khéc
c:\test\run.exe
8 |get <filepath> Upload 1 file tir host 1én server
9 |put <url><folderpath> Download 1 file t&1 may host
<dir name>
10 | mkdir Tao 1 thu muc
Cac 1énh lién quan dén process
_ Tét 1 tién trinh dang chay theo
11 |process |-t <processid>

ID tién trinh

-s <processid>

Tam ding 1 tién trinh
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STT | Cac lénh Tham so Mo td
) Ho1 phuc lai 1 tién trinh da bi
-r <processid> . o
tam dung trude do
| Lié¢t ké toan bd cac process cua
- _a 7
tat ca cac user
-1 -u <username> Lié¢t ké cac process cua 1 user
-e -s <imagepath> -¢ <cmd>
execute a non GUI process as
system
Vi du: process -¢ -s /tmp/run
-e-u<username>
<imagepath> -¢c <cmd>
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
Cac 1énh lién quan dén service
Liét ké cac service dang chay
-query A
trén may host
12 | service -start <servicename> Start 1 service
-stop <servicename> Stop 1 service
-uninstall ~ <service name>| . __ .
] ] GO cai dat service
uninstall service
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STT | Cdc lénh Tham sé Mo ti

-listdrivers list
drivers on host, example: | List danh sach drivers trén host
service -listdrivers
-list Li¢t k& cac user trén may

13 | user
-sid<username> Lay sid cua username

14 | help Lénh help

15 | Clear Lam sach console

Mot sO luu y khi lam viéc voi cac 1€nh trén man hinh console:

Lénh Clear: Sau khi thuc hién Iénh clear thi hé théng s& hd tro ngudi dung

download toan bo log da thyc hién trén man hinh console truéc ddy, bing thao

tac click vao link “here”;

Lénh get <filepath>: vi du: get procexp.exe trong man hinh console thi két qua

lay file vé& duogc hién thi & man hinh Attachment Log & phia duéi goc bén phai

ctia man hinh. Nguoi dung duoc phép tai file vé trinh duyét hodc xéa file di lay

V€ server.

Buéc 5: Phién lam viéc cua Live Response két thuc khi:

+ Thoi gian cta phién hét hiéu luc: Khi trudng “Duration” bang thoi gian véi

truong “Time To Live”;
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+ Nguoi ding chii dong yéu cau dong két ndi bang 1énh “close™;

+ Khi mat két ndi véi agent, server thyc hién ping/pong failed trén 3 1an.

Connectto agent

3.7 Man hinh Setting
3.71 Agent Management

Muyc dich: Chirc ning Agent Management hd trg ngudi quén tri quan
1y cac agent d3 cai dit bao gdm:

+ Xem danh sach cac agent va cac thong tin chung;

+ Xem chi tiét cua Agent;
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+ Chon nhanh cac agent va thiét lap mot sb cai dit (policy, update group);

viettel = e
aldiant | et/ Aget Marageme B u

Agent management @ Guid

o/ FRsT al r

Localhost Localdomain Offline Default Phula_test 09/06/2022 10:43:58 05/04/2022 14:49:51 10611882 phula_test

Ubuntu18 Offiine Default Test 09/06/2022 17:24:22 07/06/2022 10:50:23 10.61.188.2 ‘anhnn_full_features 338

NA offline N/A N/A N/A N/A N/A N/A

Hé théng ho tro thuc hién céc tinh ning:
— Xem danh sach cac agent da dugc cai dat trén hé théng:
+ User dang nhap thudc group root: Hién thj tat ca Agent trong hé thong active <
30 ngay;
+ User dang nhap thudc group default: Hién thi tat ca Agent thudc group default;

+ User dang nhap thudc group cha: Hién thi tat ca Agent thudc group cuia user
dang login va group con tuong ung;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thi tit ca Agent thudc
group cua user dang login;

+ MGdi agent duoc hién thi cac thong tin chung gdbm: Name, Status, Group, Update
Group, Last Ping, First Ping, DNS, Policy, AgentID, PlatForm, PlatForm
Version, Architecture, DNS, Version.

— Hb tro chirc nang tim kiém Agent theo AgentID, ComputerName, OS,
Architecture, Platform, Policy, IPDCN, Online, Update Group, Group ID,

IP, Mac, Version. V&i moi tiéu chi tim kiém thi ho trg cac toan tir tim kiém

Ce__9 6('_’7 9,
= = ~
b . b 9
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viettel

aliant etingf Agent Yanagems

Agent management

ComputerName Agent Computer Name Yiew cetmn v
o0s Agent Operating System ! !
phula_test
anhnn_full_features 338
Platform Agent Platform N/A
Policy Applied Policy
. ,
Vi du vé cac cau tim kiém:
, .
+ Tim kiém véi diéu kién “=":
viettel & °
aJ|ant etting / Age gem = 0]
Agent management @ Guidelines
Policy = ‘phula_test FirstPing LastPing (3 ol
T result(s) /iew column v
F e a
r \
+ Tim kiém véi diéu kién “1=":
viettel R K
Bliant, | et
Agent management
P y 1= "phula_te: FirstPing LastPing B Q|
2 result(s) o i i
E GROUP al mr a
Ubuntu18 Offline Default Test 09/06/2022 17:24:22 07/06/2022 10:50:23 10.61.188.2 anhnn_full_features 338
NA Offline N/A N/A N/A N/A N/A N/A
, X
) *A 7. ‘A A e 99
+ Tim kiém vo1 diéu kién “~:
viettel o L]
aliant et/ Kot Marwems B
Agent management @ Guidelines
I FistPing PETS C |
7 result(s) ™
, S— -
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+ Tim kiém theo tiéu chi két hop AND:

viettel
aliant Setting

Agent Mana

Agent management

B e 0

@ cuidelines

LastPing &) m

1 resuits) M &
Ubuntu18 Offline Default Test 09/06/2022 17:24:22 07/06/2022 10:50:23 10.61.188.2 anhnn_full_features 338
14 14
+ Tim kiém theo tiéu chi két hop OR:
viettel .
aliant B u O
Agent management @ Guidelines
oty = ‘anhn_flLfetures FistPing ) LastPing O
2 result(s) e
Localhost Localdomain Offline Default Phula_test 09/06/2022 10:43:58 05/04/2022 14:49:51 10.61.188.2 phula_test
Ubuntu18 Offline Default Test 09/06/2022 17:24:22 07/06/2022 10:50:23 10.61.188.2 anhnn_full_features 338

— Chon nhanh 1 agent/ 1 nhom cac agent dé thiét 1ap Policy

3 resul(s)

i

09/06/2022 10:43:58

Localhost Localdomain offline Default Phula._test
Ubuntu1s Offline Default Test 00/06/2022 17:24:22
NA Offiine N/A N/A N/A

sult

Q FIRSTPIN

05/04/2022 14:49:51

07/06/2022 10:50:23

N/A

viettel N i o (I§
aliant Setting / Age =y 0O
Agent management @ Guidelines

FistPing 3 LastPing @ m

o poLICY
10.61.188.2 phula_test
10.61.188.2 anhnn_full_features 338
N/A N/A

+ Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected;

+ Thuc hién Set Policy:
e Chon Policy:
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viettel

aJdiant Setting / Agent Management oy 0

Agent management @ Guidelines

3 result(s)

few column
Selected (2) | SetPolicy | | Movetogrop | | Setupdategroup | Cancel

LAST PING B FIRSTPING g PoeN ERSION

‘ Phula_test 09/06/2022 10:43:58 05/04/2022 14:49:51 10.61.188.2

‘ Test 09/06/2022 17:24:22 07/06/2022 10:50:23 1061.188.2

N/A N/A N/A N/A N/A

full_features_khaith
phula_test
full_features_v2
anhnn_full features

Full

e Xac nhén thao tac bang cach chon nit “Set policy”;
e Xac nhan hily thao tic bang cach chon nut “Cancel”.

— View Column: C4u hinh hién thi cac cot theo mong muén.

o View column ~

— Xem chi tiét 1 agent bang viéc click duplicate chudt vao 1 row bat ky

Hé thdng hd trg nguoi dung thiét 1ap Policy, Update Group va Move to group cho
Agent 1 cach nhanh chong.

+ User dang nhap thudc group root: Hién thi tat ca Group trong hé thong;

+ User ding nhép thudc group default: Hién thi Group default;
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+ User ding nhap thudc group cha: Hién thi tat ca Group thudc user dang login

va cac user thudc group con tuong rng;

+ User dang nhap thudc group mot hodc nhiéu con: Hién thi tat ca Group thudc

user dang login;
Tab General info

+ Hé thong hién thi cic thong tin chung vé agent gdm: Cac thong tin chung,
CPUs, Network Interfaces, Default Gateway, DNS Server;

viettel
aliant Setting / Agent Management

® Offine  Agent localhost.localdomain

Tl Uninstall

[l  Agent management
A
E 3 result(s)
phula._test phula_test ‘ default Save changes
@ NAME STATUS GROUP UPDATE GROUP
@
Localhost Localdomain offline Default Phula_test About this agent
B Ubunua offline Default Test
< General inf lled C E >
9 NA offline N/A N/A
Display 3/3 result etk

Ga o 127.00.
= Sad a8 1

NA N/A

linux I

redhat

82 34ad

thel =

amdsa 160

1,8438:

cPUs Defauit Gateway
1 192.168.121.2
DNS Server
it 1921681212

Installation Files Version

+ Thdng keé tat ca cac file cai agent, bao gdm cac thong tin: Tén folder chua file

cai, File name, Version;

+ HO trg search nhanh theo File name, Version vao text box search
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aliant Setting / Agent Management

® Offine  Agent localhost.localdomain

Agent management i

Agent properties

Set Policy Setupdate group Move to group
3 result(s)
phula_test phula_test | | defaut Save changes

NAME STATUS R UPDATE GROUP N o o -
ocalhost.Localdomain Offline Defauit Phula_test About this agent
Ubuntu18 Offline Default Test

< Generalinfo Installation Files Version Installed Certificates  Scheduled Tasks  Disks & partitions  Env t fv >
NA Offline N/A N/A —

Display 3/3 result Q
AJIANT VESUpdater
330
response
collector VESSvc
drivers 3300
RWorker
330
VESConfigurationManager
330

Agentinfo
30

VESConnectionManager
330

Installed Certificates
+ Thdng ké tat ca céc certificate trén may cai agent, bao gdm cac thong tin: Danh

sach certificates trén may, Issused by, Issused to, Expiration date, Status;

+ Trudng hop mudn xem chi tiét voi nhidu thong tin hon, chon © | hién thi

man hinh nhu sau:

Certificate %
FRIEMDLY_MAME Microsoft Root Certificate Authority
ISSUER CC=com, DC=microsoft, C=Microsoft Root Certificate Authority
_USAGE Digital Signature, Non-Repudiation, Certificate Signing, Off-line CRL Signing, CRL

i g
Signing (ca)

SIGNATURE_ALGORITHM zhalR5A

STATUS R

SUBJECT DC=com, DC=micresoft, CN=Microsoft Root Certificate Authority
D_FROM 10/05/2001 06:19:22

Scheduled Tasks
+ Thong ké tit ca scheduled tasks trén mdy cai agent, bao gdm cac thong tin:
Danh sach cac scheduled tasks, Name, Status, Trigger, Next time run, Last time

run, Author, Created;
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+ Chon *™*» hodc "> d& tuy chinh viéc hién thi thong tin bd sung cho timg
task;

+ Hover vao task va chon () dé xem thong tin day du cua task dudi dang xml

XML Detail X

<?xml version="1.0" encoding="UTF-16"7>
<Task version="1.2" xmins="http.//schemas microsoft. com/windows/2004/02/mit'task™>
=Registrationinfo:=
<Date>2021-03-09T18:36:49 6502882=/Date=
<Author=VCS'\Administrator</Author>
<URE=\dffffff</URI=
</Registrationinfo>
<Triggers />
<Principalss
<Principal id="Author">
<Userld>5-1-5-21-3942219608-2782901308-3935319899-500</Userld=
<L ogonType=InteractiveToken</LogonType>
<RunLeval=L eastPrivilege</RunLevel>
</Principal>
</Principals>
<Settings= I
<MultiplelnstancesPolicy=lgnoreNew</MultiplelnstancesPaolicy:
<DisallowStartifOnBatteries>true</DisallowStartlfOnBatteries>
<StoplfGoingOnBatteries =true</StoplfGoingOnBatteries>
<AllowHardTerminate>true</AllowHard Terminate>
<StartWWhenAvailable>false</StartWhenAvailable>
<RunOniylNetworkAvailable>false</RunOnlylfNetworkAvailable>
<|dleSettings=
<StopOnldleEnd=true</StopUnidlieEnd=
<RestartOnldle>false</RestartOnldle>

Export to XML

+ Chon ™™™ §é tai vé thong tin scheduled task, hd trg dinh dang .xml

Disks & partitions

+ Thdng ké tat ca disks & partitions trén mdy cai agent, bao gdm cac thong tin:
Danh sach Disks, Partition, Volume name, Serial, Drive type, File system,

Capacity, Available

+ Chon ™ hodc ~ dé tuy chinh vi¢c hién thi thong tin bod sung cho tung disk.
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Agent management

onii Defau
i Detaul

oftin Default

oftin Defauit

oftin Defat Rel

offi Default Release

ot Group.bichpts Release

ot NA A A

CD-ROM Disc

Environment variables

+ Thong ké tat ca environment variables trén may cai agent, bao gom cac thong

tin: Danh séach system va users, tén bién, gia tri truc thudc system hodc user;

+ Chon " hodc ¥ dé tuy chinh viéc hién thi théng tin bo sung cho timg disk.

Viettel

aliant

Agent management

s agent
oni Defaul

< Generalinfo  Installaion Files Version _ Installed Cortificates  Scheduled Tasks _ Disks & partitions _ Environment varia bles
offing Default
offing Defaul 20/06/2022 173526 System
offiine. Rl 28/06/2022 11:38:23

411:30

NUMBER_OF_PROCESSORS

PROCESSOR_LEVEL

Tab Installed Software

+ Thdng ké tat ca phan mém da cai trong agent bao gdm thong tin: Tén phan

mém, version cai, ngay cai;
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+ HO tro search nhanh phan mém Antivirus da cai hoac nhap tén phan mém vao

text box search;
Tab Required Software

+ Thdng ké tat ca phin mém bat budc di cai hodc chua cai trong agent bao gdm

thong tin: Tén phan mém, version cai, trang thai cai;

+ HO trg search nhanh phén mém bit budc chua cai dit trén may hodc nhap tén

phan mém vao text box search.
Tab User list

+ Thdng ké tit ca User dang nhap trong agent bao gdm thong tin: Tén user, active,

administrator

— Chon nhanh 1 agent/ 1 nhém cac agent dé thiét 1ap Move to group

+ Tich chon 1 agent/ nhidu agent dé vao phién Multiselected;

viettel

adiant | Setine/ Agent Manageme B oy C

Agent management @ Guidelines

3 resul(s) View column v

E D LASTF Q FIRSTPIN o
Localhost Localdomain offline Default Phula_test 09/06/2022 10:43:58 05/04/2022 14:49:51 10.61.188.2

Ubuntu18 Offline Default Test 09/06/2022 17:24:22 07/06/2022 10:50:23 10.61.188.2
NA offline N/A N/A N/A N/A N/A N/A

3 result

+ Thuc hién Move to group:
Danh sach Group trong combobox Move to group:
e User dang nhap thudc group root: Hién thi tat ca Group trong hé
thong;
e User ding nhap thudc group default: Hién thi Group default;

e User ding nhap thudc group cha: Hién thi tit ca Group thudc user

dang login va cac user thudc group con tuong ing;

e User dang nhap thudc group mot hoic nhiéu con: Hién thi tit ca Group

thudc user dang login;
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+ Chon nhanh 1 agent/ 1 nhom céc agent dé thiét lap Set update group:

e Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected;

viettel

aliant

Agent management

3 resul(s)

| Setpolly | Movetogroup.

E D LASTF Q FIRSTPIN o poLICY
Localhost Localdomain offline Default Phula_test 09/06/2022 10:43:58 05/04/2022 14:49:51 10.61.188.2 phula_test
Ubuntu18 Offline Default Test 09/06/2022 17:24:22 07/06/2022 10:50:23 10.61.188.2 anhnn_full features 338
NA Offiine N/A N/A N/A N/A N/A N/A

3 result

e Thuyc hién Set update group;

+ Move to group: Chuyén agent vao cic group c6 trong man hinh Group

management;

+ Update group: chuyén agent vao cac group luu trit cac file chay dudi Agent,
mdi group c6 cac file chay khac nhau duoc dinh nghia trong server.
3.7.2 Policy Setting
Muc dich: Hd tro ngudi ding quan 1y danh sach cac chinh sach thiét
1ap cho cac Agent;
Man hinh giao dién khi nguoi dung truy nhap vao Setting >> Policy
Setting:

viettel

aliant Setting / Policy Setting

Policy management @ Guidelines
v N ¥ a a a ¥
0 28/01/2019 14:11:52 03/12/202011:42:43 03/12/2020 11:42:50 1]
09/12/2021 10:2000 26/05/2022 14:14:25 08/06/2022 13:54:08 [}
0 13/01/2022 13:4913 13/01/2022 14:15:50 13/01/2022 141553 1]
1 14/01/20221317:12 31/03/202213:07:30 31/03/202213:07:35 [}
17/01/2022 142912 08/06/2022 16:02:34 08/06/2022 16:02:37 ]
1 08/02/202215:51:36 08/06/2022 16:19:12 08/06/2022 16:19:14 [}
01/03/2022 143625 20/05/2022 15:02:30 20/05/2022 1502:34 ]
0 11/03/2022 18:2201 18/03/202211:29:29 18/03/2022 11:29:32 ]
15/03/2022 15:14:32 25/05/2022 17:50:28 25/05/202217:50:31 ]
0 17/03/20221512:01 09/06/2022 15:32:37 09/06/2022 15:32:40 i

— Hién thi danh sach cac Policy da duogc tao trén hé thong. Mdi 1 policy gdbm
cac thong tin: Tén, sb luong Agent dugc ap chinh sach, Thoi gian tao, thoi
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gian cap nhat, Thoi gian &p chinh sach, trang thai (co 2 trang thai: Applied
va Not Applied);
— Tao méi mot chinh sach: Click vao nat “Create” hé thong hién thi Popup

tao m&i chinh sach nhu sau:

0 Guidelines

POLICY NAME

full_features_huyenpk|

Cannot ean poncy narme driey credied

lﬁiu; (;!

Luu y: khi tao méi: Tén Policy khong dugc trung véi cac Policy da tao trude

Sau khi tao m&i policy thanh cong hé thong s& hién thi man hinh chi
tiét cua 1 policy:

e—r— \

AGENT SERVICE LIST PLUGIN LIST MODULE LIST

ConfigurationManager

ConnectionManager
Updater

Drivers

Collector

BlsPlugin

NacAuPlugin
T
CoreService = L PerformanceControl
Configuration guidelines
- policy on: Press edit button to edit
-In edit mode: Press check/uncheck button to add/remove a node
- After tting: Press save button to save or cancel button to comeback previous configuration

Mbdi 1 policy tao xong thudng c6 3 core service mic dinh:
ConfigurationManager, ConnectionManager, Updater. Luu y 3 service nay
khong duoc phép x6a khoi hé thdng. Cac bude dé cau hinh cho 1 policy:

Buée 1:  Click nut | ““"= |d& thay d6i cay Policy
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Buéc 2: Khi ¢ trong ché do Edit, ngudi dung duge phép Check/Uncheck dé

Add/Remote cac service khac:

AGENT SERVICE LIST PLUGIN LIST MODULE LIST
ConfigurationManager
. — &
ConnectionManager
&
Updater : —
&
2]
2
LiveResponse
Response s ———— o Containment
= it
ResponseScenario
ApplicationControl
EndpointFirewall
BlsPlugin {3
NachuPlugin
CoreService = L) PerformanceControl
Configuration guidelines
- policy fon: Press edit button to edit
-1n edit mode: Press check/uncheck button to add/remove a node
- After itting: Press save button to save o cancel button to comeback previous configuration

Bude 3:  Sau khi hoan thanh ché d6 edit:
e Nguoi dung nhan nut “Save config” dé luu cac thay doi;
e Ngudi dung nhan nut “Cancel” dé huty thao tac cip nhét Policy va hé
thdng quay lai cau hinh trudc day.
Buéc 4:  Click icon B3 dé thyc hién cdu hinh chi tiét cho tung module/Plugin

cua cac Service.

Module/plugin Mo ta

WindowsEven - Céu hinh WindowsEventLog: Lau hinh cac ngudn log
tLog lay dudi Agent

+ EventSubcriber: chi dinh cac kénh ldy log

Yéu cau dit lidu:
+ Truong event filter (loc theo Event ID): cac string con

cach nhau diu phéy G);

VD: “4”: loc cac event co eventlD =4
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Module/plugin

Mo ta

“-689”: loc cac event c6 eventID # 689
+ Trudng providers céc string con cach nhau du chim phay
)
+ Céc trudng bt budc phai dién: subs_type, channel;
+ Channel: ngudn log;
+ sub type:
e PUSH: khi c6 event mdi = goi ham ctia VCS-
aJiant dé xu ly;
e POLLING: VCS-alJiant sau 1 khoang thoi gian
chu dong lay log;
e PULL: VCS-aJiant chu dong lay log sau 1 khoang
thoi gian;

Sau khi cau hinh xong can Save lai:

Event subscriber configuration coor | )

PULL

PULL

PULL

PULL

PuLL VEDR 300 I}

+ EventPolicy: Thiét 1ap policy dé enable/disable 1 s6 loai

log ma hé théng mac dinh chua co;

e Y¢éu cau: cd it nhat 1 truong dugc chon

Event policy configuration _Save.

+ EventChannel: cAu hinh chi tiét 1 sb ngudn log:
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Module/plugin Mo ta
e Retention: ¢ luu log xoay vong hay khong (Néu
chon Rentention thi khi file log ddy c6 log mdi s& ghi d¢ 1én log
cii nhat);
e Log file path: duong dan file log;
e Log file size: kich thudc file log;
e Yéu cau: tat ca dir liéu déu phai dién;
o |
+ SysmonConfig: enable/disable sysmon tool trén Agent dé
lay log sysmon: Microsoft-Windows-
Sysmon/Operational;
Antikeylogger Céu hinh Antikeylogger: 13 mot SelfRun Plugin cia VCS-

alJiant, ¢6 nhi€ém vy dinh ky quét toan bo may dé tim ra

KeyLogger dang chay trén may néu co;
e Scan setting: cdu hinh cac loai KeyLogger can
queét;
e Yéucau:
o Scan cycle: min la 1 phut, max 1a 180 phut;
o Chon it nhét 1 loai Keylogger;

+ Whitelist setting: cdu hinh whitelist 1 s phin mém theo
duong dan cua file trén 6 dia hoic theo chir ky s6 (cert) ctia

file chay key logger
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Module/plugin Mo ta
e Yéu cau: dién day du cac trudng;
e Sau khi nhap xong can “Save” lai ciu hinh:
Self defend Céu hinh Self defend: B6 sung co ché chong unintall cho Self
Defense;
e Yéu cau: Lua chon Chon Drivers > Tich chon Self
Defense dé bat tinh nang Self Defense hodc bd chon dé tat >
chon Save > chon Apply Policy;
Autoscan Céu hinh Autoscan: cho phép nguoi dung bd sung thém cac

config khi quét ma doc

-Yéu cau: Lua chon Autoscan -> Add new configuration. Céc
thong tin can thém mdi bao gom

+ Version

+ Description

+ Data config for Windows s& c6 format vi du nhu sau

Luu ¥: Vi cac config cta ludng quét ma doc tu dong hodc
manual cAn nim trong key “auto scan”/ “manual scan” tuong

ung
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Module/plugin Mo ta
| Version
disable autoscan
Description
disable autoscar
Data configuration for Windows
1
2 "auto_scan": {
=] “enable_auto_scan": false
4 1
sy
|
| Cancel
Céc truong ho tro config trong ludng auto scan nhu sau:
Config Type Mota
enable auto scan bool bat/tat auto scan
max_queue_length integer = sO luong phan tur t61 da cua
scan queue va disinfect
queue
scan_sleep_time mili-  thoi gian sleep gifra 2 lan
second  scan file, tranh xtr 1y lién
tuc gay cao tai h¢ thong
scan_timeout mili-  thoi gian to1 da cho phép av
second ' engine scan mot file
scan_max_filesize byte kich thudc file dugce scan
to1 da, file 16n hon kich
thudc nay s€ bd qua ko scan
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Module/plugin Mo ta

rescan_removal faile integer = sb lan tbi da lip lai viée

d scan & disinfect file co
trang thai RemovalFailed,
nham c6 gang thir lai viéc
x0a file ma doc

rescan_disinfected integer sO lan t61 da 1ap lai viéc

rescan_not_processed  second

disinfect sleep time  mili-
second

disinfect timeout mili-
second

scan & disinfect file co
trang thai Disinfected, tranh
viée disinfected 161 dan t6i
scan & disinfect mot file vo
han 1an

thoi gian scan lai file &
trang thai not processed

thoi gian sleep gitra 2 1an
disinfect file, tranh xtr 1y
lién tuc gy cao tai hé¢ thong
thoi gian tdi da cho phép av
engine disinfect mét file

Céc truong hd trg config cho ludng quét thu cong nhu sau

Config Type
max_manual scan integer

max_queue lengt  integer
h

scan_sleep time  mili-
second

scan_timeout mili-
second

Mo ta

s0 lugng manual scan t6i da
dong thoi

d0 dai to1 da cua manual scan
queue

thot gian sleep trudce khi scan
file ti€p theo, tranh xtr 1y lién
tuc gy cao tai hé thong

thoi gian toi da cho phép av
engine scan mot file
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Module/plugin Mo ta
rescan_disinfected integer  sb lan tdi da lip lai viéc scan

& disinfect file c6 trang thai
Disinfected, tranh viéc
disinfected 101 dan t61 scan &
disinfect mot file vo han lan

AntiRansomw | AntiRansomwaer: cho phép thay ddi cac config khi diét ma doc

are mé héa téng tién

- Yéu cau: Chon Auto Scan -> chon Anti Ransomware

Céc truong hd tro config nhu sau:

Config Type
silent bool
protect ext string
list
protect whitelist string
list
actor_whitelist string
list

Mo ta
bat tit ché do hoat dong silent

danh sach dudi file duoc bao
Ve

danh sach folder duogc white
list khong bao vé

danh sach file, folder chira
process dugc phép thuc hién
hanh vi
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Module/plugin Mo ta
HIPS HIPS: cho phép thay d6i config khi diét ma doc dua trén hanh vi
- Yéu cau: Chon Auto Scan -> chon HIPS
Cac truong hd trg config nhu sau:
Config Type Mo ta
silent bool bat tat ché do hoat dong silent
Bwéc 5:  Click nut FEEEH @8 thiét 1ap Policy vira dugc cdu hinh cho Agent:

+ Clone chinh sach méi: Click vao nat @ hé théng sao chép toan bd chi tiét cia

policy duoc clone ngoai trir tén policy.

Clone from policy:
test_sample

NAME OF POLICY

+ Xba chinh sach: Click vao nit © hé thdng hién thi pop up dé nguoi ding dua ra

quyét dinh x6a hay khong?

Delete Policy

Do you want to delete policy: 0503_test!

cancel

+ Trudng hop Policy di c6 agent dugc 4p, sau khi x6a hé théng tu dong gan

“default policy” cho cac agent do;
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Delete Policy
Do you want to delete policy: hieupcd

This policy has been assigned to agent(s). If this policy is deleted, agent(s) will be reset to
default palicy!

Cancel

+ Khi click dup vao timg ban ghi hé thong s& chuyén tiép t&i trang chi tiét cua 1
policy dé ngudi dung xemy/ thay ddi cau hinh cho Policy.

3.7.3 Group Management

CAu hinh luat dé tw dong chuyén policy va chuyén nhém cho céc agent
néu théa man lut trén Portal, giam thoi gian chuyén policy va chuyén nhom
cho tirng agent va ddng bo policy cho cac agent thoa man luat di ciu hinh.

Céc tinh ning chinh trén man hinh nay bao gom:
+ Qudn ly nhém theo cay;
+ Tim kiém nhom;
+ Thém mdi nhom:

e Tao luat tu dong chuyén nhém cho agent;

e Tuy chon cach thirc chuyén nhom (All existing agents, New agents

only, All existing and new agents) va gan policy (gan ngay, khong gan);
+ Theo ddi cac agent thudc nhom, tong sd agent thudc nhom;
+ Chinh stra nhom;
+ Xo6a nhom, x0a agent thudc nhom,;
— Quan ly nhom theo cay:
+ User dang nhap thudc group root: Hién thi tat ca Group trong hé thong;
+ User ding nhép thudc group default: Hién thi group default;

+ User dang nhap thudc group cha: Hién thi Group thudc group cia user dang

login va group con tuong tng;
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+ User dang nhap thudc group mot hodc nhiéu con: Hién thj tat ca Group thudc

group cua user dang login;

Danh sach nhém hién thi theo dang cdy bao gdm cac nhom gbc va mdi
nhom gbc gdm cac nhoém con cap 1, cip 2.

MJbi nhom gdém tén nhom, théng tin cdu hinh cta nhém (rule, policy,
apply to), va danh sach agent thuéc nhém.

Céc rule ciia nhém 1a doc 1ap giira cac nhom (khong co ké thira cha
con). Viéc quan 1y nhém theo cdy dé quan 1y dé& dang hon khi sb luong agent
16n va c6 su phan cip vé quan 1y agent theo cong ty, phong, ban. ..

Khi user thudc group con, chon group cha s& khong nhin thiy popup
group detail

— Tim kiém nhém
+ Cach 1: Click vao textbox Search > hién danh sach cdc nhém cua tuong ng
v6i1 user dang login ¢ thé scroll dugc > Chon nhom trong danh sach hi¢n ra;
+ Cach 2: Click vao textbox Search > nhap ky tu tim kiém vao textbox > hé théng
tr dong tim kiém c4c ban ghi chira ky tw nhap vao > Chon 1 ban ghi phu hop
trong danh sach goi y hoac click Search hodac Enter s€ hién danh sach cac ban

ghi théa man;

viettel

adiant Setting / Group Management = O

. © cuscines | yes anm x

Detailinformation Agent list Userfist

Rule 4

Moving agent to this group if following conditions matched :

1061.188.2/32

Policy Update group

Apply to

Applying to existing agents may take a while, you can check later.

only
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Khi click dtip vao 1 ban ghi s& hién thi théng tin chi tiét cua ban ghi do.

Tab thong tin chi tiét hién thi 12 Detail, dit liéu cua group d6 1a Rule, Policy,
Apply to;

Khi chon tab Agent list thi dir liéu thong tin cac agent match véi group do.
Khi chudt phai vao 1 ban ghi thi s& hién thi 2 option: Go to group va Delete
group.

Néu chon Go to group thi dua user dén vi tri ctia group do trén cay;

Néu chon Delete group thi hién thi popup confirm x6a group.

Khi click vao menu goc phai mdi an ghi cling hién thi 2 option: Go to

group va Delete group.

— Thém mdéi nhom:

User dang nhap thudc group root: C6 thé them mdi tat ca Group trong;

User ding nhap thudc group default: Khong thé thém méi;

User dang nhap thudc group cha: c6 thé thém méi group con twong Umg cia
group thudc user dang login;

User dang nhéap thudc group mdt hodc nhiéu con: ¢ thé them mdi group con

twong ung cua group thudc user dang login;

Bwéc 1:  Lua chon vi tri nhom s€ tao

+

Néu tao mé1 nhom ¢ danh sdch nhdém goc, click nat “Add new” goc phai man

hinh hodc hover vao cudi danh sach nhom goc trén man hinh, click Add new ;
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aliant Setting / Group Management = O
Group management @ Gildelines ves_anm x
— Detail information Agent list User list
= ’ i i ’ m
Rule 14
Moving agent to this group if following conditions matched :
10611882/32
Policy Update group
beta_v bet:
Applyto

agents may take a while, you can check later.

New agents only @

+ Néu tao md1 nhoém la nhom con trong mot nhém goc hodac nhom cap 1, cap 2...
thi click vao nhém cha sau do click “Create” trén man hinh hoac hover vao cuoi
danh sach nhom cung cap va click “Create”;

Bwéc 2:  Nhap tén nhom va cau hinh luat;

Luu y: tén va luat cau hinh khong dugc trung véi tén va luat da co.

+ Néu chon toan tir “All”: luat théa man khi ca 2 treong duoc thdéa man;

+ Néu chon toan tr “Any”: lut théa man khi 1 trong 2 hodc ca 2 trudng thoa

man;
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viettel

aliant Botting /. Srovp Manegem -

Group management @ Guidelings EDR_group

> D3 khoi_phu_thuoc > 07 vesanm sl £0%_groul [

Detail information Agentlist User fist

Rule

Moving agent to this groupif [ All v | following conditions matched :

Policy Update group

Bwéc 3:  Luya chon policy va loai agent s& apply policy néu thoa man rule:

Sau khi click Apply kiém tra agent duoc chuyén nhém trong tab Agent
list: danh sach agent thoa man luat va dwgce chuyén nhom sang nhom vira thém.
Tuy thudc vao lya chon ¢ phan “Apply to” dé chuyén nhom cho céc agent trong

hé thdng:

+ All existing agents: chuyén nhom cho tat ca agent dang ton tai trong hé thong,

cac agent cai méi sau khi apply néu c6 khép luét ciing KHONG chuyén nhom;

+ New agents only: chi chuyén nhom cho cac agent cai méi sau khi Apply, cac

agent dang ton tai trén hé thong néu khép luat ciing KHONG chuyén nhom;

+ Al existing and new agents: chuyén nhom cho tat ca agent dang ton tai trong
hé thng va agent cai méi sau khi apply néu khép luét;

I4

Luuy:

+ Néu chon checkbox “Apply policy now when rule matched”, sau do click
“Apply” thi v6i cac agent dugc lua chon Apply sé kiém tra cac gia tri néu khop
v6i ludt d3 ciu hinh s& chuyén policy cho agent sang policy dd chon ¢ muc

“Policy”, dong thoi chuyén nhom;
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Trong trudong hop ko chon checkbox trén thi sau khi Apply, cac agent duoc chon

Apply chuyén nhom nhung khong chuyén policy, tic 1a agent giit nguyén policy

trong khi chuyén sang nhém c6 policy khac; v6i cac agent cai méi néu khép luat thi

chuyén nhém va duoc ap policy “default” do khong chon checkbox > ap policy mic

dinh;

+

Néu agent méi khdp luat ctia nhiéu nhom sé& vu tién chuyén vao nhom duge tao

moi nhat, khong tinh thoi gian stra nhom.

— Stra nhom: ¢6 thé lya chon stra 1 hodc 2 hodc ca 3 thanh phﬁn trong mot
nhom: Rule, Policy, Apply to

User dang nhap thudc group root: C6 thé sira tt ca group trong hé thong;

User dang nhap thudc group default: Khong dugc stra group default;

User ding nhap thudc group cha: C6 thé stra tit ca group thudc dang login va

group con co role cling thudc group role con cua role user dang login;

User dang nhap thudc group mot hoidc nhiéu con: C6 thé stra tit ca group thudc

user dang login;

Dé stra Rule (luat) cua nhém, click vao icon Edit > Chinh sira ludt ciia nhom

sau do click Save > Sau d6 c6 thé chinh stra & muc “Policy” va “Apply to” roi

click Apply;
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ves_anm

Detail information Agent list

Rule

Moving agent to this graup if following conditions matched

1P_oc 10.61.188.2/32
Policy Update group
beta_ves ~ beta

Apply polcy immediately when rile matched

Apply to
Applying to existing agents may take a while, you can check later.

New agents only ~

User list

ves_anm

Detail information Agent list

User list

Rule

Moving agent to this group if v | following conditions matched :

Apply policy immediately when rule matched

Apply to

New agents only v

IPDCN v 10.61.188.2/32
Policy Update group
beta_vcs V. beta

Luuy:
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Trudng hop sta cac thanh phan ciia nhom (Rule, Policy hodc Apply to) sau d6
ko click Apply thi ndi dung chinh stra da dugc luu lai, nhung khong cap nhat
Agent list. V&i cac Agent cai mdi thi xur Iy nhu sau:

e Chuyén nhom: phy thudc Agent méi c¢6 duge chon & muc “Apply to”

hay khéng, néu duoc chon sé& kiém tra phia Agent, khép luat ctia nhom s& duoc

chuyén vao nhom,;

e Apply policy: policy ctia agent phu thudc viéc chon checkbox “Apply

policy now when rule matched”, néu checkbox dugc chon thi s& apply policy cua

nhom, néu khéng dugc chon sé ap policy “default” do khong chon checkbox sé& ap

policy mac dinh.

+

Trudng hop stra xong cac thanh phan ctia nhom roi click Apply thi ndi dung
chinh stra dugc Iuu lai, ddng thoi néu ¢ lwa chon “All existing agents” trong
phan “Apply to” thi thuc hién quét thong tin toan bo agent trong hé théng va

chuyén nhom cho agent, sau d6 cap nhat Agent list.
Dbi v6i Agent méi xur 1y twong tu nhu trén.
— Xoba nhém hodc xo6a agent khoi nhom:
User ding nhap thudc group root: C6 thé xoa tat ca group trong hé théng;
User dang nhap thudc group default: Khong dugc x6a group default;

User ding nhap thudc group cha: Co thé xoa tit ca group thudc dang login va

group con co role cling thudc group role con cua role user dang login;

User dang nhap thudc group mot hodc nhidu con: Co thé xda tat ca group thude

user dang login;

beé x6a nhom click vao nhom can xo6a, click “Delete” sau do6 click “OK”

trén man hinh confirm. Sau khi x6a 1 nhom thi cac agent thuéc nhom s& chuyén

vé nhém mic dinh, nhém “default”, policy giit nguyén;
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aliant Setting / Group Management E O
Group management @ guidelines huyenpk_group *
Delee ||| o
D ‘ ‘ Detail information Agent list User list
0 default 03 testwildeard e Z
0 g ) fr Moving agent to this group if following conditions matched :
O auto_test > Ip_Den 123.123.12.31/241
03 no_group >
Policy Update group
03 chuyen_test >

© oetete x

Are you sure you want to delete group :

agents may take a while, you can check later.

Allexisting and new agents v

Dé x0a Agent khoi nhom thi click vao tab Agent list, click icon “x” dé
x6a agent khoi nhom. Sau khi x6a agent khoi nhém thi agent duoc chuyén vé

nhém mac dinh: “default”, policy gilr nguyén
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VCS_anm

Detail information

Agent list

User list

50/279 agent|(s)

TMAME

AAEBD11BFB3037859FD20F3CEDF ANM-HOAMGND31

(1B37DED3SDOFG32DOFTBEFBE4A2ZL ANM-SANGLV11

T5E8S5D48300F5CE42FCSTADG2C  ANM-THONGNDT

[FBAF3B15ASA343F90203596EBA3 ANM-HDABT2Z1

2FABFLE3ED18CT48600CAFOCIAT  ubunbu-18

“5CAIES4ECACSSACESEDB20ZFDTE AMM-ANHNNIG

OACEGCABBSFSE1F04428BCEBDDY  1S-LANNT

#M3E35A30D5CCBEFCESACTASSERT ANM-THANGNM14

AQ4CFOTFFE250FB00308CEBB352  ANM-DUCDHS

VCE_anm

VCS_anm

VCE_anm

VCS_anm

VCsS_anm

VCS_anm

VCs_anm

VCS_anm

VCS_anm

o Offline

o Offline

o Offline

e Offline

o Offline

e Offline

@ Offline

e Offline

e Offline

full _features_with_autoscan_selfdefense |7 |

full_features_with_autoscan_selfdefense
full_features_with_autoscan_selfdefense
full_features_with_autoscan_selfdefense
full_features_3.3.0
full_features_with_autoscan_selfdefense
beta_vcs

full_features_with_autoscan

full_features_with_autoscan_selfdefense

Luu y: truong hop x6a mdt nhom cha:

+ Xoa tat ca nhom con;

+ Chuyén tat ca agent cia nhom cha va cdc nhém con vé nhom mac dinh:

“default”;

+ Gilt nguyén policy cua cac agent trong nhom cha va con;

— Thém méi user vao group
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Group management

Add user to group
=]
=]

User available to add to group
)
]
o

NO.  USERNAME FULLNAME EMAIL

1 admin t

2 alert_viewer alert_viewer alert_viewer@ajiant.com

3 anhbd2s t

4 anhnn anhnn@gmail.com

5 anhnn19 tha

6  anhvn anhvn@gmail.com

7 autotest151 fullname clint kris@yahoo.com

8  autotest281 fullname marjory.ritchie@hotmail.com
9 autotest289 fullname alec.stamm@gmail.com

10 autotest3s fullname alica.lueilwitz@gmail.com

11 autotest362 fullname mao.huel@hotmail.com

12 autotestd19 fullname rachael.pouros@hotmail.com
13 autotestds57 fullname clyde.grady@gmail.com

14 autotests fullhame mckinley.ratke@gmail.com

@ Guidelines e

NO.  USERNAME FULLNAME EMAIL tive
1 iml_edr iml_edr iml_edr@ajiant.com

2 is_toanbd is_toanbd@adf.com is_toanbd@adf.com

3 khaitb Tran B4 Khai khaitb@viettel.com.vn

4 thanhing thanhing thanhin9@viettel.com.vn

Danh sach user:

+ User dang nhap thudc group root: Hién thi tat ca User trong hé thong;

+ User dang nhéap thudc group default: Hién thi user chi thudc default;

+ User dang nhap thudc group cha: Hién thi User dang login va user thudc group

con co role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group médt hodc nhiéu con: Hién thi user dang login:

— XoOa user

viettel

aliant

Group management

03 admin > 03 newgrowp
O default

0 global

test_wildcard e

3.74 Account Management

Quan 1y céac tai khoan, quyén, nhom quyén cta hé thong Portal
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3.7.4.1 Permission management
Quan 1y cic quyén truy cdp vao tai nguyén (API) cua hé thong. 1
permission 14 quyén truy cap vao 1 tai nguyén xac dinh (API) caa hé thong;
Céc chtrc nang chinh trén man hinh nay:
+ Quadn ly cac permission;
+ Tim kiém permission;
+ Xoa permission;

— Quan 1y cac permission: hién thi toan bd cic permission ciia hé thong.
Trong truong hop xo6a permission trén man hinh nay, khi thuc hién céc
chic niang trén portal ma bi thiéu permission thi s& tu dong thém
permission da xo6a trén man hinh quan ly Permission

— Timkiém permission: nhap ky tir tim kiém vao texbox Search > click Enter

hoac nut “Search” => hién thi danh sach permission thoa man

viettel

alJiant Setting / Account Management / Permission Management B O
Permission management @ Guidelines

2]

56 resuit(s

RN N N N N N N N N N N RN NN ENE YRR

— Xoa permission: click icon “Delete” > click “OK” trén man hinh confirm

la x6a thanh cong:
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aliant Setting / Account Management / Permission Management )
Permission management @ Gcuidelines
a

manage manage_deploy_tool, root, 2|0

2 @

2 i

3 2o

© oelete x ’ -

2 u

st 2 @

Are you sure you want to delete permission B z i

petrl_handler, root 2

pe sppctrl_handier 2 @

2 i

2@

2 @

2

2 @

2 @

2

2 @

2 i

2 @

2 @

3.7.4.2 Role Management

Quan 1y c4c role (nhom quyén hay nhom permission) cta hé thong;

Céc churc nang trén man hinh nay bao gom:
+ Quadn ly danh sach role:
e User dang nhap thudc Role root: Hién thi tat ca Role trong hé théng;
e User ding nhap thudc Role default: Hién thi Role default;

e User dang nhap thudc Role cha: Hién thj tit ca Role thudc cua user

dang login va group con twong ng;

e User dang nhap thudoc Role c6 mot hoac nhiéu con: Hién thi tat ca

Role thudc Role cua user dang login;
+ Tim kiém role;
+ Thém moi role;
+ Xoarole.

— Quan ly danh sach role: quan ly danh séach role theo dang cay. Co6 2 role &

gbdc mac dinh da tao san: role “default” va “root”
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+ Role “default”: User c6 quyén “default” chi c6 quyén truy cap vao Portal,
khong c6 quyén xem dit liéu hodc thao tac chirc ning;

+ Role “root”: bao g@)m toan bo cac role cua hé théng, User co role “root” c6 toan
bo quyén sur dung tat ca chirc ning trén Portal;

+ Click vao 1 role s& hién thi thong tin chi tiét ciia role. Mot role s& bao gom cac
thong tin: tén role, danh sach cac permission, danh sach User (tai khoan) chira

role, role cha hodc danh sach role con (néu c6)
— Tim kiém role

+ Cach 1: Click vao textbox Search > hién thi danh sach céc role trong hé théng
va c6 thé scroll dugc danh sach role > Lya chon role trong danh sach hi¢n ra

+ Cach 2: Click vao textbox Search > Nhap ky tu tim kiém vao textbox > Hé
théng loc ra cac role chura ky tu tim kiém > chon role trong danh sach da loc

hoac click Enter hoac click nit “Search”

viettel

adiant Setting / Account Management / Role Management =0

Role Management @ cuidelines - "

o 0 GO

v}

e Khi click dap vao 1 ban ghi s& hién thi théng tin chi tiét ciia ban ghi

o Tab thong tin chi tiét hién thi 1a Detail, dir liéu cua role bao gdm

thong tin role va cac permission cua role do;
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o Khi chon tab User list 1a danh sach User chira role;

+ Khi chudt phai vao 1 ban ghi thi s& hién thi Go to role. Click vao “Go to role”
dua vé danh sach role dang cay ban dau;
+ Khi click vao menu goc phai mdi ban ghi ciing hién thi option: Go to role;
— Thém méi role:
+ User dang nhap thudc group root: Co thé them mdi tat cé role trong cac cay dir
liu;
+ User dang nhéap thudc group default: Khong thé thém méi;
+ User dang nhap thudc group cha: Co thé thém méi role con twong mg cia
group thudc user dang login, khong thé them méi role cing cap;
+ User ding nhap thudc group mot hodc nhidu con: c¢6 thé them mdi group con
twong ung cua group thudc user dang login.
Buwdce 1: Co cac cach tao moi role nhu sau:
Click vao 1 role sau d6 hover vao cudi danh sach role chon “Add new”
dé tao role cung cap véi role di chon
Click “Add new” trén man hinh dé tao role con cta role di chon

Chuot phai vao 1 c6t trong cay chon “Add new role”

Sau d6 nhap tén role khong tring véi tén role di ton tai trong hé thong.
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aJlant etting / Account Management / Role Management * (2]
Role Management @ Guidelines . %

Detailinformation User list

Role detail information 2

read containment_read containment_manage agent_management_read

agent_policy_read  agent_pol

nats_req_handler_read

) b b D DDCUDOUD

enario_manage irflow_manage process_analysis_manage

live_response_manage user_config manage user_config read event_read

artifactread artifact manage alertsread | alerts_manage | agent_manage  agent_read

Buéc 2:  Click icon Edit d¢ thém thong tin permission cho role > Lya chon
permission dé thém vao role > click Save:

+ User dang nhap thudc group root: C6 thé sira tit ca role trong hé thong;

+ User dang nhap thudc group default: Khong dugc sura role default;

+ User dang nhap thudc group cha: C6 thé sira tit ca role thudc dang login va role
con role ;

+ User dang nhap thudc group mot hodc nhiéu con: C6 thé stra tat ca role thude
user dang login;

Luu y: danh sach permission cua role con la tap con cua role cha. Ttc 1a khi

mudn lya chon permission gan cho role con thi role d6 phai thudc danh sach

permission cua role cha.
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view_irflow X

Detail information User list

Role detail information 1%

view_irflow (view_irflow)

view_irflow
Permission list
irflow_read containment_read process_analysis_read live_response_read artifact_handler_read
response_scenario_read deploy_tool_handler_read event_read
view_live_response X
Detail information User list
Role detail information Cance
Name view_live_response

Domain

i view_live_response
Description

Permission list

live_response_read

read

containment_read
containment_manage
agent_management_read
agent_management_manage

agent_policy_read

Buéc 3:  Chuyén sang tab User list dé thém role vao danh sach role ctia User
+ User ding nhap thudc group root: Hién thi tat ca User trong hé thong;

+ User ding nhap thudc group default: Hién thi user chi thudc default;
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+ User dang nhap thudc group cha: Hién thi User dang login va user thudc group

con co role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mot hodc nhiéu con: Hién thj user dang login;

viettel

Siant | setna/ Account Mansgement role ansgement o
Role Management @' Gukielier view_live_response x
| Add User Into Role
Cancel s-‘ I
Supper i ST

bichpts

— Xobarole: click vao role can x6a, chon “Delete” > click OK trén man hinh

confirm

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 208
T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security
Role Management @it New_Role1 x
00 default 3 hbet [ Haites.
Role detailnformation 2

0 root > [ liennt_permission

) liennt e2assse

O Natet e

© oetee

Luu y: Sau khi x0a 1 role, tat ca cac user sir dung role nay dugc thay doi: Néu
user X nam trong role bi x6a va user X chi c6 1 role thi chuyén user X vé role mac
dinh, nguoc lai, néu user X c6 nhiéu role thi chi loai bo role bi x6a ra khoi danh sach

role cuia user X.
3.7.4.3 User management

Quan 1y céc tai khoan diang nhéap vao hé thong Portal VCS-aJiant.

Céc chtrc nang chinh trén man hinh nay gém co:

Tim kiém tai khoan;

+

+

Thém moi tai khoan;

+

Chinh stra tai khoan;

+

Xoba tai khoan;

— Tim kiém tai khoan: click vao textbox Search > hién danh sach céc tai
khoan trong hé théng > Lua chon tai khoan can tim kiém trong danh sach
hoac nhap ky tu <text> vao textbox dé loc b6t cac tai khoan> Click
“Search” hodc chon tai khoan can tim trong danh sach cac tai khoan da

duoc loc
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5|

User management

44 resutts)

A
B3

7 autotest1s1

8 autotest2s1

9 autotest2ss

fullname

fullname

fullname

fullname

B B

11 autotest3s2 fullname

Thém mai tai khoan: click “Create” > Nhap thong tin vao form hién 1én
> click “Next”

Viettel
aldiant Setting / Account Management / User Management s O
User management @ Guidelines
66 resultls)

NA

Create x

fullname

fullname

fullname

fullname

fullname

fullname

fullname

ARAAAAAAAAAAAAAAAAAAAARA

fullname NA

+ Lura chon role (nhdm quyén) s& gan cho tai khoan, sau do click “next”;
+ Khi click vao check box ting role s& hién thi cac permission (quyén) twong tmg
véi role do:
e User dang nhap thudc Role root: Hién thi tat ca Role trong hé théng;

e User ding nhap thudc Role default: Hién thi Role default;

e User ding nhap thudc Role cha: Hién thi tit ca Role thudc cua user

dang login va group con twong ng;
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e User dang nhap thudoc Role c6 mot hoac nhiéu con

Role thudc Role cua user dang login;

- Hién thj tt ca

Supper Admin

alert_viewer NA

Edit User x

fullname

fullname

AAAAA

ARAAARARAARARAARARA:

AAAAA

Trén man hinh add role cho User, ¢ thé tim kiém cac role tuong tu

phan tim kiém tai khoan, sau khi nhap céac ky tu tim kiém vao textbox “Search”

> click icon Search hoac Enter hién man hinh cac role thdéa man diéu kién tim

ki€m;

w |

+ Click chon checkbox twong tng véi role can thém, sau d6 click “Go to role” dé

v€ man hinh danh sach role ban dau, sau do click “Create” dé

tao tai khoan;

+ Luuy: Tai khoan dang dang nhap tao 1 tai khoan moi chi tao dugc cac tai khoan

chura céc role con thudce danh sach role ma tai khoan dang diang nhap duoc cap;

+ Luya chon group s€ gan cho tai khodan, sau do click “Create”;

+ Khi click vao check box ting role s& hién thi cac permission (quyén) twong tmg

vo1irole do;
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e User ding nhap thudc group root: Hién thi tat ca Group trong hé

thdng;
e User ding nhap thudc group default: Hién thi group default;

e User dang nhép thudc group cha: Hién thi Group thudc group ciia user
dang login va group con tuong ing;
e User dang nhap thudc group mot hozc nhiéu con: Hién thi tit ca Group

thudc group cua user dang login;

Back Cancel

+ Click chon checkbox twong tng vi group can thém, sau dé click “Go to role”

dé vé man hinh danh sach group ban dau, sau d6 click “Create” dé tao tai khoan.
Xoa tai khoan: click vao icon Xo6a sau d6 click OK trén man hinh confirm
Kiém tra hién thi icon x0a:
+ User dang nhédp thudc group root: Hién thi tat ca User trong hé thong;
+ User ding nhap thudc group default: Hién thi user chi thudc default;

+ User dang nhap thudc group cha: Hién thi User dang login va user thudc group

con co role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mot hodc nhiéu con: Hién thj user dang login;
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© oclete

Bat tinh nang xdc thwe 2 buwoc cho tai khoadn:

Budc 1: Vao giao dién My profile nhu anh dudi

kYXRlcGlja2VyljoiRmiyc3QgUGI mtleVee YW sMCwidH.. @ 13 & 1 B
‘irst ping B IPDCN Policy

'5/11/2021 07:14:51 10.207.26.203 full_features_3.3.0 3.3.37
13/11/2022 08:24:49 10.61.74.206 full_features_3.3.0 3.3.37
'0/07/2020 17:24:36 10.230.65.69 full_features_3.3.0_linux 3.3.36
2/01/2023 11:31:19 10.61.1.141 nac_plugin_only 3.3.37
13/08/2020 12:05:38 10.230.246.204 full_features_3.3.0_linux 3.3.36
15/09/2022 20:33:15 192.168.81.44 full_features_3.3.0 3.3.37

Budce 2: Click dé bat Two Factor authentication
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viettel

aliant  Deshbesrd

Organization Dashboard &

0%

sox

&, Export this Dashboard . ‘zmea/znzs—mw

Online Offline New Executing
3 33% 6 67% 0 0% 0
ALERTS
AGENTS @ Remain unchanged Remain unchanged ® Remain unchanged Remain unchanged
Remain .
+1 new agents Suspicious @ False Positive Closed
4 44% unchanged 0 o 0
Remain unchanged Remain unchanged Remain unchanged
My profile X
name oot
Security Operation  Agent Monitoring  Risk Detection amy Supper Admin
& root@ajiant.com
Two factor authentication off
ALERTS BY STATUS AALERTS BY SEVERITY
Change your password
100
o

&0
| o

0%

0%

Budce 3: Dung 2FA app dé quét ma QR, sau d6 nhap OTP dé hoan thanh qua trinh

bat 2FA

viettel

aliant

Dashboard

Organization Dashboard @

&, Export this Dashboard

Online \ Offline New Executing
33% 67% 0%
3 = 0 0
AGENTS @ Remain unchanged My profile X Remain unchanged Remain unchanged
9 ame root
+1 new agents Suspicious @ ) SubberAmin False Positive ' Closed
4 44% [ nt.com 0 0% 0
Remain unchanged Two factor authentication on Remain unchanged Remain unchanged
w with phone that already installed the
Security Operation  Agent Monitoring  Risk Detection
ALERTS BY STATUS ALERTS BY SEVERITY
tion code generated by the app.
100
a0% 4
a0%
0%
Change your password
s0
sox T
o
a0
20

- ‘ 20/03/2023 - Now

£ 0
&) o

Sau khi bat 2FA, khi login, ngudi dung s& dugc yéu cau nhap OTP nhu anh duéi
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aldiant

Two-Factor Authentication

Enter 6-dight authentication code generated by the app.

B8 Engii

C6 thé bat 2FA cho céc users khac nhu anh duéi

yiece. Setting / Account management / User management
aliant

@ Enter your license to access the full features of VCS-aJiant. Enter your license.

Q search by usemame.

Edit user X
‘Showing 15 of 15 user(s)
User information Roles & groups
Username
| Username Roles

© alert viewer e Edit role

bichy
O i3 = Role Permission E
© bichpta | Full name Email default read  dashboard_read |
O imledr ) | prim— Jen@edtcom manage_alert alerts_manage  iflow_manage 3
O isedt ) | view_alert alerts_read 4
0 is_edr0l Set status for this user
© is_edr02 0 Active Inactive

is_edr03 P
(WL L | Two factor authentication @ o Groups Edit group E
O lientn group(

N Reset two factor authentication T

0 nac Group Location
€ policy_manager Password & default
O root
O soxr
© thanhing
O tiviewer Cancel

Giai phap ciing hd trg force enable 2FA cho toan b tai khoan
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3.7.5 Update management
3.7.5.1 Update groups
Muc dich: 1a tinh nang cho phép quan 1y, tao mdi va cap nhat cac
Update Group (Chia cac Agent thanh cac nhom cép nhat, gitip dé dang phan
chia, quan ly)
— Tim kiém:
Buéc 1:  Login vao Portal bang tai khoan di dugc cung cap;
Buéc2: Chon Setting, hé thong hién thi cac sub-menu: Policy Setting,
Agent Management, Group Management, Update Management, Rules

Correlation, Account Management;

Budc 3: Chon Update Management, hé théng hién thi Danh sach Update
Group;

Current package imber of agents Update schedule Upcoming package

NA

NA

NA

N/A

NA

release

NA

test a Update manually NA

Buéc 4: Chon Update Management, hé thong hién thi Danh sach Update
Group;

Buéc 5: Nhap tir khoa tim kiém vao 6 textbox va chon nut “Search”

Current package Number of agents
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— Thém méi Update groups:
Buwéc 1: Login vao Portal bang tai khoan dd duoc cung cip;

Budée 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Budc 3: Chon Update Management, hé théng hién thi Danh sach Update
Group;

Update groups Packages

Q search
8 group(s)
Name of update group. Description Curent package Number of agents Update schedule Upcoming package Action
Update_Thour update sau 1 hour 337 o 1 hou(s) ater release: NA
Update_specific Update vao chu hat hang tuan 337 o On Sunday at 08:00 33.4(03/07/2022 0800:00)
alpha Group alpha test team agent core: release o Update manually NA
beta Group Beta update ngay 337 o Immediately NA
congne Update group congne NA o Update manually NA
phula_test Update group phula_test release o Update manual ily NA
release Update group release release 4 Update manually NA
test Update group test test o Update manually NA

Budée 4: Chon niit “New update group”, hé thong hién thi man hinh thém mai
Update Group;

Create new group

Name of update group

[vor

Description (optional)

About your update group.

Package version

package this group.
versions related to agents can be shown here.

[ 337 (atest)

Update schedule
When a new package version is deployed:
[} nge in the section
© Update automatically

Time to update

O Update immediately

© Update ata specific time
el El

Budce 5: Nhap thong tin thém mdi Update Group va chon nit “Create”. Hé

thong ghi nhan va quay vé man hinh danh sach Update Group.
— Cap nhat Update groups:
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Buéc 1: Login vao Portal bang tai khoan da duoc cung cap;

Budc 2: Chon Setting, h¢ théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,

Account Management;

Buéc 3: Chon Update Management, hé théng hién thi Danh sach Update
Group;

Current package Number of agents Update schedule Upcoming package
NA

3.4(03/07/2022 08:00:00)
N/A

NA

NA

» o o oo oo

NA

test 0 Update manually NA

Budc 4: Tai ban ghi can cap nhat/ chinh stra thong tin, chon icon “Cap nhat”
thong tin Update Group:

Update groups.

G B < |

NA
NA
A
A
N/A
NA

Buéc 5: Hé thong hién thi man hinh thong tin chi tiét Update Group, cho phép
cap nhat/ chinh sira thong tin va luu lai bing cach chon nit “Apply”:
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Edit group detail
Name of update group

Update_Thour
Name contains only leters, numbers, and specialcharecters . "
Description (optional)

update sau 1 hour (update)

Package version

packag this group.
versions related to agents can be shown here.

337 (latest)

Update schedule

When a new package version is deployed:

o inthe section "Packag: above)
© Update automatically

Time to update
O Update immediately

o

© Update at a specific time

~'a

— Xoa Update groups:
Bude 1: Login vao Portal bang tai khoan da dugc cung cap;

Budc 2: Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Buée 3: Chon Update Management, hé thong hién thi Danh sach Update
Group;

Update groups Packages

Q search
8 group(s)
Name of update group. Description Curent package Number of agents Update schedule Upcoming package Action
Update_Thour update sau 1 hour 337 o 1 hou(s) ater release: NA
Update_specific Update vao chu hat hang tuan 337 o On Sunday at 08:00 33.4(03/07/2022 0800:00)
alpha Group alpha test team agent core: release o Update manually NA
beta Group Beta update ngay 337 0 Immedistely NA
congne Update group congne NA o Update manually NA
phula_test Update group phula_test release o Update manually NA
release Update group release release 4 Update manually NA
test Update group test test o Update manually NA

Budc 4: Tai ban ghi can x0a, chon icon “Xéa” Update Group:
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update group Current package Number of agents Update schedule

Buéc 5: Hé thong hién thi Popup Xac nhan x6a Update Group, Nguoi dung
chon nat “Delete” d& xac nhan yéu cau Xo6a Update Group va chon nut

“Cancel” dé hity yéu cau Xéa Update Group.

Updategroups  Packages

Q wpdate
8 group(s)
Name of update group Description ger Upcoming package Action
Update_Thour update sau 1 hour 337 o 1 hour(s) after release NA
Update.specific Update vao chu nhat hang tuan 337 o On sunday at 0800 3.3.4(03/07/2022 08:00:00)
sipha Group alpha test team agent core. nually NA
o X |
beta Group Beta updatengay [1] ¥ N/A
congne Update group congne i ually NA
— Delete this group? =
phula_test Update group phula_test nually NA
release Update group release ually NA
test e e Do you really want to delete this update group? | =7 NA

cancel

3.7.5.2 Update packages
— Tim kiém packages:
Bwéc 1: Login vao Portal bang tai khoan d3 duoc cung cép;
Buéc 2: Chon Setting, hé thong hién thi cac sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,

Account Management;

Bwéc 3: Chon Update Management, hé thong hién thi Danh sach Update
Group;

Buwéc 4: Chon tab “Package”, hé théng hién thi Danh sach Pakage trong hé
thong;
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eson 33| (* Téng s package trén né théng Automatic deployment () Showunused packages [T LT
rén ton,

Storage: 6.91 GB used of 55.59 GB & ST T
éth

File size Related to agents? @ Deployment status Uploader Deploy date Action
164 M8
230,98 M8
1326K8

137 M8

1392MB
1392M8

Ye:

Ye:

Ye:

Yes

159 MB No
N

Ye:

192,45 e Yes
Ye:

Ye:

4452MB

NA

Bwéc 5: Nhap tir khoa tim kiém vao 6 textbox va chon nat “Search”

Packages

0 package(s) | Backend version'33 Automatic deployment () Show unused packages [l USSR EENIESEN TS

Storage: 6.91 GB used of 55.58 GB

Version Release date File size Related to agents? @ Uploader Deploy date Action

EERT) 13/06/2022 17:18:34 164MB Yes NA
23098 MB Yes o NA
1226K8 Yes rox NA
1378 Yes dat NA
159 MB No dat NA
139218 No dat A
129208 Yes dat 10
15246 M8 Yes dat 0
452M8 Yes dat o
NA Yes NA NA

— Auto Update

Muc dich: 14 tinh ning cho phép tu dong trién khai cac ban update t6i
khach hang mot cach nhanh chéng va hi¢u qua. Auto Update cho phép upload
cac goi qua giao dién portal hodc tu dong lay cic ban update qua trang
hub.viettelcybersecurity.com;

Luu y: Doi trién khai giri lai cac thong tin trén cho d6i du 4n Ajiant dé
cap nhat vao hé théng dé cho phép trién khai goi tw dong tai khach hang. Vé
sau, khi can trién khai goi update méi, doi trién khai hodc phia khach hang chi
can lay goi update dugc cung cp va upload 1én portal ajiant va chon trién khai

7.

goi.

Bwéc 1: Login vao Portal bang tai khoan d3 duoc cung cép;
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Buwéc 2: Chon Setting, hé théng hién thi cic sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,

Account Management;

Budc 3: Chon Update Management, hé¢ théng hién thi Danh sach Update

Group;

Buwéc 4: Chon Tab “Package”, hé théng hién thi Danh sach Pakage trong hé

thong;

preves
[ [ 2]
Storage: 6.91 GB used of 55.59 GB 86 dung luong d_é ix‘! dung. Illnlldﬂﬂ
I
Version File size Related to agents? @ Signature Description Deployment status Uploader Deploy date Action
3810 16408 Ves Update pack 3319 B3 sung source process path va Self Defense cho VESRe.. @ Not dep oot A
230,08 M8 Yes [~ Verifed | 61 update 3:3.18 B8 sung tinh néng Auto Update Repository 3.3.18 téng hop.. @ Not dat NA
1526K8 Yes [ Verifed ] Updste pacl oot oot A
137 M8 Yes [ Verifed | G update o Not deployes dat WA
1598 No (g 5 ket i ra ngoal ntermet, i .. @ aat WA
1392M8 No 1gh8 g NCSC Alert Agent Offine Lve Re... dat A
1292M8 Yes [ Verified_ | . dat
19246M8  Yes 33.4 description . dat
s 45208 Yes G6iupdate 33 o nstal faled aat
release A 7 Yes [~ Verifed ] Old repository release . NA NA

Buworc 5:

Chon nut “Update new package”, hé théng hién thi Popup “Upload

package”;

Packages

endversion: 33

: 6.9 GB used of 55.59 GB

Version Release date

3319

3

release NA

File size
164M8
23098 M8
1326K8
137M8
159M8
13028
1392MB
14245 M8
was2vB

NA

Related to agents? @
Yes
Yes

Yes

signature

ferfied

Not verified

peaaguante

Description

Update pack 3:3.19 B3 sung source process path va Self Defense cho VESRe.

(G6i update 3.3.18 B8 sung tinh nang Auto Update Repository 3.3.18 t6ng hop.

Update pacl

G6iupdate 3.3.2 Rel

Old repository release

Deployment status
o Notdep

a

Automatic deployment () Show unused packages | )

Uploader

root

Deploy date Action
NA
N/A
N/A
NA

N/A

Buwéc 6: Chon tai 1én package;
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Upload package

B Choosefile  Maxfile size is S00MB, supported file type is ZIP

Bwéc 7: Bat/ Tat Action “Automatic Development” dé ty dong trién khai cac
ban cdp nhat package t6i khach hang.

Update groups Packages

Q search

2
10 package(s) | Backendversion:33 " Automatic deployment | () Show unused packages

Storage: 6.91 GB used of 55.59 8.

Version Release date File size Related to agents? @ Description Deployment status. Uploader Deploy date Action
3319 13/06/202217:18:34 164 M8 Yes Update pack 3.3.19 B3 sung source process path va Self Defense cho VESRe... ® Not deployed root NA

3318 10/05/202217:45:07 23098 MB. Yes X 3 tinh nay 18 t8ng hop... ® Not deployed dat NA

3am 09/04/2022 17:4530 1326K8 Ye Update pack 3310 © Not deployed oot NA

3310 09/04/202217:4213 13718 Ye 51 update 3310 86 sung hash mds event 7 @ Not deployed dat NA

339 09/04/202217:4530 159 M8 " Ap dung trong tru ch hing khong cd ket ndi ra ngod chi...® Not deployed dat NA

338 28/03/2022 09:59:12 1392M8 No 661 update 3:3.8: Cap nhat inh néing hd tro NCSC Alert Agent Offine Live Re... ® Not deployed dat NA

337 28/03/2022 09:5912 1392M8 Ye 61 i d3t 337, cap nhat file agents  install successed dat 10/05/2022 17:37:46
334 28/03/2022 095912 142.46 M8 Ye 3.3.4 description  Install successed dat 10/05/2022 17:36:29
332 09/04/202217:45:30 4452M8 Ye 61 update 3:3.2 Release AV dat 10/05/202217:33:42
release NA NA Ye Old repository release: NA NA

— Deploy package

Bwéc 1: Login vao Portal bang tai khoan d3 duoc cung cép;

Budce 2: Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Buwéc 3: Chon Update Management, hé thong hién thi Danh sach Update
Group;

Budc 4: Chon Tab “Package”, hé¢ théng hién thi Danh sach Pakage trong h¢
thong;
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Update groups Packages

[Qmm

| 10 package(s) | Backend version: u|( ‘Téng s package trén hé théng ) _ Automatic deployment () Show unused packages
Storage: 6.91 GB used of 55.59 6B T TR

Version Release date File size Related to agents? @ signature Description Deployment status. Uploader Deploy date Action
3319 13/06/2022 17:18:34. 164MB Yes Update pack 3.3.19 B3 sung source process path va Self Defense cho VESRe... @ Not deployed root NA

3318 10/05/202217:4507 23008 M8 Yes 8 sung ti 1816ng hop...  Not deployed dat NA

33 09/042022174530  1326K8 Yes Update pack 3310 » Not deployed oot NA

3310 09/04/2022 17:42:13 137 M8 Yes G6i update 3.3.10 B3 sung hash mds event 7 ‘® Not deployed dat NA

339 09/04/2022174530  159M8 No A ® chi.. e Notdsployed dat WA

338 20/032022005912  1392MB No 661 update 3.3.8: C3p nhét tinh nang hd tro NCSC Alert Agent Offine Live Re... ® Not deployed dat NA

337 28/03/2022 09:59:12 1392M8 Yes G6i cai dat 3.3.7, cap nhat file agents ® Install successed dat 10/05/2022 17:37:46.
334 20/03/2022005012  14246MB  Yes 33.4description « instal successed dat 10/05/2022 173629
332 00/04/202217:45:30 41528 Yes G6i update 3.3.2 Release AV © Install failed dat 10/05/202217:33:42
release N/A NA Yes Old repository release ® Install successed NA N/A

Buéc 5:  Chon icon “Deploy this package” tai ban ghi package d6, hé thong
hién thi Popup Xéac nhan Deploy package

Update groups Packages
Q search
10 package(s) | Backend version'33 . Automatic deployment () Show unused packages

‘Storage: 6.91 6B used of 55.58 GB
—

Version Release date File size Related to agents? @ Signature Description Deployment status. Uploader Deploy date Action
3319 13/06/202217:18:34. 1.64MB Yes 5 Not deployed root N/A

3318 10/05/2022174507  23098MB  Yes 061 update 3.3.18 B8 sung tinh nng Auto Update Repository 33,18 téng hop... ® Not deployed dat NA

33m 09/04/202217:45:30 1326K8 Yes Update pack3.3.10 o Not deployed o0t NA %
3310 09/04/202217:4213. 137M8 Yes 66i update 3.3.10 B3 sung hash mds event 7 © Not deployed dat N/A Deploy this package:
339 oo0sz2174530  1s9me No fpdung : schhéng Kiing o8 ket nfi r ngod el _ o Notdeploped aat A

338 28/03/2022 09:59:12 1392MB No 66l update 3.3.8: Cp nhit tinh ning hd trg NCSC Alert Agent Offline Live Re... ® Not deployed dat N/A

337 28/03/202209:59:12 1392MB Yes GGi cai d3t 3.37, cap nhat file agents. ® Install successed dat 10/05/202217:37:46

334 20/03/2022095912  14246MB  Yes 33.4description o install successed dat 10/05/2022 173629

332 09/04/202217:45:30 4452M8 Yes G6i update 3.3.2 Release AV o Install failed dat 10/05/202217:33:42

release N/A NA Yes Old repository release ® install successed NA NA

Buée 6: Chon nut “Deploy” dé xac nhan Deploy package trén thiét bi hodc
chon niit “Cancel” dé huy thao tac Deploy package.

&

Deploy this package?

Do you want to deploy the package?
O Rebuild agent installer

Cancel

— Chi tiét Package

Buée 1: Login vao Portal bang tai khoan da dugc cung cap;
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Buwéc 2: Chon Setting, hé théng hién thi cic sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,

Account Management;

Budc 3: Chon Update Management, hé¢ théng hién thi Danh sach Update

Group;

Buwéc 4: Chon Tab “Package”, hé théng hién thi Danh sach Pakage trong hé

thong;

Packages

[a

Storage: 6.91 GB used of 55.59 GB

File size

164 MB

23098 M8

1326K8

137MB

159 MB

12.92M8

1392M8

14246 M8

4452MB

release NA NA

Téng s6 package trén hé théng

86 dung luong d3 st dung trén téng
é thong cung cip

Related o agents? @

Yes
Yes
Yes
Yes
No
N

Yes
Yes
Yes
Y

Deployment status

a

Automatic deployment () Show unused packages [ L

Bwéc 5: Chon icon “View Detail” tai ban ghi package do, hé théng hién thi

Popup thong tin chi tiét cia Package vira chon:

Viettel Cyber Security

Package detail
Deployment

Information

Backend versio

Uploader

Description

* Not deployed

13.92MB

0842d4115de3ef7 1130

28/03/2022 09:5%:12

d60fat Shad2:

10/05/2022 17:33:05

dat

G6i update 3.3.8:

c4p nht tinh ndng hd tro NCSC
Alert Agent Offline

Live Reponse v2

Fix 13i Dashboard, checkmarx
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3.8 Man hinh BLS
3.8.1 Thong ké vi pham (Violation statistic)

Muc dich: Chtrc niang Théng ké vi pham hd tro ngudi quan trj thong ké

cac vi pham cua agent da cai dat bao gom:

Top cac vi pham base line, top don vi vi pham baseline;

Xem danh sach cac vi pham va danh sach agent vi pham trong tirng don vi;
Xem danh sach cac don vi vi pham va danh sach vi pham trong tirng don vi;
Xem chi tiét cua Agent;

Export vi pham;

Report vi pham;

Click vao tab “BLS” >> Thdng ké vi pham;
3.8.1.1 Man hinh Thong ké vi pham

Qa

A :

+

Hé théng h tro thuc hién céc tinh ning:
Théng ké Top 10 vi pham base line nhiéu nhét sip xép theo thir tw giam dan

e MJi ban ghi dugc hién thi cac thong tin gdm: Noi dung vi pham, s6

lwong may vi pham,;

e Chon ban ghi bat ki trong Top vi pham baseline, hé thong s& di chuyén

dén man hinh chi tiét tuong tng véi vi pham da dugc chon;

+

Théng ké Top 10 don vi vi pham base line nhiéu nhét sip xép theo thtr ty giam

dan:
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e MGdi ban ghi duogc hién thi cac thong tin gdm: Tén don vi vi pham, sb

luong may vi pham;

e Chon ban ghi bat ki trong Top don vi vi pham baseline, hé théng s€

di chuyén dén man hinh chi tiét tuong trng véi don vi da dugce chon;
+ Tim kiém
e Tim kiém riéng 1é:
e Tim kiém theo Pon vi

o Top don vi vi pham hién thi don vi d nhap va danh sach don vi

con tuong tng (néu co);
o Top vi pham: Hién thi cac vi pham cua don vi va don vi con (néu
c0) tuong rng;
e Loai vi pham

o Top don vi vi pham: hién thi danh sach don vi vi pham Loai vi

pham da chon;
o Top vi pham: Hién thi vi pham da chon;
o Thoi gian bi vi pham,;

e Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi s&
thyc hién tim kiém theo diéu kién AND;

Mo t4 céc rule trong BLS

Rule Mo ta chi tiét

Quy dinh hién thi dudi mé rong cua file | Trén may endpoint quy dinh phai hién

thi du6i mo rong cua file

Quy dinh tit cau hinh Remote Desktop | Tit khong cho phép Remote Desktop

Quy dinh ty dong khdéa man hinh sau 5 | Vi pham khong khoéa man hinh sau 5
phut phut
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Rule

Mo ta chi tiét

Quy dinh tit chirc ning Autorun cia
USB, 6 CD

Cho phép bat/ tat tinh nang Autorun ctia
USB, CD

Quy dinh 1am viéc khong qué 19h

May tam khong lam viéc qua 19h

May tinh vi pham quy dinh st dung
USB 3G

May tram khong dugc st dung thiét bi
MTP (smart phone...), USB (luu trt,
3g...)

Quy dinh nghiém cam két ndi truc tiép

mang Internet

Nguoi ding c6 thé sir dung trinh duyét
dé truy cap mang hoic thong qua system

proxy

Quy dinh cdu hinh cép nhat Hé diéu
hanh

Yéu cau may tram cai dat OS version
hop 1I¢ (4nh xa todr OS version cua

windows)

Quy dinh cai dat va sir dung phan mém

May tram vi pham rule nay khi cai dat/

khong cai dit cac phan mém dugce config

Quy dinh cai dat va sir dung phan mém

diét virus Kaspersky

Y éu cau may tram bat budc phai cai phan

mém AV Kaspersky

Quy dinh may tinh phai join domain, va
sir dung tai khoan domain dé diang nhap

may tinh

Quy dinh may tinh phai join domain, va
sir dung tai khoan domain dé dang nhap

may tinh

Quy dinh thu héi tai khoan local

Tu dong thu hdi (remove) tai khoan local

khi vi pham

Quy dinh nghiém cam luu trit mat khau

trén trinh duyét

Nghiém cam luu trit mat khau trén trinh

duyét

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi

Page | 228

T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com




viettel

security

Rule Mo ta chi tiét

Quy dinh cau hinh chinh sach mat khau | Quy dinh bao gém cac rule sau:

+ Pap tmg du sb ki tur

+Thay d6i mat khau sau mot khoang thoi
gian dugc config

+ Tai khoan bi khoa sau khi nhdp sai

nhiéu lan

3.8.1.2 Tab Loai vi pham

ettetl —
aliant . . =

Violation Statistio Q cus

Viettel .
aliant o . L]

\‘A?\Vau‘oﬂSla\lstlc @ s

|a Q. Quy dih csuhoh chinh sach it kns x Last 0 cays B

Hé théng h tro thuc hién céc tinh ning:

+ Chon link Top vi pham: Di chuyén vé man hinh Dashboard, danh sach top vi

pham va top don vi vi pham
+ Cay dit liéu don vi cia hé thong
e Hién thi toan bd don vi cta hé théng dugc phan cép cha-con;
e (6 thé chon don vi trén cay dir li¢u don vi dé thuc hién loc vi pham;
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+ Tab Loai vi pham:
e MOoi Loai vi pham duogc hién thi cac thong tin chung gém: Violation
type, Resolved, Unresolved, Violation Computer, Violation unit;
e Chon ban ghi Loai vi pham trén danh sach: Hién thi danh sach may
tinh trong tirng don vi vi pham;
e Chon may tinh: Hién thi thong tin chi tiét may tinh va danh sach vi

pham tuong ting cia may tinh;

viettel

aliant | es/ssen; vissson =0

Violation Statistic Agent and group list baseline violation calapseala X

[a ] [ au s nonssen ks

PC | E7240263DAB8051ABBOCD7EE20TFDBI66269E3C2

Chon may tinh trén popup danh sach mdy tinh: hién thi popup thong tin chi
tiét may tinh bao gém Computer, AgentID, IP Address, Domain, Group, Resolved,

Detail (it ca loai vi pham cta may)

Viettel

aliant = o

Violation Statistic Aeent and group st baselne ilaton Detilnformaton x

Q

40263DABE051 ABBOCD78E2D1FDBYB6269E3C2

TENANT_nsm.com

TENANT_vietelcomvn
global
TENANT.edcom
admin

default

Tim kiém
+ Tim kiém riéng 1é:
e Tim kiém theo Pon vi: Hién thi don vi d4 nhdp va danh sach don vi
con tuong trng
e Loai vi pham: Hién thi vi pham da chon

e Thoi gian bi vi pham
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+ Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi s& thyc hién
tim kiém theo diéu kién AND

3.8.1.3 Tab Don vi

eeeeee

aliant . . =

2l viotation Statistic pu——

a Q. Quy i e o chinh sach s kns x Lost 30 deye [ o

nnnnnn

H¢ théng hd tro thuc hién céac tinh nang:
+ Chon link Top don vi: Di chuyén vé man hinh Dashboard, danh sach top vi
pham va top don vi vi pham;
+ Cay dit liéu don vi ctia hé thong;
e Hién thi toan bd don vi cta hé théng dugc phan cép cha-con;
e (6 thé chon don vi trén cay dit liéu don vi dé thuc hién loc don vi cha
— con;
+ Tab DPon vi;
e Mbi Loai vi pham dugc hién thi cic thong tin chung gom: Unit,
Online in day, Online in 30 days recent, Resolved, Unresolved, Violation computer,

Violation rule;

e Chon icon detail ctia c6t violation computer trén danh sach: Hién thi
danh sach may tinh trong ting don vi vi pham bao gdm Tén don vi, Tén may
tinh|Agent ID, danh sach vi pham cua tirng may, thoi gian vi pham, trang thai vi
pham (da fix hay chua fix vi pham);
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Detailinformation

Viettet
Violation information

aliant
Violation Statistic

:

4-A-PC | £7240263DABB051ABBOCDTE201 FDB9S6269ES(

TENANT.viettelcom.vn

global

TENANT_edrcom

Chon may tinh trén popup danh sach mdy tinh: hién thi popup thong tin chi
tiét may tinh bao gém Computer, AgentID, I[P Address, Domain, Group, Resolved,

Detail (tat ca loai vi pham ctia may);
Chon icon detail caa cdt violation rule trén danh sach: Hién thi danh sach vi

pham cua don vi;

viettet
alJiant

Violation Statistic
& Topotstan

x| ‘Q Quy din cisinh chinh ssch mat Kngu

Q TENANT.edrcom

Tim kiém
+ Tim kiém riéng 1é:
e Tim kiém theo Pon vi: Hién thi don vi d3 nhap va danh sach don vi

con tuong Ung;
e Loai vi pham: Hién thi vi pham da chon;

e Thoi gian bi vi pham,;
+ Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi s& thyc hién

tim kiém theo diéu kién AND;

3.8.2 Thong ké phin mém (Software statistic)
Muc dich: Chtrc ning Théng ké phan mém hd trg nguoi quan tri théng

2

ké cac phan mém da cai dat trong mot don vi bao gom:

+ Xem danh sach cac phan mém da cai trong 1 don vi dugc chon
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+ Xem chi tiét cua Agent;

+ Export phan mém;

viettet

aliant . &«

Software statistic @ cucel

H¢ théng hd tro thuc hién céac tinh nang:
+ Cay dit liéu don vi cia hé thong
+ Hién thi toan bd don vi ctia hé thong duoc phan cdp cha-con
+ €6 thé chon don vi trén cdy dit liéu don vi dé thuc hién loc phan mém
+ Danh sach phan mém

e Mbdi phan mém duogc hién thi cic thong tin chung gdm: Software

name, munber of computer, munber of unit;

etel -
aliant =

Software statistic @ cucel

TENANT.,

e Chon icon detail ctia cdt violation computer trén danh sach: Hién thi
danh sach may tinh trong timg don vi bao gdm Tén don vi, Tén may tinh|Agent ID,

Version,;

viettet
alJiant - S L]

Software statistic Software statistic (installed) - Google Chrome P
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e Chon may tinh trén popup danh sach may tinh: hién thi popup théng
tin chi tiét may tinh bao gdm Computer, AgentID, IP Address, Domain, Group,

Software information (software name, version);

Vviettet

aliant B

Software statistic Software statistic (installed) - Google Chrome. Detailinformation X

B966269E3C2

e Chon link [List softwares in computer]: Hé thng di chuyén dén man

hinh Agent management va popup chi tiét may tinh twong tmg di chon hién thi;

viettet

- o
aliant =

Software statistic Software statisic (installed) - Google Chrome

Viettel

St | senatasbebsgenen

Agent m

ccccc

Tim kiém
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+ Tim kiém riéng 1é:

e Tim kiém theo Pon vi: Hién thi cac phén mém da cai trong don vi

e Tén phin mém: hién thi danh sach phan mém da nhap

e Tim kiém theo trang thai: Installed, uninstalled

e Thoi gian cai
+ Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi s& thyc hién

tim kiém theo diéu kién AND
Export: Chon Export: Hé thong s& download file Export c6 dir lidu
gidng voi dir liéu dang hién thi trén man hinh
3.9 Threat Hunting

- Tinh ndng Threat Hunting cho phép nguw®i dung tim kiém cac d4u hiéu nghi
ng® tan cdng, IOCs clia cac may tram trong td chirc, tr d6 sé& cé cac
phwong an trng pho va x& ly soém.

3.9.1 Bat/tit policy

- Dé c6 thé st dung tinh nang Threat Hunting, can bat policy trong Policy
Management -> Chon service Collector -> Chon plugin ThreatHunting

- Lwu y: Agent can dwoc apply policy bat ThreatHunting méi c6 thé thwc hién

tim kiém iocs

‘;j?;lnt Setting / Policy Management * 0

Policy detail - full_features

PolICy coniguration tree

AGENT SERVICE LIST PLUGIN LIST MODULE LIST

ConfigurationManager N a EventSuberiber
ConnectionManager 'Y EventPolicy
WindowsEventLog. -
Updater a — EventChannel 3
Antikeylogger &3
ProcessAnalysis
QTS —
D
AdvanceCollector
ThreatHunting
4 —
G -
@l
Protection&Prevention  JE
EndpointFirewall
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3.9.2 Tim kiém theo agents/ nhém

- Trén Menu chon Threat Hunting

viettel § RO
alignt  TheatHunting 20

All agents v ‘fx 1 e type of I Y ¥D) View history

Threat Hunting

- Cho phép admin tim kiém iocs theo agents/ groups
o Cho phép tim kiém trén toan bod agents (All agents)
o Cho phép tim kiém theo tirng agent cu thé ho&c chon theo nhém

viettel A
. Threat Huntin -
aliant = *
Allagents v | | fix Only support one type of I0C for each query D) View history

© All agents (total 109 agents)
O Choose agent(s) or group(s)

Cancel Save

3.9.3 Tim kiém IOCs
3.9.3.1 Cic loai IOCs hd tro

- Nguwdi dung co thé tim kiém theo cac loai iocs dwdi bang sau:
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IOCs Tab Query field Toan t&r | Note
hé tro

File path File file_path =, ~ Tim kiém theo duwong
dan file

File name File file_name =~ Tim kiém theo tén file

File hash | File file_sha256 = Tim kiém file hash

SHA256 SHA256

Registry Regqistry | registry _path =~ Tim kiém theo duwong

path dan Registry

Registry key | Registry | registry_key =,~ Tim kiém theo
Registry key

Registry Registry | registry_data_string ~ Tim kiém theo

data Registry data kiéu
string, dword, binary

registry_data_dword =
registry_data_binary =,~

Strings Memory | strings_memory ~ Cho phép tim kiém

Memory theo string memory

Hex Memory | Memory | Hex_memory ~ Cho phép tim kiém
theo dang hex

User Name | User User_name =~ Cho phép tim kiém
theo user trén may
endpoint

Domain Network | Domain =~ Cho phép tim kiém

theo domain ma cac
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may endpoint da tirng
truy cap

IP Network | Domain Cho phép tim kiém
theo ip ma cac may
endpoint da twng truy
cap

Process Process | Process_path Cho phép tim kiém

Path theo dwdng dan cla
process

Process Process | Process_commandline Cho phép tim kiém

Command theo process

Line commandline

DLL DLL DIl_path Cho phép tim kiém
theo dwérng dan dll

Lwuy:

- Nguwdi dung chi dwoc phép tim kiém theo mét loai IOCs trén cing mét cau

query

- Cho phép tim kiém theo cac diéu kién AND, OR
- Gia tri tim kiém khoéng phan biét chi hoa, chir thuwéng

- Sau khi ngwoi dung thue hién tim kiém, hé thdng thwe hién quét trén may
endpoint theo dung y&u ciu truy van va glri két qua vé portal.

- Thei gian tim kiém phu thudc vao do phirc tap cta cau truy van va sé lwong
may agent thwc hién tim kiém.

3.9.4 Chi tiét két qua tim kiém

3.9.4.1 Theo ddi trang thai tim kiém

Cho phép nguwdi dung theo dai tién trinh tim kiém
o Total agent: Téng sé agent thuc hién tim kiém
o In-process: Pang thwc hién tim kiém
o Success: Tim kiém thanh cong
o Fail: Tim kiém théat bai
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viettel

aJignt |~ ThreatHunting

All agents v ‘ fx file_name ~ "Ajiant” s ‘ ﬂ 4D View history
Searching process (93%) (0)
Total agents: 108, In process: 7, Success: 0, Fail: 101 ‘ View report

st 0 of 0 result(s)
howing 0 of 0 result(s) ‘ &, Export to Excel

Users(0)

Computer Name Agent ID User name P Admin permission Last log on Password last set

3.9.4.2 Chi tiét két qua tim kiém

z

- Cho phép ngudi dung xem chi tiét két qua tim kiém theo tirng tab
o Users
File
Registry
Network
Memory
Process
o DLL
- Két qua dwoc hién thi dung theo tirng tab theo dung cau truy van ctia nguoi
dung

0O O O O O

viettel

aJignt |~ ThreatHunting

All agents v ‘ fx file_name ~ "Ajiant" Glﬂ 4D View history

Search completed (100%)

Total agents: 108, In process: 0, Success: 7, Fail: 101 ‘ View report

st 7 of 7 result(s)
howing 7 of 7 result(s) ‘ &, Export to Excel

File (7)
O Computer Name AgentID 3 File Name File path File hash SHA256 File created time Last modified ime ~ 10C dete
> O Win10x86_bichpt31  676181C52CA.. 192.168.195.179 ajiantlog C:\ProgramData\ajiant.log 9ET8963E445C6DCTA... 04/09/202414:37:56  21/11/2024 09:49:06 17/12/2
> O 11-Windowsptbich 853DCA6465B.. 192.168.195.135 adiant.db C:\Program Files\Ajiant\aliantdb  SBAFD3GAOFFODECT.. 12/12/202414:58:57 12/12/2024 14:58:57 17/12/2
> O Admin-PC 466167E9E8D0... 192.168.6.42 adiant.db C:\Program Files\Ajiant\aJiant.db  CCD1D6A3DF8AF962.. 15/11/20241533:17 15/11/202415:3317 17/12/2
> O EDR.Testo3 2903CE7FDBF2.. 192.168.255.1,192.16.. adJiant.db C:\Program Files\Ajiant\aJiantdb  200SC2DFDSCF120D.. (06/08/2024 02:38:53 16/12/202419:00:22 17/12/2
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3.9.4.3 Dirng tim kiém

- Cho phép ngwoi dung dirng viéc tim kiém: Trén Searching Process bar ->

chon button Pause

- Sau khi Dirng tim kiém:
o Heé thdéng sé dirng viéc tim kiém

o Khéng hé tro thuwe hién tiép tuc tim kiém cau truy van

viettel

aldiant

Threat Hunting

All agents v fx file_name ~ "Ajiant. exe

Searching process (93%)

Total agents: 108, In proc ss: 0, Fail: 101

Computer Name Agent ID

3.9.4.4 Xem chi tiét bao

(View report)

User name

Admin permission

Last log on

View report
&, Export to Excel

Password last set

cdo tim kiém iocs dwéi agents

- Cho phép nguoi dung tim kiém theo théng tin Computer name, AgentlD, IP,
IOCs Search Status

viettel

. Threat Hunting View report - file_name ~ ‘Ajiant X
aJiant P :
) | ’ ‘ fx status ~ “success [x] a ‘
Allagents v | fX file_name ~ "Ajiant”
Showing 7 of 7 resuit(s) Export to Excel
Search completed (100%) Computer name AgentID P 10Cs found  10Cs search status ~ Fail reason
Win10x86_bichpt31  676181C52CAACD436.. 192.168.19.. Found ® Success N/A
Total agents: 108, In process: 0, Success: 7, Fail: 101
11-Windowsptbich 853DCA6465BDD15A8.. 192.168.19.. Found o Success N/A
1 Admin-PC 466167E9EBDO3D67EE... 192.168.6.42 Found ® Success N/A
hoween et 7 renslte) EDR Test03 2903CE7FDBF26E791F... 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
Ueaslt) L) ot e P8 AnmANHNVIS? 66FD1C43EACSDAT46.. 192.168.19.. Found ® Success N/A
O Computer Name AgentID P File Name. DESKTOP-RBEIJFA F (@) SAAESFABFS7SF.. 192.168.15.. Found ® Success N/A
> O Win10x86_bichpt31  676181C52CA.. 192.168.195.179 ajiantlog
@ > O 11-Windowsptbich 853DCA6465B... 192.168.195.135 adiant.db
> O Admin-PC 466167E9EBDO... 192.168.6.42 adiant.db
> O EDR.Test03 2903CE7FDBF2.. 192.168.255.1,192.16.. aJiantdb
B |
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- Béo cdo nay sé cung cap cho ngudi dung chi tiét vé trang thai tim kiém iocs
trén tirng agent. Cac théng tin trén bao cao gom co:

o Computer name

o AgentID

o IP

o 10Cs found: C6 tim thdy d4u hiéu I0Cs dwa trén cau truy van cla
ngudi dung hay khéng

o |0Cs search status: Trang thai tim kiém iocs trén agent

o Fail reason: Chi tiét Ii do tim kiém that bai

viettel

alJiant Threat Hunting View report - file_name ~ "Ajiant o
N (oo , a
All agents v fx file_name ~ "Ajiant"
Showing 50 of 108 result(s) Export to Excel
Search completed (100%) Computer name Agent ID P 10Cs found  10Cs search status ~ Fail reason
Win10x86_bichptd1  676181C52CAACDA36.. 192.168.19.. Found ® Success N/A
Total agents: 108, In process: 0, Success: 7, Fail: 101
11-Windowsptbich 853DCAG465BDD15A8.. 192.168.19.. Found ® Success N/A
| AdminPC 466167E9EBDO3D67EE.. 192168642 Found ® Success N/A
hoween et 7 renslte) EDR Test03 2903CE7FDBF26E791F... 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4.. 192.168.18.. Found ® Success N/A
Ueasl) Fel) Lot ? P8 AnmANHNVIS? 66FD1C43EACSDAT46.. 192.168.19.. Found ® Success N/A
@ Computer Name AgentID P File Name DESKTOP-RBEIJFA  F92185AAESF4GF575F.. 192.168.15.. Found o Success N/A
> O Win10x86.bichpt31  676181C52CA.  192.168.195179 sitantlog Winsrv2016 C877C486C743B797B9... 192.168.18.. N/A o Failed The policy has been .
® > O 11-Windowsptbich TG RS aliontdb | Win10x64 88CS118EGAEICAFAFS... 192.168.13.. N/A o Failed The policy has been
> O AdminPC 466167E9EBDD... 192.168.6.42 adiantdb | Win10x64_edr03 91E1D567010025848D... 192.168.25.. N/A ® Failed The policy has been
> O EDR Test03 2903CE7FDBF2.. 192.168.255.1192.16.. adiantdb | DESKTOP-GKRWQ2  1EGAFBO40BBATAFSAC.. 192168.66.. N/A © Failed The policy has been
o vithuyenmyot CDOF6C49B4FAIOF2ED... 192.168.19.. N/A @ Failed The policy has been .
1 winloxe4 78AEE3983BC1D6FOBF... 192.168.25.. N/A o Failed The policy has been

4 -
3.9.4.5 Export to Excel

- Cho phép nguoi dung tai xudng file excel tdng hop két qua tim kiém dudi
agent
- Céc thong tin trén file bao gdm
o Computer name
o AgentID
o IP
o 10Cs found: C6 tim thdy d4u hiéu I0Cs dwa trén cau truy van cta
ngudi dung hay khéng
|OCs search status: Trang thai tim kiém iocs trén agent
o Fail reason: Chi tiét Ii do tim kiém that bai

(@]
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viettel ‘ "
. Threat Hunting View report - file_name ~ "Ajiant X
aJiant i :
‘ Jx search
All agents v [ Jfx file_name ~ "Ajiant” —
y Showing 50 of 108 result(s) ‘ Export to Excel ‘
Search completed (100%) Computer name Agent ID P 10Cs found  10Cs search status ~ Fail reason
Win10x86_bichpt31 ~ 676181C52CAACDA436.. 192.168.19.. Found ® Success N/A
Total agents: 108, In process: 0, Success: 7, Fail: 101
11-Windowsptbich 853DCA6465BDD15A8.. 192.168.19.. Found ® Success N/A
| AdminPC 466167E9EBDO3D67EE... 192.168.6.42 Found ® Success N/A
Showing 7 of 7 resuh(s) EDR_Test03 2903CE7FDBF26E791F... 192.168.25. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4.. 192.168.18.. Found ® Success N/A
Use(0) EHe ) S ne B8 ANMANHNVIST 66FD1C43EACSDAT46.. 192.168.19.. Found ® Success N/A
IR e e e Agent D P File Name DESKTOP-RBEIJFA  F92185AAESFABFS75F... 192.168.15.. Found o Success N/A
> O Win10x86_bichpt31 676181C52CA..  192.168.195.179 aliantlog WinSrv2016 C877C486C743B797B9... 192.168.18.. N/A  Failed The policy has been
® > O 11-Windowsptbich 853DCAG465B.. 192.168.195.135 adiontdb ] Win10x64 88C5118EGAEICAFAFS.. 192.168.13.. N/A ®Failed The policy has been
> O AdminPC 466167E9E8D0.. 192,168,642 aliantdb Win10x64_edr03 91E1D567010025848D... 192.168.25.. N/A o Failed The policy has been .
> O EDR.Test03 2903CE7FDBF2. 192.168.255.1.19216.. aJientdb || DESKTOP-6KRVVQ2  1EGAFBO40BBATAFSAC.. 192.168.66.. N/A o Failed The policy has been ..
q i | vit_huyenmy01 CD9F6C4984FA99F2ED... 192.168.19. N/A ® Failed The policy has been
| winloxe4 78AEE3983BCTDEFOBF... 192.168.25.. N/A o Failed The policy has been
B

3.9.4.6 Tai xudng két qua tim kiém

Cho phép nguwdi dung tai xubng két qua tim kiém iocs trén may agent
H6 tro tai xudng file excel

viettel ST
A reat Huntin

aliant Y
All agents v Jfx file_name ~ "Ajiant’ [<] ‘ B D) View history

Search completed (100%)

Total agents: 108, In process: 0, Success: 7, Fal: 101 ‘ View report ‘

Show 7 of 7 result(s)
howing 7 of 7 result(s) &, Export to Excel ‘

File (7)

O Computer Name Agent ID P File Name File path File hash SHA256 File created time Lastmodifiedtime  10C detectedtime |
> ([0 Win10x86_bichpt31 676181C52CA. 192.168.195.179 ajiant.log C:\ProgramData\ajiant.log 9E18963E445C6DC1A... 04/09/2024 14:37:56  21/11/2024 09:49:06  17/12/202410:42:57 |
> O 11-Windowsptbich 853DCA6465B.. 192.168.195.135 aliantdb Ci\Program Files\Ajiant\aJiant.db  SBAFD36AOFFODECT... 12/12/2024 145857 12/12/202414:58:57 17/12/202410:4254 |
> O AdminPC 466167E9EBD0... 192.168.6.42 aJiantdb Ci\Program Files\Ajiant\aJiantdb  CCD1D6A3DF8AF962.. 15/11/2024153317 15/11/20241533:17 17/12/202410:4401 |
> ([ EDR_Test03 2903CE7FDBF2.. 192.168.255.1,192.16.. aJiant.db C:\Program Files\Ajiant\aJiant.db 2005C2DFDSCF120D. 06/08/2024 02:38:53  16/12/202419:00:22 17/12/202410:45:20 |
> O ANMHUYENNT C62B97D117C0... 192.168.187.128 aJiantdb Ci\Program Files\Ajiant\aJiantdb  FCD24FF69664D1EGF... 17/09/202415:5852 19/11/20241531:07 17/12/202410:4422 |
> [ ANM-ANHNV187 66FD1CA43EAC. 192.168.190.1,192.16... aJiant.db C:\Program Files\Ajiant\aJiant.db CCD1D6A3DF84F962. 06/12/202415:26:22  06/12/202415:26:22  17/12/202410:4522 |

3.9.5 Xem lich sir truy van (View History
3.9.5.1 Xem danh sach truy vén

- Cho phép nguwdi dung xem lai lich s truy van. Théng tin lich s truy van
gdm co cac thong tin sau:
o Query start time: Thoi gian bt dau thwe hién query
o Query end time: Thoi gian tim kiém xong
o Query: cau truy van cia ngwoi dung
o Total agents: Téng sb agent da tim kiém
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o Susccess: Tim kiém thanh cong trén may endpoint
o In-process: Bang trong qua trinh tim ki€ém trén may endpoint
o Fail: Tim kiém thét bai

View history X

Q search

Showing 50 of 287 result(s)

Query start time Query end time Query Totalagents  Success In-process Fail Action
13/12/2024 10:5425 13/12/2024 10:54:34 process_commandiine ~".. 1 o [ 0

13/12/2024 10:53:56 13/12/202410:54:02 process_path ~ "C:\Progr... 1 1 0 0

13/12/2024 10:53:39 13/12/2024 10:53:46 process_path ~ "C:\Progr... 1 1 0 0

13/12/2024 10:53:26 13/12/2024 10:53:30 process_path ~ "C:\Progr... 1 1 0 0 |
13/12/2024 10:51:55 13/12/2024 10:52:02 process_path ~ "C:\Progr... 1 3 0 0

13/12/202410:51:19 13/12/2024 10:51:26 process_path ~ "chrome” 1 1 0 0

12/12/202417:2535 12/12/202417:25:53 file_path ~ "threathunting” 4 3 0 1

12/12/202417:1334 12/12/2024 17:18:38 file_path ~ "abc” 20001 602 0 19399

12/12/2024 16:53:48 N/A file_path ~ "abc” 20001 0 20001 0

12/12/2024 16:38:49 12/12/202416:53:32 file_path ~ "abc” 20001 138 0 19863

12/12/202415:37:42 12/12/2024 15:57:58 file_path ~ "abc” 1 0 [ 1

12/12/202415:28:30 12/12/202415:43:31 user_name ~ "ad" 1 0 0 1

12/12/2024 15:26:09 12/12/2024 15:41:31 user_name ~ "adm’ 107 1 0 106

12/12/202415:21:30 12/12/2024 15:36:31 user_name ~ "admin" 107 1 0 106 .

3.9.5.2 Xem chi tiét lich sir truy vin

- Cho phép nguoi dung xem chi tiét lai két qua cla tirng lan truy van: Action -
> chon View

View history X

Q search

Showing 50 of 287 result(s)

Query start time Query end time Query Totalagents  Success In-process Fail View
13/12/2024 10:5425 13/12/2024 10:54:34 process_commandiine ~".. 1 1 0 0

13/12/2024 10:53:56 13/12/202410:54:02 process_path ~ "C:\Progr... 1 1 0 0

13/12/2024 10:53:39 13/12/2024 10:53:46 process_path ~ "C:\Progr... 1 1 0 0

13/12/2024 10:53:26 13/12/2024 10:53:30 process_path ~ "C:\Progr... 1 1 0 0 |
13/12/2024 10:51:55 13/12/2024 10:52:02 process_path ~ "C:\Progr... 1 3 0 0

13/12/202410:51:19 13/12/2024 10:51:26 process_path ~ "chrome” 1 1 0 0

12/12/202417:2535 12/12/202417:25:53 file_path ~ "threathunting” 4 3 0 1

12/12/202417:13:34 12/12/2024 17:18:38 file_path ~ "abc” 20001 602 0 19399

12/12/2024 16:53:48 N/A file_path ~ "abc” 20001 0 20001 0

12/12/2024 16:38:49 12/12/202416:53:32 file_path ~ "abc” 20001 138 0 19863

12/12/202415:37:42 12/12/2024 15:57:58 file_path ~ "abc” 1 0 [ 1

12/12/202415:28:30 12/12/202415:43:31 user_name ~ "ad" 1 0 0 1

12/12/2024 15:26:09 12/12/2024 15:41:31 user_name ~ "adm’ 107 1 0 106

12/12/202415:21:30 12/12/2024 15:36:31 user_name ~ "admin" 107 1 0 106 .

- Cho phép xem chi tiét k&t qua cla lan truy van trong lich str:
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viettel
Threat Hunting

aldiant & O

Agents... v ‘ fx process_commandline ~ “Ajiant\VESUpdater.exe [<] ‘ n ¥D View history

Search completed (100%)

Total agents: 1, In process: 0, Success: 1, Fail: 0 ‘ View report

Showing 1 of 1 result(s)
wing: ‘ &, Export to Excel

Process(1)

Computer Name Agent ID P Parent Process Path Parent Process ID  Parent Commandline  Process path Process ID File si

> 11-Windowsptbich 853DCA64658DD15... 192.168.195.135 C:\Program Files\Ajiant\VESSvc.exe 2204 "C:\Program Files\Aj.. C:\Program Files\Ajiant\VESUp... 3104 Viette

3.10 Rules Correlation
3.10.1 Danh sich hién thi

Muc dich: Chtrc nang cho phép nguodi dung xem danh sach rules
correlation trong hé théng. Nhap hodc chon diéu kién tim kiém dé thyc hién tim
kiém rule dang c6 trén hé thdng, thao tac deploy/undeploy/x6a nhanh véi cac
rule.

+ B0 loc FITTER;
+ B loc FITTER bao gdm:

e 6 Engine: Whitelist, Agg Trigger, Agg Action, Filter, Indicator, False-

Positive;
e Text box search theo cac truong: Name, content, description;
e Thoi gian cap nhat;
e Tao boi to1;
e Loc theo Engine;
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—
ajiant =
Buwéc 2:  Chon Mo rong dé thém cac Engine can loc;
o p— =

Khi chon 2 hodc nhiéu Engine, man hinh tra vé két qua duoc loc theo phép toan
AND;

Buéce 3:  Tich chon ngudi tao Rules 14 user dang login vao hé thng;

Bwéc 4:  Nhap Name, content, description mudn search vao text box;
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Buéc 5:  Nhap thong tin can tim kiém;
Buéc 6:  Nhéan Search dé hién thi két qua tim kiém.
Chon cgt
Cho phép ngudi dung lua chon cac cot hién thi trén man hinh correlation.
Cac budc thuc hién:

Bude 1:  Click vao combo box View column. Man hinh hién thi danh sach lua

chon cac cot ¢ dang check box;

Viettel
aliant . =
Search rules

: s S : -
Buwéc 2:  Chon vao nhitng té€n ¢cdt muodn hién thi;

Do : =
Search rules Q o -

— HBJ tro tim kiém nhanh

- Tim kiém theo tén rule

Bwoéc 1:  Click icon dé hién thi thanh tim ki€m;
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Nhép tén rules muon tim kiém;

Nhén Enter dé hién thi két qua tim kiém.

uuuuu

Tim kiém theo Category: HO tro tim kiém nhanh gém 3 loai mac dinh la:
Windows, Linux, MacOS.

Buwéc 4:  Click icon dé hién thi danh sach loai Category;

Buwéc 5:  Chon category mudn tin kiém;
Budc 6: Click “Apply”;

Tim kiém Sub Category: H trg tim kiém nhanh theo loai trién khai, gdm
3 loai mac dinh la: Metre ATT&CK, Malware, Suspicious Behaviour:

/4

Buéc 1:  Clickicon “* d¢ hién thi thanh tim kiém;
Buéc 2:  Chon sub category mudn tin kiém;
Budc 3:  Click “Apply”;

Tim kiém Creator

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi Pa ge | 247
T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security
Buéc 1:  Clickicon “* d¢ hién thi thanh tim kiém;
Bwéc 2:  Nhap tén nguoi tao mudn tin kiém;
Budce 3:  Click “Apply”;

Tim kiém Rule type: HO tro tim kiém nhanh gém 3 loai mac dinh la:
Advanced, Builder, All.

Buwéc 1:  Click icon dé hién thi danh sach Rule type;
Buéc 2:  Click vao “Rule type” mudn tim kiém;
Budc 3:  Click “Apply”;

Tim kiém Optional type: HS tro tim kiém nhanh gdm 3 loai mic dinh la:

Built-in, Custom, All.

Buwéc 1:  Click icon dé hién thi danh sach Optional type;
Buéc 2:  Click “Optional” type mudn tin kiém;
Buwéc 3:  Click “Apply”;

Hb trg Deploy/Undeploy cho nhiéu Rules
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@ Guideiines
:
2]
v resuitls) | 21/0672022 10.4753- 28/06/2022 164753 Exp & mpon | v
S = o=
1 K et bulee  custom « o
‘

Buéc 1:  Click vao nhiéu check box co cung trang thai 1a Deploy hoic

Undeploy;
Budc 2:  Click vao nut “Deploy/Undeploy’;
Buéc 3: Chon “Deploy/Undeploy” trén popup hién thi dé thuc hién

eploy/Undeploy;
Search rules © cuidaions
- @
3 resuite) e oo Bpot | & mport | v
P [ k| [ en Conce
a a a a a a

22/06/2022 181218 1 buider  custo m & oo
B 22/06/2022 181057 buide custom @ oo

22/06/2022 18:04:48 1 T1059_005_VisualBasic buider  custom (I undeployed

Undeploy rule

Are you sure you want o undeploy

3.10.2 Thém méi Rules Correlation
Muc dich: Chtrc ning cho phép nguoi dung cAu hinh mét rule correlation
mai hoan chinh.
T 5ng quan
+ Engine: GOm tit ca 6 engine véi thong tin chi tiét 1an luot 1a:

e Whitelist 1a mdt Stateless Engine thuc hién loai bo nhanh cac event
ma hé thdng khong can xtr 1y. Cac event khép voi rule whitelist s& bi drop khoi ludng
xu ly;

o Agg trigger va Agg action la mdt Stateful Engine thuc hién gom

nhom céc event tuong tu nhau. Mdi rule aggregate chtra cac thong tin vé diéu kién
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gom nhom (dinh nghia event twrong tu nhau), khoang thoi gian gom nhom (vi du 30s,
1 phut, 2 phat, ...). Cac event khép diéu kién gom nhom dugce luu lai va chi tra vé
mot event c6 kém theo sb lwgng sau mot khoang thoi gian. Cac event khong khép

diéu kién gom nhém duoc tra ra ngay 1ap tirc voi sb luong 13 1;

e Filter 1a mét Stateless Engine thuc hién loc cac diéu kién dé déy vao

indicator;

e Indicator 1a mot Stateful Engine thuc hién kiém tra, théng ké trén cac
event thoa man Filter. Dau vao cta Indicator la cic event thoa man Filter, dau ra 1a
céc Indicator Event hodc Alert Event. Indicator hd trg cac phép thong ké sé luong
(count) trong mdt don vi thoi gian (time-windows) cta cung mot dbi tugng, khong
Alert 13p lai d6i v6i cing mot d6i tugng trong khoang thoi gian quy dinh trude. Mdi

rule indicator chi thyc hién xét cac diéu kién cung loai, trén cung mot h¢ thong;

e FalsePositive engine 1a mdt Stateless Engine thuc hié€n loai bd cac

truong hop Alert bi Alert sai. M6i Alert khi khép véi rule Falsepositive sé bi drop;

+ Debug/ Not Debug la hai trang thai cia engine. Khi thuc hién thao tac debug,
log dugc day vé thoa man diéu kién cua engine s& hién thi trén man hinh G&

ro1 Correlation;

+ Diéukién: Mdi engine s& hd trg cac diéu kién vé Event, not Event, Alert Event,
not Alert Event, Accumulate, Function, not Function khac nhau . Chi tiét vé

céc diéu kién va cach st dung:
e Event: Pugc st dung cho cac truong event;
e Not Event: Chi duoc tao ra khi co event;
e Alert: Puoc sir dung cho cac truong Alert;
e Not Alert: Xét xem khong cd Alert event trong bao lau;

e Accumulate: Thuc hién gom nhém diéu kién event thoa mén s6 luong
tr do sinh ra Alert;

e Function: La cac ham. Luu y: Véicac ham boolean, gia tri tra vé la

true hoac false;
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e Not Function: Vdi not function, cac ham duoc st dung giong véi

function. Tuy nhién gié tri tra vé s& c6 két qua true/false nguoc lai.
+ Toan tur:
e (Cac toan tir co ban gém: = 1= > < >=, <=
e In: Kiém tra gia tri ciia mot trudng c¢6 nam trong danh sach khong.
o Bén trai toan tir: Tén truong can kiém tra.

o Bén phai toan ti: Danh sach gia tri dé kiém tra dugc phan cach boi

(132

dau “,”.
e Contains: kiém tra gia tri cia mgt truong cd chira gia tri ma can kiém
tra.
o Bén trai todn tu: Tén truong can kiém tra (trudong nay can co gia

tri 1a mang hoac string);
o Bén phai toan tu: Gia tri dé kiém tra.
e Assign: dé gan gia trj ciia mot trudng vao mot bién.
o Beén trai toan tur: Tén trudng can gan;
o Bén phai toan t: Tén bién can gan.
e Matches: kiém tra gid trj ctia mot truong c6 thoa man mot chudi regex.
o Beén trai toan ttr: Tén trudng can kiém tra;
o Bén phai toan tir: Chudi regex.
e Cau hinh thoi gian: Kiém tra diéu kién trong mot khoang thoi gian ,
chi cé & cac engine Agg trigger ,Agg action va Indicator.
e Count: Kiém tra sd event dém dugc trong mot khoang thoi gian co
thoa méin diéu kién khéng.
+ Nhom/ Bo nhém : Cho phép ngudi dung gop hodc tach nhanh cac diéu kién
trong mot toan tir AND hodc OR. Cac budc thuc hién gép nhom/ tach nhom:

e GOp nhom
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Buéc 1:  Click vao vao trudng can gop nhom;
Bude 2:  Chon NHOM Man hinh chi tiét cac budce thuc hién gop nhom,;
e Tach nhom:
Bude 1:  Click vao céc item can tdch nhom;
Budc 2:  Chon BO NHOM Man hinh chi tiét cac budce thuc hién tich nhém
+ Restore: Ty dong reset lai dén ngay sau khi nhin “Save” gan nhit;
+ Reset: Thuc hién reset condition ( vé trang thai ban dﬁu);

+ Delete: X6a Condition dang dugc focus;

Cac buwoc thém moi rule correlation:

Bwéc 1:  Tai man hinh Correlation, Chon nat “Create” > Hé théng hién thi

man hinh tao méi rule;

Bwéc 2:  Nhap thong tin cua rule;

Luu ¥: Cac truong c6 dau (*) 1a cac trudng bit budc nhép.

Buwéc 3: Chon Engine, nhap diéu kién cho cac Event, not Event, Alert, not

Alert, Accumulate, Function tuong ing;
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etel
aliant

S 4 Add Group! Rem
\\\\\ nojcxa Group

Buwéc 4:  Nhan “Save” dé Iuu lai di€u kién hoac nhan “Restore” dé tro lai ngay

sau budc moi luu;
Buwdc 5:  Tai Hanh dong , chon hanh dong can thuc hién ddi véi engine do.

Céc buoc thuc hién thém hanh dong tuong tng véi tirng engine: Khi ngudi dung
thuc hi¢n xong cac budc tao diéu kién va nhan luvu, man hinh s& hién thi cac hanh
dong cho ting engine. Mdi engine s& bao gdm cac hanh dong twong tmg. Engine

Agg trigger s€ khong c6 hanh dong.

Whitelist: Gom 4 hanh dong dudi dang check box : Drop, Chuyén sang
aggregate, Alert va Danh sach Active, nguoi dung bat budc phai chon 1 trong 4 hanh
dong nay. Khi cac log ddy vao thoa man diéu kién s& thuc hién 1 trong 4 hanh dong
ma ngudi dung di tich chon. Chi tiét chirc nang cta 4 hanh dong:

e Drop: Cac log duogc déy vao thoa man diéu kién s& duoc loai b khoi
ludng xir 1y7;

e Chuyén sang aggregate: Log day vao thoa man diéu kién s& duoc
chuyén sang engine aggregate dé tiép tuc xu 1y;

e Alert: Khi thém cac truong key va value cho Alert, cac log day vao
thoa mén diéu kién s& hién thi Alert tai man hinh quan 1y Alert;

e Danh sach Active: Cac value cua active list s€ duoc thém vao danh

sach hién thi trén man hinh Active List;
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Cac budc thém truong cho hanh dong Alert/ Danh sach active:
e Budc 5.1: Click chon hanh dong mudn them;
e Budc 5.2: Click nut “edit” dé nhap gia tri cho truong;
e Budc 5.3: Nhap gié tri cho truong;
e Buoc 5.4: Click nat “Save”;

e Budc 5.5: Click nut “Add” dé thém méi mot trudng vao Alert.

nnnnn

1.Chon action ban gni
— 4 Chon icon Save
3.Nndp gid Ban ghi
mong muén

2. Chon siral cap
nhtrule

+ Dé x04 hanh dong vira tao, click icon “Delete”;
+ Dé chinh stra hanh dong, Click icon “edit”;

Luu y: C6 thé tao nhiéu hanh dong véi cac truong khac nhau tuy theo muc dich

nguoi st dung.
Agg_action: Tai engine nay, ngudi ding c6 thé thuc hién hanh dong thém code.
Cac budc thém truong cho hanh dong thém code
e Budc 5.1: Nhap day du diéu kién va toan tir. Click vao “Save”;
e Budc 5.2: Tai muc Action, click vao icon “Enable action”;

e Budc 5.3: Nhap ndi dung cua code;
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e Budc 5.4: Chon nut “clear” => Noi dung nhap cua code s€ bi x6a toan

Filter : Gom 3 hanh dong: Alert, Enrichment va Danh sach Active. Nguoi
dung c6 thé 1 hodc nhiéu hanh dong trong cung engine. Chi tiét chirc ning cua 3

hanh dong:
e Enrichment: Thém trudong vao Alert;
e Alert va Danh sach Active ( nhu engine Whitelist).

Cac thao tac thém mdi, stra, x0a cho cac hanh dong cua engine filter tuong tu

v6i1 khi thém méi céce truong cho engine whitelist.

Indicator : Hanh dong Alert. Cac thao tac thém mdi, stra, xo4 cho cac hanh

dong cua engine Indicator tuong tu vdi khi thém mai cac trudong cho engine whitelist

FalsePositive: Hanh dong Enrichment. Céc thao tac thém mdoi, stra xo4 cho
cac hanh dong cua engine FalsePositive tuong tu vdi khi thém méi cac truong cho

engine whitelist .
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Buéc 6: Nhén “Save” dé luu rule vao hé thdng. Khi ngudi dung mudn luu
lai vao hé thong , ddng thoi deploy xudng correl engince thi nhn “Save &
Deploy”.
Luu ¥: Khi ¢6 16, ngudi dung c6 thé nhan nit “Preview” dé xem 15i.
3.10.2.1 Svra Rules Correlation
Cho phép nguoi dung chinh stra cac rule da tao.
Cac budc thuc hién:

Buwéc 1: Tai man hinh quan 1y rule, click icon Chinh stra cua rule mudn chinh

sua;

......

adiant . Hansgomors Py

Search rules

vvvvvv

Edit- T1082_SysteminformationDiscovery T P
© ctom o |

romaly Detecton. MITRE ATTACK_T1082_SysterminformatiorDiscovery

Luu y: Cac trudng tén rule, category, subcategory la nhirng truong khong chinh stra
duoc.

Buéc 3: Nhén nat “Save” dé luu rule lai vao hé thong. Khi ngudi dung
mudn luu lai vao hé théng , dong thoi deploy xudng correlation engine thi

nhén “Save & Deploy”.

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi Pa ge | 256
T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

Véi nhiing rule chinh sta nhung chi Luu, nguoi dung phai click

Redeploy tai man hinh quan 1y rule thi rule méi ¢6 tac dung d6i véi hé théng.
Luu y: Khi ¢6 16i, nguoi dung c6 thé nhan Preview dé xem 15i.

3.10.3 Xoa Rules Correlation

Cac budc thuc hién x6a 01 rule:
Bwéce 1: Click icon “Xoa” tai rule muon xoa;

Budc 2: Man hinh hién thi thong bao xac nhan xod , chon “Cancel” hodc

“D 1 t 2.
elete”;
Search rules
3 resunts) /0672022 11:8529 - 28/08/2022 11:8829 LBgot 2
K oot bider  custom @ Deployed
root buldr  custor m @ oepioyed
oot buider custom (B Undepioyed

Delete rule

Ao you sure you want to delete e

~ =

Bworc 3:

+ Neéu chon “Delete”, rule dugc chon xo04a s€ bién mat khéi man hinh hién thi;

Viettel -
aJdiant ting /R fes Managemen [

Search rules © Guidsline:

Cac budc thuc hién x6a nhiéu rule:
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Buéc 1: Click chon nhitng rule mudn xo04 (C6 thé xo4 tit ca bang cach
Click Chon tat ca rule);

Buwée 2: Man hinh hién thi thong bdo xac nhan xo4, chon “Cancel” hoac
“Delete”;

eeeeee

Search rules

o youwan

~ &3

Buwére 3: Chon “Delete”, tat ca rule s& dugc xo4 khéi man hinh hién thi.
Chon “Cancel”, thao tac vira chon sé duoc huy bo.
3.11 Protect & Prevention
3.11.1 Application Control
Muc dich: Chirc ning Application Control cho phép ciu hinh cac tng
dung/tién trinh (process) s& chin dudi may ngudi dung khong cho phép chay
(execute). Ung dung/tién trinh dugc nhan dang dua vao ma bam (MDS5, SHAL,
SHA256) hoic duong dan.
3.11.1.1 Hién thi danh sich cac ing dung/tién trinh bi chiin

Click vao tab Protect & Prevention > chon Application control s& hién

thi toan bo cac tmg dung/tién trinh dudi may ngudi dung khéng cho sir dung.

B@pe@ae*
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3.11.1.2 Tim kiém tng dung/tién trinh bi chin

Nguoi ding ¢ thé tim kiém theo ma bam hodc duong dan cia tng
dung bi chan

aJiant =
au B

B@ooa@oe-

3.11.1.3 Thém méi ving dung/tién trinh bi chiin

Click vao “Add new” dé thém mdoi ung dung/tién trinh bi chan, nguoi
dung c6 thé chon chin theo Path hodc ma Hash (MD5, SHA1, SHA256)

viettel

aldiant Protect & Prevent / Application Control = 0

s ‘a
0agent(s) updated | Time updated: 2022/06/17 15:52:36 import Application List v | [EEREEEREPEIT Y

Object

Created Time Action

C:\tempransomware.exe. 2022/06/1515:06:46.

D:\Docktmp.dil

Igg:

2022/06/15 1506:46

B5A45CF9385E4EIFA3DEDFBFDCES2D26E14B4D93 2022/06/15 15:06:46

Add new application

*“\tempvirus.dil 2022/06/151506:46

Application name

*malware:* from file 2022/06/15 15:06:46
from

D8D2C6E11B3D295C08FEF124870F9863CEDADF12 Sfome ‘ from file 2022/06/15 15:06:46

CiWindows\System32\asdawb.exe Hash/path Test 2022/02/08 143811
0 Fath Hash

cf ‘

3.11.1.4 Thém méi ving dung/tién trinh tir tap tin cé sin

Nguoi dung co thé thém mdi cac ung dung/tién trinh bi chén tu tap tin
.csv theo mau c6 san 1én danh sach ung dung hién tai;
Click “Import”, chon duong din dén file can tai 1én va click “Open”,

hé thong s& tir dong thém danh sach cac tmg dung can chin 1én hé thong.
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la a
0 agent(s) updated | Time updated: 2022/06/17 15:52:36 import Application List v [REICT e Y

Action

=
®

£F124870F9863CEDADF12

sdawb.exe

3.11.1.5 X6a trng dung/tién trinh bi chin trong danh sich
Hé théng hd trg x6a 1 hodc nhiéu ung dung bi chan;
Click vao timg mg dung can x6a va click icon “Delete”, hoic click vao

checbox dau mdi timg dung va click nit “Delete”

viettel

aliant | et prent sptcstoncots ® 0

(v a
ted | Time updated: 2022/06/17 15:52:36 import Application st~ (L
s i =

o obext Type Created Time Action

Ctempransomvareexe D 2022/06/15 150645

8| D\vecwmpdi i ) 2022/06/15 15:06:46
BSA4SCFO3BSEAESF43DDFSFDCES2D25E14B4D93 [oen ] 2022/0615 1506:46

2022/06/15 15:06:46

2022/06/15 15:06:46

=
C:\Windows\Syster \asdawb.exe Delete 2022/02/08 14:38:11

Are you sure you want to delete application ?

s ﬂ

3.11.1.6 Ludng cip nhit so lwong cac may agent da cip nhat danh sich
moi thanh cong

Sau khi ngudi dung thém/stra/xéa danh sach cac tién trinh trén giao

dién, hé thdng s& cap nhat danh sach nay xudng dudi cac agent theo ludng

update file agent (chu ky 3 phut/lan). Agent nhan dugc cdu hinh méi, phat sinh

log vé6i eventID =101 va day 1én server, hién thi trén man hinh Event search.

Sau do6 hé théng s€ tuy dong cap nhat s6 lugng agent da cip nhat danh sach ciu

hinh maéi trén man Application control.

(2 |
0 agent(s) updated | Time updated: 2022/06/17 15:52:36 Import Application List v [JEEECRCICHIELEY
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3.11.2 Endpoint Firewall

Muc dich: Chtic ning Endpoint Firewall cho phép céu hinh cac két nbi
s& chan/ cho phép dudi may ngudi ding, bao gdm chin theo tmg dung, ip, port,
hodc ca ip va port, hd trg cac protocol TCP, UDP, ICMP, ICMPv6, IGMP, hd
tro Ipv4 va Ipv6, hd trg inbound va outbound connection.
3.11.2.1 Hién thi danh sach cac két ndi bi chiin

Click vao tab Alti-Malware > chon Endpoint Firewall s€ hién thi toan

bd danh sach cac két ndi bi chin theo tirng nhém ngudi dung.

viettel e
: Aatiialvare | Endpoint Firewall
alJiant > )

@ Enter yourlicense to access the full features of VCS-aJiant. Enter your license.

Group list Q E
-
| Shawing 2 of 2 result(s + addrule EEEEEVE
¥ global
Name Direction Protocol ¥ Local addresses ¥ Remote addresses ¥ Priority ¥ Permission v Status ¥ Action

Rule cho CNTT nbor Not defined Any address 1 o Active

> viettel Rule ATTT cdp2 Inbound/Outbound Not defined Any address 0 * Active

3.11.2.2 Tim kiém cac két ndi bi chin

Nguoi dung c6 thé tim kiém theo nhom ngudi dung, theo tén quy tic
firewall hoic filter theo gid tri cta timg diéu kién (Tén, kiéu connect

inbound/outbound, ip...) trén man danh sach firewall:
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\éﬁltéellnt Anti-Malware / Endpoint Firewall $ ¢

@ nteryourlcense to access the ull features of VCS-aJiant. Enter yourlicense

© TENANT.vietel comin
| TENANT_edr.com

» admin

Grouplist a a
0 TENANT_nsm.com
+ Addrule [EEEEVEES
¥ global
Name Direction ¥ Protocal ¥ Local addresses Remote addresses Y priorty ¥ Pemission v Status ¥ Action
-0 new_group0s0s
L Rule cho CNTT iRbound/Oufbound  Not defined Any address Any addr o Active
> viettel Rule ATTT c&p2 InboundOutbound Not defined Any address addre: 0 o Active

3.11.2.3 Thém méi cac két noi bi chin

Chon nhom nguoti, sau do Click nit “Add new”, nhap thong tin trén

popup thém maéi két ndi bi chin

+ Name: tén di€u kién ban muon tao;

+ Program: cic chuong trinh can chin/ cho phép dudi may ngudi dung. Vi du

“%ProgramFiles% (x86) \Tén_ung dung.exe”

+ Protocol: Not defined, ICMP, TCP, UDP, ICMPV6, IGMP

+ Port: port can chin, néu chin tt ca port thi nhap 0;
+ Direction: inbound, outbound, inbound/outbound

+ Permission: Allow (cho phép) /Block (chan)

+ Remote address/ Local address: hd trg ip v4, vob, dai IP.

+ Valid time: thoi gian diéu kién c6 hiéu luc
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viettet

. Anti-Malware / Endpoint Firewall &® 0
aliant " B

) @ Enter your license to access the fullfeatures of VCS-aJiant. Enter yourlicense.

A

@

Group list
a Add rule X ‘
. 0 TENANT_nsm.com
+addrule SV
9 v global Nam Remote addresses
5, ‘ ‘ ‘ Aiijaaneis o ‘ Priority ¥ Permission £ Status ¥ Action
new_group09os

= e 12 o Active
Program Local addresses

G S e 0 o active
= 5 [ 7]

= © TENANT_uiettel.comvn

- Protocol

TENANT_edrcom
[ Mot v Valid time
e © Alltime
irecti
defaut

Luu y: quy tac ké thira tir nhom cha

+ Néu tich chon Inherit the status from the parent group : nhom con s& ké thira

toan bg diéu kién tr nhom cha, va khong dugce thém maéi hodc stra cac dieu kién

ké thira

+ Néu khong tich chon Inherit the status from the parent group: nhém con s&

khong ke thtra tir nhém cha, va dugc thém mai, xo6a cac diéu kién

viettel ap
: Anti-Malware / Endpoint Firewall ¢
aliant &
@ Enter your license to access the full features of VCS-aJiant. Enter your license.
@ Inherited the status from the parent group: global
Group list
O TENANT_nsm.com Q a
v global «es More
new_group0906 Name Direction ¥ Protocol ¥ Local addresses ¥ Remote addresses ¥ Priority ¥ Permission ¥ Status ¥ Action
» viettel Rule cho CNTT Inbound/Outbound Not defined Any address ® Active
Rule ATTT c3p2 Inbound/Outbound Not defined Any address 0 ® Active
» admi

3.11.2.4 Tao ban sao chép tir diéu kién da co

Chon diéu kién mudn tao ban sao chép, thuc hién Action, chon Duplicate rule
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= [y 6

&|
(]
-

tures of VCS-adiant. E

B>

Group list ‘q a
g TENANT_nsm.com
I Showing 2 of 2 result + addriie RO
v global
s e ses

o

B

(<]

Nai Protocal ¥ Priority ¥ Permission A Status ¥ Action
o new_group0sos - §
‘ Rule cho CNTT Not defined 1 o Actve
vittel 52 »
i Rule ATTT cap2 Not defined 0 Editn
‘ TENANT_viettel.com.vn Duplicate rue
| Delete rule
| o TENANT_edrcom

i p admin

o default

4

3.11.2.5 Thém méi két ndi bi chin tir tip tin c6 sin

Nguoi dung c6 thé thém moéi cac ung dung/tién trinh bi chin tir tap tin
.csv theo mau c6 san 1én danh sach ung dung hién tai;

Click nut “Import from .CSV”, chon duong dan dén file can tai 1én va
click ntt “Open”, h¢ théng s€ tu dong thém danh sach céac ing dung can chin
1én hé théng;

Viettel =
" Anti-Malware / Endpoint Firewall )
aliant " *

@ Entery features of VCS-adiant.

Group list Q

e — ‘

‘ w global

- . = ;
‘ > TENAN .

\ © TENANT_edr

\ » admir

3.11.2.6 Xéa ket noi bi chdn trong danh sach
Click vao tirng két ndi can xda va click icon “Delete”
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= ISEE—— 20

{E]
(]

atures of VCS-aJiant. Ei

B>

o

o}
o
a

© TENANT_nsm.com
+ addruie [V
9 v global
Direction ¥ Protocol ¥ Priority ¥ Pemmission v Status ¥ Action
© new_group0sos
I Rule cho CNTT Inbound/Outbound Nt defined 1 o Actve
Pidlctel Rule ATTT cép 2 inbound/Outbound Not defined [ Edtrule
|- et etcomin plcstorie
l--o rensrogom E=ErT

i b admin

> default

3.11.2.7 Xuit dir liéu cac diéu kién

Chon nhém nguoi dung, chon More, chon Export Rule dé export file csv chira
toan b thong tin céac diéu kién ctia nhoém d3 chon

viettet = 0
: Anti-Malware / Endpoint Firewall (2]
aliant " *

@ Enter your license to access the ful features of VCS-adiant. Enter your license.

aQ a

Group list

TENANT_nsm.com
¥ global
N Priority ¥ Permi
New_groupo9os
Rule cho CNTT 1
> viettel Rule ATTT cép2

o TENANT.viettel comn

o TENANT_edrcom

3.12 Anti — Malware
3.12.1 Scan Schedule

Muc dich: Chttc ndng Scan Schedule cho phép ngudi dung 1ap lich quét
virus dudi cac may tram tir xa.
3.12.1.1 Tim kiém Scan Schedule task

Muc dich: Chirc nang tim kiém Scan Schedule task cho phép ngudi ding
tim kiém cac 1ap lich quét dudi cac may tram theo Task name.
Cac budc thuc hién:
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gj?;_]t Anti-Malware / Scan Scheduler b

of 11 result(s Show only my schedule [+ JVCTENS

Task name Author Created time Scan type Number of agent(s) ~ Trigger Start time Next run time Expired time Status Action
ubuntu2 root 06/10/2022 - 16:15:56 Quick scan 1 Immediately 06/10/2022-16:15:56  N/A N/A
Ubuntu ro0t 06/10/2022-16:1144  Quick scan 1 Immediately 06/10/2022-1611:44  N/A N/A
Quick Win 11 root 06/10/2022 - 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:34  N/A N/A
Taskwin 11 root 06/10/2022 - 16:03:41 Custom scan 1 Immediately 06/10/2022 - 16:03:41 N/A N/A
Task 456 ro0t 06/10/2022-11:37.08  Quick scan 1 At06/10/2022-12:39:30 06/10/2022-123930  N/A N/A
Task 123 root 06/10/2022 - 11:34:26 Quick scan 1 Immediately 06/10/2022-11:3426  N/A N/A
Ewewe ro0t 06/10/2022-11:17:59  Quick scan 2 Immediately 06/10/2022-1117:59  N/A N/A
Task 1 root 06/10/2022-11:14:04 Quick scan 2 Immediately 06/10/2022-11:14:04  N/A N/A
Task mai root 06/10/2022-11:10:10 Quick scan 1 Immediately 06/10/2022-11:10:10  N/A N/A
maitest ro0t 06/10/2022-10:5437  Quick scan 1 Immediately 06/10/2022-10:54:37  N/A N/A
Task 2 root 06/10/2022 - 09:09:09 Custom scan 1 Immediately 06/10/2022-09:09:09 N/A N/A

Buéc 1:  Nguoi dung nhap vao tir khoa tim kiém;
Bwéc 2:  Chon nut 2] hodc nhan Enter dé xac nhan thao tac tim kiém voi tir
khoéa vira nhap.
Buéc 3:  Hé thong s& hién thi danh sach lap lich quét theo tir khoa tim kiém.
3.12.1.2 Thém mdi Scan Schedule task

Muc dich: Cho phép nguoi ding thém méi mot 1ap lich quét, ciu hinh
thoit gian va thong tin may tram.
Cac budc thuc hién:

Bwéc 1:  Tai man hinh danh sach 1ap lich quét, nguoi dung chon ntit New task
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‘él_ejtit;tnt | Anti-Malware / Scan Scheduler * O

Q search ]

‘Showing 11 of 11 result(s) @ show only my schedule ﬁ

Task name Author Created time. Scan type Number of agent(s) ~ Trigger Start time Next run time Expired time Status Action
ubuntu 2 root 06/10/2022 - 16:15:56 Quick scan 1 Immediately 06/10/2022-16:15:56  N/A N/A ® Finished

Ubuntu root 06/10/2022-16:11:44  Quick scan 1 Immediately 06/10/2022-16:11:44  N/A N/A o Finished

Quick Win 11 root 06/10/2022 - 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:34  N/A N/A ® Finished

Taskwin 11 root 06/10/2022 - 16:03:41 Custom scan 1 Immediately 06/10/2022-16:03:41  N/A N/A  Finished

Task 456 root 06/10/2022-11:37.08  Quick scan 1 At06/10/2022-12:39:30 06/10/2022-1239:30  N/A N/A o Finished =
Task 123 root 06/10/2022 - 11:34:26 Quick scan 1 Immediately 06/10/2022-11:3426  N/A N/A ® Finished

Ewewe root 06/10/2022-11:17:59 Quick scan 2 Immediately 06/10/2022-11:17:59  N/A N/A ® Finished

Task 1 root 06/10/2022-11:1404  Quick scan 2 Immediately 06/10/2022-11:1404  N/A N/A o Finished

Task mai root 06/10/2022-11:10:10 Quick scan 1 Immediately 06/10/2022-11:10:10  N/A N/A  Finished

maitest root 06/10/2022-10:5437  Quick scan 1 Immediately 06/10/2022-10:5437  N/A N/A o Finished

Task2 root 06/10/2022-0909.09  Customscan 1 Immediately 06/10/2022-00:0909  N/A N/A  Finished

Buéc 2:  Hé thong hién thi man hinh thém mé&i mot lap lich quét, nguoi dung
nhdp vao cac thong tin:

Create new task

Task name

[ new task 1|

Scantype ®

Quick scan

Trigger

When this task is created
© Runimmediately
O _Run on a schedule

Assignee(s)
© Allagents (total 38 agents)
O Choose group(s) and agent(s)

0assignee(s)

— Thong tin 1ap lich quét bao gdm: Task name, Scan type, Priority

Task name: Nguoi dung nhap vao tén 1ap lich quét;
Scan type: Nguoi dung lya chon mdt trong 3 loai scan. Cho phép:

+ Quét nhanh: Kiém tra nhanh cac tép va thu myc dang ngd tiém an;
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+ Quét toan bd: Kiém tra toan bd cac tép va thu muc trong may tinh. Qua trinh
nay c6 thé mat vai gio dé hoan thanh;
+ Quét tiiy chinh: Cho phép ngudi ding mot tép / thu muc cu thé trong may tinh

cua ban dé quét.

Priority: Cho phép nguoi ding lya chon téc do quét va thay doi muc do
chiém dung tai nguyén cua may. Khi dit mic vu tién cao, hé théng s& quét
nhanh chdng, tuy nhién sé& tiéu tén nhiéu tai nguyén cia CPU. Tuong tu, néu
chon mirc d6 uwu tién thip, hé thong s& quét cham hon va tiét kiém tai nguyén
CPU.

— Thong tin Trigger cho phép nguoi dung lua chon loai 1ap lich quét:

Run immediately: Cho phép ngudi dung 1ap lich quét ngay 1ap tire dudi
cac may tram khi task vira dugc tao thanh cong;

Run on Schedule: Cho phép ngudi dung lap lich quét theo ciu hinh cua
nguoi dung:

© FRunon a schedule

‘ One time A ‘
Start time
‘ 31/10/2022 - 10:45.27 @ ‘

(O Runtask as soon as possible after a schedule is missed @

+ Schedule:
e One time: Lap lich quét mdt lan;
e Daily: Lap lich quét hang ngay;
e Weekly: Lap lich quét hang tuan;
e Monthly: Lap lich quét hang thang;

+ Start time: Cho phép ngudi ding nhap vao thoi gian bat dau lap lich quét
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+ Vi du: Schedule: Daily, Start time: 15/08/2022 — 03:00:00. Puoc hiéu 1a cAu
hinh 14p lich quét hang ngay lac 03:00:00;

+ Run task as soon as possible after schedule is missed: Cho phép nguoi dung
cAu hinh 1ap lich quét lai ngay khi 1ap lich trude bi bo 16.
— Théng tin Assignee: Cho phép ngudi dung cau hinh thong tin cac may tram
nhan lap lich
All Agent(s): Lap lich voi tat ca cac may tram thudc quyén quan 1y caa
nguoi dung dang dang nhap;
Choose Agent(s) or Group(s):

+ Muyc dich: Cho phép cAu hinh, lya chon cac may tram hodc cdc nhom may tram:

Assignee(s)

All agents (total 38 agents)

© Choose group(s) and agent(s)

0 assignee(s) @ Add agent/group Import from list...w

+ Cac budc thyc hién: Add Agents or Group
e Add Agents or Group - Ngudi dung chon Add Agent. Hé thong hién

thi popup lua chon may tram:
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Add agent(s)

fi bearch by quertes

38 result(s)

O Agentid Computer name 1P Address. Group

6... 3j 127.0.0.1,10.255.250.... auto_test

0 B4 phul; 127.0.0.1,192.168.12... default
0A691ACC638FODAESACATS... Win7x64-A-PC 10.0.215,127.001  maitest!
OAC36E4TEA0C67DESATEFS... phula-redhat?.? 127.0.0.1,192.168.12... chuyen._test
0B726365F86EBFF5000E6B2... localhost localdomain 127.0.0.1,192.168.19.. no_group
OE1CBE9249C35DCDF763F2... ubunty 127.0.0.1,192.168.12.. maitest1_1

155E59FAED2450B5750CEF... phula.redhat8.4 127.0.0.1,192.168.12... global

o
o
o
o
o
[u}]
[u]
o

1570617137788D10F47BES... agent-core-mac 127.0.0.1,192.168.6.2... no_group

<23 45>

Cancel

o Tim kiém may tram:

= Tai popup Add agent(s), ngudi dung co6 thé tim kiém may tram
theo truy van céc truong thong tin: AgentID, Computer name, IP Adress, Group,
Status, ...

= Nguoi dung chon icon 2] hodc nhan nut Enter dé x4c nhan tim
kiém;
= Hé thdng sé& hién thi danh sach may tram theo truy van.

o Tich chon mét hodc nhiéu cc may tram dé thuec thi 1ap lich quét:
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Add agent(s)

fX search by queries

‘Selected (1)

phula-rednat7.7 %

38 result(s)
Agent ID Computer name 1P Address Group

06A6027157E4EEE09ADCT6... ajiant-agent-centosé. 127.0.0.1,10.255.250.... maitest1 2 3

o . phula- 1018 127.0.0.1,192.168.12... default
0A691ACCE38FODAESACATS.. Win7x64-A-PC 10.0215,127.001  matestl

OAC36E41E40C67DESATEFS.. phula-redhat7.7 127.0.0.1,192.168.12... chuyen_test

localhost 127.0.0.1,192.168.19... no_group
OE1CBE9249C35DCDF763F2... ubuntu 127.0.0.1,192.168.12.. maitest1_1
155E50FAED2450B5750CEF... phula.redhats.4 127.0.0.1,192.168.12... global
15706171377B8D10FA7BES... agent-core-mac 127.0.0.1,192.168.6.2... no_group

e
o
o
o
]
o
[u]
o
(u]

<

o Chon nat Add dé thyc hién thém thong tin Agent/ Group — HT
quay lai danh sach Agent/ Group;

o Hodc chon niit Cancel dé thuc hién huy thao tac thém thong tin
Agent/ Group;

=>» Danh sach cac may tram dugc Iua chon s€ dugc tu dong thém vao khung thong
tin may tram da dugc chon.

e Add Agents or Group - Nguoi ding chon Add Group. Hé thdng hién
thi popup lua chon group:

o Tim kiém group:

= Tai popup Add group(s), ngudi dung cé thé tim kiém may tram
theo truy van céc truong thong tin: Group name

= Nguoi dung chon icon =l hoic nhan nat Enter dé xac nhan tim
kiém;
= Hé thong s& hién thi danh sach group

o Tich chon mét hodc nhiéu group dé thyec thi 1ap lich quét:
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Add group(s)

[ seoentrgoupram,

o TENANT_nsm.com O b thanhnmg_test
So global 2 no_grot
o ¢ group >
&% admin phula_test
g TENANT_edr.com new_group
O b TENANT.viettel.c.. anhnn_test

Selected
3 group(s)
Group

oo TENANT

o Chon nat Add dé thyc hién thém thong tin Agent/ Group — HT
quay lai danh sach Agent/ Group;

o Hodc chon niat Cancel dé thyc hién huy thao tic thém thong tin
Agent/ Group;

=>» Danh sach cac may tram dugc Iya chon s€ dugc ty dong thém vao khung thong

tin group da duoc chon.
+ Import from .CSV: Cho phép ngudi dung tai 1én danh sach may tram bang cach:
e Luya chon vao nut Import from list;

e Lua chon Download sample file, cho phép tai xudng file mau danh

sach may tram;
e Nguoi dung nhap thong tin may tram va tai 1én file danh sach may
tram br:ing cach chon nut Import from .CSV

Buéc 3:  Nguoi dung chon niit Create dé hoan thién thao tac thém moi lap lich
quét. Hodc, chon nut Cancel dé huy thao tac thém mai 1ap lich quét
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3.12.1.3 Nhan ban Schedule task

Bworce 1:

can nhan ban:

Cac budc thuc hién:

Muc dich: Cho phép nguoi dung nhan ban 1ap lich quét.

Tai man hinh danh sach task, nguoi dung chon Duplicate ban ghi task

viettel

Anti-Malware / Scan Scheduler

aliant
Q B
Showing 11 of 1 Show only my schedule
Task name Author Created time Scan type Number of agent(s) ~ Trigger Start time Next run time Expired time Status Action
ubuntu 2 root 06/10/2022 - 16:15:56 Quick scan 1 Immediately 06/10/2022-16:15:56  N/A N/A °
Ubuntu foot 06/10/2022-16:11:44 Quick scan 1 Immediately 06/10/2022-16:11:44  N/A N/A View report
Quick Win 11 root 06/10/2022 - 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:34  N/A N/A View detail
Taskwin 11 root 06/10/2022 - 16:03:41 Custom scan 1 Immediately 06/10/2022-16:03:41  N/A N/A
Task 456 root 06/10/2022-11:37:08 Quick scan 1 At 06/10/2022-12:39:30 06/10/2022-12:39:30  N/A N/A Belete This a5k
Task 123 root 06/10/2022-11:34:26 Quick scan 1 Immediately 06/10/2022-11:34:26  N/A N/A -
Ewewe root 06/10/2022-11:17:59 Quick scan 2 Immediately 06/10/2022-11:17:59  N/A N/A .
Task 1 root 06/10/2022-11:14:04 Quick scan 2 Immediately 06/10/2022-11:14:04  N/A N/A .
Task mai root 06/10/2022-11:10:10 Quick scan 1 Immediately 06/10/2022-11:10:10  N/A N/A
maitest foot 06/10/2022 - 10:54:37 Quick scan 1 Immediately 06/10/2022-10:54:37  N/A N/A .
Task 2 root 06/10/2022 - 09:09:09 Custom scan 1 Immediately 06/10/2022-09:09:09  N/A N/A .

Bworc 2:

name
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Duplicate task
Task name

[

@ You cant leave this fleld blank
Scan type @ Priority @

l Quick scan M ] l Low

Trigger

‘When this task is created

© Runimmediately

O Runona schedule
Assignee(s)

O Allagents (total 836 agents)
© Choose group(s) and agent(s)

s L
Assignee Type Computername  IP Address  Action
‘1FBAFFB82BBCG... agent virtual_agent_phul.. 172.17.0.22
09D9E77FA9EG3.. agent virtual_agent_phul.. 172.17.0.2

.. agent 192.168.74.128

ECBEBSFODAB21.. agent  Win10x64_MaiNTN 192.168.74.128

<@

Buéc 3:  Nguoi dung chon nat Create dé hoan thién thao tac nhan ban lap lich
quét. Hodc, chon nut Cancel dé huy thao tac nhan ban 1ap lich quét.

Duplicate task

‘Task name

[ Task 1|

Scantype @

[ Quick scan

Trigger

When this task is created
© Runimmediately
O Runon a schedule

Assignee(s)

O All agents (total 836 agents)
© Choose group(s) and agent(s)

4assignee(s) © Addagent/group [IETSHSETEIRA

Assignee Type  Computername  IPAddress  Action

1FBAFFBB2BBCG... agent  virtual_agent phul.. 172.17.0.22

09DOE77FA9E63.. agent  virtualagentphul. 17217.02

agent 192168.74.128

ECBEBSFODAB21.. agent  Win10x64_MaiNTN 192.168.74.128

<@>

3.12.1.4 Xem chi tiét

Muc dich: Cho phép nguoi ding xem thong tin chi tiét 1ap lich quét
Cac buoc thuc hién:
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Bwée 1:  Tai man hinh danh sach task, nguoi dung chon View Detail ban ghi

task can xem chi tiét;

= H¢ thdng hién thi man hinh chi tiét 1ap lich quét

View task detail
Task name

Task test immediately

Scantype @
Custom scan
Target(s)
Application Data X
Trigger
When this task is created

* Runimmediately
Run on a schedule
Assignee(s)
All agents (total 836 agents)
+ Choose group(s) and agent(s)

1 assignee(s) © A

Assignee Type  Computername  IPAddress  Action

AE6C56DE45F9A... agent MaintnWinx64 192.168.74.128
<@

Cancel

Bwéc 2:  Nguoi diung chon niit Cancel hodc icon Close dé huy thao tic xem
chi tiét 1ap lich quét

3.12.1.5 Xo6a Schedule task

Muc dich: Cho phép x6a lap lich quét trong danh sach task;
Cac buoc thuc hién:

Bwée 1:  Tai man hinh danh sach task, nguoi dung chon Delete this task ban
ghi task can x6a;
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‘;jti';‘nt Anti-Malware / Scan Scheduler & 0O
Q search
‘Showing 50 of 759.426 result(s) @ show only my schedule
Task name Author Created time. Scan type Number of agent(s) ~ Trigger Start time Next run time Expired time Status Action
Duplicate this task root_test 22/09/2022 - 17:25:36 Quick scan 5 Immediately 22/09/2022-17:25:36 N/A N/A ‘@ Finished
Test immediately root_test 22/09/2022 - 10:56:27 ‘Custom scan 1 Immediately 22/09/2022-10:56:27 N/A N/A ® Finished
Task name immediately main root_test 22/09/2022 -10:27:27 ‘Custom scan 1 At 22/09/2022 - 10:30:47 22/09/2022-10:30:47  N/A N/A @ Finished
Task name immediately mai root_test 22/09/2022-10:19:37 Custom scan : Immediately 22/09/2022-10:19:37  N/A N/A ‘@ Finished -
Task name immediately root_test 22/09/2022-10:17:37 ‘Custom scan 1 Immediately 22/09/2022-10:17:37  N/A N/A View report
Task testimmediately root_test 22/09/2022 - 10:05:35 ‘Custom scan 1 Immediately 22/09/2022-10:05:35 N/A N/A View detail
Task mai testimmediately root_test 22/09/2022 - 09:53:55 Custom scan 1 Immediately 22/09/2022-09:53:55  N/A N/A Duplicate this task
data 1 root_test 20/09/2022 - 17:42:46 Quick scan 1 Immediately 20/09/2022-17:42:46  N/A N/A
test create root_test 16/09/2022 - 15:04:59 Quick scan o Immediately 16/09/2022-15:04:59  N/A N/A
create test agent edr test 2 root_test 14/09/2022 - 10:08:36 Custom scan : At 29/09/2022-10:10:42 29/09/2022-10:10:42  N/A N/A ® Finished
datatest-1-20-59-999 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A @ Finished
data-test-1-20-5-9-998 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A ® Finished
data-test-1-20-5-9-997 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A @ Finished
datatest-1-20-59-996 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A @ Finished
data-test-1-20-5-9-995 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A ® Finished
datatest-1-20-59-994 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A @ Finished
datatest-1-20-5-9-993 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A @ Finished
data-test-1-20-5-9-992 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45 N/A N/A ® Finished
datatest-1-20-59-991 root_test 09/09/2022 - 18:54:45 Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A @ Finished
a

Buéce 2:  Hé thong hién thi man hinh popup Xac nhan x6a. Nguoi dung chon
No dé huy thao tac x6a 1ap lich quét hodc chon Yes, keep delete dé tiép tuc
thao tac xda

Delete this task?

Are you sure you want to delete the task "Task name
immediately mai*?

3.12.1.6 Xem bao cao
Muc dich: Cho phép nguodi dung xem bao céo lap lich quét;
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Cac budc thuc hién:

Budc 1:  Tai man hinh danh sach task, nguoi dung chon View report ban ghi

task can xem bao cao;

viettel

aliant

Anti-Malware / Scan Scheduler

QL

wing 50 of 759.426 result(s) Show only my schedule [+ JYEWEEEY

Task name Author Created time Scan type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
Duplicate this task root_test 22/09/2022-17:2536  Quick scan 5 Immediately 22/00/2022-17:2536  N/A N/A .

Testimmediately root_test 22/00/2022-10:5627  Customscan 1 Immediately 22/09/2022-10:5627  N/A N/A .

Taskname immediately main  root_test 22/00/2022-1027:27  Customscan 1 AL22/00/2022-10:30:47 22/09/2022-10:3047  N/A N/A .

Task name immediately mai root_test 22/09/2022-10:1937  Customscan 1 Immediately 22/09/2022-10:19:37  N/A N/A .

Task name immediately root_test 22/00/2022-10:17:37  Customscan 1 Immediately 22/00/2022-1017:37  N/A N/A . E

Task testimmediately root_test 22/09/2022-10:0535  Customscan 1 Immediately 22/09/2022-10:0535  N/A N/A .

Task mai test immediately root_test 22/09/2022-09:53:55  Customscan 1 Immediately 22/09/2022-09:53:55  N/A N/A .
data 1 root_test 20/09/2022 - 17:42:46 Quick scan 1 Immediately 20/09/2022-17:4246  N/A N/A
test create root_test 16/09/2022-1504:50  Quick scan 0 Immediately 16/00/2022-15:0459 N/ N/A iEw Getal

create test agent edr test2 root_test 14/09/2022-1008:36  Customscan 1 AL29/00/2022-10:10:42 20/00/2022-10:1042  N/A N/A —_—_—,
data-test-1-20-59-999 root_test 09/09/2022-18:54:45  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A DeIE G taSKk
datatest-1-20-5-9-998 root_test 09/09/2022-18:54:45  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A S—
data-test-1-20-5-9-997 root_test 09/00/2022-18:5445  Quick scan 10 Immediately 09/09/2022-18:5445  N/A N/A .
data-test-1-20-5:9-996 root_test 09/09/2022-18:5445  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A .
datatest-1-20-5:9-995 root_test 09/09/2022-18:54:45  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A .
datatest-1-20-5-9-004 root_test 09/00/2022-18:5445  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A E
data-test-1-20-59-993 root_test 09/09/2022-18:5445  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A .
datatest-1-20-5-9-992 root_test 09/09/2022-18:54:45  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A .
datatest-1-20-5-9-001 root_test 09/00/2022-18:5445  Quick scan 10 Immediately 09/09/2022-18:54:45  N/A N/A oF

Buéc 2:  Hé thong hién thi man hinh View report:
— Tim kiém:
Muc dich: Cho phép tim kiém truy van cac thong tin trong bao co nhu:

AgentID, Computer name, [P Address, Platform, Group, Status, Result
Cac budc thuc hién:
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View task report X
Task name Task per me 14/09/2022 14:32:24
Author root_test Scan type Custom scan
‘ fx ‘ Q [ view on Dashboard
5 resuit(s)
Agent ID Computer name IP Address Platform Group Status Result
FC97D9289BFA70F681BB4BBFEDS95CDEA2CAIADT  bich3_win7x8& 192.168.255.1 Microsoft group_windows g scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4CB3AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 P Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BES7600E505BF7D25CABATDCE8DTFC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows g Scan cor d Start time: 14/09/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: D

+ Ngudi ding nhap vao thong tin truy van va chon icon @ hodc nhin nit Enter

dé xac nhan truy van;
= H¢ thdng hién thi danh sach két qua bao cdo 14p lich quét sau khi truy van.
— Export to Excel

Muc dich: Cho phép ngudi ding tai xudng bao cao két qua lap lich quét
theo dinh dang file Excel;

View task report b4
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| Sfx ‘ Q RS TEN | B View on Dashboard
5 resuft(s)
Agent ID Computer name IP Address Platform Group Status Result
FC97D9289BFA70F681BBABBFEDSASCDEAZCAGADT  bich3_win7x86 192.168.255.1 Microsoft group_windows & scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4CB3AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 ® Scan co et Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96

Total malware found: 0

F2AA317BEB7690E505BF7D25CA6ATDC6BDTFC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows g Scan co pleted Start time: 14/09/2022 14:36:18
t 38 windews 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0
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Cac budc thuc hién: Tai man hinh View task report, ngudi dung chon

nut Export to Excel
= Hé thong cho phép tai xudng file két qua bao cao lap lich quét.
View on dashboard

Muc dich: Cho phép xem bao cdo thong ké Anti-malware ctia hé théng

View task report X
Task name Task per 14/09/2022 14:32:24
Author root_test Custom scan
‘ Jx | Q RON= L ENICL B view on Dashboard
5 resuli(s)
Agent ID Computer name IP Address Platform Group Status Result
FC97D92B9BFA7OF681BBABBFEDSISCOEA2CAIADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25FAC83AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 ® Scan co Start time: 14/09/2022 14:36:18
182.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEBT690E505BF7D25CA6A7DC6BDTFC37D  Blchpt3_Win10Tes 192.168.255.1 Microsoft group_windows o Start time: 14/09/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

Céc budc thuc hién: Tai man hinh View task report, ngudi dung chon

nut View on dashboard
= H¢ thong diéu hudng sang trang bao cdo thdng ké Anti-malware cta hé théng;
3.12.2 Device control

Chirc ning: Cho phép kiém soat, bao vé dit liéu quan trong thong qua thiét
bi ngoai vi, nhu 6 USB, thiét bi Bluetooth va dia CD va DVD ghi dugc.

Muc dich: 7 hiét bi USB, CD, DVD va cac thiét bi ngoai vi khac, tuy rat hiru
dung nhung ciing mang lai nhitng moi de doa thire si cho t6 chirc. Do vdy, can qudn
Iy théng tin va kiém sodt cdc thiét bi ngoai vi thiee hién thao tdc truy cdp t6i cde may

tinh cua end users
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3.12.2.1 Tim kiém Group

Muc dich: Chirc nang tim kiém Group cho phép ngudi dung hién thi
danh sach group list theo cAu triic tree
Man hinh giao dién khi vao tinh ndng Device control: Anti-

malware/Device-control

viettel

aJiant Anti-Malware / Device Control * (
Q serrrgomn a
Group list

---- O TENANT_viettel.com.vn

== viettel

---- 0 global
== O TENANT_nsm.com
--- O TENANT_edr.com

=== O admin

---- O default

Buéc 1: Nguoi dung nhap vao tir khoa tim kiém & Search by group name (C6 tir
tur khoa goi y theo text)

(S e <

TENANT _viettel.com.vn

anhnn_test
khoi_thi_truong
khoi_phu_thuoc
viettel

global
TENANT_nsm.com

[--0 TENANT_edr.com
‘ O admin

L0 default
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Buwéi 2: Chon nut a8 hodc nhan Enter dé xac nhan thao tac tim kiém véi tir khoa
vira nhap.

Bwoc 3: Hé théng s& hién thi danh sach theo tir khoa tim kiém.

Néu c6 két qua sé tra vé

viettel

aldiant

Q_ khoi_thi_truong ° ‘ n

Showing 1 of 1 result(s)

L
Anti-Malware / Device Control * ©] O

Group Location

;.% khoi_thi_truong viettel

Con tim kiém khong c6 két qua

viettel

aldiant

Q_ khoi_thi_truong_tn (<] ‘ E

Showing 0 of 0 result(s)

°
Anti-Malware / Device Control * (0] O

Group Location
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3.12.2.2 Danh sach Device ciia tirng group

Sau khi chon hi¢n thi group mong mudn, man hinh s& hién thi bang Device
Type

C6 6 tich chon
() Inherited the status from the father group: liennt

Group cap dudi thi khi check chon inherit thi n6 s& ké thira status va exception
ciia group cha gin nhdt>> Khéng c6 quyén chinh stra, chi c6 quyén View

Con uncheck thi ngugc lai chi nhé no6 tu thém stra xda dugc
V& phan Bang danh sach thiét bi bao gdm cac trudng thong tin sau:

O Inherited the status from the father group: liennt

Device type Status Numbers of exception rules Action
Removable drives Block 0

Portable devices (MTP, PTP) Block

Network devices Block 0

Camera and scanners Block

Smart card devices Block 0

Other USB devices ) Allow

+ Device type: hién thi tén thiét bj fix cimg
+ Status: Allow/Block hién thi trang thai phan quyén truy cdp timg loai
thiét cho timg group.

+ Numbers of exception rules: hién thi sé luong ngoai 1& (Exception

rule) ting loai thiét bi cho tirng group
+ Action: Hién thi icon Edit Exception tai column Action trén mdi ban
ghi khi hover vao ban ghi (Click icon edit=> Hién thj tab Exception list)

3.12.2.3 Man Exception
Muc dich:

Cho phép ngudi dung c6 thé xem dugc danh sach exception cua loai

thiét bi theo group.

Danh sach Exception list
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Detail - Removable drives X

Exception list

Q | |

Showing 10 of 10 result(s) Add
Exception name Description Duration Status Action
ZXcze N/A Forever ® Active
teasd vdvdv Forever ® Active
acca N/A 18/05/2023 05:00:00 - 20/05/2023 14:30:00 ® Active
tasdasd N/A Forever ® Active
tesda N/A Forever ® Active
teasdasd N/A Forever ® Active
yrdfds N/A Forever ® Active
USB storage block forever block forever Forever ® Active
test forever 2 USB storage  block USB Stor... Forever ® Active
test forever N/A Forever ® Active

- TH Numbers of exception rules =0
>> Hién thi msg "NO DATA TO SHOW"
- TH Numbers of exception rules !=0
>> Hién thi danh sach exception twong tng véi thiét b
Tim kiém khong c6 két qua
>>Hién thi msg "NO DATA TO SHOW"
Tim kiém c6 két qua
>>KT nhap chudi khép 1 hoidc toan phan trudong name, khong
phan biét chit hoa hay thuong. Khi bat dau nhap text, goc input s& ¢ icon xoa

=> (Click button search hoac enter
Luon hién thi bang danh sach exception bao gdm cac truong thong tin sau:

— Exception name - hién thi tén ngoai I¢

— Description - M6 ta thong tin dugc ap dung ngoai 1€

—  Device(s) - hién thi tén device

— Duration - hién thi thoi han cua exception

— Status - hién thi trang thai ctia exception. Bao gdm Expired va
Active

Néu exception dd qua duration cho phép so v&i thoi gian hién tai thi hién thi
Status = "Expired"
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+ Néu exception dam bao duration cho phép so véi thoi gian hién tai thi
hién thj Status = "Active"

6. Action:

Button Add: tao mé1 dugce cac Exception

Hién thi s6 két qua "Showing x of n results"
- x: dém s6 lwong ban ghi dang hién thi trén bang danh sach
- y: dém tong s6 lwong tit ca cic ban ghi da ghi nhan

Téi da 20 béan ghi trén bang danh sach exception

— Phén trang bang dir liéu néu > 20 ban ghi, ngudi ding chon trang nao
hién thi bang dir li¢u tuong Ung véi trang do.

— Mic dinh hién thi trang dAu tién

— Thi t ban ghi duoc hién thi theo thoi gian tao mai/ chinh sira (gin nhat
Ién dau va day dan cac ban ghi cli xuong dudi)

3.12.2.4 Man Add Exception

Muyc dich: tao mdi1 dugce cac ngoai 1€, d€ moi don vi c6 thé ngoai I¢ mot s6 nguoi

dung cudi duoc phép truy cap thiét bi (phuc vu muc dich nghiép vu ca nhan)
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Add exception X

Exception name * Permission

|

Description

0/100

Valid time

© Forever

O Choose time

Devices list (0) Add device
Assignees

O All agent(s)
O Choose group(s) (0)
O Choose agent(s) (0)

Cancel

e Exception name: Cho phép nhap tén cua exception(Bit budc, khong dugc
trung tén). Ki tu theo anphabet, s6 1,2.3..0, khong phan biét chir hoa, chir
thuong, dudi 500 ki tu

e Permission - Hién thi phan quyén truy cép cua exception (dé dang Disable),

Néu loai thiét bi duwoc phan quyén truy cap la Allow, twong Gmg phan quyén
truy cap cua exception la Block
+ Néu loai thiét bi dugc phan quyén truy cép 1a Block, trong tmg phan
quyén truy cp ctia exception 13 Allow

e Description: mo ta thong tin viéc tao exception
e Valid time - Cho phép lua chon thoi han hop 1€ cia exception

Dé radio button va c6 2 lua chon cho ngudi dung:

- Forever : Cho phép/ Chan mai mai

- Absolute time range — Dinh dang hién thi dd/mm/yyyy hh:mm:ss -
dd/mm/yyyy hh:mm:ss (midc dinh 13 thoi diém hién tai dén tuong lai, thoi gian
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dé chénh 5 phut dé ngudi dung k bi gip 16i khi dang Add exception (thdi gian
thao tac lau)
Néu ton tai it nhat mot ban ghi exception thi hién thi Bang danh sach exception
bao gom cac trudng thong tin sau:

— Exception name - hién thi tén ngoai 1€

— Description - M6 ta thong tin dugc &4p dung ngoai 1¢

— Device(s) - hién thi tén device

— Duration - hién thi thoi han cta exception

— Status - hién thi trang thai ciia exception. Bao gdm Expired va Active
Neéu exception da qué duration cho phép so vdi thoi gian hién tai thi hién

thi Status = "Expired"
+ Néu exception dam bao duration cho phép so véi thoi gian hién tai thi
hién thi Status = "Active"

6. Action:

- Button Add: tao méi dugc cac Exception

Device list (mic dinh it nhat 1 ban ghi device)
Khi chua c6 device: Chi hién thi Button Add device
Khi c¢6 device: Hién thi Button Add device va hién thi table gdm céc
column: Device control ID, Action (Hién thi icon edit, x6a khi move chudt vao)
e Néu nguoi dung chi c6 quyén view thi chi c6 quyén xem ma
k dc Add, edit, x0a

Device list (1)

Device ID Device name Action
Device USB 123 Thiét bi USB g W
< B>

Click vao button Add device ra popup dé nguoi dung nhap thong tin tao
thiét bi ngoai 1¢
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Add device X

Device ID *
| |

Device name

Cancel

Thong tin gom:
e Device ID: chura ky tu alphabet, $0, ky tu dac biét, ID cua
thiét bi ngoai vi, trudng bit bude
e Device name: hién thi tén cia thiét bi, c6 thé dé tréng
Khi chua nhap Device ID thi nat Save s¢€ disable.
Khi da nhap du thong tin, nat Save s¢€ avialbe.

Nhét Cancel hoic click icon dong s& thoat khoi man popup

Quay tr¢ lai man Add exception
Assigness ¢0 3 option cho nguoi dung chon (chon dugc 1 option)
e Néu chon All agent(s), chon tt ca agent cho phép/chan thiét
bi Exception nay.
e Néu chon Choose agent(s) (0), ngudi dung c6 thé chon 1

hodc nhiéu agent cho phép/ chin thiét bi Exception nay.

Luc nay s€ hién thi thém button Add agent.
Click vao button s€ ra 1 popup tuwong ung (Chi c6 cac agent thudc group
d6 moi hién thi ¢ phan Add agent(s).)
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Add agent(s) X
fx AgentID o ] a
36 result(s)
0 AgentID Computer name IP Address Group Status
(0 077278CE6797BB6B6395AB.. edr02_win10 192.168.40.129, 127... vcs_anm °
(0 OEB4F0A2D2FE6432C50AFA.. ubuntu20 127.0.0.1,10.0.2.15, 1... ves_anm e
(0 12CFB4DA48D28053302D14.. DESKTOP-7G2IBRE 192.168.56.1,192.16... vcs_anm
(0 15B2BBFFEBC988C8080297.. JungJungJung 192.168.195.133, 127... no_group
[0 1A2AAT4691E192A4E1AF4A.. Win7x86 192.168.74.132,127... khoi_doc_lap
(0 1B0OA66FDS6EDD4C2C6D557.. DESKTOP-R2GBJEF 192.168.198.138, 127... vcs_anm
(0 35BB40573301CD6ECD7194.. HuyenPT-Win7x86 192.168.131.129,127... vcs_anm
(0 44FF36ED36F0B20030539F5... JUNGJU_JiuJiu 192.168.195.133,127... no_group ]
<@z23 45 >
Cancel
Search:

Cho phép ngudi dung nhép vao key tim kiém thong tin Query goi ¥ ¢o
trong hé thong theo AgentID, Computer name, IP address
Maic dinh tréng, khong bat budc nhap, cho phép nhap ky tu dac biét;

>> Khi click kiém tra ndi dung query da dung format query chua:

Thuc hién tim kiém dit liéu, kiém tra c6 dit liéu thoa man: KT nhap chudi
khép 1 hodc toan phan truong name, khong phan biét chir hoa hay thuong. Khi bat
dau nhap text, gbc input s€ cd icon x0a

=> Click button search hodc enter

Ludn hién thi cac trudong thong tin nhu cft: Agent ID, Computer name, IP address,
Group, Status

+ Néu khong c6 dir 1iéu thoa man, thong bao: No data;

+ Néu c6 dit liéu théa man: Hién thi danh sach tuong tng;
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e Checkbox: Cho phép check chon 1 hodc nhiéu Agents, Mic dinh khong
check;

Agent ID: Hién thi thong tin Agent ID

Computer name: Hién thi thong tin thiét bj (may tinh)

IP address: Hién thi thong tin dja chi IP cta thiét bi (may tram)

Group: Hién thi théng tin Group cua Agent

Status: Hién thi théng tin trang thai hoat dong ctiia Agent: Online/ Offline
C6 phan trang, toi thiéu 8 ban ghi

Sau khi tich chon agent nao thdy phu hop, button Add s& dc aviable 1én

Click vao nut Add la nguoi dung da chon thanh cong 1 hoac nhiéu agent vao
phan Add Exception

Sau khi Add xong Agent quay vé man Add Exception:

S¢€ hién thi cac truong : Agent ID Computer name IP Address Group Status
Man nay hién thi thém cdt Action (Icon X6a), 5 ban ghi t61 da nhiéu thi phan
trang.
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Exception name * Permission X
L4
Description
100
Valid time
© Forever
Choose time 2 ) 2 5
Device list (0) Add device
Assignees
All agent(s)
Choose agent(s) (2)
© Choose group(s) (4) Add group
Group Location Action

TENANT _viettel.com.vn
viettel
global

TENANT_nsm.com

< >
Cancel

e Néu chon Choose group(s) (0), nguoi dung co thé chon 1 hodc nhiéu group
cho phép chan thiét bi nay. Mac dinh hién thi danh sach Group (theo user
dang nhap quan 1y).

Danh sach Group yéu cau hién thi dang cdy, yéu cau check triung trong chinh
danh sach Group

Search box: Cho phép ngudi dung nhép vao key tim kiém théng tin Group c6

trong hé théng theo Group name

Mac dinh tréng, khong bt budc nhap, Trim khoang tréng dau cudi, cho phép
nhap ky tu dac biét;

Click vao Button Search, thyc hién tim kiém thong tin Group lién quan dén key

tim kiém c6 trong hé thong

Checkbox Item: Cho phép check chon 1 hoac nhiéu Group, mdc dinh khong
check;

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi Pa ge | 290
T:(+84) 971 360 360 E: vcs.sales@viettel.comvn | W: www.viettelcybersecurity.com



viettel

security

Add group(s)

X
£ a2

© NOTE: In this interface, users belonging to the parent group have full control over all the child groups of their parent gr... See more >>

O &% TENANT viettel.c...

0O oo viettel >
O &% global

O &b TENANT_nsm.com

O &b TENANT_edr.com

Selected (0)
Group Location Action
Cancel E
Check trung Group(s);

Mic dinh khong hién thi két qua néu nguoi dung khong lua chon ban ghi
nao;

Néu ton tai it nhat 1 ban ghi thi hién thi phan trang va s lugng Agent(s) di
duoc chon;

Checkbox: Tich chon 1 hodc nhiéu group ma Agent d6 c6 trong cac group
lién quan. Mac dinh 1a khong chon(uncheck)

Cac thuoc tinh cot bao gém: Group, Location, Action. Chon cai nao sé co
Seleted(0) twong ung

Group: Hién thi thong tin Group ciia Agent
Location: Hién thi vi tri cAy quan hé ctua Group;

VD: root/ TT GPSP/EDR
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Action: (x6a) néu khong mudn chon group do
Néu khong chon 1 group ndao >> Tra vé No data
Sau khi da chon group hop 1y, nguoi dung chon button Save thanh cong,

quay vé man Add Exception . Luc nay Portal s& hién thi 1 thong bao, Ban di thém
exception thanh cong

Néu khong mudn chon group ban click Cancel dé quay vé man Add
Exception

Khi da du thong tin can thiét cho Add Exception, nguoi dung chon Save dé

luu toan bo thong tin ciia Exception nay. >> quay lai man Exception list cua
group do

O man Exception list, Liic ndy & phan Action, c6 icon Edit va Delete

Néu chon icon Edit s&é ra man twong tu

Exception name * Permission X
Description
wrqw

Valid time

© Forever
Choose time B

Device list (0) Add device
Assignees
© Allagent(s)

Choose agent(s) (0)

Choose group(s) (0)

cancel m

Chi c6 Exception name, Permission la bi khoa, khong thay ddi duge. Con lai
nguoi dung co thé tu y thay doi.
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Sau khi chinh stra click Save dé luu lai thong tin. Luc nay Portal s& hién thi 1 thong
bdo, Ban da edit exception thanh cong

Vi trudong hop Icon x6a, hién thi popup

- X

Delete exception?

Are you sure you want to delete exception "zxczc"?

Delete exception

Néu chon Button Delete exception ngudi dung déng y Exception nay. Luc
nay Portal s€ hi¢n thi 1 thong bao, Ban da xda exception thanh cong

Chon Cancel thi quay lai man Device list.

B.Giao di¢n Agent
3.13 Main

Chure nang cho phép nguoi dung xem nhanh trang thai an toan thong tin
tai may dang cai agent;

Trén thanh taskbar tim icon click chudt phai va chon “Viettel
Endpoint Detection & Response™:

Viettel Endpoint Detection & Response
Helpdesk support

Check policy compliance

L

Hé thong hién thi cac thong tin:
+ Duogc hién thi 2 ngbn ngtr: Anh-Vigt.

+ Trén Siderbar hién icon cho cac tinh nang 16n: Trang chu, Quét ma doc, Bao

cdo, Cai dat. C6 thé dong hodc mé rong siderbar.
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+ Truong hop may khong c6 ma doc nao, da dugc bat Real-time Protection hodc
toan bd ma doc da duoc xur ly:

Viettel Endpoint Security

) Trangcht

May tinh dugc bao vé toan dién!

T4t ca tinh ndng bao vé da duoc bat.

Quét ngay

+ Trudng hop may c6 it nhat 01 ma doc vi khong bat Real-time protection

Viettel Endpoint Security

May tinh khéng dugc bao vé!

Bdo vé théi gian thuc dang bi tat. B4

Quét ngay
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Thong tin vé version: thong tin vé& phién ban Agent cai trén may ngudi

dung, thoi gian update va thong tin hd tro san pham, duoc thé hién & goc man

\
hinh.
3.3.10 12/11/2022 00:30:30

3.14 Protection
Muc dich: cho phép ngudi dung chu dong sir dung hé thdng dé quét va
xtr ly ma doc trén may
Chi cho phép thuc hién 1 loai scan: Quick scan, Full scan, Custom

scan(quét nhanh, quét toan bo, Quét thu muc)

Viettel Endpoint Security

— Quét ma doc

Quétnhanh ® Quét toan bd = Quét thu muc

Nhanh chéng kiém tra cic tép Kiém tra chuyén sau cho méy Chon thu muc trong méy tinh
tin va thu myc déng ngd. tinh ciia ban. Qué trinh nay c6 ctia ban déquét
thémét vai gid d& hoan thanh

Quét ngay Quét ngay Chon thu myc

Cac phuong thirc quét duge hd tro bao gdm
+ Luwa chon céc hinh thire quét tir giao dién phia agent;

¢ Quick scan: Quét trén mot tap cac thu muc dugc dinh nghia trudce,
day la cac thu muc thuong xuyén phat sinh ma doc, khi chon quét toan bo cac tép
tin va thu muc truc thudc cac thu muc da chon;

e Full scan: Quét toan bd cac tép tin va thu muc c6 trong may nguoi
dung;

e Custom scan: Tuong tu context scan, khi chon hinh thirc nay agent

hién thi file explorer cho phép ngudi dung lya chon 01 tép tin hodc thu muc dé quét.
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+ Lua chon truc tiép tur file explorer, cho phép chon nhiéu tép tin va thu muc,

chudt phai chon quét (Context scan);

Quét tir context menu

Device control comparation; Agent_eco...
on lai: dang tinh thoi gian con lai...
da quét: 1,674
ét: C\Users\Admin\...1235retfd

() Tam dimg (©) bimg quét

Viettel Endpoint Security

Quick scan

25% ‘

Number of malware detected 0
calculating the remaining time

N 1,674
C\Users\Admin\Agent_GUI_recovere23566123

(i) Pause (©) stop scanning

+ Hién thi % tong qua trinh scan

+ Hién thi thong tin s6 lvong ma doc da dugc phat hién
+ Hién thi thoi gian udc lugng con lai dé két thic scan
+ Hién thj sd luong file da duoc scan

+ Hién thi duong dan file Pang scan

H& trg céc thao tac trong lic quét nhu sau:

: Cho phép két thic qua trinh quét;

: Cho phép tam dirng qua trinh quét;
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Khi click vao Pause, dong thoi button chuyén thanh Resume
lac nay cho phép chon dé tiép tuc quét

Stop scanning?

Are you sure want to stop this scan?

Cancel Stop

Sau khi thuc hién xong qua trinh quét, hién thi két qua quét
Viettel Endpoint Security

Quick scan

Scan complete

Number of malware detected 749

File scanned Cleaned

1549 549

View report

+ File scaned: Hién thi s6 lugng file da dugc scan
+ Cleaned: Hién thi téng s6 file da duoc diét

+ Not processed: Hién thi tong sb file chua xtr Iy
+ Removed: Hién thi téng s file da duoc x0a

Céc Button nay c6 thé link truc tiép sang phan bao céo lién quan.
Hoic c6 thé click vao button dé xem tong thé bao cdo cua két
qua vira quét.

Click done I ¢é quay vé man chinh cua Protection
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3.15 Report

Muc dich: Théng ké bao cdo phat hién ma ddc cua thiét bi, hién thi

duoc téng s6 ma doc duoc liét ké trong danh sach

- Tab report (Bao cao)

Béo cédo Sao luu diF liéu

Tatca Q 30ngaytrwee (= | Q

Thai gian thuc = Da diét

Quét thu muc 17

D061 tuong: c/users/dun. oV, Taixuéng

Quét thu muc Tén ma déc K&t qua

DGi twong: c/users/dun.
Quét thu muc
D6 tuong: c:/users/dun.
Quét thu muc

D61 turong: c/users/dun.

Quétnhanh DRl

D6 twong: c:\windows,c.

- Trong trudng hop khong c6 két qua phut hep véi yéu ciu tim kiém thi hién thi
trang thai Khong cé dir li€u nao

Bdo cdo Sao luu dir liéu

Thii cong v x || s0ngaytuse [ | Q
Quét tir context menu Da diét

549
D6i tuong: C:\Prog Fil\

Quét tir context menu
Thoi gian Tén ma doc Két qua
D6 tugng: C:\Progra \.

Quét nhanh

Quét tir context menu

96i tugng: C:\Progra \

Quét tir context menu

96i tuong: C:\Progra |

- Néu nguoi ding chon All:
+ Danh sach ma doc: Hién thi tat ca cac ma doc da duoc phat hi¢n;
- Néu nguoi ding chon Manual scan:

+ Danh séach s6 1an scan: Hién thi danh sach lich sir scan trong 30 ngdy gan nhat;
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+ Mic dijnh: Chon lan scan gﬁn nhét dé hién thi danh sach ma doc tuong tng cho
nguoi dung;
+ Danh sach ma ddc: Hién thj tat ca cac ma doc duoc phat hién véi 1an scan nguoi
dung lya chon;
- Néu nguoi ding chon Real-time:
+ Danh sach mi doc: Hién thj tat ca cac ma doc duoc phat hién realtime

o Tim kiem theo thoi gian: Cho phép di€u chinh khoang thoi gian can theo doi

tinh hinh an toan thong tin tinh dén thoi diém hién tai, mic dinh tinh tir ngay

trude do

Tim nhanh

15 phut trude 24 gi&s trude Hom qua

1 gid trude 7 ngay truéc Tuén truée

6 gidy truée 30 ngay truée Thang truée

12 gids truée 60 ngay trude Hom nay
90 ngay trudc Tuan nay

Théng nay

e Tim kiém theo két qua mi doc

= D3 diét

17

2V, Taixudng

Trong muc report ngudi dung c6 thé tai toan bd bao cdo vé may
(theo cac muc da chon)
- Tab Backup

Muc dich: thong tin danh séach cac file ma doc dang dugc backup

Nguoi dung c6 thé tim kiém, lira chon thoi gian rdi click tim kiém

danh sach s& hién thj theo tham s6 tim kiém.
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Viettel Endpoint Security

Béo cao Sao luu dir liéu

Q 30ngaytruse {4 Q

1y Xoa tatca

(m]

Thai gian 5i tugng Tén ma doc

W97M/Proverb.U.1

HTM DC.1

JHEIIE)

9c TR/Downloader.Gen

HTML/Crypted.Gen

(
(
(]
(
(

O |

TR/Crypt.XPACK.Gen

TR/DIdr.

BOO/Sinowal.l

O

BDS/Small.ao.gen1

Cac file chira ma dgc trudce khi dugce xur 1y déu duoc luu trit ban géc trong
thu muc Backup, dé don thu muc Backup hoac phuc hoi file, san phém cung

cép cac tinh nang sau:
E2XEE: Cho phép lya chon 01 hoac nhiéu file dé phuc hdi;

EX2R.: cho phép lwa chon 01 hogc nhiéu file dé xo6a khoi thu muc Backup;

: Cho phép don nhanh toan b file hién c6 trong thu muc Backup;

» Trong truong hop khong c6 két qua phu hop v6i yéu cau tim kiém thi hién thi trang
thai Khong tim thay ket qua phu hop

Bdo céo Sao luu dir liéu

Ql 24gistruee (5 | Q

Thai gian i tugng Tén ma doc

Khéng c6 dir liéu nao
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3.16 Setting
Muc dich: Cau hinh cai dat trén tirng may agent

Cho phép tim kiém tit ca ndi dung c6 trong trang setting theo tir khoa
tim kiém

Viettel Endpoint Security

Cai dat

Q

Caidatbaove ~

Cai dat tu bao vé [ ]
Co ché tu bao n mém diét virus, tranh viéc bi tadc dong trdi phép, dam bao cho phdan mém diét virus luon hoat
dong 6n dinh va dang kich ban

Bao vé thai gian thuc
Tu dong phat hién va diét ma doc ngay lap tire khi ma doc xuat hién trén may tinh, gidp may tinh luon an toan

Danh sach loai trir
Danh sach tép tin/thu muc dugc loai trir khoi viéc quét ma déc

C:\Users\binhdt21\Documents\BinhDT21\Mockup X
C:\Users\binhdt21\Downloads\[NewDS]EDR_Agent-Endpoint\[NewDS]EDR_Agent-Endpoint X
C:\Users\binhdt21\Desktop\HE-Package\HE-Package\Package\Template X
C:\Users\binhdt21\Documents\BinhDT21\Mockup X

Dinh dang dudi tép tin

.doc X .jpg X pdf x

+ Protection setting (Cai dit bao vé): Vi ¢6 2 vi tri cau hinh Policy

(Self defense va Real-time protection) trén Portal va dudi trng Agent.

e Self defense: Cho phép bat tit Self defense. — Béo vé cac tai nguyén
cua agent, tranh vié€c bi tac dong trai phép tur cac tdc nhan bén ngoai -
Chua update hoan thién

e Real-time protection: Bao vé toan dién cho may tinh, tw dong phat hién
va diét ma doc ngay khi chiing xuét hién trén mdy tinh (Bat/Tat thiét
bi)

e Exclusion list: Cho phép Iua chon folder dugc loai trir (khong bi quét

boi Real-time Protection); Thém maoi/ Chinh swa folder dwoc loai triv
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Thém danh sach loai trir

Vui ldng dién day di thong tin.

Chonthumuc |

C:\Users\admin\Desktop\BigSize (2) X C:\Users\admin\Desktop\release\nls X
C:\Users\admin\Desktop\10k_malwares (2)889 X
C:\Users\admin\Desktop\Test AutoScan X

C:\Users\admin\Desktop\10k_malwares (2)889 X

e Extension: Cho phép thém md&i/ chinh stra vao Extension (Loai dudi

tai liéu) duoc loai trir (khong bi quét boi Real-time Protection);
Thém dinh dang dudi tép tin

Vui ldng dién day da thong tin.

png X jpg X xml X  xlsx X

+ Interface setting (Cai dat giao dién)

e Cho phép bat tit Notification — Hién thi thong bao trén man hinh thiét
bi khi ¢6 1énh scan tir hé théng, khi phat hién ma doc
e Langugage: Cho phép luwa chon ngén ngit Tiéng anh/ Tiéng viét

Cai dat giao dién ~

Thong bao
Cho phép hién thi thong bao tir 'ng dung trén giao dién thiét bi nay

Ngon ngir

English

+ Anti-Ransomware (Chong ma doc mi héa tong tién)

e Cho phép nguoi dung bat/tat ché do bao vé mi doc ma hoa téng tién.
Hé théng s€ tu dong phat hién va ngin chan ma ddc ma hoa téng tién

cho may tinh.
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+«— Chéng ma déc mé hoa téng tign

Tir dong phét hi ngan chan ma doc ma hé

toan
Danh sach irng dung

Danh sach (ng dung méc djnh duge cho phe

inh va di liéu cda ban ludn duge an -

-+ Thémmdi

Luu ¥: Dé sir dung tinh ning cn bat Policy AntiRansomware trén

Portal

viettel

aliant

Policy detail - hnm

Palicy configuration tree

Setting / Policy Management

AGENT SERVICE LIST PLUGINLIST

ConfigurationManager [}

ConnectionManager I

[ 8

<]

(3
[<]

Collector *

Response +
Protection&Prevention K
CoreService +

Anﬁnansommm fo

AutoScan =

Cancel ‘ ‘Save configuration

MODULE LIST

e Danh sach trng dung: Cho phép nguoi dung chon irng dung ma cac ung

dung ndy c6 thé thuc hién cac hanh vi nghi ngd 13 ma doc ma hoa dir

liéu
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Thém tén ing dung

Duyét...

@@ ch:n

+ Backup setting (Cai dit sao hru): H3 tro nguoi ding ciu hinh

thong tin luu trix file backups.

Cai dat sao luu dir ligu ~

Sao luu

(m]

e Tich chon hién thi gi6i han kich thudc sao luu, ddng thoi Cho phép nhédp vao
gi61 han size luu trir file backup

(Cho phép cu hinh max 5120 MB— Thong bao khi dat ngudng 5G: The
size of backup file have reached the limit! The system is going to delete the
oldest files from Backup

Dé tranh vuot qua kich thuéce luu triv tdi da, s tu dong xoda cac tap tin cii
nhat trong phan luu trit khi dat dén kich thudc luu trir to1 da)./.
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