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Thuét ngir Dién giai Ghi chu

VCS-aJiant  Tén thwong mai clia san pham

IR Flow Incident Response Flow: luéng van hanh xi ly
céac Alert, diéu tra va phan &ng.

Artifact Céc dbi twong diéu tra lién quan dén Alert nhu:
dwdng dan file/registry/process

Detection Phét hién cac dbi twong lién quan dén Alert

Containment Qua trinh cd lap may tinh: c6 lap mang,
suspend tién trinh

Investigation  Qug trinh diéu tra: dwa trén cac log sw kién
(event logs) hoac diéu tra chi déng bang cong
cu trén may ngudi dung.

Co6 cac cach diéu tra dwoc hd tro sau:

- Process Analysis
- Tim kiem event logs

Dung tool diéu tra: autoruns, listdlls

Response Qua trinh phan ng: tr két quéa diéu tra, ngudi
van hanh xt ly cac két qua diéu tra dwoc bang
cac céch:
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Thuét ngir Dién giai Ghi chu
- Response Scenario
- LiveResponse
Timeline Puwong thdi gian thé hién cac hoat dong trong:

- Tao/ddéng phién Process Analysis
- Tao/ddéng phién Live Response

1. GIOI THIEU
1.1 Thwc trang hién nay

Ngay nay, cac td chirc, doanh nghiép tiép tuc gap rat nhiéu kho khan véi viéc
phat hién, xac dinh, diéu tra va giam thiéu cac dang phan mém doc hai tién tién trong
hé thdng. Cac cdng nghé phong chdng ma doc truyén thdng nhw antivirus dwa trén
chir ky dang bi vwot qua mét cach cd y béi nhivng ké tAn cong chuyén nghiép co
trinh d6 cao v&i cac bd cong cu tan céng, phan mém doc hai dwoc tiy chinh va
hwéng muc tiéu cu thé. Nhiéu té chire da thira nhan rang cac phwong phap phong
tha chéng phan mém ddc hai truyén théng ctia ho da that bai va mét chién lvoc méi
phai dwoc tao ra dé xac dinh nhirng vi pham nay tai endpoint. M6t sb lwong dang ké
cac vi pham di¥ liéu gan day tir cac dang phdn mém déc hai nang cao da lam tang
sy quan tam cta khach hang déi véi cac Gidi phap phat hién va phan ng cho I&p
endpoint (EDR) ma VCS-aJiant 1a mét trong sb dé.

1.2 Swphét trién cta céng nghé

Céng nghé cha Giai phap VCS-aldiant gitp bu dap cac thiéu sét cia cac cong nghé
dwa trén chir ky ma céac té chirc dang s dung nhw antivirus hay IPS/IDS dé cung
cap kha nang phat hién bat thwdéng dwa trén hanh vi va cho cai nhin sau hon vé cac
théng tin cu thé cé lién quan trén endpoint dé phat hién va giam thiéu cac mdi de doa
nang cao.

1.3 VCS-aJiant

VCS-aJiant c6 kha nang cung cap théng tin chi tiét vé viéc l1ay nhiém phan mém
dodc hai va cac hanh vi mé réng pham vi tAn cong (lateral movement) ctia nhirng ké
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tan cdng khi ching thwc hién viéc do quét hoac st dung thdng tin bi danh cap trong
mang noi b dbi véi cac hé théng va rng dung.

Ngoai ra, VCS-aldiant ciing bd sung cho cac céng nghé bao mat hién cé6 nhw
giai phap quan ly sy kién va théng tin bao mat (SIEM), cac céng cu giam dinh mang
(Network Forensics) va céac thiét bi phong chéng mébi de doa tién tién (Advanced
Threat Detection), déng nghia 1a b sung vao danh muc céc giai phap phan &ng sw
cb an toan thong tin cla té chirc.

1.4  Céc théng tin nang cap
Phién ban 3.3.0 mang dén cac tinh nang méi nhw sau:

Cai tién tinh nang Login, Process Analysis theo thiét ké giao dién mai, cai thién
trai nghiém ngwdi ding va bd sung cac théng tin process can thiét hd tro nguoi
dung trong qua trinh diéu tra;

Cai thién cac van dé trong phién ban cii nham dam bao tinh én dinh.

2. TONG QUAN
2.1 Cong nghé

VCS-aJiant s&r dung céng nghé Filter Driver (cho phép chay va theo d6i & mirc
Kernelbased) thu thap céc théng tin bao gébm File, Process, Registry, Network trén
may tinh nguoi ding va server. Cac dau hiéu vé file bao gbm (modified, delete,
changed attribute), vé registry (delete key/value, set value, rename key/value, create
key v&i access nghi ngd. Cac diu hiéu nghi ngd vé Memory dwoc dinh ki quét ra
soat lién tuc. Cac hanh vi dwoc xac dinh 1a nghi ngd dwoc day vé hé thdng Back-end
phan tich tap trung;

Ludng nghiép vu diéu tra tan cdng duwoc thiét ké khép kin theo kich ban incident
response, hé tro phat hién va phan tich cac dau hién béat thuworng ngay trén mét giao
dién duy nhét. Cung cép céac chirc nang diéu tra (Forensic) sau trén Endpoint. H6 tro
|4y file nghi ng® (Get Artifact), day cong cu ra quét (Tool Deployment), cho phép thuc
hién diéu tra, cung cap bang chirng theo thdi gian thwe (Process Analysis, Live
Response), cho phép thuc hién phan tng khi phat hién méi de doa;
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Ngay khi xac minh dwoc bat thworng, Endpoint cung cép cac cong cu g& bd ma
doc trén dién rong (Response Scenario) bao gébm: cé lap mang may bi nhiém
(network containment), kill process, delete file/registry.

2.2  Kién trac ha tang

@D

Server Database Portal Admin

Endpoint Endpoint Endpoint

|11
-2

C6 3 thanh phan chinh:

Agent: La thanh phan dwoc cai dat trén tieng may tram, may chd, ¢6 nhiém vu
giam séat cac dau hiéu béat thwong trén cac may tram, may chd, gvi log vé may
chu quan tri tap trung;

Cum may cha quan tri, xr ly tap trung va lwu triv: La thanh phan x& ly di liéu
dwoc gl vé tr cac agent, déng vai trd chinh trong viéc phan tich va x ly di
liéu theo th&i gian thyec;
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Giao dién Web-Portal: La thanh phdn ma nguw®i quan trj sé sir dung dé theo
ddi, giam séat va phan tich cac thong tin cia hé théng.

2.3 Lam viéc v&i giao dién quan tri
Giao dién Web-portal bao gdm céc giao dién chirc nang va cac luéng x& ly nhw sau:

Dashboard: théng ké, biéu dé trwc quan vé tinh hinh an toan théng tin cta té
chure;

Alert management: danh sach céac alert v& cac diu hiéu xuéat hién ma doc trén
may nguwdi dung;

Investigation: danh sach cac cong cu phuc vu diéu tra (Process Analysis, Event
search va Deploy tools);

Response: danh sach cac céng cu phuc vu phan tng, x& Iy sw cb (Live
response);

Protect & Prevention: danh sach cac tinh ndng phong chdng va béo vé may tram
(Application control va Endpoint firewall);

Setting: danh sach cac chirc nang cai dat hé théng (Policy management, Agent
management, Group management, Rule correlation va Account management:
User, Role, Permission management);
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3. HUONG DAN S DUNG
3.1 bPang nhap

Bwdc 1:  Truy cap vao hé théng tai dia chi dwoc cung cap;

viettel

aldiant

Signin

Bwéc 2: Dang nhap voi user/pass duoc cap;

3.2 Dashboard VCS-aJiant

Céc tinh nang chinh gdm c6:
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aliant -]
Organization Dashboard o OB/06/2022 - Now Bl o
e N U S +osin N
+1ne Suspicious @ e False Postive ' Closed
16 O - 0 " 0
Security Operation
ALERTS BY STATUS o, Export data ALERTS BY SEVERITY &, Export data
1 — Cac thao tac v&i dir liéu trén Dashboard:

+ Trich xuét d liéu trén dashboard:
+ Tim kiém di liéu t6i da 90 ngay gan day;
+ Lam m¢&i dir liéu.
2 — Overview: Théng ké tdng quan tinh hinh an toan thdng tin té chirc (théng
gua trang thai agents va Alerts);

3 — Security Operation: Theo ddi tinh hinh van hanh an toan théng tin (théng
gua viéc theo dbi van hanh Alert);

4 — Agent Monitoring: Theo déi tinh hinh cai dat va trang thai agents;

5 — Risk Detection: Theo d&i cac mdi nguy hai dén té chic (thdng qua viéc
thdng ké cac dbi twong phat sinh nhiéu Alert chwa x& Iy nhat hé thdng);

Phan quyén di¥ liéu tai tinh nang nhw sau:
+ User dang nhap thudc group root: Hién thj di liéu toan bd hé théng;

+ User dang nhap thudc group cap 1: Hién thij di¥ liéu tai toan bd group cap
1 va cac group con tryc thudc;
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+ User dang nhap thudc group cap 2 tré di : Hién thj di¥ liéu tai toan bé group
cép 1 chira group cla user dang dang nhap va cac group con truc thudc group cap
1 twong wng.

3.2.1 Thao tac véi dirliéu
Xuat dir liéu
Muc dich: Cho phép trich xuéat di¥ liéu hién co trén giao dién dashboard bang
cach chon , ngoai ra bé sung cac sheet dir liéu chi tiét hd tro bao
cao;
+ Trwong hop 16i két ndi hodc khdng c6 dir liéu trén toan bd cac thanh phan
cta Dashboard, khdng hd tro trich xuét, thao tac sé bj an di;
+ Trwdng hop co dir liéu, hé tror xuét file dinh dang .xIsx;
Tim kiém theo ngay
Cho phép diéu chinh khodng thdi gian can theo ddi tinh hinh an toan théng tin
tinh dén thoi diém hién tai, méac dinh tinh t ngay trwéc dé (Last day);
+ Dé chon thoi diém bat diu ctia khoang théi gian can theo ddi, c6 thé chon
thdi gian tuyét déi hodc twong dbi:

Absolute time range Relative time range

From

Last 90 days

08/06/2022 B |
‘. ) Last 60 days

Apply time range Last 30 days

Last day

e Thoi gian tuyét déi: La gia tri ngay bat dau cu thé, hé tro toi da 90 ngay
ké ttv hién tai;
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VD: Hién tai la 03 gi®&» sdng ngay 07/06/2021, lwa chon ngay bat dau = “06/06/2021”.
- Khoang thoi gian theo doéi: 00:00 06/06/2021 dén 03:00 06/07/2021.
e Thdigian twong déi: La khoang thei gian twong dbi gitra ngay bat dau

va hién tai.
VD: Hién tai la 03 gi& sang ngay 07/06/2021, Iwa chon ngay bat dau = “Last 30 days”.
Hé thdng tw dong tim ngwoc lai 30 ngay trwdc va bat dau tinh tor 00:00 cta ngay do.
> Khoang th&i gian theo ddi: 00:00 08/05/2021 dén 03:00 07/06/2021.

+ Sau khi chon khoang th&i gian muén theo déi, chon BN
tai lai di¥ liéu twong ng.

Lam mé&i div liéu

r 2
Muc dich: Cho phép lam m¢&i di¥ liéu tha céng, chon dé cap nhat di liéu
m&i nhat tinh dén thoi diém hién tai.
3.2.2 Théng ké Overview

Muc dich: Cho phép théng ké nhanh vé tinh hinh an toan théng tin trén té chirc
theo khodng thi gian da chon trong phan tim kiém:;

17 o ‘ 5.1M

+ Théng ké lién quan dén agents:

Sé théng ké Y nghia

Bao gém 02 chi sé:

’%G;TS" 1 — Tbéng sb6 may da cai dat agent trén hé
+1 new agents théng (khdng phu thudc khoadng th&i gian

tim kiém);
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2 — Tbéng sb may mai cai dat agent trong
khodng thoi gian tim kiém:;
(+: May m¢i cai dat, Remain unchanged: Khéng c6
may mai cai dat trong khodng thoi gian tim kiém)

Online san Bao g()jm 03 chi 36:

3274 1

+ 884 agents

— Trung binh s may Online trong khoang
thei gian tim kiém (chi tinh thei gian 1am
viéc trong gi& hanh chinh 08:00 — 18:00);
2 — Ty lé may Online trung binh so v&i toan
hé théng;
3 — Sb lwgng may Online trung binh chénh
léch so v&i chu ky trwoc.
(+: S6 lwong may Online trung binh tang so v&i giai
doan trwdc, Remain unchanged: Khéng cé chénh
léch)

Offline
47%

2897 Bao gdm 03 chi s
4 -898 agents

1 — Trung binh sé may Offline trong khoang
thdi gian tim kiém (chi tinh th&i gian lam
viéc trong gi& hanh chinh 08:00 — 18:00);

2 — Ty lé may Offline trung binh so v&i toan
hé théng;

3 — S6 lwgng may Offline trung binh chénh
léch so v&i chu ky trwdc.

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 18
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
(+: Sé lwvong may Offline trung binh tng so v&i giai
doan trwdc, Remain unchanged: Khéong c6 chénh
léch)

Suspicious @

61% A > X
3748 Bao gom 03 chi so:
+ 1529 agents

1 — Tbng sé may da cai dat agent trén hé
théng (khéng phu thudc khodng thoi gian
tim kiém) c6 phat sinh Alert chwa dwoc xir
ly;

2 — Ty lé may c6 phét sinh Alert so v&i sb
lwong may trén toan hé théng (khdng phu
thudc thoi gian tim kiém);

3 — Tbéng s6 may cod phat sinh Alert trong
khodng th&i gian tim kiém.

(+: May méi phéat sinh Alert, Remain unchanged:
Khéng c6 may mai phat sinh Alert trong khoang thoi
gian tim kiém)

+ Thbng ké lién quan dén Alerts:

S6 théng ké

Y nghia

Alerts @

466354

+ 10386 alerts
has been updated

Bao gém 02 chi sb:

1 — Tbng sb Alert trén toan bd hé
thdng (khéng phu thudc khodng thoi
gian tim kiém);

2 — Tbng sb Alert m&i phat sinh ho&c
dwoc cap nhat trong khoang thoi
gian tim kiém:;
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(+: Alert m&i phéat sinh, Remain unchanged:
Khéng cé Alert méi phat sinh trong khoang thoi
gian tim kiém)

New

10386

¥ -3627 alerts

100%

Bao gém 03 chi sé:

1 — Tbng sb Alert m&i phét sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW;

2 — Ty lé Alert m¢&i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW so v&i toan bd Alert méi phat
sinh hoac dwgc cap nhat trong
khodng th&i gian tim kiém:;

3 — Tbng sb Alert m&i phat sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
NEW chénh léch so v&i chu ky trwdece.

(+: Tong sd Alert méi tang so véi giai doan
trwdc, Remain unchanged: Téng sb Alert méi
khéng thay dbi so v&i giai doan truée)

Executing

0

Remain unchanged

0%

Bao gém 03 chi sb:

1 — Tbng sb Alert m&i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
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(NEW, FALSE POSITIVE,
CLOSED);

2 — Ty IéAlert m&i phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai <>
(NEW, FALSE POSITIVE, CLOSED)
so v&i toan bd Alert méi phat sinh
hoac dwoc cap nhat trong khoang
thoi gian tim kiém;

3 — Tbng sb Alert m&i phéat sinh ho&c
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang théai <>
(NEW, FALSE POSITIVE, CLOSED)
chénh Iéch so véi chu ky trwdece.

(+: Tdng sb Alert tang so v&i giai doan truéec,
Remain unchanged: Téng sbé Alert khéng thay
ddi so véi giai doan truée)

False Positive

0

Remain unchanged

0%

Bao gébm 03 chi sé:

1 — Tbng sb6 Alert méi phat sinh ho&c
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED;

2 — Ty lé Alert m¢&i phat sinh hoac
dwgc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED so v¢i toan b Alert moi
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phat sinh hoac dwgc cap nhat trong
khoang th&i gian tim kiém:;

3 — Tbng sb Alert m&i phat sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
CLOSED chénh léch so vé&i chu ky
trwdce.

(+: Tdng sb Alert tang so v&i giai doan trudec,
Remain unchanged: Téng sbé Alert khéng thay
ddi so véi giai doan truée)

Closed

0

0%

Remain unchanged

Bao gébm 03 chi sb:

1 — Tbng sb6 Alert méi phat sinh ho&c
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE;

2 — Ty IéAlert méi phat sinh hoac
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE so v&i toan b
Alert m@i phéat sinh hoac dwgc cap
nhat trong khoang th&i gian tim kiém;

3 — Tbng sb Alert m&i phat sinh hodc
dwoc cap nhat trong khoang thoi
gian tim kiém va dang & trang thai =
FALSE POSITIVE chénh léch so v&i
chu ky truérc.
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(+: Téng sb Alert tdng so v&i giai doan truérc,
Remain unchanged: Téng sé Alert khdng thay
dbi so véi giai doan truée)

3.2.3 Theo do6i Security Operation

Muc dich: Cho phép theo ddi tinh hinh van hanh an toan théng tin (théng qua
viéc theo ddi van hanh Alert) theo khoang th&i gian da chon trong phan tim kiém:

+ Théng ké tinh trang x& ly Alert theo trang thai;
+ Théng ké Alert theo mdrc dd nguy hai;

+ Trich xu4t di¥ liéu twong (rng trong cac biéu do;

pppppp

aliant S
Organization Dashboard e 08/06/2022 B o
Online offine New Executing
Infinity%
5 12 J 17 0
5 @ Remain us g R une +Bal Remain unchang

Security Operation  Agent Manitoring

ALERTS BY STATUS o, Export data ALERTS BY SEVERITY &, Export data

17

TOTAL
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Biéu dé/théng ké

Y nghia

Alert by status

Biéu dbé mién - Theo ddi tinh hinh ghi nhan cac Alert
m¢&i ghi nhan hoac c6 cap nhat trong khoang thoi
gian tim kiém, bao goém:

Truc x: thoi gian;
Trucy: Ty Ié Alert phan chia theo 04 nhém trang
thai = (New, Executing, Closed, False Positive);

o, Export data

Cho phép chon | dé tai vé danh sach
Alert sap xép theo trang thai.

Alert by severity

Biéu d6 tron - Theo ddi tinh hinh ghi nhan Alert
m¢&i ghi nhan hoac c6 cap nhat theo mic dd
nguy hiém trong khoang th&i gian tim kiém, bao
gom:

Ty 1&: ty 1& Alert tai trng mirc d6 nguy hiém;
Tai gitra biéu dé hién thj tdng sé Alert m&i hodc
c6 cap nhat trong khoang thoi gian;

‘ &, Export data

Cho phép chon dé tai vé danh séach
Alert sap xép theo mirc dd nguy hiém.

3.2.4 Theo doi Agent Monitoring

Muc dich: Cho phép théng ké agents theo trang thai va théng tin hé diéu hanh
theo khodng th&i gian da chon trong phan tim kiém:

+ Théng ké trang thai agent (Trwc tuyén, ngoai truyén);

+ Théng ké agent theo hé diéu hanh, phién ban hé diéu hanh;

+ Trich xu4t dir liéu théng tin agent;
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Organization Dashboard e Bl o
5 12 . 17 = o
17 51M '
o 16 @ 0 0
Biéu dé/thong ké Y nghia

Agent by status

Biéu d mién- Theo ddi tinh hinh ghi nhan may
theo trang thai (Online/Offline) trong chu ky bao
cdo tinh dén thoi diém hién tai, bao gom:
Trucy: Ty Ié may phan chia theo 02 nhém status
(Online, Offline);

Truc x: thei gian théng ké;

Hién thi s lwong may khdng online lan
nao (trong tredng hgp may quéa 30 ngay khoéng
online, ty ddng khéng ghi nhan may).

Agent by operation system

Biéu d6 tron - Theo di tinh hinh ghi nhan may theo
OS, bao gbém:

Ty Ié: ty 1é may tai tirng OS;

Phan ghi chu liét k& danh sach cac hé diéu
hanh: Windows, MacOS, Linux, cac hé diéu
hanh khac;
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Cho phép chon [seemen | gx 42 va danh sach
may sap xép theo théng tin hé diéu hanh.
Agent by OS version Théng ké top phién ban hé diéu hanh cai dat trén

may nhiéu nhat;

Cho phép thay dbi khoang théng ké: Top 5, Top
10, Top 20, Top 50. Mac dinh chon Top 5.

3.2.5 Theo doi Risk Detection

Cho phép theo dbi cac mébi nguy hai dén td chirc (théng qua viéc théng ké cac
dbi twong phat sinh nhiéu Alert chwa x@ Iy nhat hé théng):

+ Théng ké top cac nhom phat sinh nhiéu Alert nhat;
+ Théng ké top agent phat sinh nhiéu Alert nhét;
+ Théng ké top céc ruleid va scenario phat sinh nhiéu canh bsao nhét;

+ Trich xu4t di¥ liéu théng tin theo déi twong nguy hai;
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Biéu dé/thong ké

Y nghia

Total groups at risk

Téng sb6 nhém c6 chivra may tinh phét sinh Alert moi
ghi nhan hodc c6 cap nhat (khéng ké Alert false
positive va closed, khéng k& nhém da bj x6a) trong
thoi gian tim kiém;

Ty 1€ nhdm kha nghi so v&i toan bé nhém trén hé
thdng (khéng k& nhém da bj xoa).

Top groups at risk

Biéu d6 cot — théng ké top nhém cé chra nhiéu may
tinh phat sinh nhiéu Alert m&i ghi nhan hoac cé cap
nhatnhat (khéng k& Alert false positive va
closed, khéng k& nhém da bj x6a) trong théi gian tim
kiém:

Truc x: s6 lwgng may phat sinh nhiéu Alert tai

ttrng Nhom;

Truc y: tén nhém twong &ng;

Cho phép thay dbi khoang théng ké: Top 5, Top

10, Top 20, Top 50. Mac dinh chon Top 5;

&, Export data

Cho phép chon | dé tai vé danh sach
nhom may tinh phét sinh Alert.

Total agents at risk

Tdng s6 may tinh phat sinh Alert m&i ghi nhan hoac
c6 cap nhat (khéng k& Alert false positive va
closed, khéng ké may tinh da khong hoat dong quéa
30 ngay gan day) trong th&i gian tim kiém:;

Ty 18 may kha nghi so v&i toan bd may trén hé théng
(khéng ké may tinh da khéng hoat déng quéa 30 ngay
gan day).

Top agents at risk

Biéu dd cot — thdng ké top may tinh phat sinh nhiéu
Alert méi ghi nhan hodc c6 cap nhat nhat (khéng ké
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Alert false positive va closed) trong th&i gian tim
kiém;
Truc x: sb lwong Alert tai tirng host, phan chia
rd ty Ié theo severity = (Critical, High, Medium,
Low)
Truc y: tén may twong &ng;
Cho phép thay dbi khoang théng ké: Top 5, Top
10, Top 20, Top 50. Mac dinh chon Top 5;

o, Export data

Cho phép chon | dé tai vé danh sach

may tinh phat sinh Alert.

Alerts by RulelD

Théng ké top rule Id phét sinh nhiéu Alert méi ghi

nhan hodc cé cap nhat nhat trong thdi gian tim kiém;
Cho phép thay dbi khoang théng ké: Top 5, Top
10, Top 15, Top 20. Mac dinh chon Top 5.

Alerts by scenarios

Théng ké top Scenario phat sinh nhiéu Alert méi ghi
nhan hodc c6 cap nhat nhat trong chu ky bao céo
tinh dén thoi diém hién tai: Cho phép thay ddi
khodng théng ké: Top 5, Top 10, Top 15, Top 20.
Mac dinh chon Top 5

3.3 Quan ly Alert

Céc tinh nang chinh gém cé:
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viettel

aliant
v
SEVERITY
[u] .
O MEDIUM e New
O MEDIUM e New
o *h

fx
= Critical High Medium
0 176 19.5k
11/04/2022 10:16:06 - 10/06/2022 10.16:06
ANM-HUNGTX  Execution
ANM-HUNGTX  Execution

nitial
nitial
nitial A
nitial
Execution
Execution

nitial

=0
Lest60days [ ﬂ
Low = Mo impact I ® New In progress ® False positive ® Closed
5.4k 0 25k 1 vl 1
o, Export B Group rows by. More
C\Progr.. Anomaly_Detection_ATTCK_T1204_00: Detect attack technique [T1204_002] User Execution: Malicious_Fileon A..  N/A
Detect attack technique [T on: onA. N/A

Detect Frogram File NIA
Detect process C-\Program Files\( N/A
Detect process C\Program Files\G N/A

lication\chrome ex_. N/A

Ci\Progr. jon_ATTCK_T1204_002_User_Ex

Detect attack technique [T

C:\Progr jon_MITRE ATTRCK_ATTCK_T12 Detect attack technigue [T

TRE_ATTACK_Initial

meex.  N/A

_MITRE_ATT&CK_In

ication\chrome ex.. N/A

Program File ication\chrome.ex.. N/A

Program File: on\chrome.ex.  N/A

\Brogram Files\Gos N/
Pragram File NiA

c Frogram File NIA
N

ication\chrome.ex N/A

lication\chrome ex.

1 —

+ Tim kiém di liéu theo cau I&nh truy van va st dung cac cau Iénh truy van

da lwu;

Tim kiém dir liéu theo truy van va thoi gian:

+ Tim kiém di liéu theo thoi gian.

2 —
3 —

+

Tim kiém nhanh;

Danh sach Alert va cac thao tac v&i Alert:

Xem danh sach Alert;

Gom nhém Alert;

Xem tom tat Alert:

Xem chi tiét 01 Alert;

Xem biéu db diéu tra (Investigation Graph);

DPanh diu khéng nguy hiém (Set False Positive) cho 01/nhiéu Alert;

Phan quyén di¥ liéu tai tinh nang nhw sau:

+ User dang nhap thudc group root: Hién thij tat ca Alert trong hé théng;
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+ User dang nhap thudc group default: Hién thj tAt ca Alert thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat ca Alert thudéc group cua
user dang login va group con twong ng;

+ User dang nhap thudc group mdt hodc nhiéu con: Hién thi tat ca Alert
thudc group clia user dang login;

3.3.1 Tim kiém Alert

Muc dich: Cho phép tao cau lénh truy van, st dung cau lénh truy van da lwu
ho&c tim kiém nhanh dé tim kiém Alert theo th&i gian phat sinh Alert.

Tim kiém theo th&i gian

Mac dinh khi vira truy cap vao hé thdng, tim kiém Alert theo 7 ngay gan day;
Muc dich: Cho phép thay dbi gia trj thdi gian bang cach chon thdi gian tuyét déi
ho&c thei gian twong dbi:

+ Thoi gian tuyét dbi: La gia tri thoi gian bat dau — thoi gian két thic cu thé,
cho phép nhap hoac chon tw lich, hd trg dinh dang ngay/thang/nam gid:phut:giay;

+ Thoi gian twong déi: La khoang thoi gian twong dbi gitra thoi gian bat dau
va th&i gian hién tai;
VD: Hién tai 1a 03 gi®&» sdng ngay 07/06/2021, Iwa chon ngay bat dau = “Last 30 days”.
Hé théng tw déng tim ngworc lai 30 ngay trwéc va bat dau tinh tir 03:00 gi® ctia ngay
do.
- Khoang thdi gian theo dai: 03:00 08/05/2021 dén 03:00 07/06/2021.

Tim kiém nhanh

Muc dich: H6 tro tim kiém Alert nhanh theo cac tredng:

+

Time: thoi gian phat sinh Alert;

+

Status: trang thai cua Alert;

+

Severity: mirc d6 nguy hai cia Alert;

+

Scenario: kich ban sinh ra Alert;
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+ Assigned to: ngwdi dwoc phan cong xtr ly Alert;

Tim kiém theo cau query

v fx " i Lastzahours B9 | E Hide statistics

1 — S dung cau query da lwu trwdc do dé tim kiém:;
2 — Nhap cau query dé tim kiém;
(*) St dung cau query da lwu trwdc do dé tim kiém

Use saved query

Bwée 1:  Chon query da lwu trwée do tai combobox

Bwéc 2:  Xem lai ndi dung cau query trwde khi chon bang cach chon ™ ;

Bwéce 3:  Truwong hop mudn xéa cau query ci, di chudt qua ban ghi mubn xéa
va chon ®;

Bwéc 4:  Click vao ban ghi mudn st dung dé truy van, ndi dung query cii dwoc
hién thj tai 6 nhap query;

Use saved query fx  host_name = "ADMIN-PC"

Q Search name...
auto test 2
testauto

test

Helle

test20

testls

test13

testiz

-test

= Trwong hop mudn theém méi/chinh stra ndi dung cau query, cé thé cap nhat

Save query

ngay tai 6 nhap query va chon dé Iwu lai.
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Save query

Luu y: nit chi hién thj khi cau 1énh query dung cau trac.
(*) Nhap cau query dé tim kiém:
Bwdc 1:  Nhap vao textbox Search cau query véi format nhw sau:
<tén_trrong> <toan tir> “<value>" AND/OR <tén_trwdng> <toan ti> “<value>".....
Trong do:
+ <tén_ trwdng> la cac gia tri sau:
e severity: d6 nghiém trong cua Alert
e Alert_id: ma Alert
e status: trang thai cia Alert
e group: nhdm cua s kién sinh Alert
e hostname: Tén cia may tram
e scenario: kich ban sinh ra Alert dwa theo MITRE ATT&CK
e assignee: ngudi dwoc phan céng xt ly Alert
e signature_id: ma sy kién phat sinh Alert
e rule_id: ma bd luat phéat sinh Alert
e description: m6 ta théng tin nglr canh phét sinh Alert
+ <toan tir> la cac gia tri:

e =:tim chinh xac gia tri la value

I=: tim gié tri khac va&i value
e ~:tim gia tri like v&i value
e AND/OR: toan tir két hop dé két hop 2 cau query.

Bwéc 2:  Click nat “Search”.
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+ Trwdng hop khong co két qua phu hop, hé thdng sé hién thj thong bao:
No data;
+ Truwong hop co két qua phi hop, hé théng hién thi mac dinh 50 ban ghi
theo thi tw gidm dan theo th&i gian. D& xem nhiéu ban ghi hon thwc hién scroll div
liéu xubng cudi trang, hé thdng sé load 50 ban ghi tiép theo;

+ Trwong hop cau query ding cau tric va mudn lwu lai d& sir dung cho cac

Save query

lan tiép theo, chon va nhap tén goi nhé cho query:

Save query x

Name

search Alert listffrom alert_id

Query

alert_id ~ 20220609

I

gancel E

O Set as default query

Save query

Lwu y: nat chi hién thi khi cau Iénh query dung c4u tric.

3.3.2 Danh sach Alert

Muc dich: Hién thi danh sach Alert trong hé théng;
Cho phép xem danh sach cac Alert dap &ng diéu kién tim kiém

Savequery v | fx olert.id ~ "20220609 © | | Last24hours

B

Bwéc 1: Chon "™ @& lwa chon cac trwéng mudn hién thi trén danh séach
Alert:
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a

Selected

Target commandline
Alertid
Agent id
Severity

Description
Others
O File hash sha1

O Malware type
[J Classify

O Ir flow name

Hash shal

Host name
Timestamp create
Status

Ajiant event id

O scanresult
O Malware name
[ Assignee

[J Target process path md5

Tai day cé thé tim kiém trwedng théng tin theo tén trwéng, hd tro chon/bé chon tat ca
cac truong;

Bwéc 2:  Trén danh sach hd tro cac thao tac nhw sau:
+ Sap xép theo di¥ liéu tai trng cot:

VD: Dé sép xép di¥ liéu theo trwdng thoi gian tao, click 1an th&r nhat tai tén truéng dé
sap xé&p theo thoi gian tao tdng dan ™==me==2  click |14n th& hai dé& sap xép theo thoi
gian tao gidm dan mwmeeeo click 1an thir ba dé bd sap xép, quay lai trang thai ban
d“éu Timestamp create @ ;

+ Kéo tha trwerng théng tin dén vi tri mong muén:

O Hostname severity Alertid Status Ajianteventid  Agentid i Target Hash shal Description  Action
O ubumna EIED | 20220600 173832 553078267 616008 DBEACABTIDASFOASFOF6S57SEIEOCI130CS1ABIE  00/06/2022 173631 N/ wa Computer b
0O lcahostloca 0220609113824 267803584 564214 @ I 500 31F6FA372044072C2DCES4E 1554631 T0CEQ6BOAD 11:38
1. Chon cdt (invong thong 2. Kéo thA 15i vi tri mong mudn
tin mudn thay a8i vi tri

+ Click 01 lan dé xem théng tin chi tiét hodc chon
chi tiét xem trong 3.3.4 Xem chi tiét Alert

" va chon “View detail”,

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi

Page |34

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

+ Chon ™ va chon “Update status” dé cap nhat trang thai cho Alert (Update
status to “False Positive” hodc Update status to “Close”, xem trwdng hop danh dau
01 Alert trong

+ Chon @ dé xem ly do danh dau khong nquy hiém tai cac Alert dang &
trang thai “FALSE POSITIVE”..

Bwéc 1:  Sau khi da thao tac trén cac ban ghi xong, cho phép chon 01 hoac
nhiéu ban ghi bang cach click chon “ tai ddu méi Alert dé tiép tuc thao tac, hd
tro cac thao tac sau:

B Group rows by... sss More

Ajiant event id Alertid

Bwéc 2: Chon dé cap nhat trang thai cta Alert:

Update stalus to:

False Positive v ‘

Comment

Cancel

e Chon Update Status to “False Positive” dé& danh dau khéng nguy hiém
cho Alert;

e Chon Update Status to “Close” dé déng Alert;

Lwu y: Thao tac nay chi ap dung khi toan bd Alert dwoc chon déu & trang thai =
“NEW”, néu c6 it nhat mot Alert dang & trang thai khac “NEW?”, thao tac sé bj an di .
Chi tiét xem trong trwdng hop danh dau khéng nguy hiém 01 Alert trong 3.3.5 Panh
dau khdng nguy hiém cho 01/nhiéu Alert hodc nhém Alert
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+ Chon =" @& trich xuét cac Alert dang dwoc chon.
3.3.3 Gom nhom Alert
Muc dich: Cho phép gom nhém céc Alert theo 01 hodc nhiéu tiéu chi: hostname,

scenario, group, ruleid;

Bwéc 1:  Sau khi tim kiém c6 thé gom nhém Alert lai, chon ® &b §& |pa
chon céc tiéu chi muédn st dung l1am tiéu chi gom nhém Alert;

@ |
O Target commandline O File hash shal
@ Hashshal O scan result
O Malware type O Malware name
O Classify [ Assignee
O Irflow name [J Target process path md5
O Netflag O Net sourceip
[0 service target path shal O File path request file id
O Target domain name O Group
Cancel Apply

Hé tro’ tim kiém theo tén tiéu chi va lwa chon 01 hodc nhiéu tiéu chi d& gom nhém.

Bwéc 2: Chon dé ap dung.

Nhirng Alert c6 cung cac tiéu chi da chon va c6 cung trang thai sé dwoc gom lai
1 dong trong danh sach két qua.

Change fields for grouping...¥ ungroup ws More

Fields. Humber of alerts Action

Trong do:
+ Cac trwdng dwoc st dung lam tiéu chi gom nhom sé duwgc bbi dam;
+ Hién thj sé lwong cac Alert dwoc gom nhém tai tiéu chi da chon.

Bwéc 3: D& bé gom nhém, thwe hién twong tw nhwng khéng chon tiéu chi nao
va chon “Apply”;
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Q

Selected

O Targetcommandline O Aijiant eventid

others

O Filehash shal O Hash shal

O scanresult O Malware type

0O Malware name O Classify

O Assignee O irflow name

O Target process path md5 0O Net flag

O Net source ip O Service target path shal
Cancel

3.3.4 Xem chi tiét Alert

Muc dich: Cho phép xem théng tin chi tiét Alert, hé tro' tw déng lam da dang
thdng tin bang cach ty ddng thu thap thdng tin cac sw kién lién quan dén Alert
vlra phat sinh, cung cap biéu dé truc quan d& xem nhanh méi quan hé gitra cac
déi twong co trong Alert;

NEWI) DEIGHIN 20220609_173832_553078267_618098

i T2 AddtolRFlow 3= Related events > Enhance Alert «% Update status
First seen: 09/06/2022 17:38:31 - Last update: 09/06/2022 17:38:31
® GROUP C§ HOST NAME
default ubuntu18
Detail
Description ~ Source event logs ~
Computer ubuntu18 was disconnected at least 30 days This section defines s vent list of this alert, which creates ar ext information for this alert
Rule ID Anomaly Detection_Monitor_Agent_Disconnect 1 result(s) 181 show columns
SystemTimeStamp Event ID Description
09/06/2022 17:38:30 500 Agent was disconnected
Advanced ~
Host

This information is about suspicious host.

Client id DBEACAB11DASF0A3FOF65575E9E9C313DCE1AB3E

Hostname ubuntu18

Network Connection

This information is about suspicious network connection.

MA 00:0¢:29:fb:19:eb

Others

These other information provides more c:

about this alert collected by VCS-aJiant.

09/06/2022 17:38:30
AdvanceCollector

mixed

Monitor
(]
Computer ubuntu'8 was disconnected at least 30 days

1 — NhOm thdng tin chung cua Alert, trong do:
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+ Status: Hién thi trang thai cta Alert (New, In Progress, False Positive,
Closed);

+ Severity: Phan loai Alert theo mirc dd nguy hai (Critical, High, Medium,
Low);

+ Alert_id: Hién thj théng tin id cta Alert;
+ First seen: Thoi gian Alert dwoc tao;
+ Last seen: Thoi gian gan nhét Alert dwoc cap nhat;

3 — Nhom céac thao tac véi Alert

= dé cap nhat trang thai cta Alert:

Update stafus to:

‘ False Positive v ‘

Comment

Cancel

e Chon Update Status to “False Positive” dé& danh dau khéng nguy hiém
cho Alert;

e Chon Update Status to “Close” dé dong Alert;

Lwu y: Thao tac nay chi ap dung khi Alert dwgc chon & trang thai = “NEW?”, thao tac
sé bi an di. Chi tiét xem trong trwdng hop danh dau khéng nguy hiém 01 Alert trong
3.3.5 Danh diu khdng nguy hiém cho 01/nhiéu Alert hodc nhém Alert;

+ Chon ESssss
dinh 1a 04 tiéng trwdc va sau thdi gian phat sinh Alert;

dé chuyén dén tinh nang Event Search v&i thdi gian mac

+ Chon - dé xem logs hoat déng lién quan dén Alert;
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¢ Closed

B khaitb update status into Closed

"= khaitb added the alert into the IR Flow IRF_Demc

e New

B vCS-aJdiant created the alert.

4 — Tab cac thong tin lién quan dén Alert:

+ Tab Detail: Cho phép hién thi toan bd théng tin chi tiét lién quan t&i Alert;

Description ~ Source event logs ~
Detect attack technique T1562.004: Disable or Modify System No tracked events!

Firewall on ANM-PHUCVD2. Process with path = C:\program

files\dell\suppor \bin\supportas exe (PID = Advanced ~
7656, commandline = "C:\Program

Files\Dell\SupportAssistAgent\bin\SupportAssistAgent exe” ) is File

creating child process with path =
C:Awindows\system32\netsh.exe ( commandline = "netsh.exe
hitp delete sslcert ipport=0.0.0.0:5700, PID = 9732 ) to the

This file is impacted (created/modified/deleted/executed) suspiciously.

disable firewall Target process path Signed | C:\windows\system32\netsh.exe
Rule ID Anomaly_Detection ATTCK_T1562_004 Disa Source process path Unknown  C:\program files\dell\supportassistagent\bin\supportassistagent.exe
Process

This source/target process has Suspicious benaviours.

Target process path Signed | C:\windows\system32\netsh.exe
Source commandline Unknown "C:\Program Files\Dell\SupportAssistAgent\bin\SupportAssistAgent.exe"
commandline Unknown "netsh.exe’ http delete sslcert ipport=0.0.0.0:5700

ocess path Unknown C:\program files\dell\supportassistagent\bin\supportassistagent.exe

Host

This information is about suspicious host

Client id 9C4CBD5F62C98BES918732E008D91DCD01121CD2

Ipden 10.61.188.2

MAC Address a8:6b:ad:71:14:2b,1a:6b:ad:71:14:2b,2a:6b:ad:71:14:2b,00:50:56:c0:00:01,00:50:56:c0:00:08,48:4d. 7e.ba:be: 53

Others

These other information provides more context about this alert collected by VCS-aJiant. u

e Khung théng tin (1) Description: Cho phép hién thj thong tin md ta chi
tiét Alert va RulelD:
e Khung thong tin (2):

o Source event logs: Ghi lai Source event logs lién quan dén Alert
(néu co);
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o Advance: Théng tin nang cao lién quan dén Alert bao gdm: File,
Process, Host, Others, ...

3.3.5 Biéu doé diéu tra (Enhance Alert)

Muc dich: Cho phép hién thi mi quan hé cta cac dbi twong trong Alert, xem chi
tiét cac dbi twong va hd tro diéu tra loang dwa trén tap cac sy kién thu thap dwoc
trong hé théng.

[ ] Host detail X
O 0 General
Q @ Jsfeb:
© :
o @ ﬂl!:‘A
o O
@ Platfort ~
Q P v
@ Network Interfaces
1 — Khu vue hién thj biéu d6 va cac thao tac trén biéu dd
2 — Khu vyec hién thj thdng tin chi tiét cac dbi dwong trén biéu doé

Khu vwc hién thi biéu d6 va cac thao tac trén biéu do

Cho phép hién thi truwc quan cac dbi twong trong Alert phuc vu xem théng tin va
diéu tra;

Mac dinh khi vira truy cap, biéu dd hién thj théng tin lién quan dén may gbc phat
sinh Alert, cu thé nhu sau:

VCS

Trong biéu d6 ludn c6 01 may dwoc cam cd ™ dé danh dau may gbc phét sinh
Alert, mac dinh tai méi may luén di kém cac dbi twong c6 quan hé tryc tiép may
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gbc trong vong 01 ngay ké tr thei diém phat sinh Alert, danh sach cac déi twong
bao goém:
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B Unknown [ Clean ([ Suspicious [l Malicious

Mbi dbi twong bao gém cac trang thai nhw sau:
Gilra cac déi twong, hién thi méi quan hé bao gém:

+ Relationship: Méi quan hé dinh nghia theo cac sw kién phét sinh trong

vong 01 ngay tir thoi diém phat sinh Alert (trong d6 tén mbi quan hé nam phia trén

. K . X ABC
mdai tén nadi lién 02 doi twong) >

+ Reference: Mbi quan hé tham chiéu, la cac déi twong khac ghi nhan duwoc
trong sw kién chinh phat sinh ra déi twong (dwoc thé hién béi nét dit va khdng co
ttnquanhécuthd) i

Vi du:
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Céc thao tac hd tro hién thi biéu d& bao goém:

Thao tac hé trerhién thj

Y nghia

Hide reference

Hide relationship name

Cho phép an/hién céac théng tin trén biéu db:

+ Reference: Khi chon, cho phép &n/hién
théng tin tham chiéu bao gbm mdi tén nét dut va dbi
twong tham chiéu tai tit ca cac dbi twong hién co trén
biéu d6;

+ Relationship name: Khi chon, cho phép
an/hién théng tin t&én mdi quan hé phia trén tat ca cac
mdai tén nét lién hién coé trén biéu do6

®

Cho phép zoom in/zoom out biéu db twong &ng tai vi tri
dang tré chudt
Ngoai ra c6 thé lan chuét tai vj tri mudn zoom in/out dé
thao tac nhanh
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& Cho phép quay lai vi tri trung tam cla biéu d (may gbc)
N Cho phép mé& rdng man hinh tbi da d& xem biéu dé va
N thao tac trén biéu dé

Vi du mét biéu dd mac dinh nhw sau:

© (o)
. ®
®)
© g ©
2 ; o
2 6
@ Vﬂfi

+ Trwong hop tai méi loai déi twong cé nhiéu hon 01 dbi twong trwe thudc,
cac doi twong sé duwoc tw ddong nhém lai.

+ Hover d& xem théng ké& nhanh tai ttrng nhém déi twong nhu sau:

USER 42

= T day, mubn diéu tra loang tiép cac déi twong thuc hién cac bwéc nhw sau:

Bwéc 1:  Click chon nhém dbi twong mudn xem, hién thj giao dién nhw sau:
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Objects in this group network X
Q se bject a
known (48) ean (125) Malicious (87) Viewe colume v

. ocsp. o 240.10028.3 N/A SYSTEM <

50.105.28.3 MA SYSTEM -

16.87.283 WA SYSTEM <

® Malicious 96.103.28.3 WA SYSTEM =

24094283 HJA SYSTEM b4

22481283 HJA SYSTEM =

® Mali 283 N SYSTEM <

1 8 N SYSTEM [

2888283 HJA SYSTEM =

crld digicert.com 80.105.28.3 WA SYSTEM <

+ Cho phép loc cac dbi twong trong nhom theo trang thai
S Boe s meces - foZe tim kiém nhanh bang cach nhap nhap div liéu mudn tim

kiém trong tat ca cac truong;

+ Khi da chon duwoc dbi twong phi hop, chon ©  dé hién thj 01 déi twong
lén biéu d6 hoac chon dé chon téi da 20 déi twong 1&n biéu do;
Lwu y: Néu dbi twong dwoc mé rong la mot may tinh, mac dinh khi hién thj déi twong,
cling tw dong hién thj cac dbi twong cac quan hé tryc tiép dén may tinh trong vong
01 ngay ké tir thi diém phét sinh Alert

P @

[e) s 224.91.28.3

NETWORK "%, QUER! _/ 7
%y > s 3
NET CONNECT /@‘
\ )| F
A

ks
L=
Win7x64_Mayaol

Offline

ANM-CHUYENNT2
@ Online

S )
main.exe @
240.100.28.3 ) SERVICE
£4 @
96.103.28.3 @
HOST
Lo ]
FILE
a
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Bwéc 2:  Sau khi da hién thj cac dbi twong can diéu tra trén biéu dé, cac thao
tac hé tro mé rong/thu gon bao gém:

+ Tai may gbc/may tinh thweng: H6 tro thu gon cac déi twong vé trang thai
mac dinh khi hién thi may (Chi bao gdm céac déi twong c6 quan hé trwc tiép véi may,
méi loai dbi twong néu nhiéu hon 01 dbi twong, hién thi dang nhém) bang cach chon
chuét phai tai déi twong, sau dé chon “Group child-level objects”;

1
A WinTx64,
1

Group child-level objects

Unpin

+ Tai cac dbi twong khac: Hb tro thu gon bang cach nhém lai theo loai dbi
twong va loai quan hé véi cac déi twong cung cap bang cach chon chudt phai tai dbi
twong, sau do chon “Group same-level objects”;

A

0.9¢

Group same-level objects
Unpin

+ Tai dbi twong la tién trinh (process) cho phép mé rong dé diéu tra loang
bang cach chon chudt phai tai déi twong,

+ Trwdng hop khdng thé tiép tuc loang, hién thi:

A—

Unpin

+ Trwdng hop co thé loang, chon “Add more objects...”
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Show more object X
- @ v
o | = .
® Malicious N/A 127.0.0.1 1588 m‘
® Malicious N/A 127.00.1 &
® Malicious N/A 0.0.0.0 0 main.exe &
1 — Chon loai dbi twong;
2 — Chon loai quan hé tir tién trinh t&i déi twong;
3 — Chon truc tiép dbi twong mudn hién thi. H6 tro tim kiém theo trang thai

doc/sach ctia dbi twong hodc tim kiém theo ndi dung cé tai cac truwéng théng
tin cha déi twong.
+ Chon ™= dé& Iwa chon cac trwdng théng tin hién thj hoac dung tinh
nang * dé sap xép thdng tin trong danh sach
+ Khi da chon dwoc dbi twong phu hop, chon = dé hién thj 01 dbi twong
|én biéu d6 hoac chon dé chon téi da 20 dbi twong lén biéu d6;

+ Tai dbi twong la tién trinh (process), khi cé cac dbi twong dang duwoc mé
réng cho phép thu gon lai bang cach chon chuét phai tai dbi twong;
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Collapse all

Unipin

+ Mac dinh tai biéu d6, cac dbi twong tw ddng chay va gitr khodng cach voi
nhau khi bi di chuyén. Trwéng hop dung chudt chon va kéo tha cac déi twong, sau
khi bé chudt dbi twong tw ddng dwoc Pin vao vi tri méi. D& hay thao tac Pin, chon

T,
Unp

Add more objects...
Collapse all

Unpin

Khu vwe hién thjthéng tin chi tiét

La tinh ndng bd sung cla biéu d6, cho phép hién thj thdng tin chi tiét ctia céac
thanh phan trong biéu dd (bao gbm cac déi twong va mdi quan hé trong biéu
do);

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 48
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Host detail x

General
HOST NAME WinTx64_MayaoHal Copy
HOST ID fe2a4ba0-b348-4a43-bd26-79995feb57e0
STATUS Offline
SET UP VERSION M/A
GROUP default
PDATE GROUP release
full_featurss
10.61.188.2
windows
FIRST PING 12/05/2021 16:02:02

26/05/2021 14:23:17

Plattorm v
CPUs ~
Network Interfaces v

v

Default Gateway

1 — Nhém théng tin chung: Bao gdm cac théng tin chung/théng tin dinh danh
cla dbi twong, mac dinh ludn hién thj khi vira truy cap;

2 — Nhom théng tin chi tiét: Bao gdm céac théng tin chi tiét caa déi twong,
dwoc phan thanh cac nhém théng tin khac nhau, mac dinh cac nhém théng
tin nay sé dwoc dong lai, chon ~ dé mé rong va hién thj nhém théng tin.

+ Thao tac “°PY hd tro sao chép noi dung trwdng thong tin

Lwu y: M6t sé trwdng théng tin dinh danh ddi twong cho phép link nhanh dé tra cteu
trong Event Search hoac Agent Management.
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Process detail X

General

1432

main.exe
D5 1e0%2a44d44c2%ef8d6bfc3aT4f34b73

SHAZS 1941d3f261033344b22c5e9cf246e5683c17d450ac87d0afsf

3edT7a52f431bbé

PROCESS PATH C:\users\admin'desktop\taodataloang\main.exe

admin

J\main.exe

TEGRITY LEVEL HIGH

3.3.6 Cap nhat trang thai khéng nguy hiém hodc déng canh bao cho
01/nhiéu Alert hodc nhom Alert

Muc dich: Cho phép danh d4u Alert 1a khéng nguy hiém:;

Bwéc 1:  Chon 01/nhiéu Alert muén danh d4u khéng nguy hiém;

Bwéc 2: Chon dé cap nhat trang thai cta Alert:

Update status to:

False Positive w

Comment

Add to False Positive|

)

Cancel Update status
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Bwée 3:  Chon Update Status to “False Positive”;
Bwéc 4:  Nhap ly do danh dau khéng nguy hiém va:
e Chon “ Update status” d& xac nhan danh dau khéng nguy hiém cho
Alert;
e Chon “Cancel” dé xac nhan hay thao tac danh dau khéng nguy hiém
cho Alert;
Chon Update Status to “Close” dé dong Alert;

Bwéc 1:  Chon 01/nhiéu Alert muén déng (Closed);

Bwéc 2: Chon dé cap nhat trang thai cta Alert:

Update status to:

Closed

Comment

dong]

el

Cancel Update status

Bwée 3: Chon Update Status to “Closed”;

Bwéc 4:  Nhép ly do déng Alert va:

e Chon “ Update status” dé xac nhan déng Alert;

e Chon “Cancel” d& xac nhan hay thao tac dong Alert;
3.4 Nhom chirc nang Investigation

Man hinh Investigation gdm mot sé tab nhd Ia Process Analysis, Event Search,
Deploy Tools.
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3.4.1 Process Analysis

- Muc dich: Chrc ndng cho phép nguoi dung tao két ndi va kiém tra hién trang
process dw@i may ngudi dung. Trong do:

viettel

aliant &

Q|

DESKTOP-RZGBJEF

Danh sach may nguw&i dung:
+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng

active < 30 ngay;

+ User dang nhap thudc group default: Hién thj tat cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tt cd Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tit cad Agent
thudc group clia user dang login;

Bwéc 1:  Tim kiém va chon Agent két ndi (Lwu y dé dam bao cé thé két néi, danh
séach chi hién thj cac may dang Online);
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Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

‘ v ‘

am |

* DESKTOP-R2GBJEF (1B0AG6FDSE

Chon 01 may va click nat “Connect” dé thuc hién két ndi (két nbi c6 thé mét téi da 60
giay)

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

‘ DESKTOP-R2GBJEF v ‘

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session

DESKTOP-R2GB.JEF v

Connecting to agent... (expire in 00:56)

l Cancel connection ]

Bwéc 2:  Xem danh séach tién trinh dang hoat dong tai may ngui dung
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viettel -
aliant @
’ DESKTOP-R2GBJEF ° 21/06/2022 11:45:40 ° ® Change agent | [l Stop connect
Q  Refresh
022 11-45 Ml Shew columns
Action

Trong dé giao dién chia lam cac nhom théng tin:

1 — Nhém thong tin lién quan dén két ndi, bao gdbm: May dang két néi, thoi
gian tao két néi, thdi lwong két ndi tinh dén hién tai, trang tha két néi

2 — Nhém thdng tin hd tro tim kiém/lam méi va loc div liéu tai danh sach, bao
gdm céc thao tac:

: Cho phép tim kiém theo tr khéa ctia di¥ liéu dang hién thj trong tat ca cac trwong
trén danh sach;

» Refresh z N r g~ 1ra = .~ . < A cn N . X g A PN
"= - Cho phép 1am mé&i dir liéu (van gitr lai cac diéu kién tim kiém va diéu kién

loc dang st dung, chi 14y di liéu m&i nhat tr may nguoi dung dé hién thi);
soveriessewe -+ Cho phép bat/tat viéc 14y théng tin chir ky sd cho céc tién trinh. Trong
trwdng hop bat ciu hinh nay, cho phép loc di¥ liéu tién trinh theo chi ky sé:
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7 Filter by signature i}

Select all
Verified
Mot verified

Mot available

Céc trang thai chir ky s s& quy dinh mau cta ban ghi twong trng

Q G Refresh
022 11:50:01 Show verified signature (T P Filter by signature  Iffl Show columns
Name PID Path User name Command line Signature Action
svchost exe 3360 CAWindows\System32\svchost exe test C texe Kk Microsoft Windows Publisher
svchost.exe 3680 C:\Windows\Syster \svchost exe test [ host exe -k Cl oup P Microsoft Windows Publisher
SecurityHealthService exe 6076 C:AWindows\System3Z2\SecurityHealthService exe SYSTEM 'C\Windows\System32\SecurityHealthSystray. exe” Microsoft Windows Publisher
svchost exe 8084 CAWindows' ster SYSTEM C\Windows\System32\svchost.exe & netsvcs -p Microsoft Windows Publisher
xe SYSTEM 'C/\Program Files\Ajiant\VESSvc exe N/A
Manager.exe EM N/A
11864 W\VESUpdater exe SYSTEM 'C\Program Files\Ajiant\VESUpdater exe N/A
VESResponse.exe 18852 C:\Program Files\Ajlant\response\VESResponse exe SYSTEM C\Program Files\Ajiant\response\VESResponse exe’ Viettel Group
Pre.exe 16604 C:\Program Files\Ajiant\prop: SYSTEM 'C/\Program Files\Ajiant\propre\VESPro N/A
SecurityNotify.exe 7640 C:\Program Files\Ajiant\propre\BLS\SecurityNotify.exe test 'C:\Program Files\Ajiant\propre\BLS\SecurityNotify exe” -ppid . Viettel Group
VESAutoScan exe 16592 C:\Program Files\Ajiant\autoscan\VESAutoScan. exe SYSTEM 'C/\Program Files\Ajiant\autoscan\VESAutoScan exe’ Viettel Group
VESColl 18304 C:\P1 Files\Ajiant\co \VESCollector.exe SYSTEM C:\Program Files\Ajiant\collector\VESCollector.exe’ N/A
svchost.exe 2656 C:AWindows\System32\svchost exe SYSTEM CAWindows\regedit exe’ Microsoft Windows Publisher
Trustedinstaller exe 3908 C:A\Windows\System32\wermgr exe SYSTEM C\Windows\system32\wermgr.exe -upload Microsoft Windows
Isass.exe 800 CAWiIndows\System32\Isass. exe SYSTEM CA\Windows\system32\Isass exe Microsoft Windows Publisher
fontdrvhost exe 940 C:\Windows\System32\fontdrvhost exe UMFDO fontdrvhost exe’ Microsoft Windows
@ Back totop
.
Verified: Xanh 5 chir ky sO va con han;
. erified: Xan c6 chir ky so va con han;
. .
Not ified: DA - kho 5 chir ky sO6 hoac chir ky hét han;
. ot verified: Bo 0ong co6 chi¥ ky s6 hoac chi* ky hét han;
N/A: Tr3 khong tim thay thong tin chi¥ ky so:
° : Trang ong ti ay thong tin chir ky so;
Show columns ¥ <

: Cho phép diéu chinh trweong hién thj trén danh séch tién trinh.

2

Trén danh sach ngoai trwdng “Name” ludn hién thj cb dinh, cac trudng con lai déu c6
thé tdy chon hién thj ho&c khéng hién thj.
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<7 Filter by signature I8l show columns

Q

B Selectall

+ Name

PID

Path

User name
Command line
Signature

[0 Company name
(0 Product name
[ File version

(O Parent process path
O PPID

O MD5

[ SHA256

(0 Process env
O starttime

O Integrity level

(0 state

(O signature status

3 — Danh séach tién trinh, hién thj di¥ liéu tién trinh hién tai trén may nguwoi

ding v&i cac trwdéng théng tin da chon trong phan Show column.Tai moi
ban ghi, click dap dé xem chi tiét tién trinh;
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Name
w explorerexe
SecurityHealthSystray. exe
vmadservice.exe
vmtoolsd.exe
OneDrive exe
mme.exe
v cmdexe
conhost exe
w Codeexe
Code.exe
W Codeexe
Codeexe
Code.exe
Code.exe
Code.exe
w chrome exe

chrome.exe

Path

CAwindows\explorer. exe

stem3:

vin curityHealthSystray exe
CAWindows\System32\vm3dservice.exe

C:\Program Files\VMware\VMware Tools\vmtoolsd.exe
CAUsers\test\AppDataiLocal\Microsoft\OneDrive\OneDrive.ex
CAWindows\System32\mmc.exe

C:\Users\test\Desktop\New foldericmd exe

CAWindows\System:

conhost exe
C:\Program Files\Microsoft VS Code\Code.exe
C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code.exe

CA\Program Files\Microsoft VS Code\Code exe

C:\Program Files\Microsoft VS Code\Code exe
C:\Program Files\Microsoft VS Code\Code.exe
C:\Program Files\Microsoft VS Code\Code.exe

C:\Program Files (x86)\Google\Chrome\Application\chrome e3

C:\Program Files (x86)\Google\Chrome\Application\chrome.ex

Process detail

Key handles

Action

Chi tiét tién trinh dwoc chia thanh cac tabs, véi méi tab, danh sach théng tin twong

&ng dwoc hién thi.

viettel

aliant

2022 11:50.01

Name
v explorer.exe
SecurityHealthSystray.exe
vm3dservice.exe
vmitoolsd exe
Onelrive.exe
mme.exe
w cmdexe
conhost éxe
W Code.exe
Code.exe
w Codeexe
Codeexe

Marked Artifacts

06/2022 11454

AgentID Object

From

Reference

Action

Change agent

7 Filter by signature

nature

fosoft Windows
fosoft Windows
ware, Inc.

ware, Inc.

fosoft Corporation
fosoft Windows
rosoft Windows
fosoft Windows
rosoft Corporation
fosoft Corporation
fosoft Corporation

rosoft Corporation

&

M stop comnect
G Refresh

| show columns

Action

3.4.2 Event Search

Tim kiém Event

Bwoérc 1:
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aliant

BEEEEEEEEEEEEREEEEREEEE

Bwéc 2:  Thém cac trwedng tim kiém vao cau query véi truérng Popular va Others
bang cach chon queries “=” ho&c “#” tai Add to search:

enanse

Highlight
Muc dich: Cho phép thém 01 ho&c nhiéu highlight dé ra soat déng thdi tai mot
thdi diém (khong gidi han sb lwong tdi da), khi thwc hién search hoac sort thi
moi highlight da tao sé bi clear;
Cac buéece thy hién:
Bwéc 1:  ND chon Investigation >> Chon tab Event search;
Bwéc 2:  Man hinh hién thj danh sach event, Chon nat “Find and highlight”, HT
hién thi poup Find in table;
Bwéc 3:  Nhap vao tor khéa danh dau, lwa chon mau danh dau va xac nhan thao
tac:

Chon nut “Add highlight”, d& xac nhan tir khéa danh dau;
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Chon nut “Cancel”, d& hly thao tac danh dau tw khoa tim kiém:;

Last 15 minutes 5] m Show graph
@ 27/06/2022 14:43:38 - 27/06/2022 145638 @ Find and highiight More

z z z z
5 5 5 3

z z z =z z z z =z
5355 FF R

1
1
1
1
1
1
1
1
m.. N/A 1
1
1
1
1
1
1
1
1
1

Need help
- Muc dich: tra théng tin event, y nghia trwdng;
- Cac buéc thue hién:
Bwée 1:  ND chon Investigation >> Chon tab Event search;
Bwéc 2: Tai man hinh Event Search, chon “More”;

Bwéc 3:  HT hién thi danh sach céc thao tac: Show columns, Wrapt text, Export,
Need help, Chon “Need help?”;

Bwéc 4:  HT hién thj popup Help with Event Search, cho phép tra ctru théng tin,
y nghia cac trwdng trong Event Search.
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Help with Event Search X
About events About ields
How 1o use event_id for investigation?

Q) [search by Event ID or description

Event ID: 0
NiA

EventID: 1
New process has been created

Event ID: 2
Process changed a file creation time

Event ID: 3
Process created TCP/UDP connections an the machine

EventiD: 4
Sysmon service state changed

Event ID: 5
Process terminated

Event ID: 6
Driver loaded on the system

Event ID: 7
Image loaded n a specific process

Event ID: 8
Process created a thread in another process.

Event ID: 9
Process opened for raw readwrite access of the disks and volumes

Event 1D 10
Process opened another process with special desired acceu

Wrapt text

Muc dich: C6 thé hién thj toan bo di¥ liéu hodc thu gon lai di¥ liéu khi click vao
nat “wrap text”;
Cac budc thuc hién:

Bwéc 1:  Tai man hinh Event Search, chon “More”;

Bwéc 2:  HT hién thi danh sach céc thao tac: Show columns, Wrapt text, Export,
Need help, Chon “Wrapt text?”;

Bwéc 3:  HT thay ddi thong tin hién thi toan bd di liéu hodc thu gon lai di¥ liéu
khi click vao nut “Wrap text”;
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Last 15 minutes show graph

06/2022 14:52:15- 27/06/2022 15:07:15 Find and highlight. Mare

Export Data
Muc dich: Cho phép tai xuéng di¥ liéu lién quan dén Event trong hé théng
Cac budrc thwe hién:
Bwée 1:  Tai man hinh Event Search, chon “More”;

Bwéc 2:  HT hién thj danh sach cac thao tac: Show columns, Wrapt text, Export,
Need help, Chon “Export”

Bwéc 3:  HT hién thi Popup loc thdng tin Data Event, Chon cac tham sé loc theo
diéu kién c6 san trong hé thdng: Chon céac trwdng thdng tin, Binh dang file
export, sé dong va xac nhan thao tac;

Chon nut “Export”, dé xac nhan thao tac tai Data Event;
Chon nut “Cancel”, d& hay thao tac;
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Export data X
Choose fields to export Selected fields File type
Q Csv JSON
Q Source process path
Time stamp Number of rows to export
virtual account Type the number of rows you want to export. The
User logon hours ber of row jing 200000 ffect
File signature expried number of rows exceeding can affec
Process id system performance, and it may take a while to
Net extra data complete your export
Task content 200000
Net extradata length [+)
src i

Authentication package name
Dns query status

User home directory

Add all fields Clear all selection Cancel m

Severity

3.4.3 Note
Muc dich: Hién thj & tat ca cac man hinh, khi di chuyén dén cac man hinh thi noi
dung khéng thay déi, cé thé di chuyén dwoc nat “Note”;
Cac buéece thue hién:
Bwée 1:  Tai man hinh Event Search, chon icon E;

Bwdc 2:  HT hién thj note & tat ca cac man hinh, khi di chuyén dén cac man hinh
thi ndi dung khéng thay déi, cé thé di chuyén dwoc nat “Note”.

viettel

aliant ’ =
27/06/2022 14:52:15 - 27/06/2022 150715 @ Find and highlight. More
X
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3.4.4 Deploy Tools

Muc dich: chirc ndng cho phép deploy (trién khai) cac tools (cong cu) phuc vu
diéu tra, xr ly sw cd an toan théng tin tir Portal xuéng cac Agents.

Tool Management

Muc dich: quan ly toan bd tool ctia hé théng, nguwdi st dung co thé thém/ xoa
tool & man hinh nay. C4c tinh nang & man hinh nay gém co:

+ Hién thj danh séach tool cling c&c théng tin chi tiét ctia tool: Tén, Parameter,
Version, Architecture, Upload User, Platform, Output, Thoi gian upload;

+ Tim kiém tool: Tim kiém theo tén tool

+ Upload tool: upload tool chay trén agent Windows, MacOS va Linux cé
dung lwong ti da 100MB;

viettel

aliant

Tool management

Q n
show only my tool [N SEUSSERRERT

ation / Deploy Tool 1{;

Tool QutputFile_Linux_Params
Toal_test af 14

fail A

heheho.txt

OutputFolder.ps1
o0t test st

Tool StdOut_x86_Params.exe
to0t_test

] a

Stdout

Tool QutputFolder_x86_Params.exe

Tool OutputFolder_Linux_Params
Toal_test af 14
1
x64
Test
N/A

OutputFile.ps1
100t test st

Tool StdOut_Linux_Params
oot fest
1
x6d
stdout
N/A

Tool QutputFolder_OSX_Params

Tool QutputFile_Linux_Params
Toal_test af 14

Tool StdOut_OSX_Params
to0l_test at 14,
1
x64
Stdout
N/A

Tool QutputFile_x64_Params.exe

Tool StdOut_Linux_LongTime
oot test
1
x64
Stdout
N/A

Tool StdOut_x64_Params.exe
foot_test
1
%64
stdout
N/A

Tool OutputFolder x64_Params.exe
root_test
1
64
est
WA

Tool OutputFile_x86_Params.exe

V&i tinh nang Upload tool thao tac theo cac bwéc sau:
Click vao “Upload tool” > Chon dwdng dan dén tool can upload ho&c kéo tha tool
vao giao dién > Nhap théng tin vao popup Tool info > click Upload tool:
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Upload tool X

Max file size is 100 MB, supported file types
| is executable file

Vé&i tinh ndng xda tool, chon icon tai tool can x6a > chon Delete

viettel

aldiant Investigation / Deploy Tool £ 0O
Tool management Task management

| Q, searchioal...

Showing 50 of 170 result(s) @ Show only my tool

@ Tool QutputFile_Linux_Params - @ Tool OutputFolder_Linux_Params g R Tool OutputFile_Linux_Params = @ Tool StdOut_Linux_LongTime -
Upload by roel_test at 14/12/2022 18:3825 Upload by roel_test at 14/12/2022 18.28.48 . g - R Upioad by fool_test 3t 14/12/2022 18.26 59
Deploy this ool
A  Version fail A  Version 1 rsion 1 A Version 1
Architecture  x86 Architecture  x64 rchitecture x84 Architecture  x64
Output hohoho tt Output Test utput hohoho. txt output stdout
Parameter  N/A Parameter  N/A Parameter  N/A Parameter  N/A
OutputFolder.ps1 = @ OutputFile.ps1 = @ StdOut.ps1 = @ Tool StdOut_x64_Params.exe =
Upload by root_test at 14/12/2022 18:26:02 Upload by root_test at 14/12/2022 182548 Upload by root_test at 14/12/2022 182518 Upiozd by root test =t 14/12/2022 16:2408
version 1 version 1 version 1 Version 1
Architecture  N/A Architecture  N/A Architecture  N/A Architecture  x64.
Output Test Output hohaho. txt Output Stdout Output StdOut
Parameter  N/A Parameter  N/A Parameter  N/A Parameter  N/A
@ Tool StdOut_x86_Params.exe = @ Tool StdOut_Linux_Params - @ Tool StdOut_OSX_Params - @ Tool QutputFolder_x64_Params.exe =
Upload by rool_test at 14/12/2022 18:23:55 Upload by rool_fest at 14/12/2022 18:23-25 Upload by rool_fest at 14/12/2022 18:23-05 Upioad by rool test zt 14/12/2022 16:22:37
B Vversion 1 A Version 1 &  Versin 1 =8 Version 1
Architecture  XB6 Architecture  X64 Architecture  X64 Architecture  x64
Output Stdout Output Stdout Output Stdout Output Test
Parameter /A Parameter  N/A Parameter  N/A Parameter  N/A

L[ Tool OutputFolder_x86_Params.exe - [ Tool QutputFolder_0SX_Params - L[ Tool OutputFile_x64_Params.exe - L[ Tool OutputFile_x86_Params.exe -
Activate Wi v

Deploy tool
Muc dich: CAu hinh théng tin deploy tool dwéi agent

Diéu kién:
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+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thi tAt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat ca Agent thudc group cda
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tat cd Agent
thudc group cua user dang login;

Cac budc thye hién Deploy tool tai man hinh Tab Tool management:

Bwée 1:  Sau khi lwa chon tool, chon icon EI tai ban ghi tool can deploy > chon
Deploy this tool, man hinh Create new task hién thi:

viettel
g Investigation / Deploy Taol
Siant gation  Deploy 0
Tool management Task manag
Create new task X
Q, searchtask Information ﬂ

na
Shawing 50 of 1664 result(s) m @ Show only my schedule
Task name Authe Descriptior Upcoming agents Action
| htime i
276 roat 4 l Edit } NiA
1275 roatt N/A
task mac roatt Run this task WA
Task 886868 root.t Trigger [ ean | WA
274 roatd Tool to deploy Trigger Start time Expired time N/A
273 roat.$ Atthe timethis . N/A NiA
retry 8 roat} N/A
Tool p dvanced
272 oot WA
retry 6 roott WA
Task agent abeds roaty Tool output N/A
task fff roat.t older " 'Y N/A
daf roat} WA
faf oot N/A
im23 oot} WA
daily 23 ooty NiA
daily 22 roott N/A
im22 root} NiA
2sdsd root.t N/A
- cancel -—

Bwéc 2: Thwc hién nhap cac théng tin task dé deploy tool: Task name,
Description, Tool parameters, Tool output;

Buwéc 3:  Lwa chon thong tin nhém (group), may tram (agent) dé thwc hién
deploy:
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Lwa chon All agent(s): chon tat ca cac agent(s) trong pham vi quan ly cia user
dang dang nhap dé thyc hién deploy;
Lwa chon agents or groups thwc hién deploy — Choose agent(s) or group(s):

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)

Import from list...w

Information of selected agent(s) will be showing here.

+ Chon Add agent(s):
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X

Please fil out all the information of this task. by default. To change anything of them, click the
Task name

‘Task deploy tool Linux -

Description

Edit assignees

All agents (total 50 agents)

© Choose agent(s) or group(s)

[Tt import from list...w
Add agent(s)

Add group(s)

e Tim kiém Agent: Cho phép tao cau lénh truy van, sir dung cau I&nh truy
van dé tim kiém Agent

Add agent(s)

Jfx ComputerName ~ "ubu

Selected (2)

ubuntu x  ubuntul8 x

10 result(s)

@  Agentid Computer name 1P Address Group
27CFDIDATAIIO4EATCCESS... ubuntu 127.00.1,192.168.12... global
2FIEB4ATD7FDB4483ECT43 . ubuntu-2004 127.0.0.1,10.0.2.15, 1 anhnn_test
60AA261BE17625BADCD191... ubuntu18 127.0.01,192.168.25.. group_ubunty
A303D982A258A6328267D0. ubunty 127.00.1,192.168.74. . anhnn_test
BBS5933621EBS80749E6AAG.. ubuntu18 127.0.0.1,192.168.74.... thanhnm18_test
BE56627FASFEE2B1ECBBES.. bichpt-ubunty 127.00.1,192.168.25.. group_ubuntu

CHBCSDFCFABBICIZBDTCAE... huyenptubuntu1s 127.0.0.1,192.168.74.... thanhnm18_test

a
o
a
o
o
o
o
[u]

E414B646EFAF694E531F810A... thanhnm8-ubuntul8-test 127.001,192.168.12.. global
‘@

Cancel Add

e Chon Agent(s) d& deploy bang cach tich chon vao mét hoac nhiéu
Agent(s) > Théng tin Agent(s) da dwoc chon hién thi & khung Selected > chon
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Cancel dé hly thao tac thém Agent dé deploy ho&c chon nat Add dé xac nhan danh
sach Agent(s):

Add agent(s)

fx ComputerName ~ “ubu

Selected (2)

ubuntu x  ubuntu18 x

10 result(s)

& Agentio Computer name 1P Address Group
27CFDODATAIIO4EATCCASS . ubuntu 127.001,192168.12.. global
2FIEB4ATD7FDA4483ECT43.. ubuntu-2004 127.0.0.1,10.0.2.15.1... anhnn_test
60AA261BE178258ADCD191 .. ubuntul8 127.0.0.1,192168.25.. group_ubuntu
A3030982A258A632826700.. ubuntu 127.0.0.1, 192.168.74.... anhnn_test
BB5033621EBOB0749E6AAG... ubuntulg 127.0.0.1,192.168.74.... thanhnm18_test
BES6627FASFEE2B1ECBBES.. bichpt3-ubunty 127.0.01,192.168.25.. group_ubuntu

(C68CSDFCFABBICA2BDTCAE . huyenpl_ubuntuls 127.0.0.1, 192168 74... thanhnm18_test

Doo0ooo@®eoa@

E414646EFAFGI4ESI1FBI0A... thanhnm8-ubuntulB-test 127.0.0.1,192.168.12... global

<@z >

-

o Hover vao cac Agent(s) da chon > Chon icon L dé thwc hién loai
bdé Agent(s) khoi danh sach da chon

All agents (total 50 agents)

© Choose agent(s) of Group(s)

LRl import from list...w

Agent 1D Computer name IP Address Group Status Action

2 agent(s)

0S60C579B568. HuyenPFWIN10x64 19216874126, edr_team offiine @

07718463D55€E.. virtual_agent_maintn_. 127.0.0.1,172.1.. maitest Offline

<>

[

o Chon Cancel dé hily hodc chon Save dé lwu théng tin cac Agent(s)
da chon dé deploy:
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Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)

2 agent(s)
Agentip Computer name 1P Address Group
0560C579B568_ HuyenPT-Win10x64 192168 74128, edr_team

07718463D5E... vitual_agentmaintn_. 127.0.0.1,172.1... mahest

+ Chon Add group(s):

Edit assignees x

O All agents (total 50 agents)

© Choose agent(s) or group(s)
Import from list...w

q ‘Add agent(s)

e Tim kiém group(s) theo tén, cho phép nhap t khéa tim kiém group
theo tén group:
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Add group(s)

| at s
@ NOTE: In this interface, users belonging 10 the parent group have full CONtiol cwer il the Child QoUps of their parent gr.. See more ==
Group Location Action
TENANT viettel com.vn
anhnn_test admin
enctest TENANT_nsrm com/anhvn
default

edr_team viettel/khoi_phu_thuoc/ves_anm

Location

e Chon group(s) dé& deploy bang céch tich chon vao mét hoac nhiéu
group(s) > Théng tin group(s) da dwoc chon hién thi & khung Selected > chon Cancel
dé hay thao tac thém group(s) dé deploy hodc chon nit Save dé xac nhan danh séach
group(s):

Add group(s)

o °
@ MOTE:In this interface, users belonging to the parent group have full cantrol over all the child groups of their parent gr_ See more ==

Group Location Action
oo TENANT_viettel.comvn

o anhnn_test admin

o cnctest TENANT_nism.com/anhvn

o default

oy edr_team viettel/khoi_phu_thuoc/ves_anm

Selected
2 group(s)

Group Location

go cnctest TENANT_nsm.com/anhvn

o default
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o Hover vao cac group(s) da chon > Chon icon L] dé thwc hién loai
bd group(s) khdi danh sach da chon

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or groupis)

© Add agent/group [ETTEHEIENYEEY

3 group(s)
Group Location

&b TENANT_nsm.com NA
& congne TENANT_edr.com

& default NA

o Chon Cancel d& hiy hodc Chon Save cac group(s) d&a chon dé
deploy:

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or groupis)
[+ EREER T import from list...v
3 group(s)
Group Location
&% TENANT_nsm.com NiA

o congne TENANT_gdr com
o default NA
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+ Import from list: Cho phép upload danh sach agent(s) tw file .csv > Chon
Import from list

e Chon Download sample file dé lay form danh sach file agent(s) mau;

e Nhap théng tin agent(s) > chon Import from .CSV dé thyc hién tai lén
danh sach agent(s)

O All agents (total 50 agents)

© Choose agent(s) or group(s)

Import from .CSV
Download sample file

cancel

Edit assignees X
1

2

Bwéc 4:  Cau hinh sé lwong agent deploy tool méi lan:

+ All Agent: Cho phép deploy toan bd agent(s) nguwdi dung da chon
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Edit number of agents

Chaose number of agents you want 1o fun in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hou(s) v uniilfinished

o

+ Chéu hinh sb lvong agent méi lan deploy:

Edit number of agents

Choose number of agents you want to run in each time.
) Al selected agent(s)

2 olgq 2 ||agemie) every | 3 Ihou(s) vlunhlﬂmshtd

Bwéc 5:  CAu hinh théng tin thei gian (1ap lich) thwe hién deploy tool:

+ Chon Run immediately dé thyc hién cu hinh thoi gian deploy tool ngay
lap tdrc (sau khi tao task thanh cong)
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lap lich:

+ Chon Run on schedule dé thuc hién ciu hinh théi gian deploy tool theo

e Chon schedule One time:
o Cho phép lap lich deploy tool mét lan;

o CA&u hinh thoi gian bat d4u:

Edit trigger

When this task Is created

nnnnn hedule

Ioneume

Start time.

“ 15/12/2022 - 00:00:00

e Chon schedule Daily:
o Cho phép lap lich deploy tool hang ngay;
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o Thoi gian lap lai;

o CAu hinh thoi gian bat dau va két thic:

Edit trigger

When this task is creat

[ osn

Recur
Recur this task every day(s)

Start time

[
I 15/12/2022 - 00:00:00

b Expire In

e Chon schedule Weekly:
o Cho phép lap lich deploy tool hang tuan;
o Thoi gian lap lai;

o CA4u hinh thoi gian bat diu va két thuc:
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Edit trigger
When this task is created:
© Runimmediately

O Runon a schedule

[ Weskly

Recur
Recur this task every week(s) on

I[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|l Expirein | 15/12/2022-00:00:00 @]b

e Chon schedule Monthly:
o Cho phép lap lich deploy tool hang thang;
o Thoi gian lap lai;

o Céu hinh thoi gian bat diu va két thuc:

Edit trigger
When this task is created:
© Runimmediately

EW @ Fun on a schedule

[ Monthly

Recur

Recugdhis task in these months.

August X October X

at these days:

|[ 9X 10X 16X 30X Lastdayofmonth X

Start time

15/12/2022 - 00:00:00

@ Expiein lwwmz—nuuuw EJB

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi Pa ge I 76
T: (+84) 971 360 360 E: vessales@viettelcomyn | W: www.viettelcybersecurity.com



viettel

security

Bwéc 6: CAu hinh théng tin nang cao cho task

+ Delete tool after run tool cho phép xéa tool output sau khi run tool va tra
két qua vé BE thanh cong;

+ If the task failed to run, retry upto khi task deploy th4t bai,cho phép cau
hinh théng tin retry task (deploy lai task)

Create new task

Information Agents or groups
Please fill sut all the information of this task. Setrings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons to edit

Selected agents or groups
| Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agentis) run in each time
About your task..
' All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time
| Tool OutputFolder_Linux_Params. On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 1500:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

| Parameters for this too B Delets output sfter run tool

Tool output (@ 1 the task failed to run, retry up to: |

Imm vl Ir“‘ 1 time(s) within | 3 [hours) ~ | every [0 [[minutets) v |
[ Cancelthe task if the tool can not return cutput report from agent after: | 30 '

+ Cancel the task if the tool can not return output report from agent
after cho phép huy task néu task khéng thé chay sau thoi gian cdu hinh ctia nguoi
dung:
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Create new task

Information

Please fill out all the information of this task.

Task name

| Task deploy tool Linux

Description

About your task

Tool to deploy

| Tool OutputFolder_Linux_Params.

Tool parameters (optional)

| Parameters for this tool

Tool output

Agents or groups

Settings for assignees and triggering for this task are set by defaut. To change anything of them, click the

respective buttons to edit

Selected agents or groups

All agents (total 50 agents)

Number of agent(s) run in each time

All selected agent(s)

Run this task

Trigger

Trigger Start time

On day(s) 9, 10, 16, 30 and last day of May_ 15/12/2022 15:00:00
Advanced

@ Delete output after run ool

B 1f the task failed to run, retry up to

Expired time
23/12/2022 00:00:00

I o ” I Il‘es( [ 1 ] time(s) within [ 3 J[ hour(s)  ~ ] every [ 30 \[ minute(s) v ]

@ Cancelthe task if the tool can not return output report from agent after: | 30 |

Bwéc 7:  Chon Create dé tao méi task/ cau hinh théng tin deploy tool dwéi agent
ho&c chon Cancel dé hay task/ hdly cu hinh théng tin deploy tool dwéi agent

Task management
a. Danh sach task

Muc dich: Hién thj danh sach task lap lich deploy tool;
Céc trwong théng tin hién thi: Task name, Author, Created time, Description,
Number of agent(s), Trigger, Next run time, Status, Upcoming agents
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aldiant

Deploy Tool

Task management

show onl

Task name Author  Created time Description Number of agen(s) ~ Trigger Next run time Status Upcoming agents Action
@76 root test  14/12/2022 183811 N/A 1 Immediately NrA NrA
275 test  14/12/20221836:21  N/A 1 Immediately
root_test N/A 1 N/A N/A
root.test MIA 1 Immediately N NIA
1274 rool test  14/12/2022 N/A 1 Immediately NrA /A
@73 root_test N/A 1 Immediately NrA NrA
retry root_test N/A 1 Immediately ® stopoe
t272 root_test HiA 1 Immediately NrA N/A
retry 6 root.test N/A 1 Immediately N/A N/A
root_test /A 1 Immediately NiA 5o NrA
root._test N/A 1 Immediately NrA N/A
dof H/A 1 Immediately
fat MIA 1 Immediately N/A NIA
im 2 N/A 5 Immediately N/A
root_test N/A 5 AL14/12/2022 - 1500:00 NrA NrA
root_test  14/12/202214:48:81  N/A 5 AL 14/12/2022 - 145500 NrA N/A
im22 roottest  14/12/2022 144724 N/A 5 Immediately N/A H/A
2sdsd roottest  14/12 1408 MiA 5 Immediately N/A NIA

b. Tim kiém task

Muc dich: Cho phép tim kiém task theo tén task;
Céc buéc thuc hién: Nhap vao tir khoa tim kiém > chon nit Search hoac két
thdc nhap tir khda > nhan enter. HT thwe hién tim kiém théng in Agent lién quan

7 7

dén tir khoa tim kiém co6 trong hé théng:

viettel

aliant

nvestigation / Deploy Tool

Task management

Qo g <
Show only my schedule

Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action

Taskr? rooltest  15/12/2022 144617 N/A 2 Immediately /A N/A

Taskr ol test  15/12/2022 144555  N/A ] Immediately N/A

Taskrs root_test N/A 2 Immediately . N/A

Task 14 ool test N/A 2 Immediately

Taskr3 rool_test 142101 N/A 2 Immediately WA /A

Taskrz test 142020 N/A 2 Immediately WA

Taskr oot_test 141222 N/A 2 Immediately N/A

Task ool test 141002 N/A Immediately

Task 8088 rool_test 3214 NiA 1 Immediately HA WA

task mac test 180621 N/A 1 Immediately WA N/A

Task 885868 18:00:57 A 1 Immediately /A /A
16:5 NrA 1 Immediat WA ® Stoppe: N/
165151 N/A 1 Immediately N/A N/A
M2136  NiA 1 Immediats N/A N/A

Task rep dgf 18:09:43  N/A 5 Immediaty /A /A

Task 90 roottest  13/12/2022 16:0921  N/A 5 Immediate N/A  Stoppe: N/A

Task test report 89 root_test 13 22180138 N/A 5 Immediately N/A N/A

Task test repm & rooltest  13/12/2022 17:5 N/A 5 Immediats /A N/A
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c. Tao task
(Chtke néang twong tw nhr muc 3.5.4.2. Deploy tool)
Muc dich: C4u hinh théng tin deploy tool duwéi agent
Diéu kién:
+ User dang nhap thudc group root: Hién thj tat ca Agent trong hé théng

active < 30 ngay;

+ User dang nhap thudc group default: Hién thi tAt cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cd Agent thudc group cla
user dang login va group con twong rng;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thj tit cad Agent
thudc group cua user dang login;

Cac budéc thye hién deploy tool tai tab Task management:

Bwée 1:  Sau khi lwa chon tool, chon icon EI tai ban ghi tool can deploy > chon
Deploy this tool, man hinh Create new task hién thi:
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Create new task

Information Agents or groups
Please fill oul all the Information of this task. Settings for assignees and triggering for this task are set by default, To change anything of them, click the

Task name respective butions o edit

Selected agents or groups
| Task deploy tool Linux| v

Choose agent(s) or group(s)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

| ool OutputF older_Linwe_Params Immediately Atthe time this . N/A

Tool parameters (optional) Advanced

B Delete output after run ool

) 1f the task failed to run, retry up to

Im . vl I"“ 1 time(s) within 3 hour(s) v every 30 minute(s) v

D) Cancelthe task if the tool can not return cutput report from agent after: 30 minute(s) v

Bwéc 2:  Thuwc hién nhap céac thdng tin task dé deploy tool: Task name, Tool to
deploy, Description, Tool parameters, Tool output;

Bwéc 3:  Luwa chon théng tin nhém (group), may tram (agent) dé thyc hién
deploy:

Lwa chon All agent(s): chon tat ca cac agent(s) trong pham vi quan ly cda user
dang dang nhap dé thyc hién deploy:;
Lwa chon agents or groups thic hién deploy — Choose agent(s) or group(s):
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Edit assignees

(O All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Information of selected agent(s) will be showing here

+ Chon Add agent(s):

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi Pa ge I 82
T: (+84) 971 360 360  E: vessales@vietteLcoman | W: www.viettelcybersecurity.com



viettel

security

e Tim kiém Agent: Cho phép tao cau I&nh truy van, st dung cau Iénh truy
van dé tim kiém Agent

Add agent(s)

Jfx ComputerName ~ "ubu

Selected (2)

ubuntu x  ubuntul8 x

10 result(s)

@  agentin Computer name 1P Address Group
27CFDODATADSIMEATCCESS .. ubunty 127.001,192.168.12... global
2FIEB4ATDTFDB44B3ECTAS... ubunlu-2004 127.0.0.1,10.0.2.15, 1. anhnn_test
60AA261BE178258ADCD191.. ubuntuls 127.001,192.168.25.. group_ubunty
A303D982A4256A6328267D0 .. ubunty 127.0.0.1,192.168.74.... anhnn_test
BB5933621EBBB0749E6AAG.. ubuntul8 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEE2B1ECBBES.. bichpt3-ubuntu 127.00.1,192.168.25.. group_ubuntu
C6BCSDFCFABBICIZBDTCAE... huyenptubuntu18 127.0.0.1,192.168.74... thanhnm18_test

oOooooo@®Ooa@

E414646EFAFG94E531FB10A . thanhnm1B-ubuntu1B-test 127.001,192.168.12.. global

<2>

e Chon Agent(s) d& deploy bang cach tich chon vao mét hoac nhiéu
Agent(s) > Théng tin Agent(s) da dwoc chon hién thi & khung Selected > chon
Cancel dé hly thao tac thém Agent dé& deploy hodc chon nit Add dé xac nhan danh
sach Agent(s):

Add agent(s)

Jx ComputerName ~ “ubu

Selected (2)

ubuntu ubuntuls x

10 result(s)

@ | Agentip Computer name 1P Address Group
27CFDODATAOSOMEATCCISS... ubunty 127.0.0.1,192.168.12... global
2FIEB4ATDIFDA448IECTAI.. ubuniu-2004 127.00.1,10.0.2.15,1... anhnn_test
60AA261BE178258ADCD191... ubuntulg 127.0.0.1,192.168 25.. group_ubuntu
A303I0IBZAZSAAGI28Z67D0... ubUNtU 127.0.0.1, 192.168.74... anhnn_test
BBS5933621EBB80749E6AAG . ubuntulg 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEEZB1ECBBES.. bichpta-ubunty 127.0.0.1,192.168.25... group_ubuntu

C6BCSDFCFABBICA2BDTCAE... huyenpt_ubuntuls 127.0.0.1,192.168.74... thanhnm18_test

]
[u]
]
o
o
o
[u]
a

ES3TFBI0A.. thaniy buntul-test 127.0.0.1,192.168.12... global

«<@: >

e
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o Hover vao cac Agent(s) da chon > Chon icon L] dé thyc hién loai
bdé Agent(s) khoi danh sach da chon:

Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)

[0 s S
2 agent(s)

Agent 1D Computer name IP Address Group Status
0S6DC579B568.. HuyenPTWIN10x64  192.168.74.126, . edr_team Offline
07718463D55E... virtual_agent_maintn__ 127.0.0.1,172.1... maitest offline

o Chon Cancel dé& hQly hodc chon Save dé lwu théng tin cac Agent(s)
da chon dé deploy:

Edit assignees
O All agents (total 50 agents)
© Choose agent(s) or group(s)
P R mport from list...w

2 agent(s)
AgentiD Computer name 1P Address Group Status.

056DC579B560_ HuyenPT-Win10x64 102168 74.128,_ edr_team offline

07718463D5E... vitual_agentmaintn_. 127.0.0.1,172.1... mahest Offine

+ Chon Add group(s):
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Create new task X

Information
Please fill out all the information of this task. by defauit To change anything of them, click the
Task name

S (oo |

Edit assignees

All agents (total 50 agents)

© Choose agent(s) or group(s)

© Add agent/group Import from list...w

Add agent(s)

Add group(s)

e Tim kiém group(s) theo tén, cho phép nhap t& khéa tim kiém group
theo tén group:

Add group(s)

X
o C
@ NOTE: In this interface, users belonging 10 the parent group have full CONtiol cwer il the Child QoUps of their parent gr.. See more ==

Group Location Action
&b TENANT viettel com.vn
o anhnn_test admin
oh  Cnetest TENANT_nism.com/anhvn
oy default

o
o
o
o
o

oy edr_team viettel/khoi_phu_thuoc/ves_anm

Location

e Chon group(s) dé deploy bang céach tich chon vao mét hoac nhiéu
group(s) > Théng tin group(s) da dwoc chon hién thi & khung Selected > chon Cancel
dé hay thao tac thém group(s) dé deploy hodc chon nit Save dé xac nhan danh séach

group(s):
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Add group(s)

o °
@ MOTE:In this interface, users belonging to the parent group have full cantrol over all the child groups of their parent gr_ See more ==

Group Location Action
TENANT_viettel.comvn

anhnn_test admin

cnclest TENANT_nsm.com/anhvn

default

edr_team viettel/khoi_phu_thuoc/ves_anm

Selected
2 group(s)
Group Location
2
& conctest TENANT_nsm.com/anhvn

o default

o Hover vao cac group(s) da chon > Chon icon L] dé thwc hién loai
bd group(s) khéi danh sach da chon

Create new task

Information
Please fill out all the information of this task.
Task name

Task deploy 100l Linux -

Edit assignees

Ta change anything of them, click the

All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Group Location Action

3 group(s)

&b TENANT_nsm.com N/A ']

& congne TENANT_edr.com

& default NA

o Chon Cancel d& hiy hodc Chon Save cac group(s) da chon dé
deploy:
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Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group{s)
YT Tl import from list. . w

3 group(s)
Group

&b TENANT_nsm.com
& congne
£, defaut

+ Import from list: Cho phép upload danh sach agent(s) tw file .csv > Chon
Import from list

e Chon Download sample file dé Iy form danh séch file agent(s) mau;

e Nhap thdng tin agent(s) > chon Import from .CSV dé thwc hién tai lén
danh séch agent(s)

© All agents (total 50 agents)

© Choose agent(s) or group(s)
[LLEL IV import from list . w

Edit assignees X
1

Import from .CSV
Download sample file
2

Cancel
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Bwéc 4:  CAu hinh sé lwong agent deploy tool méi lan:

+ All Agent: Cho phép deploy toan b agent(s) nguwéi dung da chon

Edit number of agents

Chaose number of agents you want 1o fun in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hou(s) v uniilfinished

o

+ Chéu hinh sb lvong agent méi lan deploy:

Edit number of agents

Choose number of agents you want to run in each time.
) Al selected agent(s)

2 olgq 2 ||agemie) every | 3 Ihou(s) vlunhlﬂmshtd

Bwéc 5:  CAu hinh théng tin thei gian (1ap lich) thwe hién deploy tool:
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+ Chon Run immediately dé thwc hién ciu hinh théi gian deploy tool ngay
lap tlc (sau khi tao task thanh céng)

+ Chon Run on schedule dé thuc hién ciu hinh théi gian deploy tool theo
lap lich:

e Chon schedule One time:
o Cho phép lap lich deploy tool mét lan;

o CAu hinh thoi gian bat dau:

Edit trigger

H 15/12/2022 - 00:00:00
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e Chon schedule Daily:
o Cho phép lap lich deploy tool hang ngay;
o Thoi gian lap lai;

o CA&u hinh thoi gian bat diu va két thuc:

Edit trigger

When this task is created
O Runimmediately

[ow

Recur
Recur this task every

Start time

l 15/12/2022 - 00:00:00

D epren

e Chon schedule Weekly:
o Cho phép lap lich deploy tool hang tuan;
o Thoi gian lap lai;

o CA&u hinh thoi gian bat diu va két thuc:
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Edit trigger
When this task is created:
© Runimmediately

O Runon a schedule

[ Weskly

Recur
Recur this task every week(s) on

I[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|l Expirein | 15/12/2022-00:00:00 @]b

e Chon schedule Monthly:
o Cho phép lap lich deploy tool hang thang;
o Thoi gian lap lai;

o Céu hinh thoi gian bat diu va két thuc:

Edit trigger
When this task is created:
© Runimmediately

EW @ Fun on a schedule

[ Monthly

Recur

Recugdhis task in these months.

August X October X

at these days:

|[ 9X 10X 16X 30X Lastdayofmonth X

Start time

15/12/2022 - 00:00:00

@ Expiein lwwmz—nuuuw EJB
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Bwéc 6: CAu hinh théng tin nang cao cho task

+ Delete tool after run tool cho phép xéa tool output sau khi run tool va tra
két qua vé BE thanh cong;

+ If the task failed to run, retry upto khi task deploy th4t bai,cho phép cau
hinh théng tin retry task (deploy lai task)

Create new task

Information Agents or groups
Please fill sut all the information of this task. Setrings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons to edit

Selected agents or groups
| Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agentis) run in each time
About your task..
' All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time
| Tool OutputFolder_Linux_Params. On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 1500:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

| Parameters for this too B Delets output sfter run tool

Tool output (@ 1 the task failed to run, retry up to: |

Imm vl Ir“‘ 1 time(s) within | 3 [hours) ~ | every [0 [[minutets) v |
[ Cancelthe task if the tool can not return cutput report from agent after: | 30 '

+ Cancel the task if the tool can not return output report from agent
after cho phép huy task néu task khéng thé chay sau thoi gian cdu hinh ctia nguoi
dung:
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Create new task

Information Agents or groups
Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons o edit

Selected agents or groups
| Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time
| Tool OutputFokder_Linux_Params. On day(s) 9, 10, 16, 30 and last day of May_ 15/12/2022 15:00:00 23/12/2022 00:00:00

Tool parameters (optional) Advanced

| Parameters for this too @ Delete output after run tool

Tool output B If the task failed to run, retry up 1o
] time(s) within [ 3 J[ hour(s)  ~ ] ey [0 | [ minute(s) ]

[rom ] [rem [

@ Cancelthe task if the tool can not return output report from agent after: | 30 |

Chon Create dé tao méi task/ cau hinh théng tin deploy tool dwéi agent hodc chon
Cancel dé hay task/ hily cau hinh théng tin deploy tool dwéi agent

d. Nhan ban task (Duplicate task)

Muc dich: Cho phép nhan ban task (sao chép task), tw déng dién cac gia tri nhw
task gbc ngoai trir trworng Task name (Y&u cau ngwdi ding nhap/ stra lai tén
tasks);

Cac budéc thyc hién:

Bwéc 1:  Tai man hinh danh séch tool, hover vao tool can nhan ban (duplicate)

>chon ™ > chon duplicate this task
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va‘jt‘lt;ll"lt Investigation / Deploy Tool £ 0O
Tool management Task management
Q, task
Showing 50 of 285 result(s) @ show only my schedule
Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents
Task17 roottest  15/12/2022 144617  N/A 2 Immediately A ® Finished N/A
Task 16 rooltest  15/12/2022144555  N/A 2 Immediately NrA » Finished WA Viewrspont
Tasks roottest  15/12/2022 144528 N/A 2 Immediately NIA ®inProgiess  N/A View detail
Task f4 roof test  15/12/2022 142507  N/A 2 Immediately NrA ® Finished NrA
Taskr3 root_test  15/12/2022 14:21:01 N/A 2 Immediately NiA ® Finished N/A
Taskr2 roottest  15/12/2022 142020  N/A 2 Immediately NiA » Finished MA
Task 1 roottest  15/12/2022141222  N/A 2 Immediately N/A ® Finished N/A
Task 1 roof test  15/12/202214:1002  N/A 2 Immediately NIA ® Finished HiA
Task 8988 roottest  15/12/202209:3214  N/A 1 Immediately N/A ® Finished N/A
task mac roottest  14/12/2022180621  W/A 1 Immediately N/A » Finished /A
Task 886868 rool test  14/12/2022 180057 N/A 1 Immediately NIA ® Finished NrA
Task agent abcds. root_test  14/12/2022 165750 N/A 1 Immediately NiA ® Stopped N/A
task fif root_test  14/12/2022 165151 N/A 1 Immediately NiA ® Finished N/A
Task retry a roottest  14/12/2022112136  N/A 1 Immediately N/A ® Finished N/A
Task rep dgf roottest  13/12/2022 180843 N/A 5 Immediately NIA » Finished HiA
Task 90 roof test  13/12/2022 180821 N/A 5 Immediately NrA ®Stopped NrA
Task test report 89 root_test  13/12/202218:01:38  N/A 5 Immediately NiA ® Finished N/A
Task test repm 9 root_test  13/12/2022 175448 N/A 5 Immediately N/A » Finished N/A

Bwéc 2:  Nhap thong tin Task name va kiém tra/ cap nhat théng tin task > Chon
Create dé& hoan thién ciu hinh hodc chon Cancel dé& hdy thao tac nhan ban
task

Duplicate task

Information Agents or groups
Please fill out all the information of this task. Settings for assignees and triggering for this task are set by default, To change anything of them, click the

Task name respective buttons o edit

Selected agents o groups
|| task duplicate 1|

2 ageni(s)
Description Agent D Computer name 1P Address Group

About your task 3A4E6AG001F4_  redhat_tester 192.168 6 44,19 maitest225

CBO3FCO02664.. centos7_testhostna.. 192.168.6.1181.. maitest225

<>

Tool to deploy

meters (optional) Run this task

Trigger

Number of agent(s) run in each time m
| Tool OutputFolder_Linux_Params All selected agent(s) -

Trigger Start time Expired time

Immediately Al the time this lask is cre.. N/A

v I IDwnlDadsﬂeﬂm

Advanced

@ Delete output after run tool
[ If the task failed to run, retry up to:

1 time{s) within 3 hour(s) w every 30 minute(s) v

O Cancel the task if the tool can not return output report from agent after: 30 minute(s) v
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e. Danh sach Upcoming Agents

Muc dich: Cho phép hién thj danh sach Agents sap dwoc deploy tool;
Cac buéc thye hién: Tai man hinh danh sach task > Chon Danh sach Upcoming
agents.

f. Stop/ Start task

Muc dich: Cho phép Stop/ Restart task (Dwng deploy task hoac deploy lai task
da tam duweng).
Céac budc thye hién tam dirng task: Tai man hinh danh sach task, hover vao

task can tam dirng > Chon icon ™ dé tam dirng task:

é‘jtltgLnt nvestigation / Deploy Tool ES
K management
Q [] B
Number of agent(s)  Trigger Next run time Status Upcoming agents Action
2 Immediately
2 Immediately NA N/A
2 Immediately /A . NiA " -
2 N,
2 N N/A
2 /A WA
2 N/A N/A
2 N/A N/A
1 N WA
1 N NiA
WA
N N/A
1 /A WA
1 N/A N/A
5 N WA
5 N WA
N N/A
test repm ttes immed WA

Cac budc thye hién deploy lai task (da tam dirng — Stopped): Tai man hinh danh

sach task, hover vao task can deploy lai > Chon icon P d& deploy lai task:
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gjtlt;:'lt Investigation / Deploy Tool £ 0
Tool management Task management
Q, task
Showing 100 of 290 resull(s) @ Show only my schedule
Task name Auther Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
125K IMMedaiately Y89 rOOT_Test  U//1Z72022 184913 NiA 1 IMMeaatety N/A & S1opped N/A
Task 8955455 roottest  07/12/2022135558  NA 1 Immediately NiA efinished /A
Task Monthly MacOS roottest  06/12/2022 182502  N/A 1 Onday(s) 7,8,9,10,11,12, 13,14, 15, 18 of Nove_ 07/11/2023 09:00:00 sinProgress  N/A
Task weekly MacOs root_test  06/12/2022 18:23:59 NiA 1 On Mondays, Tuesdays, Wednesdays, Thursdays, . 16/12/2022 09:00:00 @ In Progress N/A
Task MacOS daily 1 rooltest 06/12/2022182317  N/A 1 Every 1 day(s) at 09:00:00 16/12/2022090000  winProgess WA
Task 7647657465 rool_test  06/12/2022 17:57:36 N/A 1 Immediately N/A @ Finished N/A
new task B rootfest  06/12/2022175616  N/A 1 immediately NrA efinished  N/A
new task 6 root_test  06/12/2022 17:50115 N/A 1 Immediately N/A ® Finished N/A
new task 4 root_test  06/12/2022 174313 N/A 1 Imedialﬂy N/A @ Finished N/A
Taskmacosv 1 rooLtest 06/12/2022164135  N/A 1 Immediately A estopped A
Task monthly dai root_test  06/12/2022 151838 N/A 1 Onday(s) 7, 8,9, 10,11, 12 of December at 09:00... N/A @ Stopped N/A E
Task abfbwfvf rootfest  06/12/2022135821  N/A 1 immediately NrA efinished  N/A Run this task
New task 2 roottest  06/12/202211714:48  Description 52 On Mondays, Wednesday every 1 week(s) at 12:0.. 19/12/2022 12:00:00 sinProgress  N/A
Task 7878781 root_test  06/12/2022 11:11:58 NiA 1 Immediately N/A @ Finished N/A
New task 1 root_test  06/12/202211:11:42  Description a8 immediately /A efinished  N/A
Task test retry 132 root_test  06/12/2022 10:49:15 NiA 1 Immediately N/A @ Finished NiA
Task abfbwfuf rootfest 0612202135821 WA 1 Immediately NA efinished /A
New task 2 root_test  06/12/2022 11:14:48 Description 52 On Mondays, Wednesday every 1 week(s) at 12:0.. 19/12/2022 12:00:00 einProgress  N/A

@ Backtotop

g. Chi tiét task (Detail task)

Muc dich: Cho phép xem théng tin chi tiét task;
Cac bwdc thwe hién: Tai man hinh danh sach task, hover vao task can xem chi
tiét > Chon View detail:

View task detail X
General

Name Task immediately 989

Description NrA

Tool to deploy Bichpt3_Hello.exe

Parameters N/

Output type none

Output path /A

Agents & groups

Assignees

1 agent(s)

Agent ID Computer name IP Address Group Status
97617ACIAG09458E.. MaingocwinxGd 19216874128 maitest225 Online

i ' B
Mumber of agent(s) run in each time
All choosing agent(s)

Run this task

Trigger

Trigger Start time Expired time
Immediately At the time this task is created, N/A
Advance

Retry Nane

Timeout Mane
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h. Xem bao cao (View tool result)

Muc dich: Xem két qua béo céo deploy tool;
Cac budc thye hién: Tai man hinh danh sach task, hover vao task can xem chi
tiét > Chon View report:

va‘jti!;tnt Investigation / Deploy Tool View report - New task 2 &, Download all outputs [EPSEEIET 3
Tool management Task management
e 14/12/2022 - 12:00:00 e _I’x Q
| Q task 1
Agent ID Computername P Address Tool exitcode ~ Status Message Action
@ Showing 100 of 290 result(s) 49 @ Falled

.
Task name Author  Created time Description
Task weekly MacOs roottest  06/12/2022182359  N/A ‘
Task MacOS daily 1 roottest  06/12/2022162317  N/A | 9 o
Task 7647657465 roottest  06/12/2022175736  N/A | bl
newtasks rootfest  06/12/202217:5616  N/A :
new task 6 fooltest  06/12/202217:5015  N/A o
new task 4 roottest  06/12/202217:4313  N/A it
Task macosvb 1 roottest 06/12/20221641:35  N/A i
‘Task monthly dai foottest  06/12/2022151838  N/A aE
Task abfoviv roottest  06/12/202213:5821  N/A SEip
New task 2 foottest  06/12/202211:14:48  Description © Expire
Task 787878f oot test  06/12/2022 111158 N/A ® Expire
New task 1 roottest 06/12/202211:1142  Description ® Expirec
Task test retry 132 roottest  06/12/2022104915  N/A o Expire:
Task abfoviv roottest 06/12/2022135821  N/A o Expire:
Newtask 2 roottest  06/12/202211:1448  Description o Expire:
Task 787876f root_test  06/12/20221111:58  N/A o Expire:
New task 1 roottest  06/12/202211:1142  Description o Expire
Task test retry 132 ot test  06/12/2022 104915 N/A o Expire

o Expire

+ Tim kiém két quéa deploy tool theo cac cau lénh truy van:

e Muc dich: Cho phép tim kiém két qua deploy tool theo cau I&énh truy
van;

e Cac budc thywe hién: Nhap vao cau 1énh truy van tim kiém > tich chon
nat Search hoac két thic nhap tir khda > nhan enter. HT thye hién tim kiém thdng tin
két qua lién quan dén tiv khéa tim kiém c6 trong hé théng
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View report - New task 2

14/12/2022 - 12:00:00 ..

H X Computertame ~ “mai®
Total agents 51

Success 1 showing 12 of 12 results
Agent ID Computer name I Address Tool exitcode  Status Message Action
12nzz022- 170000 | BED3ADB7OSFFS.. virtual_agent_mai_ 17217.02 N/A ® Failed Platform invalided (Tool: wind
Total agents 49
i N AGEDG48CCICTT... vitualagentmai. 17217.05  N/A w Failed Platform invalided (Tool: wind.
AAGSTDE4AFFEC.. virualagentmai.. 17217.0.11 N/A ® Failed Platform invalided (Tool: wind.
07/12/2022-12:00:00 ... 210352BC56C0B.. macOS-Mais-Mac.. 192168741 N/A ® Failed Platform invalided (Tool: wind
Total agents 49 7IBCACT42BB32.. virtualLagentmai. 17217.04  N/A ® Failed Platform invalided (Took: wind.
Erd) g E4S0ATICCOBFD.. virluaLagenimai.. 17217.03  N/A o Failed Platform invalided (Tool: wind
SCADIACAR489.. virtualagentmai. 17217.07  N/A ® Falled Platform invalided (Tool: wind
07718463D55€5.. virtualagent.mai.. 17217.010  N/A w Falled Platform invalided (Tool; wind.
6C64807431177... virtuaLagent_mal 17217.00  N/A ® Falled Platform invalided (Tool: wind
556075243054B... virtuaLagentmal [§217.08  na w Falled Platform invalided (Tool; wind.
6DBE442BBO298 wm‘aLaqeanu\r, 1721706 N/A ® Falled Platform invalided (Tool: wind
97617ACIAG0M.. Maingocwinkéd 192168741 0 » Success NiA

A I after 2 months for E

+ Tai xubng toan bd két qua deploy tool (theo 1ap lich task):

e Muc dich: Cho phép tai xubéng toan bd két qua deploy tool (theo Iap lich
task);

e Cac buwéc thwc hién: Tai man hinh View report, chon nit Download all
output

View report - New task 2

14/12/2022 - 12:00:00 ..

X ComputerName ~ "mai” o Q
Total agents 51
Success 1 Showing 12 of 12 results
Agent 10 GComputername 1P Address  Tool exitcode  Status Message Action
2l 22EzZ e N SEDIADBTOSFFE. vitvalagentmai. 1721702  N/A Failed Platform invalided (Tool: wind
:::;f"'s :" AGEDS4ECCICIT.. virtualagent mai.. 17217.05  N/A Falled Platorm invalided (Tool: wind.
AABSTDB44FFEC... virval_agentmal.. 17217011 N/A Falled Platform invalided (Tool: wind.
07/12/2022 - 12:00:00 s 2103528C56C0B.. macOS-MalsMac.. 192168741, N/A e failed Platform invalided (Tool: wind
Total agents 49 71BCACTAZEB32. virualogentmal.. 1721704  N/A wFalled Platform invalided (Tool: wind.
e o E450AFICCOBFD_ virtual_agent_mal.. 17217.03  N/A wralled Platform invalided (Tool: wind.
ICADTACAB4BO.. virtual_agent_mal.. 172.17.0.7 N/A e Falled Platform invalided (Teol: wind.
07718463D55E5... virtual_agent_mai.. 172.17.0.10 N/A e Failed Platform invalided (Tool: wind.
6C648D7431177 Mﬂw! 17217.09 NA e Failed Platform invalided (Tool: wind.
5560752430548, virtualagent mai [@)21708 WA wFailed Platform invalided (Tool: wind.
S0BE442880208.. vinvalagentmai. 1721706  N/A Failed Platform invalided (Tool, wind
7617ACIAG094.. Maingocwinkéd 192168741, 0 eSuccess  N/A
Vi
e a
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+ Get all report:

e Muc dich: Cho phép download tat ca danh sach bao céo két qua deploy
tool.

e Cac budc thye hién: Tai man hinh View report, chon nat Get report:

wviettel

aldignt = "esteation/ Deploy Tool View report - New task 2 &, Download all outputs [JEPGIETE - TRNENS 4
Tool management Task management
14/12/2022 - 12:00:00 fi Computertiome - “mai e q
Q task 1
Agent ID Computername 1P Address  Tool exitcode  Status Message Action
12/12/2022 - 12:00:0 . I _
BE03ADBTOS 721702 NiA eFailed Platform invalided (Toal; wind.
@ Showing 100 of 290 resul(s) : n

N 1721705 NA o Faile Platf alided (Tool: wind.
T Amhor createdsme Description 17217001 WA eFalled Platform invalided (Tool: wind.
Task weekly MacOs roottest 06/12/2022182350  NA 07/12/2022 - 12:00:00 192168741, N/A wFalled Platform invalided (Tool: wind,
Task MacOS dally 1 root test  06/12/2022182317  N/A tal sgents 49 wA . o \nvalided (Tool: wind
Task 7647657465 roofest 06/12/2022175736  N/A L - e Falled Platform invalided (Tool: wind
new task 8 roottest  06/12/202217:5616  N/A N/ e alled Platform invalided (Tool: wind
new task 6 foglLiest 00N2/2022175015  NIA .. wirtual_agent_mai.. 17, NiA »Falled Platform invalided (Toal. wind.
new lask 4 roottest  06/12/202217.4313  N/A ) 6C648D7431177.. virtual_agent_ma N/A e Failed Platform invalided (Tool: wind
Task macosvh 1 root test  06/12/202216:41:35  N/A S560752430548 ity mal wia - wind
e, L Bk L 1 6DBE442B80298... witualagent_mai.. 172.17.0.6 NiA » Faile Platform invalided (Tool: wind
Task abfoviv roottest 0612202135821  N/A TTACIARSE Magecwmesd 192168781 0 w
Newtask 2 root test  06/12/2022 1111448 Description
Task 787878 rootfest  06/12/2022 111156 N/A
New task 1 root_test 06/12/2022 11:11:42 Description
Task test retry 132 rooLtest  06/12/2022104915  N/A
Task abfoviv roottest 06/12/202213:5821  N/A
Newtask 2 root test  06/12/2022 1111448 Description
Task 787878 roottest  06/12/2022 1171158 N/A
New task 1 root_test 06/12/2022 11:11:42 Description
Task test retry 132 rooLtest  06/12/2022104915  N/A

+ Download output cla tirng 1an 1ap lich:

e Muc dich: Cho phép download tat ca danh sach bao céo két qua deploy
tool tai tirng 1an 1ap lich;

e Cac buwéc thyc hién: Tai man hinh View report, chon icon ™ ban ghi
lap lich ma ngwdi duing mudn download outputs > Chon Download outputs
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View report - New task 2

14/12/2022 - 12:00:00

‘ fx compute ~ “mai 9 Q
Tomens 51| G—G—G—G—G
Success 1 results
Get report
computer name 1P Address Tool exitcode  Status Message Action
12/12/2022 - 12:00:00 .
[ BE03ADBTOSFFE.. vitualagentmal. 1721702  N/A wFalled Platform invalided (Tool: wind
Total agents 49
. N ASEDB4BCCICI7. wirtualagentmal.. 17217.0.5  N/A @ Falled Platform invalided (Tool: wind.
AAB57D6ALFFBC.. virtual_agent_mai_ 172.17.0.11 NA e Failed Platform invalided (Tool: wind
07/12/2022 - 12:00:00 = 210352BC56C0B... macOS-MaisMac.. 192168741 N/A ®Falled Platform invalided (Toal: wind.
Total agents 49 71BCACTA28B32. wirtualagent_mai.. 17217.0.4 NiA e Failed Platform invalided (Tool: wind
Suseess o E450A71CCOBFD... virtual_agent-mai.. 172.17.03  N/A ®Failed Platform invalided (Tool: wind
SCADIACAB4E0.. virtualagentmai. 17217.07  N/A ® Failed Platform invalided (Toal: wind.
07718463D55€5.. virtual_agent_mai.. 17217.0.10  N/A ® Falled Platform invalided (Tool: wind
6C64BD7431177.. virtualagentmal.. 17217.08  N/A ®Falled Platform invalided (Toal: wind.
5560752430548 virtual_agent_mai_ 172.17.0.8 NA e Falled Platform invalided (Tool: wind
G6DBE442BB0298... virtualagentmal. 17217.06  N/A ®Falled Platform invalided (Toal: wind.
97617ACIAB094 . Maingocwinktd 192168741 0 ® Success N/A

+ Download b&o céo cua tirng 1an 13p lich:

e Muc dich: Cho phép download tat ca danh sach théng ké bao céo két
qua deploy tool tai tirng 1an 1ap lich (dinh dang .csv)

e Cac buwdc thye hién: Tai man hinh View report, chon icon
lap lich ma ngwdi ding mudn download bao cao > Chon Get report

ban ghi
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View report - New task 2

|4f1mozz-1z:oo:oo|§ [ y—

o [T

Name ~ "mai”
Total agents 51 Dowrioad outputs t
Success 1 results
Computer name
12/12/2022 - 12:00:00  ws
BEDIADBTOSFFE.. virtual agent mai
u=En O ABEDGABCCICIT. wirtual_sgent_mai
 wirtual ai
Success 2 ¥
AABSTDOA4FFEC... virtual agent mai
07/12/2022 - 12.00:00 ... 210352BC56C08.. macOS-Mais-Mac
Total agents 49 7T1BCACTA2BB32.. virtual_agent_mai..
Bl g E4S0A71CCOBFD... virtual_agent_ma..
3CADIACAB480 virtual_agent_mai
07718463D55€5...  virtual_agent_mai.
6C648D7431177_. wirtual_agent_mal
5560752430548 virtual_agent_mai.
G6DBE442BB0296... virtual agent_mai
9T61TACIAB094_ Maingocwink6d

1P Address.
1721702
1721705
17217011
192168741
1721704
1721703
1721707
17217.0.10
1721709
1721708
17217.06

192168741

Tool exitcode  Status

NiA
NiA
NiA
NiA
N/A
Ni&
NiA
NiA
NiA
NiA
Wi
o

@ Falled
» Failed
® Failed
® Failed
@ Failed
» Failed
e Failed
@ Falled
w Falled

w Failed

» Failed

Message Action
Platform invalided (Tool: wind.
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
Platform invalided (Toal: wind.
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
Flatform invalided (Tool: wind
Platform invalided (Tool: wind
Platform invalided (Toal: wind.
MR

A The tool results is goaing to be deleted automatically affer 2 months for saving resources

+ View tool outputs cla tirng agent:

e Muc dich: Cho phép ngw&i dung xem tool outputs cua tirng agent

e Cac buwdc thye hién: Tai man hinh View report, hover vao ban ghi can

xem bao cao (c6 trang thai Success) > chon icon

> Chon View tool output

View report - New task 2

14/12/2022 - 12.00:00  «.

Total agents 51
Success 1

12/12/2022 - 12:00:00 ...

Total agents 49
Success 2

07/12/2022 - 12:00:00 .

Total agents 49
‘Success o

[ Jfx ComputerName ~ e Q
Showing 12 of 12 results

Agent 10 Computername  IP Address  Tool exitcode  Status Message Action
GE03ADB7OSFFB.. virtualagentmai. 17217.02  N/A  Falled Platform invalided (Tool: wind
ABEDS4BCCICT7.. wirtualagent-mai.. 17217.0.5  N/A » Failed Platform invalided (Tool: wind.
AAGSTDGA4FFBC.. virtual_agent.mal. 17217011 N/A ® Falled Platform invalided (Tool: wind.
210352BC56C08.. macOS-Mals-Mac... 192.168.74.1.. N/A w Falled Platform invalided (Toal: wind.
71BCACTAZBBIZ  virtual_agent_mai_ 172.17.0.4 NA e Failled Platform invalided (Tool: wind
E4S0A71CCOBFD.. virtual_agent.mai.. 17217.03  N/A » Falled Platform invalided (Toal: wind.
3CAD1ACAB489 umuaLﬁgmLmai 1721707 N/A @ Failed Platform invalided (Tool: wind
07718463D55€5... virtual_agent_mai.. 17217.0.10  N/A »Failed Platform invalided (Toal; wind.
6C648D7431177... wirtual_agentmai.. 17217.09  N/A o Failed Platform invalided (Toal: wind
5560752430548, virtualagent.mai.. 17217.08  N/A  Falled Platform invalided (Tool: wind.
6DBE4428B0298... virtualagent.mai.. 17217.06  N/A  Flled Platform invalided (Toal: View tool output
97617AC1A6094_ Maingocwinksd  192.168.74.1.. 0 ® Success N/A & I i I

A The faol resulls is going 10 be deleted Jutomaticatly affer 2 MONIhs for SHVing esources.
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+ Download b&o céo két qua deploy tool tirng agent:

e Muc dich: Cho phép download bao cao két qua deploy tool tirng agent;

can xem bao céo (c6 trang thai Success) > chon icon

Cac bu¢c thye hién: Tai man hinh view report, hover vao ban ghi agent

-

> Chon Download output

vaj?;nt investigation / Deploy Tool

Tool management Task management

[ Q task
) Showing 100 of 290 result(s)
Task name Author  Created time Description
Task weekly MacOs rootfest  06/12/2022162350  N/A
Task MacOS daily 1 roottest 06/12/2022182317  N/A
Task 7647657465 root test  06/12/202217:57:36  N/A
new task 8 foottest  06/12/20221756:16  N/A
new ask 6 oot fest  06/12/202217:5015  N/A
newtask 4 roottest  06/12/2022174313  N/A
Task macosvh 1 rooltest  06/12/2022164135  N/A
Task monthly dal ot test  06/12/20221518:38  N/A
Task abfoviv footlest  06/12/2022135821  N/A
New task 2 roottest  06/12/2022 111448 Description
Task 787878 foottest  06/12/202211:11:58  N/A
New task 1 tootfest  06/12/2022 111142 Description
Task test retry 132 rootfest  06/12/2022 104915 N/A
Task abfovivl rootlest  06/12/2022135821  N/A
New task 2 ot fest  06/12/202211:14:48  Description
Task 787878 ro0ttest  06/12/202211:11:58  N/A
New task 1 rootfest  06/12/20221111:42  Description
Task test retry 132 foottest  06/12/2022104915  N/A

View report - New task 2

14/12/2022 - 12:00:00 ...

&, Download all outputs &) Get report D &

Tool exitcode ~ Status Message Action

3.5 Nhom chirc nang Response

3.5.1 Live Response

Muc dich: Chirc ndng Live response cung cap kha nang x& ly mét tap céac
command tr xa theo phién lam viéc nham cho biét cac théng tin hodc x& ly yéu
cau trén host;
Cac budc thyee hién chire nang Live Response:

Bwoérc 1:

Click tab “Response” va chon “Live Response”;
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gy -
adiant L

Bwéc 2:  Thuwe hién tao méi 1 phién live response
Chon Agent: Hién thj danh sach cac agent:

+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thuéc group default: Hién thj tat cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tt cd Agent thudc group cla
user dang login va group con twong rng;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thj tit cad Agent

thudc group clia user dang login;

Nguw&i dung chi thye hién duwgc Live Response véi nhirng agent dang cé trang
thai online:

Q |

« » DESKTOP-R2ZGB.JEF

+ Chon Duration: c6 cac khoang th&i gian 5 phat, 15 phat, 1 gi¢, 3 gio;
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Duration

15 minutes @

5 minutes

" 15 minutes

1 hour

3 hours

+ Click nut “Connect”:

Live response

Choose an online agent for a live response, then click ‘Connect’ 1o
start the session.

Agent Duration

DESKTOP-RZGE.JEF ~ 15 minutes @

Bwéc 3:  Cho 1 phut dé hé thdng thwe hién két ndi téi agent, trang thai hé théng
la “connecting”

Connect to agent

Choose an online agent for a live response, then click ‘Connect’ to
start the session.

Agent Duraticn

Connecting to agent... (expire in 00:58)

Cancel connection
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Bwéc 4:  Khi két ndi thanh cong, nguwdi dung dwoc phép thwe hién cac lénh &
man hinh console va trang thai cia phién Live response “running”;

Lwu y: M&i agent tai mot thdi diém chi cé 1 phién Live response lam viéc.

viettet
aliant

Lwu y: Ngwdi ding c6 thé thwe hién cau 1énh két ndi téi container bang cach thuc
hién cac Iénh man hinh console container

viettel oq»
I Live Response 3

aldiant

Change agent | Il $top connect
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Nguwdi dung cé thé thye hién céac Iénh tai man hinh console nhw sau:

+ Window: thwc hién cac cau lénh sau:

STT | Céc lénh Tham sé YRE

, Thay dbi thw muc lam viéc hién
cd <dirpath>

1 |cd tai
cd.. hodc cd .. Chuyén vé thu muc cha
In thw muc hién théi dang lam
2 |pwd a
viéc
dir [drive:][path][filename]
[/A[[:]attributes]] A s g .
Liét ké cac file/ cac thw muc con
[/O[[:]sortorder]] . L
. . trong thw muc hién thoi
[/T[[:Jtimefield]] [/L] [/Q] [/R]
[/S] [/X]
/A:[-] attributes  Displays files
with specified attributes.
Attributes:
3 |dir

D Directories

R Read-only files

H Hidden files

A Files ready for archiving
S System files

L Reparse Points

/L Lower-case filename
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STT

Cac lénh

Tham sé

/O:[-]sortorder  List by files in
sorted order.

sortorder

N By name (alphabetic)

S By size (smallest first)

E By extension (alphabetic)
D By date/time (oldest first)
G Group directories first

- Prefix to reverse order

Ex: dir /O:N;

[T:timefield Choose which
time field displayed

timefield

C Creation

M MFT Creation

A Last Access

W Last Written

Vi du: dir /T:A

- Prefix to exclude attribute

Vi du: dir /A:D-AH

/Q Display the owner of the
file.

Vi du: dir /Q
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STT | Céac lénh Tham sé YRE

/IR Display alternate data
streams of the file.

Vi du: dir /R

/S Displays files in specified
directory and all
subdirectories.

Vi du: dir /S

/X This displays the short
names generated for non-
8dot3 file names.

Vi du: dir /X

delete —file <path>

vi du: , )
Xo6a 1 file

delete -file "c:\temp\run
path.exe"

delete -folder <folderpath>

4 | delete i .
vi du: Xo6a 1 thuw muc

delete -folder temp\axvers

delete —all <folderpath> X0a tat ca céac file/ thw muc con

vi du: trong thw muc (nhwng khoéng

delete —all c:\temp xda thu muc)

<SourcePath> <DestPath> o .
5 |mv _ Cho phép di chuyen file/ folder
move (rename) file / folder
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STT | Céc Iénh

Tham sé

Vi  du: example: mv
“c:\temp\clean.exe"
"c:\temp\evil.exe"

Hién thi di lidu trong file (gidi

Vi du:
dump -process -pid 452 -f
"C:\Users\Evil_dumped.dmp"

6 | viewfile <filepath><sizeinbytes>
P 4 han kich thuéc file)
hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma héa file t6i da 1MB
2 1 hash hash Option -f d& budc mé tép khi tap
vi du: | dang dwgc mé& béi moét quy trinh
example: hash md5 | khac
c:\test\run.exe
Cho phép dump tién trinh. Néu
ban bé qua dwdng dan tép két
xudt, n6 sé& mac dinh la
<processname> _ <datetime>
.dmp
-process -pid <ProcessID>
[-f <DestPath>]
8 | dump dump process by process id

Dump process b&i Process id

-process -name
<ProcessName> [-f
<DestPath>] dump

process by process name

Dump process bd&i Process
name
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STT | Céac lénh Tham sé YRE
Vi du: dump -process -name
Evil.exe -f
"C:\Users\Evil_dumped.dmp"
-process -path
<ProcessPath> [-f
<DestPath>] dump
process by process path Dump process b&i Process Path
Vi du: dump -process -path
"C:\Users\Evil.exe" -f
"C:\Users\Evil_dumped.dmp"
9 |get <filepath> Upload 1 file tir host Ién server
10 | put <url><folderpath> Download 1 file t&¢i may host
<dir name>
11 | mkdir Tao 1 thw muc
Céc lénh lién quan dén Registry
query <keyname> -V
<valuename>
vi du: £ g~ ria R
Truy van di¥ liéu value cua 1 key
12 | reg reg-query
"HKLM\Software\abc xyz" -v
“run path”
query <keyname> -s Truy van tat cd cac subkey va
vi du: value va data
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STT

Cac lénh

Tham sé

reg-query
"HKLM\Software\abc xyz" -s

add <keyname>
vi du:

reg-add "HKLM\software\abc
xyz"

Thém 1 key

add <keyname> -V
<valuename> -t <type> -d
<data>

vi du:

reg-add "HKLM\software\abc
xyz" -v "run path" -t REG_SZ -
d "c:\temp\bin.exe"

Thém 1 value

delete <keyname>
vi du:

reg -delete HKU\S-1-5-21-
3791698801-2327923109-
636705026-
2080\Software\Test

Xo6a 1 key va tat ca cac subkey
va value

delete <keyname> -V
<valuename>

X6a 1 gia tri cua key

import <filename>

Import 1 file .reg

export <keyname> <filename>

Export 1 file .reg
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STT | Céac lénh Tham sé YRE

Céc lénh lién quan dén process

T4t 1 tién trinh dang chay theo

-t <processid> .
ID tién trinh

-s <processid> Tam dirng 1 tién trinh

13 | process H6i phuc lai 1 tién trinh da bj tam

-r <processid> . ] ]
dirng trueée do

Liét ké toan bd cac process clua

1a tat ca cac user

-| -u <username> Liét ké cac process cua 1 user
Céc lénh lién quan dén service
Liét ké cac service dang chay

-query N )
trén may host

-start <servicename> Start 1 service

14 | service -stop <servicename> Stop 1 service
-uninstall <service_name>

. _ GO cai dat service
uninstall service

-listdrivers list drivers
on host, example: service - |List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
15 | user -
-sid<username> Lay sid cua username
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STT | Céac lénh Tham sé YRE
H6 tro tim kiém theo t&r hodc
grep -t <text> <param> . N
16 | grep chudi tr ket qua dau ra duwoc
<command> . .
theo Iénh command truyén vao
17 |cls Xba man hinh console
18 | help Lénh help
19 | Clear Lam sach console
20 | Close Dbng session
-1 Liét ké danh sach container
21 | container | -a <container id> Két ndi t&i tirng container
-d Thoat két ndi container

+ Ubuntu: Thwc hién cac cau Iénh sau:

STT | Céc Iénh Tham sé M0 t3
_ Thay dbi thw muc lam viéc hién
cd <dirpath> _
1 |cd tal
cd.. hodc cd .. Chuyén vé thu muc cha
In thw muc hién th&i dang lam
2 | pwd .
viéc
3 | dir dir list file / subfolder in current | Liét ké cac file/ cac thw muc con
folder trong thw muc hién thoi
4 | delete delete —file <path> Xoba 1 file
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STT | Céac lénh Tham sé YRE

vi du:
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
vi du: Xdéa 1 thv muc
delete -folder temp\axvers
delete —all <folderpath> X6a tat ca cac file/ thw muc con
vi du: trong thw muc (nhwng khéng
delete —all c:\temp x6a thu muc)
<SourcePath>  <DestPath>
move (rename) file / folder

5 mv Vi du examp|e: mv Cho phép di Chuyén file/ folder
"c:\temp\clean.exe"
"c:\temp\evil.exe"

o _ o Hién thi di liéu trong file (gi&i
6 | viewfile <filepath><sizeinbytes> , L
han kich thuoc file)

hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma hoa file tbi da 1MB
hash , 2 A > a oA

7 | Hash Option -f dé budéc mé tép khi tép
vi du: | dang dwgc mé& béi moét quy trinh
example: hash md5 | khac
c:\test\run.exe

8 |get <filepath> Upload 1 file tr host I1én server
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STT | Céac lénh Tham sé YRE
9 |put <url><folderpath> Download 1 file t&¢i may host
<dir name>
10 | mkdir Tao 1 thw muc
Céc 1énh lién quan dén process
_ T4t 1 tién trinh dang chay theo
-t <processid> .
ID tién trinh
-S <processid> Tam dirng 1 tién trinh
11 | process Hbi phuc lai 1 tién trinh d& bj tam

-r <processid>

dirng trwée do

-1 -a

Liét ké toan bd cac process clua
t4t cad cac user

-l -u <username>

Liét ké cac process cla 1 user

-e -S <imagepath> -c <cmd>
execute a non GUI process as
system

Vi du: process -e -s /tmp/run

-e-u<username>
<imagepath> <cmd>
execute a non GUI process as
a user

-C

Vi du:
/tmp/run

process -e -u Alex
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STT | Céac lénh Tham sé YRE
-d <processid> -0
<imagepath> generate
core file of running program, vi
du: process -d 231 -0
Itmp/core_file
Céc lénh lién quan dén service
Liét ké cac service dang chay
-query A .
trén may host
-start <servicename> Start 1 service
12 | service -stop <servicename> Stop 1 service
-uninstall <service name> L )
_ _ - G0o cai dat service
uninstall service
-listdrivers list drivers
on host, example: service - | List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may
13 |user
-sid<username> Lay sid cua username
14 | help Lénh help
15 | Clear Lam sach console
-1 Liét ké danh sach container
21 container
-a <container id> Két ndi tdi trng container
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STT | Céac lénh Tham sé YRE
-d Thoat két ni container
+ MACOS:
STT | Céc Iénh Tham sé M0 ta
_ Thay dbi thw muc lam viéc hién
cd <dirpath> _
1 |cd tal
cd.. hodc cd .. Chuyén vé thu muc cha
In thw muc hién th&i dang lam
2 |pwd a
Viéc
3 | dir dir list file / subfolder in current | Liét ké cac file/ cac thw muc con
folder trong thw muc hién thoi
delete —file <path>
vi du: , )
Xoba 1 file
delete -file "c:\temp\run
path.exe"
delete -folder <folderpath>
4 | delete ., .
vi du: Xoéa 1 thuw muc
delete -folder temp\axvers
delete —all <folderpath> Xba tat ca cac file/ thy muc con
vi du: trong thw muc (nhwng khoéng
delete —all c:\\temp x6a thur muyc)
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STT | Céac Iénh Tham sé Mo ta
<SourcePath>  <DestPath>
move (rename) file / folder
5 |mv Vi du: example: mv | Cho phép di chuyén file/ folder

"c:\temp\clean.exe"
"c:\temp\evil.exe"

Hién thi dir liéu trong file (gi&i

6 | viewfile <filepath><sizeinbytes>
P 4 han kich thuéc file)

hash <type: md5 | shal |
sha256> <filepath> -f get file | Cho phép ma hoa file t6i da 1MB

- I hash hash Option -f d& budc mé tép khi tap
vi du: | dang dwgc mé béi mét quy trinh
example: hash md>5 | khac

c:\test\run.exe

8 |get <filepath> Upload 1 file tir host Ién server

9 |put <url><folderpath> Download 1 file t&¢i may host
<dir name>

10 | mkdir Tao 1 thw muc

Céc lénh lién quan dén process

T&t 1 tién trinh dang chay theo

11 | process -t <processid> .
ID tién trinh

-s <processid> Tam dirng 1 tién trinh
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STT | Céac Iénh Tham sé Mo ta
, Hoi phuc lai 1 tién trinh da bj tam
-r <processid> . ] ]
dirng truvée do
| Liét ké toan bd cac process cua
-1 -a X > s
tat ca cac user
-| -u <username> Liét ké cac process cua 1 user
-e -s <imagepath> -c <cmd>
execute a non GUI process as
system
Vi du: process -e -s /tmp/run
-e-u<username>
<imagepath> -C <cmd>
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
Céc lénh lién quan dén service
Liét ké cac service dang chay
-query K .
trén may host
12 | service -start <servicename> Start 1 service
-stop <servicename> Stop 1 service
-uninstall <service_name> L _
} . GO& cai dat service
uninstall service
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STT | Céac Iénh Tham sé Mo ta
-listdrivers list drivers
on host, example: service - | List danh sach drivers trén host
listdrivers
-list Liét ké cac user trén may

13 |user
-sid<username> Lay sid cua username

14 | help Lénh help

15 | Clear Lam sach console

M6t sb lwu y khi lam viéc véi cac 1énh trén man hinh console:

+ Lénh Clear: Sau khi thuwc hién 18nh clear thi hé théng sé hé tro' ngudi diing
download toan bé log da thwe hién trén man hinh console trwdc day, bang thao tac
click vao link “here”;

+ Lénh get <filepath>: vi du: get procexp.exe trong man hinh console thi két
qua lay file vé dwoc hién thi & man hinh Attachment Log & phia dwdi géc bén phai
ctia man hinh. Nguwdi dung dwoc phép tai file vé trinh duyét hodc xda file da lay vé

server.

Bwédc 5:  Phién lam viéc cia Live Response két thuc khi:

+ Thoi gian cta phién hét hiéu lwc: Khi triedng “Duration” bang thdi gian véi
trwdng “Time To Live”;
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+ Ngudi dung chi déng yéu cau déng két ndi bang Iénh “close”;

+ Khi mét két néi voi agent, server thue hién ping/pong failed trén 3 lan.

3.5.2 Isolate Devices

Muc dich: Cho phép SOC c¢b 1ap mét thiét bi nghi ng& bi xam nhap khéi mang. Muc
tiéu chinh la ngan chan sy lay lan ctia ma déc, han ché giao tiép nguy hiém, déng
theri duy tri két ndi gitra thiét bj va hé théng VCS-aJiant dé tiép tuc diéu tra, thu thap
bang chirng va khdi phuc thiét bi.
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Tao Iénh Isolate devices (c6 lap)

Buwéc 1: Truy cap vao menu Response -> chon menu Isolate Devices

#0

a

=

Platform Action stats. Action by Last action on Description Action
R o= A — T -
e ——
S, o e
e S e e
168 233 135 non-exist. E0ZBED7070630136A61340252F 6A4C IBBTO388T centos. Isolate Faled oot 28102026 172232 4%
buney. Release In Process. oot 28/10/2025172209 123
: — o — Ui s
et s T e —

2302ATBAEDCHODDDES226EF 531 AYBEBBABCCTB06 uunty Release Aphed oot 06/08/2025 210211 “test descrpton

Buwdc 2: Chon button Isolate devices

Isolate devices from the network

Agents list
Description *

Type decription

Budc 3: Nhap cac théng tin can thiét bao goém
- Mb ta (bat budc)
- Chon Agent(s)

Lwu y: User chi dwoc phép thao tac véi cac agent dwoc phan quyén
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Isolate devices from the network

1P Address.

192168.131.150,100.. win_serrver
127001,192168.15... defavk
127001,192.168.10._. aamin

127001,19216823.. admin

- 127001,19216823.. sdmin
127001,19216823.. admin
127001,192168.10... agmin
127.001,10.255250._. group

O0DO0OO0OOeseo®

Budc 4: Xac nhan c6 1ap thiét b
Ngwdi dung nhan Confirm dé xac nhan thyc hién cd 1ap thiét bi.

Isolate devices(s)

Thés action wil isciate 3 devices from nerwodk.
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Tao lénh Release isolation (bé c6 lap)
Nguwoi dung cé thé bd co 1ap thiét bi nhw sau:

Buwdc 1: Trén danh sach, ngudi dung chon mét/ nhiéu thiét bi mudn béd co 1ap

Y —— a

e g

seecieal
=] ‘Host name AgentID Platiorm 1P address Device current status (3 Action status Action by Last action on. Description esion
o . Netwark comeoted » Inclate Failed root 29/10/2025 175258 hanbren.
o s 127007, 1, 192168 _ etk eeemecid] « Isciste Filed et 1910205175258 nantren
= 2302AT8AEOCHOD0DS226EF ST AOEBBAOCCTEDS. s 127.001,21,192.169._ Nemwork commected) « Isciate Failed oot 29102025 175258 nantem
o uburmu. 127.001,21, 192968 # Release Failed oot 29/10/2025 152412 99999
o centos 12700321, 192168 « Releaze Faied et 1910205152411 sss39
= SO2MEAEDBFGANDEFGO3ASICIORT 20CFO0056CD s 12700,21, 192168 « Isciate Failed oot 29102025 152330 ]
O cotubmzo CASD77SESABAEFSC 1 SIBEATIATRASDAADIEDIA b 127001, 1, 102552 Nekweik Eeemecied] « Isclote Failed o0t 290102005 152218 939
o 1840 s 1270019, 192168 « Isciste Filed et 110205152216 sss39
m irwie COMD4CF46C04688EIEE  SEFSEICRA0TIAACTIAB. s 127001,21,10021.. « Isciate Failed oot 29102025 152216 )

Bwdc 2: Chon button Release from isolation-> thwc hién Xac nhan

Sau khi Xac nhan bd cé 1ap, hé théng tién hanh bd cé lap thiét b.

Release from isolation

This scicn will elease 1 cevices from nemwcek

Nguwdi dung co thé theo dbi trang thai bd cd 1ap trén man danh sach (nhw &nh vi du
phia dwéi hé thdng dang thwc thi I1&nh bd c6 lap)

[q ‘Seareh by host name, sgent D l.
Showing 3 of  resuis) ' _
=] Host name Agent 1D Parform 1P agaress Device current stacus (O ACton starus Action by Last action on Description Action
O cesumao CATZDTTIEBEOAOFECT 0BEAITFAIDANDIEOA. oy 127.001,71, 10255 2. Neswoik conecied - Rolease n Process ™ 2901072025 182990 )
o uburey 127001,:1, 192168 » Release Failed root 29/10/2025 18:29.00 93999
o ubunty SD274EAEDBFEAADSFELIASICIOR)T 20CFOCOSECE uburty 127.00,:1,192.168... * Relense In Process. oot 29/10/2025 18:29.00 L]
o - etwotk conected. « Release Fukea oot 072025 82859 Pannnm
o e 127001,1, 192 168 Nesweik eaenecied] « Release In rocess roon 2071072025 182859 bt
o b1 2IRATBAEDCAODDDAS226EF 531 ABEBBBLLTHDS oy 127001,41, 192 168 Neswark ecenected = Relense Fuiled oot 29/10/2025 182889 [
o ubunmy 127001,27, 192168 * Release In Process. oot 29/10/2025 182859 59995
o vinsbru CDMDACH6CTAGBE1EIEE1 SEFSESCHIDTIANCTTAR ey 127801,51,10021 « Release Filed ™ 29/10/2005 182859 ey
o 52 L cemos. 17001,:1, 192168 * Relense Failea. oot 29/10/2025 18:28.59 59999
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Kiém tra théng tin cd lap/ bé c6 lap thiét bi
Sau khi nguwéi dung thwce thi Isolate devices, thong tin thiét bi s& hién thj trén danh
sach, ngudi dung c6 thé kiém tra cac thdng tin nhw sau:
- Host name: thdng tin tén may bi tac dong (co lap/ bd co 1ap)
- Agent ID: la ID may bi tac déng
- Platform: thdng tin OS platform cta thiét bj bi tac déng
- IP address: thong tin IP thiét bj bj tac dong
- Device current status: la trang thai network thwc té cha thiét bj c6 2 trang thai
o Network connected: trang thai k&t ndi mang binh thwdng
o Network isolated: thiét bj da bj c6 lap, da ngat két ndi mang, chi cé
connect t&i hé théng VCS-aldiant
- Action status: 14 thé hién trang thai thyc té theo thao tac nguoi dung bao gém
cac trang thai sau
o In process: la trang thai thé hién hé théng dang thuc thi yéu cau nguoi
dung (Isolate devices/ Release from isolation)
o Applied: Ia trang thai thé hién hé théng da thuwc hién thanh céng (Isolate
devices/ Release from isolation) ctia ngwoi dung

o Fail: hé théng thwe hién khéng thanh cdng yéu cau Isolate devices/
Release from isolation) ctia ngwoi dung

- Action by: thdng tin user thyc thi
- Last action on: thoi gian update cudi cling ctia mét ban ghi

- Description: mé ta
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Q0 Search by hostname, sgem D |.
S ==

O Hostname Agens i Plartorm Action stams acionby Last acsion on Descrgtion cton

(=] rosoft « Iaclote Failed root 291072025 17:5258 hentmm

o b » Isciate Failed o0t 29/10/2025 175258 hamhnm

0w 230247T8AEDCSIDDDES225EFSTIASIEBEAECCTEDS i lciese Faika oot Bnomes 28 hasm

o st BoemeFaind oot 29102025 152412 sanss

O 19216823313 nonesint.. E0ZBDTOTD600136A61 MDIS2A6ALCTI8TOS08 cersos « Relense Faded oot 29102025 15261 L

o BNty SO274EAEDBFEAADSF S03ASICIOFD 1 20CFICOSECE ubunu Isclase Failed o0t 29/10/2025 1523 30 o

O ceguunan CAJ2DT7OEBIBAABFECT SAOEATITTFASDAAOSEDAA. s Ieclete e oot 291072025 15221 e

o 1840 by Isclose Faied oot 29102028 152216 e

o vinalinux CDADACF4600A6BE EIEE 1 SEF SESCBB0TTAACTTAB b Isciase Failed o0t 29/10/2025 15221 99995

Xem danh séch lich str tac déng theo thiét bj

Nguwoi dung chon Action View trén tirng ban ghi-> xem danh sach lich st tac dong
theo thoi gian (Isolate devices/ Release from isolation)

3.6 Nhom chire nang Setting

3.6.1 Agent Management

Muc dich: Chirc ndng Agent Management hé tro nguwdi quan tri quan ly cac
agent da cai dat bao gém:

+ Xem danh sach cac agent va cac théng tin chung;
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+ Xem chi tiét ctia Agent;

+ Chon nhanh céc agent va thiét |ap mot sb cai dat (policy, update group);

viettel e
adiant setting / Agent Management 1};
FirstPing & LastPing & ﬂ
11 View column
o Name Status Group Update group Last ping £ IPDCN P
(O  EdcRedhag4 Offline Admin Release 19/05/2025 11:45:53 192.168.10.64 192.168.6.72 192.168.122.1
O DESKTOP-SUNE73J offline Admin Release 13/11/2025 16:17:53 10.61.188.2 192.168.131.149
[} Win10x86 Offline Default Release 23/10/2025 13:59:42 192.168.10 64 192.168.187 140
O Huyenpt ubuntulg Offline Admin Release 2B/08/2025 15:33:45 192.168.10.64 192.168.131.162
[m} Thanhnm18-Test Offline Thanhnm18 Release 06/08/2025 15:49:36 192.168.10.64 192.168.121.128
O  Dupgndi8-Susels offline Admin Release 08/04/2025 14:35:51 192.168.10.64 192.168.200.192
o Offline Default 192.168.10.64
[m} Offline Hehe 192.168.10.64
[m} Offline No_group 192.168.10.64
[u) offline Default 192.168.10.64 192.168.200219
o Offline Default 192.168.10.64 192.168.195.179
[} Offline Thanhnm18 92.168.10.64 192.16B.131.134
fu) Offline Hehe 22/07/2024 16:05:58 192.168.10.64 192.168.195.173

Hé théng hd tro’ thwe hién cac tinh ndng:
1 — Xem danh sach cac agent da dwoc cai dat trén hé théng:

+ User dang nhap thudc group root: Hién thj tAt cd Agent trong hé théng
active < 30 ngay;

+ User dang nhap thudc group default: Hién thj tat cd Agent thudc group
default;

+ User dang nhap thudc group cha: Hién thj tat cad Agent thudc group cla
user dang login va group con twong ng;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj tit ca Agent
thudc group clia user dang login;

+ MB@i agent dwoc hién thj cac thdng tin chung gém: Name, Status, Group,
Update Group, Last Ping, First Ping, DNS, Policy, AgentID, PlatForm, PlatForm
Version, Architecture, DNS, Version, IP, License.

2 — Hb tro chirc nang tim kiém Agent theo AgentID, ComputerName, OS,
Architecture, Platform, Policy, IPDCN, Online, Update Group, Group ID, IP,

Mac, Version. V&i méi tiéu chi tim kiém thi hd tro cAc toan tlr tim kiém “=”,

“l=r «_n.
T ’

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 127
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

viettel -
aliant S

Agent management
FirstPing LestPing [

AgentiD

ComputerName

Architectur
hnn_ful features

PDEN

Vi du vé cac cau tim kiém:;

+ Tim kiém v&i diéu kién “=":

viettel . i
aliant =

Agent management
FirsstPing B LastPing [

1 resuit(s)

05/04/2022 14:49:51 0.61.186.2 phula_test

+ Tim kiém vai diéu kién “1=":

viettel . p—
aliant B

Agent management
FistPing & Last Ping
2 result(s)

Ubuntu18 Offline Default Test 09/06/2022 17:24:22 07/06/2022 10:50-23 10611882 hnn_full_feature

A Offline NiA N/A

“w_»,

+ Tim kiém v&i diéu kién “~”:
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viettel

aliant

Agent management
FistPing @ LastPing

P 10611882 anhnn_ful_features 318

T 09/06/2022 17:24:22

Jhunty18 Offline Default est 22

+ Tim kiém theo tiéu chi két hop AND:

viettet

aliant

Agent management
FirstPing Last Ping

1 resultts)

Ubuntu18 Offline

+ Tim kiém theo tiéu chi két hop OR:

\net.lel .
aliant =
@ Guideli

Agent management
FirstPing [ LastPing 3

2 result(s)

Offline Default Phula_test 05/04/2022 14:49:51 10.61.188, phula_test

0611882 anhan_full_features 338

Ubuntu18 offline Default Test

3 — Chon nhanh 1 agent/ 1 nhédm céc agent dé thiét 1ap Policy

viettel

aliant

Agent management

lin Default Phula_test 05/04/2022 14:49:51 0.61.188,
Offling Default Te 022 10:50:23 10.61.188.2 anhnn_full_features 338
N Offline N/A N/A NiA NiA NIA WA
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+ Tich chon 1 agent/ nhiéu agent dé vao phién Multiselected:;

+ Thuyc hién Set Policy:

e Chon Policy:

-
bunt

viettel . n
aliant | o
Agent management @ Guideline
I < |
3 resuhis) ew column v
Selected (2) SetPolicy  Mevetngrowp  Setupdate group. Cancel
L Policies 4
09/06721 358 61 phula
9/06/2022 17:24:2 sahnn_full_features 38
A

e X&c nhan thao tac bang cach chon nuat “Set policy”;
e X&c nhan hay thao tac bang cach chon nut “Cancel”.

4 — View Column: CAu hinh hién thj cac cot theo mong mudn.

Search in dropdown list...

5 — Xem chi tiét 1 agent bang viéc click duplicate chuét vao 1 row bét ky
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Hé thdng hé tro nguoi dung thiét 1ap Policy, Update Group va Move to group cho
Agent 1 cach nhanh chong.

+ User dang nhap thudc group root: Hién thij tAt cd Group trong hé théng;

+ User dang nhap thudc group default: Hién thi Group default;

+ User dang nhap thudc group cha: Hién thj tAt cd Group thudc user dang
login va cac user thudc group con twong wng;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thj tat cad Group
thudc user dang login;

Tab General info

+ Heé théng hién thj cac théng tin chung vé agent gém: C4c théng tin chung,
CPUs, Network Interfaces, Default Gateway, DNS Server;

viettet

aldiant

#0fflie Agent localhost.localdomain

Installation Files Version

+ Théng ké tat ca cac file cai agent, bao gdbm céc théng tin: Tén folder chra
file cai, File name, Version;

+ H6 tro search nhanh theo File name, Version vao text box search
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viettel

aliant Sating / Agent Managetrant

® Offiine  Agent localhost.localdomain
AgentID 31FEFAST29440720 63

IIF0CEEABAD

Agent management

t properti
Set Policy Setupdate group Mave 1o group
Localhost.Localdomain Offline Default Phula_test About this agent
bunty18 Offline Default Test
< neral in Installation Files Version talled Certificates Scheduled Ta: Disk artitions n nent var 5 frw >
NiA Offline N/A N/A _
Display 3/3 result
AJIAN VESUpdater
collector VESSve

RWorker
VESConfigurationManager
Agentinfo

VESConnectionManager

Installed Certificates
+ Théng ké tat ca cac certificate trén may cai agent, bao gdm céac théng tin:

Danh sach certificates trén may, Issused by, Issused to, Expiration date, Status;

+ Trwdng hop mudn xem chi tiét vai nhidu thong tin hon, chon © | hién
thi man hinh nhw sau:

Certificate *
FRIENDLY_MAME Microsoft Root Certificate Authority
SSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
EY_USAGE Digital Signature, Mon-Repudiation, Certificate Signing, Off-line CRL Signing, CRL

Signing (c6)

SIGNATURE_ALGORITHM shalR3A

STATUS R

SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
VALID_FROM 10/05/2001 05319722

Scheduled Tasks
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+ Théng ké tat ca scheduled tasks trén may cai agent, bao gébm céac théng
tin: Danh sach cac scheduled tasks, Name, Status, Trigger, Next time run, Last time
run, Author, Created,;

+ Chon *» hodc "> dé tuy chinh viéc hién thi théng tin bé sung cho
trng task;

+ Hover vao task va chon () d& xem thong tin day da cla task dwdi dang
xml

XML Detail X

=?xml version="1.0" encoding="UTF-16"?=
<Task version="1.2" xmIns="http://schemas.microsoft. com/windows/2004/02/mittask">
=<Registrationinfo=
<Date>2021-03-09T18:36:49.6502882</Date>
<Author=VCS\Administrator</Author=
<URI=\dffffff</URI>
</Registrationinfo>
<Triggers /=
<Principals>
<Principal id="Author">
=<Userld=5-1-5-21-3942219608-2782901308-3935319899-500</Userld=
<LogonType=Interactive Token</LogonType:>
<RunLevel>LeastPrivilege</RunLevel>
</Principal>
</Principals>
<Settings> "
<MultiplelnstancesPolicy=IgnoreNew</MultipleinstancesPaolicy =
=DisallowStartfOnBatteries>true</DisallowStartifOnBatteries>
«<5StopliGoingOnBatteries=true</StoplfGoingOnBatteries
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable=false</StartWhenAvailable>
<RunOnlylfNetworkAvailable>false</RunOnlylfNetworkAvailablex
<|dleSettings>
«<5topOnldleEnd=true«/StopOnldieEnd=
<RestartOnldle>false</RestartOnldle>

4, Export to XML

L, Exportto XML

+ Chon dé tai vé thong tin scheduled task, hé tro' dinh dang

Xml

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 133
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Disks & partitions

+ Théng ké tat ca disks & partitions trén may cai agent, bao gdm céac théng
tin: Danh sach Disks, Partition, Volume name, Serial, Drive type, File system,
Capacity, Available

+ Chon ~ hodc ~ dé tuy chinh viéc hién thi théng tin bd sung cho tirng disk.

ettel
aliant

Agent management

Environment variables
+ Théng ké tat ca environment variables trén may cai agent, bao gém cac

thdng tin: Danh sach system va users, tén bién, gia trj tryc thudc system hodc user;

+ Chon ~ hoac ~ dé tly chinh viéc hién thj théng tin bd sung cho tirng disk.
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W 0nline Agent DESKTOP-RZGB.EF

viettel
aliant

Agent management

,,,,,,,

Defaut Feloase

PATHEXT

TEMP

Tab Installed Software

+ Théng ké tat cd phan mém da cai trong agent bao gém théng tin: Tén phan
mém, version cai, ngay cai;

+ H6 tro search nhanh phdn mém Antivirus da cai hodc nhap tén phan mém
vao text box search;

Tab Required Software

+ Théng ké tat ca phan mém bét budc da cai hoac chwa cai trong agent bao
gdm thong tin: Tén phan mém, version cai, trang thai cai;

+ H6 tro search nhanh phan mém béat budc chwa cai dat trén may hodc nhap
tén phan mém vao text box search.

Tab User list

+ Théng ké tat ca User dang nhap trong agent bao gém théng tin: Tén user,
active, administrator

6 — Chon nhanh 1 agent/ 1 nhédm cac agent dé thiét 1ap Move to group

+ Tich chon 1 agent/ nhiéu agent d& vao phién Multiselected:;
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pppppp

aldiant 3/ Agent Manageme = oo

Agent management @ cuideli

+ Thwc hién Move to group:
Danh sach Group trong combobox Move to group:
e User dang nhap thudc group root: Hién thj tAt c& Group trong hé thdng;
e User dang nhap thudc group default: Hién thi Group default;

e User dang nhap thudc group cha: Hién thj tt cd Group thudc user dang
login va cac user thudc group con twong ng;

e User dang nhap thudc group mét hodc nhiéu con: Hién thj tAt ca Group
thudc user dang login;

+ Chon nhanh 1 agent/ 1 nhém cac agent dé thiét 1ap Set update group:

e Tich chon 1 agent/ nhiéu agent d& vao phién Multiselected:;

nnnnnn

aldiant 3/ Agent Manageme = ou

Agent management @ cuid

3 results)

e Thwc hién Set update group;
Lwuy:

+ Move to group: Chuyén agent vao cac group cé trong man hinh Group
management;
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+ Update group: chuy&n agent vao cac group lwu trir cac file chay dwoi
Agent, mdi group cé céac file chay khac nhau dwoc dinh nghia trong server.

Céach tinh license VCS-ajiant:

+ License s& dworc tinh theo sé lwgng endpoint (vi du khach mua license
10 endpoint, khach hang sé dwoc cai agent trén 10 thiét bi)

+ Heé thdng sé tinh license cho agent theo thoi gian agent két nbi t&i hé
théng VCS-aJdiant (thdi gian first ping, agent két ndi truéc sé dwoc gan license truée
Trong trwo'ng hop:

+ 1. Néu khach hang cai qua sb lwong license: cac tinh ndng detection,
prevention, response... s& khdng hoat ddng trén cac thiét bj nay

+ 2. Néu license hét han: hé théng tw ddng tat toan bd tinh nang trén toan

bd thiét bj cho t&i khi license dwoc gia han, khach hang nhin thay agent online trén
portal.

3.6.2 Policy Setting
Muc dich: H6 tro ngwdi dung quan ly danh sach cac chinh sach thiét 1ap cho céac
Agent;
Man hinh giao dién khi ngw®i dung truy nhép vao Setting >> Policy Setting:

vvvvvvv

aliant =

1 — Hién thj danh sach cac Policy da dwoc tao trén hé théng. Mbi 1 policy
gdm céc thdng tin: Tén, s lwong Agent dwoc ap chinh sach, Thei gian tao,
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th®i gian cap nhat, Thoi gian ap chinh sach, trang thai (c6 2 trang thai:
Applied va Not Applied);

2 — Tao ma&i mét chinh sach: Click vao nit “Create” hé théng hién thi Popup
tao m&i chinh sach nhw sau:

9 Guidelines

POLICY NAME

full_feature s_huyerlpkl |

LNTILE S0 ERORILY Fldr e’ 7 Ter LredTel

Bdle

Lwu y: khi tao mai: Tén Policy khéng dwgc trung véi cac Policy da tao trwdc do.
Sau khi tao méi policy thanh cng hé théng sé hién thi man hinh chi tiét cta 1

policy:
Potey confguraton res

AGENT SERVICE LIST PLUGIN UST MODULE LIST

EventSuberiber

EventPolicy
WindowsEventiog —

Antikeylogger @&
— ProcessAnalysis
PeriodicScan

SysmonConfig

AdvanceCollector

_ = S

ApplicationControl

EndpointFirewall

BlsPlugin o)
NacAuPlugin
Configuration guidelines
-a policy ion: Press edit configur button to edit
In edit mode: Press check/uncheck button to add/remove a node
After completed editting: Press save configuration button to save configuration or cancel button to comeback previous configuration

M@i 1 policy tao xong thwdng co6 3 core service mac dinh: ConfigurationManager,
ConnectionManager, Updater. Lwu y 3 service nay khéng dwoc phép xbéa khaoi
hé théng. Cac buéc dé ciu hinh cho 1 policy:

Bwéce 1:  Click nat [earcoms_ e g8 thay ddi cay Policy
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Bwéc 2:  Khi & trong ché do Edit, nguoi dung dwoc phép Check/Uncheck dé
Add/Remote cac service khac:

ConfigurationManager @
[
@
Updater
@
@
@

ApplicationControl
EndpointFirewall

L' Protection&Prevention

BlsPlugin <]

HacAuPlugin

.

figuration or cancel button to comeback previous configuration

Bwéc 3:  Sau khi hoan thanh ché dé edit:
e Nguoi dung nhan nut “Save config” dé lwu cac thay déi:

e Ngu®i dung nhan nat “Cancel” dé hly thao tac cap nhat Policy va hé
théng quay lai ciu hinh truéc day.

Bwéc 4:  Click icon B2 dé thwe hién cAu hinh chi tiét cho ttrng module/Plugin cla
cac Service.

Module/plugin | M6 ta

WindowsEven - CAu hinh WindowsEventLog: Lau hinh cac ngudn log lay
tLog dudi Agent
+ EventSubcriber: chi dinh cac kénh lay log
Yéu cau di liéu:
+ Trwdng event_filter (loc theo Event ID): cac string con

cach nhau dau phay (,);

VD: “4”: loc cac event cO eventlD = 4
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“-689”: loc cac event c6 eventlD # 689
+ Trwong providers cac string con cach nhau dau cham
phay (;);
+ Cac trudng bat budc phai dién: subs_type, channel;
+ Channel: nguén log;
+ sub_type:

e PUSH: khi c6 event m&i - goi ham cua VCS-aJiant
de xw ly;

e POLLING: VCS-aldiant sau 1 khoang th&i gian cha
dong lay log;

e PULL: VCS-aJiant cht déng lay log sau 1 khoang
thoi gian;

Sau khi ciu hinh xong can Save lai:

+ EventPolicy: Thiét lap policy d& enable/disable 1 s
loai log ma hé thédng mac dinh chwa co;

e Y&u cau: cd it nhat 1 trwdng dwoc chon

Event policy configuration

+ EventChannel: cu hinh chi tiét 1 sé nguén log:

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 140
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com




viettel

security

e Retention: cé Iwvu log xoay vong hay khéng (Néu
chon Rentention thi khi file log ddy c6 log mé&i sé ghi dé Ién log
cii nhét);

e Log file path: dweng dan file log;
e Log file size: kich thudrce file log;

e Yé&u cau: tit ca dir liéu déu phai dién;

Event channel configuration

+ SysmonConfig: enable/disable sysmon tool trén Agent
dé 14y log sysmon: Microsoft-Windows-Sysmon/Operational;

jamon configuration

Antikeylogger

Cau hinh Antikeylogger: la mét SelfRun Plugin cia VCS-aliant,
c6 nhiém vu dinh ky quét toan bé may dé tim ra KeyLogger dang
chay trén may néu co;

e Scan setting: ciu hinh céac loai KeylLogger can
quét;
e Yéu cau:
o Scan cycle: min la 1 phat, max la 180 phut;
o Chon it nhét 1 loai Keylogger;

+ Whitelist setting: cdu hinh whitelist 1 s6 phan mém
theo dwérng dan cla file trén & dia hodc theo chi ky sbé (cert) cla
file chay key logger

e Yé&u cau: dién day du cac treong;
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e Sau khi nhap xong can “Save” lai cau hinh:
Self defend Cau hinh Self defend: B sung co ché chéng unintall cho Self
Defense;
e Yéu ciu: Lwa chon Chon Drivers > Tich chon Self
Defense dé bat tinh nang Self Defense hodc bd chon dé tat >
chon Save > chon Apply Policy;
Autoscan C4au hinh Autoscan: cho phép nguwdi dung bb sung thém céc

config khi quét ma déc

-Yéu cau: Lya chon Autoscan -> Add new configuration. Cac
thdng tin can thém maéi bao gébm

+ Version

+ Description

+ Data config for Windows sé co format vi du nhw sau

Lwu y: V&i cac config cha lubng quét ma doc tw ddng hodc
manual cAn nam trong key “auto_scan” / “manual_scan” twong
wng
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Version
disable autoscan

Description

disable autoscan

Data configuration for Windows
{

"auto_scan”: {
"enable_auto_scan”: false

(S R SV S

Cancel

Céc trworng hé tro' config trong ludng auto scan nhw sau:

Config Type Mo ta
enable_auto_scan bool bat/tat auto scan
max_queue_length integer = s6 lwong phan t& téi da cda

scan queue va disinfect queue

scan_sleep_time mili- thdi gian sleep gitra 2 1an scan
second file, tranh xt ly lién tuc gay cao
tai hé thong

scan_timeout mili- thei gian t6i da cho phép av
second engine scan mot file

scan_max_filesize byte kich thuwérce file dwoe scan toi
da, file I&n hon kich thwéc nay
sé bd qua ko scan
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rescan_removal_failed integer s6 lan t6i da I&p lai viéc scan &
disinfect file c6 trang thai
RemovalFailed, nham cé géng
thir lai viéc xda file ma doc

rescan_disinfected integer  sb lan téi da 13p lai viéc scan &
disinfect file c6 trang thai
Disinfected, tranh viéc
disinfected 16i dan t&i scan &
disinfect mot file v han lan

rescan_not_processed ' second thoi gian scan lai file & trang
thai not processed

disinfect_sleep_time  mili- thoi gian sleep gitra 2 1an
second disinfect file, trénh Xt ly lién tuc
gay cao tai hé thong

disinfect_timeout mili- thdi gian t6i da cho phép av
second engine disinfect mét file

Céc trwong hé tro config cho ludng quét thi cédng nhu sau

Config Type Mo ta

max_manual_scan  integer sO lwvgng manual scan t0i da
dong thoi

max_queue_length  integer do dai téi da clia manual scan
queue

scan_sleep_time mili- thoi gian sleep trudec khi scan

second file tiép theo, tranh x{ ly lién
tuc gay cao tai hé thong

scan_timeout mili- théi gian t6i da cho phép av
second engine scan mot file
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rescan_disinfected  integer sb lan tdi da |3p lai viéc scan &
disinfect file c6 trang thai
Disinfected, tranh viéc
disinfected 16i dan t&i scan &
disinfect mot file v han lan

AntiRansomw
are

AntiRansomwaer: cho phép thay déi cac config khi diét ma doc
ma héa téng tién
- Yéu cau: Chon Auto Scan -> chon Anti Ransomware

Céc trwdng hd tro config nhuw sau:

Config Type M6 ta
silent bool bat tat ché dd hoat ddng
silent
protect_ext string danh sach duai file dwoc bao
list vé

protect_whitelist string danh sach folder dwgc white

list list khbng bao vé
actor_whitelist string danh sach file, folder chira
list process duwoc phép thuc
hién hanh vi

HIPS

HIPS: cho phép thay dbi config khi diét ma doc dwa trén hanh vi
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- Yéu cau: Chon Auto Scan -> chon HIPS
Céc truworng ho tro config nhw sau:
Config Type Mo ta
silent bool bat tat ché dé hoat dong

silent
Performance + Performance control Ia module thyc hién chirc nang
control linux monitor, gi&i han cac tai nguyén ma tirng service cua EDR duwoc

st dung trén may nguoi dung. Cac théng sé gi¢i han vé lwong
tai nguyén dwoc cau hinh trén portal:

- Config ngwéng cho CPU: Cho phép ngwdi dung ciu hinh
muc giéi han CPU cho tirng agent. Agent sé hoat dong
trong pham vi cAu hinh, khéng vuot ngudng CPU da dat

- Config nguwéng cho MEM: Cho phép ngudi ding céu hinh
murc gioi han bé nhé (Memory limit) cho process. Khi mirc
st dung bd nhé vwot ngwdng cau hinh, process sé tw dong
bi restart dé giai phong tai nguyén.

- Config cho gié tri FD: Cho phép ngui dung ciu hinh murc
gi¢i han file dwgc mé béi process. Khi mirc st dung bd
nh& vwot nguwéng cau hinh, process sé tw dong bi restart
dé giai phéng tai nguyén.

- Config gia trj DisklO: Cho phép nguei dung gi¢i han téc do
truy xuét dia (doc/ghi) ctia process. Process sé giam téc do
(throttling) dwdi gia tri config

- Config gia tri Network: Giéi han tbc d& mang ma process
c6 thé x&r ly trong mdi gidy. Process sé& gidm téc do
(throttling) dwdi gia tri config

- Yéu cau: Chon CoreService-> chon PerformanceControl

Céc truworng hd tro config nhw sau:
STT | C4u hinh Kiéu gia | Y nghia
tri
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1 Process name String Tén process
dwoc quan ly

2 Cpu peak Int Nguwédng cpu

3 Cpu Avr Int Nguwdng cpu
trung binh

4 Memory peak int Ngudng
memory

5 Memory Avr Int Nguwéng
memory trung
binh

6 Disk 10 peak Int Ngudng io
peak

7 Disk 10 Avr int Ngudng io
trung binh

8 Network Peak Int Nguwdng
network

9 Network Avr Int Nguwdng
network trung
binh

10 deltatime cpu Int Time do cpu

11 deltatime_memory Int Time do mem

12 deltatime_disk_io Int Time do io

13 deltatime network Int Time do net

Bwéc 5:  Click nut dé thiét Iap Policy vira dwoc cau hinh cho Agent:

+ Clone chinh sdch mai: Click vao nat @ hé thdng sao chép toan bd chi tiét
cua policy dwoc clone ngoai trtr tén policy.

Clone from policy:
test_sample

NAME OF POLICY

+ Xb6a chinh sach: Click vao nut I hé théng hién thi pop up dé nguoi ding
dwa ra quyét dinh x6a hay khéng?
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Delete Policy

Do you want to delete policy: 0503_testl

+ Trwdng hop Policy da c6 agent duwoc ap, sau khi xda hé théng tw déng
gan “default policy” cho cac agent do;

Delete Policy

Do you want to delete policy: hieupcd
This policy has been assigned to agent(s). If this policy is deleted, agent(s) will be reset to
default policy!

Cancel

+ Khi click dap vao tirng ban ghi hé théng sé chuyén tiép téi trang chi tiét
cta 1 policy dé ngudi dung xem/ thay déi cau hinh cho Policy.

3.6.3 Group Management

C4u hinh luat dé tw dong chuyén policy va chuyén nhém cho cac agent néu thda
man luat trén Portal, gidm théi gian chuyén policy va chuyén nhém cho ting
agent va déng bo policy cho cac agent théa man luat da ciu hinh.

Cac tinh nang chinh trén man hinh nay bao gém:

+ Quan ly nhém theo cay;
+ Tim kiém nhém:;
+ Thém md&i nhém:
e Tao luat ty déng chuyén nhom cho agent;

e Tly chon céach thirc chuyén nhom (All existing agents, New agents
only, All existing and new agents) va gan policy (gan ngay, khéng géan);

+ Theo dbi cac agent thudc nhom, tbng s agent thudc nhom:;
+ Chinh stra nhém;

+ Xo0a nhém, xéa agent thuéc nhom;
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1 — Quan ly nhém theo cay:
+ User dang nhap thudc group root: Hién thj tt ca Group trong hé théng;
+ User dang nhap thudc group default: Hién thj group default;

+ User dang nhap thudc group cha: Hién thi Group thudc group cla user
dang login va group con twong wng;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thj tat cad Group
thudc group clia user dang login;

Danh sach nhém hién thj theo dang cay bao gébm cac nhém gbc va méi nhém
gbc gdm cac nhom con cép 1, cép 2...

M6i nhém gém tén nhom, théng tin ciu hinh clia nhém (rule, policy, apply to), va
danh sach agent thuéc nhém.

Céc rule ciia nhém la doc lap gitra cac nhém (khéng c6 ké thira cha con). Viéc
quan ly nhém theo cay dé quan ly d& dang hon khi sb lvong agent I&n va co sw
phan cip vé quan ly agent theo cong ty, phong, ban...

Khi user thudc group con, chon group cha sé khéng nhin thay popup group detail

2 — Tim kiém nhém

+ Cach 1: Click vao textbox Search > hién danh sach cac nhém cuta twong
trng v&i user dang login cé thé scroll dwg'c > Chon nhdm trong danh séach hién ra;

+ Céch 2: Click vao textbox Search > nhap ky tw tim kiém vao textbox > hé
thdng tw déng tim kiém cac ban ghi chtva ky tw nhap vao > Chon 1 ban ghi phu hop
trong danh sach goi y hoac click Search hoac Enter sé hién danh sach cac ban ghi
thda man;
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Khi click dup vao 1 ban ghi sé hién thj théng tin chi tiét ctia ban ghi dé.

+ Tab théng tin chi tiét hién thj 1a Detail, di liéu ctia group dé 1a Rule, Policy,
Apply to;

+ Khi chon tab Agent list thi dir liéu thdng tin cac agent match véi group do.

+

Khi chudt phai vao 1 ban ghi thi sé& hién thj 2 option: Go to group va Delete
group.

+

Néu chon Go to group thi dwa user dén vj tri ctia group dé trén cay;
+ Néu chon Delete group thi hién thi popup confirm x6a group.

Khi click vao menu géc phai méi an ghi ciing hién thj 2 option: Go to group va
Delete group.

3 — Thém mé&i nhom:
+ User d&ng nhap thudc group root: C6 thé them méi tat ca Group trong;
+ User d&ng nhap thudc group default: Khéng thé thém mai;

+ User dang nhap thudc group cha: c6 thé thém méi group con twong rng
cua group thudc user dang login;
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+ User dang nhap thudc group mét hodc nhiéu con: cé thé them méi group
con twong rng cua group thudc user dang login;

Bwéc 1: Lwa chon vi tri nhdm sé tao

+ Néu tao m&i nhém & danh sach nhém gbc, click nat “Add new” géc phai
man hinh hodc hover vao cudi danh sach nhém géc trén man hinh, click Add new ;

viettel

aliant ' S

Group management © Guidslines

+ Néu tao m&i nhém 1a nhém con trong mét nhém gbc hodc nhém cép 1,
cép 2... thi click vao nhém cha sau dé click “Create” trén man hinh hodc hover vao
cudi danh sach nhém cuing cap va click “Create”;

Bwédc 2:  Nhap tén nhém va céu hinh luat;
Lwu y: tén va luat ciu hinh khéng dworc tring véi tén va luat da co.
+ Néu chon toan t& “All”: luat théa man khi ca 2 truéng dwoc thda man;

+ Néu chon toan ti “Any”: luat théa man khi 1 trong 2 hoéc ca 2 trudng thda
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Bwéc 3:  Lwa chon policy va loai agent sé& apply policy néu thda man rule:

Sau khi click Apply kiém tra agent dwoc chuyén nhom trong tab Agent list: danh
sach agent thda man luat va dwoc chuyén nhém sang nhém vira thém. Tuy
thudc vao lwa chon & phan “Apply to” dé chuyén nhém cho céc agent trong hé
théng:

+ All existing agents: chuyén nhém cho tat ca agent dang ton tai trong hé
thdng, cac agent cai mai sau khi apply néu cé khép luat ciing KHONG chuyén nhém:;

+ New agents only: chi chuyén nhém cho cac agent cai méi sau khi Apply,
cac agent dang tén tai trén hé thdng néu khép luat cing KHONG chuyén nhém:

+ All existing and new agents: chuy&n nhdm cho tat ca agent dang tén tai
trong hé théng va agent cai méi sau khi apply néu khép luat;

Lwuy:

+ Néu chon checkbox “Apply policy now when rule matched”, sau d6 click
“Apply” thi v&i cac agent dwoc lwa chon Apply sé kiém tra cac gia tri néu khép voi
luat da cau hinh sé& chuyén policy cho agent sang policy da chon & muc “Policy”, déng
thdi chuyén nhom:;
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Trong trwong hop ko chon checkbox trén thi sau khi Apply, cac agent dwoc chon
Apply chuyén nhém nhwng khéng chuyén policy, tire 14 agent gitr nguyén policy trong
khi chuyén sang nhém c6 policy khac; véi cac agent cai méi néu khép luat thi chuyén
nhom va dwoc ap policy “default” do khéng chon checkbox > ap policy mac dinh;

+ Néu agent méi khép luat cda nhiéu nhom sé wu tién chuyén vao nhém
dwoc tao méi nhéat, khéng tinh thei gian stba nhom.

4 — Sira nhom: cé thé lypa chon sra 1 hodc 2 hodc ca 3 thanh phan trong
moét nhom: Rule, Policy, Apply to

+ User dang nhap thudc group root: C6 thé stra tat ca group trong hé théng;
+ User dang nhap thudc group default: Khéng dugc stra group default;

+ User dang nhap thudc group cha: Cé thé sira tat ca group thudc dang login
va group con co role cling thuéc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: C6 thé stra tat ca group
thudc user dang login;

+ Pé slra Rule (luat) ctia nhom, click vao icon Edit > Chinh stra luat cla
nhém sau d6 click Save > Sau d6 c6 thé chinh stra & muc “Policy” va “Apply to” roi
click Apply;

ves_anm x

Detail information Agent list User list

Rule
Moving agent to this group if following conditions matched

10.51.188.2/32

Policy Update group

Apply to
Applying to existing agents may take a while, you can check later.

New agents only
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ves_anm X
Detail information Agent list User list

Rule

Moving agent to this group if following conditions matched :
IP DCN v 10.61.1882/32

Policy Update group
beta_ves ~ beta ~
Apply policy immediately when rule matched

Apply to
New agents only 2

Lwuy:

+ Trwong hop sira cac thanh phan ctia nhém (Rule, Policy hodc Apply to)
sau do ko click Apply thi néi dung chinh stra da dwoc Iwu lai, nhwng khdng cap nhat
Agent list. V&i cac Agent cai mai thi x&r ly nhw sau:

e Chuyén nhém: phu thuéc Agent méi cé dwoc chon & muc “Apply to”
hay khéng, néu dwoc chon sé kiém tra phia Agent, khdp luat cia nhom sé duoc
chuyén vao nhom:;

e Apply policy: policy cua agent phu thudc viéc chon checkbox “Apply
policy now when rule matched”, néu checkbox dwoc chon thi sé& apply policy cia
nhom, néu khéng dwoc chon sé ap policy “default” do khédng chon checkbox sé &p
policy mac dinh.

+ Trwdng hop stra xong cac thanh phan cta nhém réi click Apply thi noi
dung chinh sra dwoc lwu lai, ddng thdi néu cé lwa chon “All existing agents” trong
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phan “Apply to” thi thwc hién quét théng tin toan bd agent trong hé théng va chuyén
nhom cho agent, sau dé cap nhat Agent list.
Péi vai Agent méi xr ly twong tw nhw trén.
5 — Xo6a nhém hoac x6a agent khéi nhém:
+ User dang nhap thudc group root: Cé thé xda tat ca group trong hé théng;
+ User dang nhap thuéc group default: Khéng dugc xda group default;

+ User dang nhap thudc group cha: C6 thé xoa tat ca group thudc dang login
va group con co role cling thuéc group role con cua role user dang login;

+ User dang nhap thudc group mét hoac nhiéu con: Cé thé xoa tat ca group
thudc user dang login;

Dé x6a nhém click vao nhém can xoa, click “Delete” sau dé click “OK” trén man
hinh confirm. Sau khi x6a 1 nhém thi cac agent thuéc nhém sé& chuyén vé nhém
mac dinh, nhém “default”, policy gilr nguyén;

viettel

aliant et .

Group management @ ~idelines

Policy Update group

© oelete
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DPé x6a Agent khdi nhom thi click vao tab Agent list, click icon “x” d& x6a agent
khdi nhém. Sau khi x6a agent khéi nhém thi agent dwoc chuyén vé nhém mac
dinh: “default”, policy gilr nguyén

VCS_anm
Detail information Agent list User list

50/279 agent(s) = ge
AAEBD11BFB5037A209FD20FSCEDF  AMM-HOAMGMD31 ves_anm e Offline full_features_with_autoscan_selfdefense %
11B3TDBD3SD0FE32DOFTBEFBE421 ANM-SANGLV11 ves_anm e Offline full_features_with_autoscan_selfdefense %
T5E895D48390F5CA42FC5TADE2C  ANM-THONGNDT ves_anm e Offline full_features_with_autoscan_selfdefense X
(FBAF3B15A0A343F09203596EBAS  ANM-HOABT21 ves_anm e Offline full_features_with_autoscan_selfdefense %
2FAGF1E3EN16CT48600CAFOCIAT  ubunbu-18 ves_anm e Offling full_features_3.3.0 X
‘SCA1ES4ECACOSACESEDB202FDTE ANM-ANHMMNIG ves_anm e Offline full_features_with_autoscan_selfdefense %
OACEGCASEBFEEIFO4428BCEEBDDL  IS-LANNT ves_anm e Offline beta_vcs X
i43E35430D5CCAEFCESACTARIERB1 ANM-THANGNM14 ves_anm e Offlineg full_features_with_autoscan x
AQ4CFOTFFE250F800308CERA352  ANM-DUCDHS ves_anm e Offline full_features_with_autoscan_selfdefense %

Lwu y: trwrdng hop x6a mdt nhom cha:
+ Xba tat cad nhom con;

+ Chuyén t4t ca agent ciia nhém cha va cac nhdm con vé nhém méc dinh:
“default’;

+ Gilr nguyén policy cua cac agent trong nhém cha va con;

6 — Thém md&i user vao group
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Group management @ Guidetines .
Add user to group artist
; NO.  USERNAME FULLNAME EMAIL NO.  USERNAMI FULLNAME EMAIL
ﬂ 1 t 1 nl_edr

fullname

fullname

fullname

fullname

fullname

fullname

fullname

fullname

Danh sach user:
+ User dang nhap thudc group root: Hién thj tAt ca User trong hé théng;
+ User dang nhap thudc group default: Hién thij user chi thudc default;

+ User dang nhap thudc group cha: Hién thj User dang login va user thudc
group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hoac nhiéu con: Hién thi user dang login:

7 — Xoba user

viettel

aliant e ement =

Group management @ Guidelines test_wildcard %

3.6.4 Account Management

Quan ly cac tai khoan, quyén, nhém quyén cta hé thdng Portal
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Permission management
Quan ly cAc quyén truy cap vao tai nguyén (API) cta hé théng. 1 permission la
quyén truy cap vao 1 tai nguyén xac dinh (API) cta hé théng:
Cé&c chwrc nang chinh trén man hinh nay:
+ Quan ly cac permission;
+ Tim kiém permission;
+ XoOa permission;

1 — Quan ly cac permission: hién thj toan bd cac permission cta hé théng.
Trong tre&ng hop x6a permission trén man hinh nay, khi thyc hién cac chirc
nang trén portal ma bi thiéu permission thi sé tw dong thém permission d4
x6a trén man hinh quan ly Permission

2 — Tim kiém permission: nhap ky tw tim kiém vao texbox Search > click
Enter hodc nut “Search” => hién thi danh sach permission thda man

3 — Xoa permission: click icon “Delete” > click “OK” trén man hinh confirm la
x6a thanh cong:
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Permission management @ Guldeii

© oetete

Role Management

Quan ly cac role (nhém quyén hay nhém permission) cla hé théng;
C4c chirc nang trén man hinh nay bao gém:

+ Quan ly danh sach role:
e User dang nhap thudc Role root: Hién thj tAt ca Role trong hé théng;
e User dang nhap thuéc Role default: Hién thi Role default;

e User dang nhap thuéc Role cha: Hién thj tt cd Role thudc cta user
dang login va group con twong wng;

e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tt ca Role
thuéc Role cua user dang login;

+ Tim kiém role;
+ Thém mdirole;
+ Xobarole.

1 — Quan ly danh sach role: quan ly danh sach role theo dang cay. Cé 2 role
& gbc méc dinh da tao san: role “default” va “root”
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+ Role “default”: User cé quyén “default’ chi c6 quyén truy cap vao Portal,
khéng c6 quyén xem di¥ liéu hoac thao tac chirc nang;
+ Role “root”: bao gdm toan bd céc role cta hé thdng, User cé role “root” c6
toan bd quyén s dung tat ca chirc nang trén Portal;

+ Click vao 1 role sé hién thij théng tin chi tiét cia role. Mot role s& bao gébm
cac thong tin: tén role, danh sach cac permission, danh sach User (tai khoan) chlra
role, role cha ho&c danh séch role con (néu coé)

2 — Timkiém role

+ Céch 1: Click vao textbox Search > hién thi danh sach céc role trong hé
thdng va cé thé scroll dwgc danh sach role > Lwa chon role trong danh sach hién ra

+ Céch 2: Click vao textbox Search > Nhap ky tw tim kiém vao textbox > Hé
thdng loc ra céc role chiva ky tw tim kiém > chon role trong danh sach da loc hodc
click Enter hoac click nut “Search”

viettel

aliant ‘ sgement S

Role Management @ Gcuidelines root

software_statistic_handler_read
proxy_read pray_manage

comrelation_manage comelation_read

e Khi click dup vao 1 ban ghi sé hién thj théng tin chi tiét ctia ban ghi dé.

o Tab théng tin chi tiét hién thj 1a Detail, di¥ liéu cta role bao gém
thdng tin role va cac permission cua role do;
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o Khi chon tab User list la danh sach User chira role;

+ Khi chudt phai vao 1 ban ghi thi sé hién thj Go to role. Click vao “Go to
role” dwa vé danh séach role dang cay ban dau;

+ Khi click vao menu géc phai méi ban ghi ciing hién thi option: Go to role;

3 — Thém mairole:

+ User dang nhap thudc group root: C6 thé them méi tat ca role trong cac
cay dir liéu;

+ User dang nhap thudc group default: Khdng thé thém méi;

+ User dang nhap thuéc group cha: Co6 thé thém mai role con twong trng
cua group thudc user dang login, khéng thé them mai role cung cép;

+ User dang nhap thudc group mét hodc nhiéu con: cé thé them méi group
con twong (rng cua group thudc user dang login.

Bwéc 1: Co6 cac cach tao mdéi role nhuw sau:

Click vao 1 role sau dé hover vao cudi danh sach role chon “Add new” dé tao
role cling cap v&i role da chon

Click “Add new” trén man hinh dé tao role con cta role da chon

Chudt phai vao 1 cét trong cay chon “Add new role”

Sau d6 nhap tén role khéng triing véi tén role d tén tai trong hé théng.
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deploy_tool_handler_manage  deploy._tool_handler_read update_group_read

endpointhy_handler_read

ic_handler_read

Bwéc 2:  Click icon Edit d& thém théng tin permission cho role > Lwa chon
permission dé thém vao role > click Save:

+ User dang nhap thudc group root: C6 thé stra tat ca role trong hé théng;
+ User dang nhap thuéc group default: Khéng dwoc sira role default;

+ User dang nhap thudc group cha: C6 thé sira tat ca role thudc dang login
va role con role ;

+ User dang nhap thudc group mét hodc nhiéu con: Co thé slra tat ca role
thudc user dang login;

Lwu y: danh sach permission cla role con |a tap con cta role cha. Ttc la khi mudn
lia chon permission gan cho role con thi role dé phai thuéc danh sach permission
cua role cha.
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view_irflow

Detail information

Role detail information

Permission list

irflow_read containment_read

response_scenario_rea d

deploy_tool_handler_read

view_irflow [view_irflow)

view_irflow

process_analysis_read

event_read

live_response_read

User list

artifact_handler_read

view_live_response

Detail information

Role detail information

Mame view_|

Domain

Description

Permission list
live_response_read
read
containment_read
containmant_manage
agent_management_read
agent_management_manage

agent_policy_read

view_f

ve_response

ve_response

User list

Bwéc 3:  Chuyén sang tab User list dé thém role vao danh séach role cia User

+ User d&ng nhap thudc group root: Hién thj tAt ca User trong hé théng;

+ User dang nhap thudc group default: Hién thi user chi thudc default;
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+ User dang nhap thudc group cha: Hién thj User dang login va user thudc
group con c6 role cling thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login;

viettel

Role Management © Guidelioes view_live_response x
‘Add User Into Role x

03 view_rols management

4 — Xoarole: click vao role can x6a, chon “Delete” > click OK trén man hinh
confirm

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 164
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

wiettet
aldiant tting / Account Management / Role Management -

Role Management @ Guidelines New_Role1

Lwu y: Sau khi x6a 1 role, tt ca cac user st dung role nay dwoc thay dbi: Néu user
X nam trong role bj x6a va user X chi cé 1 role thi chuyén user X vé role mac dinh,
nguoc lai, néu user X c6 nhiéu role thi chi loai bd role bi x6a ra khéi danh sach role
cua user X.

User management

Quan ly cac tai khodn dang nhap vao hé théng Portal VCS-alJiant.
Cac chirc nang chinh trén man hinh nay gém co:

+ Tim kiém tai khoan;
+ Thém m¢i tai khoan;
+ Chinh stra tai khoan;
+ Xoa tai khoan;
1 — Tim kiém tai khoan: click vao textbox Search > hién danh sach céac tai
khoan trong hé thdng > Lwa chon tai khodn can tim kiém trong danh séach

ho&c nhap ky tw <text> vao textbox dé loc bét cac tai khoan> Click “Search”
ho&c chon tai khoan can tim trong danh séch céac tai khoan da dworc loc
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Thém mai tai khoan: click “Create” > Nhap théng tin vao form hién Ién > click
“‘Next”

iettel
adignt S Aot e Mo e

User management © Guidetines

66 resultis)

+ Lwa chon role (nhém quyén) sé& gan cho tai khoan, sau do6 click “next’;
+ Khi click vao check box tirng role sé hién thj cac permission (quyén) twong
(rng vOi role do:
e User dang nhap thudc Role root: Hién thi tat ca Role trong hé théng;

e User dang nhap thudc Role default: Hién thj Role default;

e User dang nhap thudc Role cha: Hién thj tat cd Role thudc cla user
dang login va group con twong wng;
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e User dang nhap thudc Role c6 mét hodc nhiéu con: Hién thj tit ca Role
thudc Role cua user dang login;

Trén man hinh add role cho User, c6 thé tim kiém céac role twong tw phan tim
kiém tai khoan, sau khi nhap céc ky tw tim kiém vao textbox “Search” > click icon
Search hodc Enter hién man hinh céc role thda man diéu kién tim kiém:;

Back

+ Click chon checkbox twong (rng véi role can thém, sau dé click “Go to
role” d& vé man hinh danh sach role ban dau, sau dé click “Create” dé tao tai khoan;

+ Lwu y: Tai khoan dang dang nhap tao 1 tai khoan méi chi tao dwgc cac
tai khoan chira cac role con thuéc danh sach role ma tai khoan dang dang nhap dwoc
cap;

+ Lwa chon group sé gan cho tai khoan, sau do click “Create”;

+ Khi click vao check box tirng role sé hién thj cac permission (quyén) twong
ng v&i role do;
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e User dang nhap thudc group root: Hién thj tt ca Group trong hé théng;
e User dang nhap thudc group default: Hién thi group default;
e User dang nhap thudc group cha: Hién thj Group thudc group cta user
dang login va group con twong wng;
e User dang nhap thudc group mét hodc nhiéu con: Hién thj tAt ca Group

thudc group cla user dang login;

edit User

Cancel

+ Click chon checkbox twong &ng véi group can thém, sau dé click “Go to
role” @& v& man hinh danh sach group ban dau, sau d6 click “Create” dé tao tai khoan.

Xoa tai khoan: click vao icon Xéa sau dé click OK trén man hinh confirm
Kiém tra hién thi icon xéa;
+ User dang nhap thudc group root: Hién thj tAt ca User trong hé théng;
+ User dang nhap thudc group default: Hién thij user chi thudc default;

+ User dang nhap thudc group cha: Hién thj User dang login va user thudc
group con c6 role ciing thudc group role con cua role user dang login;

+ User dang nhap thudc group mét hodc nhiéu con: Hién thj user dang login;
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¥
LRIEY

© veien ‘

¥
LIS

Y OFEEEEEEEEEEE R

Béat tinh nang xac thuwc 2 bwéc cho tai khoan:

Buwdéc 1: Vao giao dién My profile nhw anh dwéi

KYXRIcGlja2VyljoiRmlyc3QgUGIuZylsimtleV90aW lljoiliwiaWS0ZX ) 2YWxfdGRZS IEMCwidH... () 1% & i g

n thanhin9

‘irst ping & | IPDCN Palicy

'5/11/2021 07:14:51 10.207.26.203 full_features_3.3.0 3.3.37
13/11/2022 08:24:49 10.61.74.206 full_features_3.3.0 3337
'0/07/202017:24:36 10.230.65.69 full_features_3.3.0_linux 3.3.36
2/01/2023 11:31:19 10.61.1.141 nac_plugin_only 3.3.37
13/08/2020 12:05:38 10.230.246.204 full_features_3.3.0_linux 3.3.36
'5/09/2022 20:33:15 192.168.81.44 full_features_3.3.0 3.3.37

Bwdc 2: Click dé bat Two Factor authentication
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viettel
A Dashboard 3
aliant ®0
Organization Dashboard ¢ 20/03/2023 o a8l o
Online Offline New Executing
3 33% 6 67% 0 0% 0 0%
AGENTS © Remain unchanged Remain unchanged AL ® Remain unchar Remain uncha:
1 Remain
+1 new agents Suspicious © False Positive Closed
4 “3 unchanged 0 o 0 0%
My profile X
Security Operation  AgentMonitoring  Risk Detection
Two factor authentication ff
ALERTS BY STATUS port data ALERTS BY SEVERITY &
Change your password I
w

Budc 3: Dung 2FA app dé quét ma QR, sau d6 nhap OTP dé hoan thanh qua trinh
bat 2FA

viettel
B Dashboard »
alJiant &0
Organization Dashboard & 20/03/2023 - Now 8l lo
Oniine \ offiine New Exscuting
33% 67% o% 0%
3 = 0 0
AGENTS © Remin unchanged My profile X Remain nchanged Remain tmchanged
+1 new agents Suspicious © Supper Admi False Positive * Closed
4 445 root@ajiant. com 0 % 0 0%
Remain unchanged Two factor authentication Remain unchanged Remain unchanged
g
Security Operation  Agent Monitoring  Risk Detection

ALERTS BY STATUS port data ALERTS BY SEVERITY 4,Ex

Change your password

Sau khi bat 2FA, khi login, ngudi dung sé dwoc yéu cdu nhap OTP nhw anh dwdi
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BH English v

viettel

aldiant

Two-Factor Authentication

Enter 6-digit authentication code generated by the app

C6 thé bat 2FA cho cac users khac nhw anh duéi

viettel

z Setting / Account management / User management * 0

aliant
@ Enteryour VCS-aJiant. Enter your license.
Q) search by usemame: Iﬂ
Edit user x
Showing 15 of 15 user(s) &, Export data
User information Roles & groups
Username Action
| Usemame Roles

0 alert viewer Edit role:

0 Lzl N Role Permission |

€ bichatd Full name Email default read  dashboard_read

€y iml_edr | Lien g7 len@edr.com manage_alert alerts_manage  irflow_manage |

0 isedr | view_alert alerts_read |
= ) is_edr0l Set status for this user
. O isedroz © Active nactive

5_edr03
g o | Two factor authentication ) on Groups Edit group |
lientn
N Reset two factor authentication T

0 nac Group Location

O policy_manager Password & default

O root Change password

O soxr [

€ thanhing

O tiviewer Cancel E

Giai phap ciing hé tro force enable 2FA cho toan b tai khoan
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3.6.5 Update management
Update groups

Muc dich: la tinh nang cho phép quan ly, tao mé&i va cap nhat cac Update Group
(Chia cac Agent thanh cac nhom cap nhat, giip dé dang phan chia, quan ly)

1 — Tim kiém:
Bwdc 1:  Login vao Portal bang tai khoan da dwgc cung cap;

Bwéc 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé théng hién thi Danh sach Update
Group;

© Hew update group

Bwéc 4: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwée 5:  Nhap tir khoa tim kiém vao 6 textbox va chon nat “Search”

2 — Thém ma&i Update groups:
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Bwérc 1:

Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2:  Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,

Account Management;

Bwéc 3: Chon Update Management, hé théng hién thi Danh sach Update

Group;
Update groups Packages
Q, search
8.group(s) et
Name of update group Description Current package Number of agents. Update schedule Upcoming package Action
Update_1hour update sau 1 hour 337 0 1 hour(s) after release WA
Update_specific Update vao chu nhat hang tuan 337 L] On Sunday at 08:00 3.34(03/07/2022 08:00:00)
alpha Group alpha test team agent core release [] Update manually NA
beta Group Beta update ngay 237 L] Immediately NA
congne. Update group congne: NA [] Update manually NA
phula_test Update group phula_test release 0 Update manually NA
release Update group release release 4 Update manually WA
test Update group test test [] Update manually NA

Bwéc 4: Chon nut “New update group”,

Update Group;

Create new group

Choose the package version for this graup. Gnly deployed
versions related to agents can be shown here.

[sartmem

Update schedule
Wihen & new packsge version Is deployed
© Update manually (change in the section "Package version” above)
© Update automatically

Time to update

© update immeditely

o wne [ )

© Update at a specific time
E

hé théng hién thi man hinh thém méi

Bwéc 5:  Nhap thdng tin thém méi Update Group va chon nut “Create”. Hé théng
ghi nhan va quay vé man hinh danh sach Update Group.

Bwérc 1:

3 — Cap nhat Update groups:
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Bwéc 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé théng hién thi Danh sach Update
Group;

Bwdc 4: Tai ban ghi can cap nhat/ chinh sira théng tin, chon icon “Cap nhat”
thong tin Update Group:

Bwéc 5:  Hé théng hién thi man hinh théng tin chi tiét Update Group, cho phép
cap nhat/ chinh stra théng tin va lwu lai bang cach chon nut “Apply”:
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Edit group detail

Name of update group
update_Thour
Mame containg cely emers, Pumbers, and 80804 charectens ™, <, "

Description (optional)

update sau 1 hour (update)|

Tz
Package version
Chaose the package version for this group. Only deployed and not removed package
versians related to sgents can be shown here.
337 (latest)
Update schedule
Wihen a new package version is deployed-
© Update manuslly (change in the section "Package version’ sbove)
© Update automatically
Time to update
© Update immediately

o ]

O Update at a specific time

~'@

4 — Xoba Update groups:
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdéng hién thi Danh sach Update
Group;

Update groups. Packages.
Q, search
8group(s)
Narme of update group Description Current package Number of agents. Update schedule Upcoming package ction
Update. Thour update sau 1 hour 337 o 1 hour(s) after release WA
Update_specific Update vao chu nat hang tuan 237 o Gn Sunday at 08.00 3.3.4(03/07/2022 08:00:00)
alpha Group aipha test team agent core release o Update manually WA
beta Group Beta Lpdate ngay 337 o Immediately WA
congnc: Update group congne A o Update manually A
phula_test Update group phula_test release o Update manually WA
reease Update group rekease release 4 Update manually NA
test Update group test test o Update manually NA

Bwéc 4:  Tai ban ghi can x6a, chon icon “Xéa” Update Group:
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Bwéc 5: Hé théng hién thi Popup Xac nhan x6a Update Group, Nguwdi dung
chon nut “Delete” dé xac nhan yéu cau X6a Update Group va chon nuat “Cancel”
dé hay yéu cau Xoéa Update Group.

Update groups
Q wpdate
group(s)
Name of update group Description Current packsge Number of agents Update schedule Upcoming package Action
Update. Thour update sau 1 hour 337 0  hor(s) after elease
Update.specific Update vao chu nhat hang tuan 337 ] On Sunday at 0800 33.4(03/07/2022 08:00:00)
alpha g alpha test team agent core ually
-
beta Group Beta update ngay m ¥
congne: Update group congnc: puslly
Delete this group?
phals_test Update group phula test puslly
...... Update group release pually
ot e Do you really want o delete this update group? ity
ccccc

Update packages
1 — Tim kiém packages:
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2:  Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdng hién thi Danh sach Update
Group;

Bwéc 4: Chon tab “Package”, hé théng hién thi Danh sach Pakage trong hé
théng;
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Bwédc 5:  Nhap tir khoa tim kiém vao 6 textbox va chon nat “Search”
a

CUSIPMESTISISS  + Upicad new package

Deployment status Uploader Deploy date

2 — Auto Update

Muc dich: 1a tinh ndng cho phép tw déng trién khai cac ban update t&i khach
hang mdt cach nhanh chéng va hiéu qua. Auto Update cho phép upload cac goi
qua giao dién portal hodc tw doéng ldy cac ban update qua trang
hub.viettelcybersecurity.com;

Lwu y: Dai trién khai gli lai cac thdng tin trén cho déi dw an Ajiant d& cap nhat vao
hé théng dé& cho phép trién khai goi tw déng tai khach hang. Vé sau, khi can trién khai
g6i update mai, di trién khai hodc phia khach hang chi can lay géi update dwoc cung
cép va upload I&n portal ajiant va chon trién khai géi.

Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;
Bwéc 2:  Chon Setting, hé théng hién thi cac sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,
Account Management;
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Bwéc 3: Chon Update Management, hé thdéng hién thi Danh sach Update
Group;

Bwéc 4:  Chon Tab “Package”, hé théng hién thi Danh sach Pakage trong hé
théng;

Update groups Packages

[Q Search

[ 10 package(s) | Backend version ;.q]( ] A ) : .
Storage: 6.91 0B used of 55.59 08 T TR
dung hugng hé théng cung clp

version Release date e size Related to agents” @ Signature Description Deployment status uploader Deplay date Action
3319 13/06/2022 17:18:34 164 MB Yes [ verified | Update pack 3.3.19 B8 sung o path v ® Not deployed root N

2308 10/05/2022 17:45:07 230.96 MB Yes [ verified | G6i update 3.3.18 BE sung tinh néing Auto Update Reposftory 3.3.18 1dng hop__. @ Not deployed dat Nia

2an 09/04/2022 17:4530 1326KE Yes [ verified | Update pack 3.3.10 ® Not deployed roct NA

3310 09/04/202217:4213 137ME ves [ verified | G6i update 3.3.10 B3 sung hash mds evert 7 ® ot deployed dat NiA

339 09/04/2022 17.4530 159 M8 No Verified Aip dung trong trung hop khdch héng khing c6 k& nil ra ngodi intemet, chi @ Not deployed dat NA

338 28/03/2022 09:59:12 1392MB No EEEDEETE Gtivpdate3 3.3 Ciprhit finh ning b trg NCSC Alert Agent Offine Live Re... ® hiot deployed dat A

337 260372022 09:5812 13928 ves [ verified | 6 o3 03t 3 3.7, cip nhit file sgents « install successed dat 10/05/2022 17:37:46
334 28/03/2022 095812 14za6ME ves v 3.3.4 description . d dat 10/05/2022 17:36:29
232 09/04/2022 174530 2152M8 ves [ verified | Goi update 3.3.2 Release AV » instal failed dat 10/05/2022 17:3342
release A A ves [ verified | Old repository release ® install successed WA NA

Bwéc 5:  Chon nut “Update new package”, hé thdng hién thi Popup “Upload
package’;

Q s

10 package(s) | Backend version: 33 [w]

Storage: 6.91 0B used of 55.59 08
—

version Release date e size Related to agents” @ Signature Description Deployment status uploader Deplay date Action
3319 13/06/2022 17:18:34 164 MB Yes [ verified | Update pack 3.3.19 B8 sung o path v ® Not deployed root N

2308 10/05/2022 17:45:07 230.96 MB Yes [ verified | G6i update 3.3.18 BE sung tinh néing Auto Update Reposftory 3.3.18 1dng hop__. @ Not deployed dat Nia

2an 09/04/2022 17:4530 1326KE Yes [ verified | Update pack 3.3.10 ® Not deployed roct NA

3310 09/04/202217:4213 137ME ves [ verified | G6i update 3.3.10 B3 sung hash mds evert 7 ® ot deployed dat NiA

239 09/04/2022 17:4530 159 M8 No [ verified | A dung rong truing hop khch hing kiving cé kit néi ra ngodi intemet, chi .. @ Not deployed dat NA

s3s mova22095912 1392 No EEEEEIETEN o veciate 383 Cho nhit tih ning hb g NCSC Alet Agent Offne Live R+ Not deployed a A

337 28/03/2022 09:59:12 1392MB Yes Boi cai dat 3.3.7, cdp nhit file agents # Install successed dat 10/05/2022 17:37:46
234 28/03/2022 09:58:12 142.46 M8 ves 2.3.4 description . d dat 10/05/2022 17:36:29
232 09/04/2022 174530 2152M8 ves [ verified | Goi update 3.3.2 Release AV » instal failed dat 10/05/2022 17:3342
release A A ves [ verified | Old repository release ® install successed WA Na

Bwéc 6: Chon tai Ién package;

Upload package

W Choosafile  Max file size is S00ME. supparted file type is ZIP.
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Bwéc 7:  Bat/ Tat Action “Automatic Development” dé tw dong trién khai cac ban
cap nhat package téi khach hang.

Deployment status Uploader Deploy date

3 — Deploy package
Bwdc 1:  Login vao Portal bang tai khoan da dwoc cung cap;

Bwéc 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent
Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwédc 3: Chon Update Management, hé théng hién thi Danh sach Update
Group;

Bwéc 4: Chon Tab “Package”, hé théng hién thj Danh sach Pakage trong hé
théng;

Signature Description Deployment status Uploader Deploy date

Bwéc 5:  Chon icon “Deploy this package” tai ban ghi package d6, hé théng hién
thi Popup Xac nhan Deploy package
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Update groups Packages

Q search

10 package(s) | Backend version 33 ® o

Storage: 691 BB used of 55.56 68

Version Release date File size Related 10 agents? @ Signature Description uploader Deploy date Action
13/06/2022 17:18:34 1.64 MB Yes [ verified | Update pack 3.3.19 88 sung source process path va Seif Defense cho VESRe... ® Not roat NA
10/05/2022 17:45:07 Yes [ verified | update 3.3.1885 & MtoL 2318 ting hop... ® Mot deploys dat N
2an 09/04/2022 17.45:30 1326K8 Yes [ verifiod | Update pack 3.3.10 root A %.
3310 09/04/2022 17:4213 137 M8 Yes [ verified | G6i update 3.3.10 B3 sung hash mds event 7 dat N Deploy this package
239 09/04/2022 17:45:30 159 M8 No [ veritied ] Ap dung rong tmg hp Kidch hing Knéng ¢4 kdt ndh  ngoi internet, chi a N
338 28/03/2022 09:59.12 1392 M8 No G6i update 3.3 8 C3p nhit tinh nding hd tro NCSC Alert Agent Offline Live Re... dat NA
28/03/2022 09:59:12 Ves [ verified | GGl cal 45 3.3.7, cép nhit file agents. dat 10/05/2022 17:37:46
28/03/2022 095912 Ves [ verified | 3.3.4 description dat 10/05/2022 17:36:29
232 09/04/2022 17.45:30 a452M8 e [ verified | Géi update 3.3 2 Release AV dat 10/05/2022 17:33:42
release A na ves [ verified ] Old repository relesse. WA

Bwéc 6:  Chon nut “Deploy” dé xac nhan Deploy package trén thiét bj ho&c chon
nat “Cancel” dé hady thao tac Deploy package.

&

Deploy this package?

Do you want to deploy the package?
O Rebuild agent installes

Cancel

4 — Chitiét Package
Bwéc 1:  Login vao Portal bang tai khoan da dwoc cung cap;
Bwéc 2: Chon Setting, hé thdng hién thi cac sub-menu: Policy Setting, Agent

Management, Group Management, Update Management, Rules Correlation,
Account Management;

Bwéc 3: Chon Update Management, hé thdéng hién thi Danh sach Update
Group;

Bwéc 4: Chon Tab “Package”, hé théng hién thj Danh sach Pakage trong hé
thdng:
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Téng 58 package frén hé thing atic depl 1, upload new package

58 Bung lrong 8 50 dung frén ting
dung hremg hé héng cung cip

Storage: 6.91 GB used of 55.59 GB

version Release date Related 10 agents? @

Deployment status Uploader Deploy date

Bwéc 5:  Chon icon “View Detail” tai ban ghi package do, hé théng hién thi Popup
thdng tin chi tiét ciia Package vira chon:

Package detail X

Deployment

Status @ Not deployed

N/A

338

13.92 MB

SHA256 46bacag9a084ed4115de3ef71f30e8%ceed60fal 5b4d23f93edb929bc39c3d83
Signature

R te 28/03/2022 09:59:12

10/05/2022 17:33:05

dat

G6i update 3.3.8:

Cap nhat tinh nang hé trg NCSC
Alert Agent Offline

Live Reponse v2

Fix 1i Dashboard, checkmarx

3.7 Chirc nang Baseline Policy (BLS)
3.7.1 Théng ké vi pham (Violation statistic)

Muc dich: Chirc ndng Théng ké vi pham hé tro nguwdi quan tri thdng ké cac vi
pham clia agent da cai dat bao gém:

+ Top cac vi pham base line, top don vi vi pham baseline;

+ Xem danh sach cac vi pham va danh sach agent vi pham trong tieng don
vi;
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+ Xem danh sach cac don vi vi pham va danh sach vi pham trong tirng don

vi;

+ Xem chi tiét clia Agent;
+ Export vi pham;
+ Report vi pham,;
Click vao tab “BLS” >> Théng ké vi pham;
Man hinh Théng ké vi pham

Hé théng hd tro’ thwe hién cac tinh ndng:
+ Théng ké Top 10 vi pham base line nhiéu nhat sép xép theo thi tw gidm
dan
e M0i ban ghi dwoc hién thi cac théng tin gdm: Noi dung vi pham, s
lwgng may vi pham;

e Chon ban ghi béat ki trong Top vi pham baseline, hé théng sé di chuyén

dén man hinh chi tiét twong rng v&i vi pham da duwoc chon;
+ Théng ké Top 10 don vi vi pham base line nhiéu nhat sap xép theo thi tw

gidm dan:

e M@i ban ghi dwoc hién thi cac théng tin gém: Tén don vij vi pham, s
lwong may vi pham;

e Chon ban ghi bét ki trong Top don vi vi pham baseline, hé théng sé di
chuyén d&n man hinh chi tiét twong rng vé&i don vi da duwoc chon;

+ Tim kiém
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e Tim kiém riéng 1é:

e Tim kiém theo Don vi

o Top don vj vi pham hién thj don vi da nhap va danh sach don vj con

twong &ng (néu co);

o Top vi pham: Hién thj cac vi pham cta don vj va don vi con (néu

cd) twong wng;

e Loaivi pham

o Top don vi vi pham: hién thi danh sach don vi vi pham Loai vi pham

da chon;

o Top vi pham: Hién thj vi pham da chon;

o Thoi gian bi vi pham;

e Tim kiém két hop: Khi nhap 2 hoac nhiéu diéu kién tim kiém thi sé thuc

hién tim kiém theo diéu kién AND;

M6 ta cac rule trong BLS

Rule

MO ta chi tiét

Quy dinh hién thi dudi m& réng cia file

Trén may endpoint quy dinh phai hién thi
dudi mé rong cua file

Quy dinh tat cadu hinh Remote Desktop

Tat khdng cho phép Remote Desktop

Quy dinh tw dong khéa man hinh sau 5
phuat

Vi pham khéng khéa man hinh sau 5 phut

Quy dinh tat chirc nang Autorun cua
USB, 6 CD

Cho phép bat/ tat tinh ndng Autorun cla
USB, CD

Quy dinh lam viéc khéng qua 19h

May tam khong lam viéc qua 19h
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May tinh vi pham quy dinh s&r dung USB
3G

May tram khéng duwoc s dung thiét bi
MTP (smart phone...), USB (lwu trir,
3g...)

Quy dinh nghiém cam két ndi truc tiép
mang Internet

Nguwdi dung c6 thé st dung trinh duyét
dé truy cap mang hoac théng qua system
proxy

Quy dinh cdu hinh cap nhat Hé diéu
hanh

Yéu ciu may tram bat ché d6 cap nhat
ban va hé diéu hanh tw déng

Quy dinh cai dat va s& dung phan mém

May tram vi pham rule nay khi cai dat
hodc khéng cai dat cac phan mém dwoc
cau hinh

Quy dinh bat budc cai dat va s dung
phan mém diét virus

Y&u cau may tram phai cai dat phan mém
antivirus: lubn bat chc nang realime
protection va thiét 1ap ciu hinh update.

Quy dinh bat budc st dung phan mém
vuot twong Itra

Yéu ciu may tram phai bat firewall trén
hé diéu hanh hoac trén phan mém
antivirus

Quy dinh cai dat va st dung phan mém
diét virus Kaspersky

Yéu cu may tram bat budc phai cai phan
mém AV Kaspersky

Quy dinh may tinh phai join domain, va
st dung tai khodn domain dé d&ng nhap
may tinh

Quy dinh may tinh phai join domain, va
st dung tai khodn domain dé dang nhap
may tinh

Quy dinh thu héi tai khoan local

Tw dong thu hdi (remove) tai khoan locall
khi vi pham
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Quy dinh nghiém cam Iwu trir mat khau
trén trinh duyét

Nghiém cdm Iwu trir mat khau trén trinh
duyét

Quy dinh c4u hinh chinh sach mat khu

Quy dinh bao gém céc rule sau:

+ Pap (rng da sb ki tw

+Thay déi mat khau sau mét khoang thoi
gian dwoc config

+ Tai khoan bi khéa sau khi nhap sai
nhiéu lan

Tab Loai vi pham

adiant =
Viclation Statistic °

a a

rettat

aliant =
Violation Statistic °

a L p——

Hé théng hd tro’ thwe hién cac tinh ndng:

+ Chon link Top vi pham: Di chuyén vé& man hinh Dashboard, danh s&ch top

vi pham va top don vi vi pham

+ Cay di¥ liéu don vi cta hé théng
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e Hién thj toan bd don vj ctia hé théng dwoc phan cép cha-con;

e CO thé chon don vj trén cay dir liéu don vi dé thwe hién loc vi pham;

+ Tab Loai vi pham:

e M®&i Loai vi pham dwoc hién thi cac théng tin chung gém: Violation type,
Resolved, Unresolved, Violation Computer, Violation unit;

e Chon ban ghi Loai vi pham trén danh sach: Hién thj danh sach may
tinh trong tirng don vi vi pham;

e Chon may tinh: Hién thj théng tin chi tiét may tinh va danh sach vi pham

twong rng cua may tinh;

ettel
aldiant

Violation Statstic Agent and group list baseline violation

Chon may tinh trén popup danh sach may tinh: hién thi popup théng tin chi tiét may
tinh bao gdm Computer, AgentID, IP Address, Domain, Group, Resolved, Detail (t4t
ca loai vi pham cua may)

iettel
aJdiant

Violation Statistic Agent and group Ut baseline violation

a na_test
WINTXE4-A PC | ET240263DA 88051 ABBOCUTBEZ01F DB

Tim kiém
+ Tim kiém riéng 1é:
e Tim kiém theo Pon vi: Hién thi don vi da nhap va danh sach don vi con

twong trng
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e Loai vi pham: Hién thj vi pham da chon
e Thdi gian bi vi pham

+ Tim kiém két hop: Khi nhap 2 hoac nhiéu diéu kién tim kiém thi sé thuwc
hién tim kiém theo diéu kién AND

Tab Don vi

ettel
aliant =

Violation Statistic

Hé théng hd tro’ thwe hién cac tinh ndng:

+ Chon link Top don vi: Di chuyén v& man hinh Dashboard, danh sach top
vi pham va top don vi vi pham;

+ Cay di¥ liéu don vi cha hé théng;
e Hién thj toan bd don vi cha hé thédng dwoc phan cap cha-con;

e CO thé chon don vi trén cay dir liéu don vi dé thwc hién loc don vi cha
— con;

+ Tab DPon vi;

e M@i Loai vi pham dwoc hién thj cac théng tin chung gém: Unit, Online
in day, Online in 30 days recent, Resolved, Unresolved, Violation computer, Violation
rule;

e Chon icon detail cta cot violation computer trén danh sach: Hién thj
danh sach may tinh trong tirng don vi vi pham bao gébm Tén don vi, Tén may
tinh|Agent ID, danh sach vi pham cua tirng may, thi gian vi pham, trang thai vi pham
(da fix hay chwa fix vi pham);
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aliant L]

Violation Statistic

Q TENANT ek

Chon may tinh trén popup danh sach may tinh: hién thi popup théng tin chi tiét may
tinh bao gdm Computer, AgentID, IP Address, Domain, Group, Resolved, Detail (tat
ca loai vi pham ctda may);

Chon icon detail ctia cét violation rule trén danh sach: Hién thi danh sach vi pham
cla don vi;

Tim kiém
+ Tim kiém riéng 1&:
e Tim kiém theo Do vi: Hién thi don vi da nhap va danh sach don vi con
twong ng;
e Loai vi pham: Hién thi vi pham da chon;
e Thoi gian bi vi pham;

+ Tim kiém két hop: Khi nhap 2 hodc nhiéu diéu kién tim kiém thi sé thuc
hién tim kiém theo diéu kién AND;

3.7.2 Théng ké phan mém (Software statistic)

Muc dich: Chrc ndng Théng ké phan mém hé tro ngudi quan tri théng ké céac
phan mém da cai d&t trong mét don vi bao gém:

+ Xem danh sach cac phan mém da cai trong 1 don vi dwoc chon;
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+ Xem chi tiét ctia Agent;

+ Export phan mém;

ettt
aliant =

Software statistic ]

Hé théng hd tro’ thwe hién cac tinh ndng:
+ Cay di¥ liéu don vi cGa hé théng
+ Hién thj toan bd don vi cha hé thédng dwoc phan cap cha-con
+ C6 thé chon don vj trén cay di liéu don vi dé thwc hién loc phan mém

+ Danh sach phan mém

e M&i phan mém dwoc hién thj cac théng tin chung gdm: Software name,

munber of computer, munber of unit;

ettel -
aliant =

Software statistic o

e Chon icon detail cta c6t violation computer trén danh sach: Hién thi

danh sach may tinh trong tirng don vi bao gébm Tén don vi, Tén may tinh|Agent ID,

Version;

“ettel -
aliant L

Software statistic Software statistic (installed] - Google Chrome
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e Chon may tinh trén popup danh sach may tinh: hién thj popup théng
tin chi tiét may tinh bao gébm Computer, AgentID, IP Address, Domain, Group,
Software information (software name, version);

peteat
aliant =

Software statistic Software statistic (installed] - Google Chrome Oetail information

e Chon link [List softwares in computer]: Hé théng di chuyén dén man
hinh Agent management va popup chi tiét may tinh twong (rng da chon hién thi;

“ettel .
aliant =

Software statistic

S Offion Agent Winxbd-A-PC

viettel
aliant

Agent management
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Tim kiém
+ Tim kiém riéng 1&:
e Tim kiém theo Pon vi: Hién thi cac phan mém d3 cai trong don vi
e Tén phan mém: hién thj danh sach phan mém da nhap
e Tim kiém theo trang thai: Installed, uninstalled
e Thoi gian cai
+ Tim kiém két hop: Khi nhap 2 hoac nhiéu diéu kién tim kiém thi sé thuwc
hién tim kiém theo diéu kién AND

Export: Chon Export: Hé théng sé& download file Export c6 di¥ liéu gidng véi div
liéu dang hién thj trén man hinh

3.8 Threat Hunting

Tinh ndng Threat Hunting cho phép ngui dung tim kiém cac d4u hiéu nghi
ngd tan coéng, I0Cs clia cAc may tram trong tb chirc, tr d6 sé& cd cac phuong
an ng phé va xtr ly sém. Tinh nang sé ho tro trong viéc

3.8.1 Bat/tat policy

- Dé& c6 thé st dung tinh ndng Threat Hunting, can bat policy trong Policy
Management -> Chon service Collector -> Chon plugin ThreatHunting

- Lwu y: Agent can dwoc apply policy bat ThreatHunting méi cé thé thwc hién tim
kiém iocs
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gjﬁt;lnt Setting / Policy Management * 0

[ ¢ Backto st Policy detail - full_features

Folicy connguration tree (SR 52ve configuration

AGENT SERVICE LIST PLUGIN LIST MODULE LIST
. s
. . e

-] WindowsEventlog ——
Updater a a EventChannel 1

-] Antikeylogger 1

EECTNED B s
G

-] Collector -—
-GS
AdvanceCollector

& 8 ThreatHunting
T - .

[°T  ApplicationControl

[/} Protection&Prevention B
@D

-] CoreSenica

3.8.2 Tim kiém theo agents/ nhom
Trén Menu chon Threat Hunting

e - ®0

All agents v S only : ty 1oc f ot y +T) View history

Threat Hunting Your search result

- Cho phép admin tim kiém iocs theo agents/ groups
o Cho phép tim kiém trén toan b agents (All agents)
o Cho phép tim kiém theo tirng agent cu thé hodc chon theo nhom
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viettel

aldiant

All agents v fx

Threat Hunting

Choose agent(s) or

© All agents (total 109 agents)

oup(s)

gancel

3.8.3 Tim kiém IOCs

Céc loai IOCs ho tro

D) View history

Nguwdi ding cé thé tim kiém theo céc loai iocs dwéi bang sau:

IOCs Tab Query field Toan t& | Note
hé tror
File path File file_path =, ~ Tim kiém theo dudng
dan file
File name File file_name =~ Tim kiém theo tén file
File hash | File file_sha256 = Tim kiém file hash
SHA256 SHA256
Registry Registry | registry_path =~ Tim kiém theo dudng
path dan Registry
Registry key | Registry | registry_key =~ Tim kiém theo
Registry key
Registry | registry_data_string ~
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Registry
data

registry_data_dword

registry_data_binary

Tim  kiém  theo
Registry data kiéu
string, dword, binary

Strings
Memory

Memory

strings_memory

Cho phép tim kiém
theo string memory

Hex Memory

Memory

Hex_memory

Cho phép tim kiém
theo dang hex

User Name

User

User_name

Cho phép tim kiém
theo user trén may
endpoint

Domain

Network

Domain

Cho phép tim kiém
theo domain ma cac
may endpoint da tirng
truy cap

Network

Domain

Cho phép tim kiém
theo ip ma cac may
endpoint da trng truy
cap

Process
Path

Process

Process_path

Cho phép tim kiém
theo dworng dan cla
process

Process
Command
Line

Process

Process_commandline

Cho phép tim kiém
theo process
commandline
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DLL DLL DIl_path =, ~ Cho phép tim kiém
theo dwdrng dan dll
Lwuy:

- Nguwoi dung chi duwoc phép tim kiém theo mét loai IOCs trén ciing mét cau
query
- Cho phép tim kiém theo cac diéu kién AND, OR
- Gié tri tim kiém khoéng phan biét chi hoa, chir thuwéng
- Sau khi nguoi dung thwe hién tim kiém, hé thdng thwc hién quét trén may
endpoint theo dung yéu cau truy van va gt két qua vé portal.
- Thoi gian tim kiém phu thudc vao dé phirc tap cha cau truy van va sb lwong
may agent thwc hién tim kiém.
Chi tiét két qua tim kiém
Theo d6i trang thai tim kiém
- Cho phép nguoi dung theo dai tién trinh tim kiém
o Total agent: Tdng sb agent thwc hién tim kiém
o In-process: Pang thwc hién tim kiém
o Success: Tim kiém thanh céng
o Fail: Tim kiém that bai

viettel ap
. Threat Hunting i
alJiant *
All agents v Jx file_name ~ "Ajiant (<] E D) View history
Searching process (93%) (D)
Total agents: 108, In process: 7, Success: 0, Fail: 101 View report

o, Export to Excel

Computer Name AgentID User name P Admin permission Lastlog on Password last set

Chi tiét két qua tim kiém
- Cho phép ngudi dung xem chi tiét két qua tim kiém theo trng tab
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Users
File
Registry
Network
Memory
Process
o DLL
- Két qua duoc hién thj dung theo tirng tab theo dung cau truy van cta ngudi
dung

0 O O O O ©O

viettel Threat Hunti e
. reat Hunting
aliant -
All agents v Jx file_name ~ "Ajiant” (<] B D) View history
Search completed (100%)
Total agents: 108, In process: 0, Success: 7. Fail: 101 View report

Showing 7 of 7 result(s)
9 o, Export to Excel

File (7)

O Computer Name AgentID P File Name File path File hash SHA256 File created time Last modified time  10C dete
> O Win10x86_bichpt31 6761B1C52CA..  192.168.195.179 ajiantlog C:\ProgramDataajiant.log OE18963E445C6DCTA.. 04/09/2024 14:37:56  21/11/2024 09:49:06  17/12/2
> O 11-Windowsptbich 853DCA6465B.. 192.168.195135 adiantdb C:\Program Files\AjiantiaJiant.db  SBAFD36AOFFODECT.. 12/12/2024 14:58557 12/12/2024 1458:57 17/12/2
> O Admin-PC 466167E9EBD0...  192.168.6.42 adiantdb C:\Program Files\Ajiant\aJiantdb  CCD1DGASDFBAF962.. 15/11/202415:3317 15/11/2024 153317 1712/2
> ([ EDR_Test03 2903CE7FDBF2.. 192.168.255.1,192.16.. aJiantdb C:\Program Files\Ajiant\aJiantdb ~ 2005C2DFDSCF120D.. 06/08/202402:38:53 16/12/202419:00:22  17/12/2

Dirng tim kiém
Cho phép ngwdi ding dirng viéc tim kiém: Trén Searching Process bar -> chon
button Pause
Sau khi Dng tim kiém:
o Heé thdng sé dirng viéc tim kiém
o Khéng hb tro thwe hién tiép tuc tim kiém cau truy van
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. reat Hunting =
aliant &
Allagents v | fx file_name ~ “Ajiant.exe o ‘m DT
Searching process (93%)
Total agents: 108, In process: 7, Success: 0, Fail: 101 View report

Showing 0 of 0 result(s|
howing 0 of 0 result(s) &, Export to Excel

Computer Name Agent ID User name P Admin permission Last log on Password last set

Xem chi tiét bao céo tim kiém iocs dwéi agents (View report)
- Cho phép nguoi dung tim kiém theo thdng tin Computer name, AgentlD, IP,
IOCs Search Status

Vistoa, .
R Threat Hunting -fi ~ Aji
aldiant < View report - file_name ~ "Ajiant %

a
Jfx status ~ “success ° ﬂ

Showing 7 of 7 result(s Export to Excel

All agents v Jx file_name ~ "Ajiant”

Search completed (100%) Computer name Agent ID 3 10Cs found  10Cs search status ~ Fail reason
Win10x86_bichpt31  676181C52CAACD436.. 192.168.19.. Found ® Success N/A
Total agents: 108, In process: 0, Success: 7, Fail: 101
11-Windowsptbich 853DCA64658DD15A8.. 192.168.19.. Found ® Success N/A
oy AdminPc 466167E9EBDO3DGTEE.. 192.168.6.42 Found ® Success N/A
Showing 7067 reeult(s) EDR_Test03 2903CE7FDBF26E791F.. 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
sax(0) GlLAY) bl ? it B8 ANM-ANHNVIS? 66FD1C43EACSDA146.. 192.168.19.. Found ® Success N/A
) Computic Name AgentID P File Name DESKTOP-RBEIJFA F () SAAESF4BFSTSF.. 192168.15.. Found ® Success N/A
> O Win10x86_bichpt31 676181C52CA..  192.168.195.179 ajiant.log
(:i) > O 11-Windowsptbich B853DCA6465B.. 192.168.195.135 aJiant.db
> O Admin-PC 466167E9E8D0.. 192.168.6.42 aJdiant.db
> [ EDR_Test03 2903CE7FDBF2.. 192.168.255.1,192.16.. aJiant.db 1

- B&o céo nay sé cung cap cho ngudi dung chi tiét vé trang thai tim kiém iocs
trén trng agent. Cac théng tin trén b&o cao gdm co:
o Computer name
o AgentID
o IP
o 10Cs found: C6 tim thiy d4u hiéu I0Cs dwa trén cau truy van cla
nguwdi dung hay khéng
o |0Cs search status: Trang thai tim kiém iocs trén agent
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o Fail reason: Chi tiét Ii do tim kiém that bai

View report - file_name ~ “Ajiant” X
Jx search by agent... ‘
Showing 50 of 108 result(s) Export to Excel
Computer name Agent ID »P 10Cs found  10Cs search status  Fail reason
Win10x86_bichpt31 676181C52CAACD436.. 192.168.19.. Found ® Success N/A
n i 853DC, .. 192.168.19.. Found ® Success N/A
Admin-PC 466167E9EBDO3D67EE.. 192.168.6.42 Found ® Success N/A
EDR_Test03 2903CE7FDBF26E791F.. 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
ANM-ANHNV187 66FD1C43EACSDA146.. 192.168.19.. Found ® Success N/A
DESKTOP-RBEIJFA F92185AAESF48F575F... 192.168.15.. Found ® Success N/A
WinSrv2016 C877C486C743B79789.. 192.168.18.. N/A ® Failed The policy has been ..
Win10x64 88C5118E6AEICAFAFS.. 192.168.13.. N/A ® Failed The policy has been .,
Win10x64_edr03 91E1D567010025848D.. 192.168.25.. N/A ® Failed The policy has been ..
DESKTOP-6KRVVQ2 1E6AF8040BBATAFS4C... 192.168.6.6.. N/A ® Failed The policy has been ..
vit_huyenmy01 CDIF6C4984FAQ9F2ED.. 192.168.19.. N/A ® Failed The policy has been ..
Win10x64 78AEE3983BC1D6F98F.. 192.168.25.. N/A ® Failed The policy has been ..
:

Export to Excel
- Cho phép nguoi dung tai xudng file excel tbng hop két qua tim kiém dui
agent

- Céc théng tin trén file bao gdm

o Computer name

o AgentID

o IP
o 10Cs found: C6 tim thay d4u hiéu I0Cs dwa trén cau truy van cla
nguwoi dung hay khéng
|OCs search status: Trang thai tim kiém iocs trén agent
o Fail reason: Chi tiét Ii do tim kiém that bai

o
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View report - file_name ~ “Ajiant’ X

[ fx Search by agent..

Showing 50 of 108 result(s) Export to Excel ‘
Computer name Agent ID P 10Cs found  10Cs search status  Fail reason
Win10x86_bichpt31 676181C52CAACD436.. 192.168.19.. Found ® Success N/A
1 i 853DCA6: 15A8.. 192.168.19.. Found ® Success N/A
Admin-PC 466167E9EBDO3D67EE.. 192.168.6.42 Found ® Success N/A
EDR_Test03 2903CE7FDBF26E791F... 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
ANM-ANHNV187 66FD1C43EACSDA146.. 192.168.19.. Found ® Success N/A
DESKTOP-RBEIJFA F92185AAESFABF575F.. 192.168.15.. Found ® Success N/A
WinSrv2016 C877C486C743B79789.. 192.168.18.. N/A ® Failed The policy has been ..
Win10x64 88C5118E6AEICAFAFS.. 192.168.13.. N/A ® Failed The policy has been ..
Win10x64_edr03 91E1D567010025848D.. 192.168.25.. N/A ® Failed The policy has been ..
DESKTOP-6KRVVQ2 TE6AF8040BBATAFS4C.. 192.168.6.6.. N/A ® Failed The policy has been ..
vit_huyenmy01 CDIF6C4984FAIIF2ED.. 192.168.19.. N/A ® Failed The policy has been ..
Win10x64 78AEE3983BC1D6F98F.. 192.168.25.. N/A ® Failed The policy has been ..

Tai xudng két qua tim kiém
- Cho phép ngudi dung tai xudng két qua tim kiém iocs trén may agent
- Hb tro tai xubng file excel

viettel K
Threat Hunti
aliant " *0
Allagents » | fx file_name ~ "Ajiant” o]ﬂ ) View history
Search completed (100%)
Total agents: 108, In process: 0, Success: 7, Fail: 101 View report
Showing 7 of 7 result(s) & Exportto Excal
Users(0) File (7) Registry(0) Network(0) Memory(0) Process(0) DLL(0)
O Computer Name Agent ID P File Name File path File hash SHA256 File created time Lastmodifiedtime  10C detected time |
> O Win10x86_bichpt31 676181C52CA..  192.168.195.179 ajiant.log C:\ProgramData\ajiant.log 9E18963E445C6DCT1A.. 04/09/2024 14:37:56  21/11/2024 09:49:06  17/12/202410:42.57 |
@ » 0O 11-Windowsptbich B53DCAG4658.. 192.168.195.135 aJiant.db C:\Pragram Files\Ajiant\aJiant.db SBAFD3GAOFFODECT.. 12/12/2024 14:58:57 12/12/2024 14:58:57 17/12/202410:42:54 |
> O AdminPC 466167E9EBDO...  192.168.6.42 adiant.db C:\Program Files\Ajiant\aJiantdb  CCDID6A3DFB4F962. 15/11/2024 153317 15/11/2024 153317 17/12/202410:4401 |
> [ EDR_Test3 2903CE7FDBF2.. 192.168.255.1,192.16.. aJiant.db C:\Program Files\Ajiant\aJiant.db 2005C2DFD5CF120D.. 06/08/2024 02:38:53  16/12/202419:00:22  17/12/202410:4520 |
> O ANM-HUYENNT C62897D117C0.. 192.168.187.128 adiant.db C:\Program Files\Ajiant\aJiantdb  FCD24FF69664D1E6F.. 17/09/202415:58:52 19/11/202415:31:07  1712/202410:4422 |
> O ANM-ANHNV1S? 66FD1C43EAC..  192.168.190.1192.16.. aliantdb C:\Program Files\Ajiant\aJiantd  CCD1DGA3DFB4F962.. 06/12/2024152622 06/12/2024 152622 17/12/202410:4522 |

3.8.4 Xem lich sertruy van (View History)
Xem danh séach truy van

- Cho phép ngudi dung xem lai lich st truy van. Théng tin lich st truy van gdm
c6 cac théng tin sau:
o Query start time: Thoi gian bat dau thyc hién query
o Query end time: Thai gian tim kiém xong
o Query: cau truy van ctia ngudi ding
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Total agents: Téng sb agent da tim kiém

Susccess: Tim kiém thanh céng trén may endpoint
In-process: Dang trong qua trinh tim kiém trén may endpoint
Fail: Tim kiém thét bai

O O O O

View history x
Q, search

Showing 50 of 287 result(s)

Query start time Query end time Query Total agents Success In-process Fail Action
13/12/2024 10:54:25 13/12/2024 10:54:34 process_commandline ~“.. 1 1 0 1]

13/12/2024 10:53:56 13/12/2024 10:54.02 process_path ~ "C\Progr.. 1 1 0 o

13/12/2024 10:53:39 13/12/2024 10:53:46 process_path ~ 'C:\Progr.. 1 1 0 1]
13/12/202410:53:26 13/12/202410:53:30 process_path ~ 'C:\Progr.. 1 1 0 o

13/12/2024 10:51:55 13/12/2024 10:52:02 process_path ~ "C:\Progr... 1 1 0 [

13/12/202410:51:19 13/12/202410:51:26 process_path ~ ‘chrome” 1 1 0 1]

12/12/202417:25:35 12/12/202417:2553 file_path ~ “threathunting” 4 3 [ 1

12/12/20241713:34 12/12/202417:18:38 file_path ~ “abc” 20001 602 0 19399

12/12/2024 16:53.48 N/A file_path ~ "abc” 20001 0 20001 o

12/12/2024 16:38:49 12/12/2024 16:53:32 file_path ~ "abc” 20001 138 0 19863

12/12/2024 15:37.42 12/12/2024 15.57.58 file_path ~ "abc” 1 0 0 1

12/12/2024 15:28:30 12/12/202415:43:31 user_name ~ "ad" 1 0 [ 1

12/12/2024 15:26:.09 12/12/2024 15:41:31 user_name ~ "adm’ 107 1 0 106

12/12/2024 15:21:30 12/12/2024 15:36:31 user_name ~ "admin" 107 1 0 106

Xem chi tiét lich str truy van

- Cho phép ngudi dung xem chi tiét lai két qua cla tirng lan truy van: Action ->
chon View

View history X
Q, search

Showing 50 of 287 result(s)

Query start time Query end time Query Total agents  Success In-process Fail View
13/12/2024 10:54:25 13/12/2024 10:54:34 process_commandline ~ .. 1 1 0 0 @
13/12/2024 10:53:56 13/12/202410:54:02 process_path ~ "C:\Progr.. 1 1 ] 0

13/12/2024 10:53:39 13/12/2024 10:53:46 process_path ~ ‘C:\Progr.. 1 1 0 0

13/12/2024 10:53:26 13/12/202410:53:30 process_path ~ "C:\Progr.. 1 1 ] 0

13/12/2024 10:51:55 13/12/2024 10:52:02 process_path ~ "C:\Progr... 1 1 o ]

13/12/2024 10:51:19 13/12/202410:51:26 process_path ~ ‘chrome’ 1 1 ] 0

12/12/2024 17:25:35 12/12/202417:25:53 file_path ~ “threathunting’ 4 3 ] 1

12/12/2024 17:13:34 12/12/202417:18:38 file_path ~ "abc” 20001 602 0 19399

12/12/2024 16:53:48 N/A file_path ~ “abc” 20001 0 20001 0

12/12/2024 16:38:49 12/12/2024 16:53:32 file_path ~ "abc™ 20001 138 o 19863

12/12/2024 15:37:42 12/12/2024 15:57:58 file_path ~ “abc” 1 0 0 1

12/12/2024 15:28:30 12/12/202415:43:31 user_name ~ "ad" 1 0 ] 1

12/12/2024 15:26:09 12/12/202415:41:31 user_name ~ “adm’ 107 1 0 106

12/12/2024 15:21:30 12/12/202415:36:31 user_name ~ “admin’ 107 1 ] 106

- Cho phép xem chi tiét k&t qua cta lan truy van trong lich st:
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alJiant *
Agents... v Jx process_commandline ~ "Ajiant\VESUpdater .exe [~] E D) View history

Search completed (100%)

Total agents: 1, In process: 0, Success: 1, Fal: View report

o, Export to Excel

Process(1)
Computer Name Agent ID P Parent Process Path Parent Process ID  Parent Commandline Process path Process ID File si
2 11-Windowsptbich B53DCAG465BDD15. 192.168.195.135 C:\Program Files\Ajiant\VESSvc. exe 2204 C:\Program Filas\A] C:\Program Files\Ajiant\VESUp. 3104 Viette

3.9 Rules Correlation
3.9.1 Danh séch hién thj

Muc dich: Chirc nang cho phép nguwdi dung xem danh sach rules correlation
trong hé thédng. Nhap ho&c chon diéu kién tim kiém dé thwc hién tim kiém rule
dang c6 trén hé thdng, thao tac deploy/undeploy/xda nhanh vé&i cac rule.

+ BOloc FITTER;
+ BO loc FITTER bao gém:

e 6 Engine: Whitelist, Agg Trigger, Agg Action, Filter, Indicator, False-
Positive;

e Text box search theo cac trwdng: Name, content, description;
e Thoi gian cap nhat;
e Tao bdi toi;

e Loctheo Engine;
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SJiant =

Bwédc 1: Chon 1 hodc nhiéu Engine méc dinh;

adiant ™
.

Bwéc 2:  Chon M& rong dé thém céac Engine can loc;

adiant =
.

Khi chon 2 hodc nhiéu Engine, man hinh tra vé két qua dwoc loc theo phép toan AND;

Bwéce 3:  Tich chon ngwoi tao Rules 1a user dang login vao hé théng;

Bwéc 4:  Nhap Name, content, description mudn search vao text box:
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Bwée 5:  Nhap thong tin can tim kiém;

Bwéc 6:  Nhan Search dé hién thi két qua tim kiém.
Chon cét
Cho phép ngwdi ding lwa chon cac cét hién thi trén man hinh correlation.
Cac buéece thwe hién:

Bwérc 1:
chon cac cbt & dang check box;

Click vao combo box View column. Man hinh hién thi danh sach lwa

= =
s (-]
.
Bwéc 2:  Chon vao nhirng tén cét mudn hién thi;
et =
. »
1 — HB6 tro tim kiém nhanh
- Tim kiém theo tén rule
Bwéc 1:  Click icon dé hién thj thanh tim kiém;
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Bwéc 2:  Nhap tén rules mudn tim kiém:;

Bwéc 3:  Nhan Enter dé hién thj két qua tim kiém.

Tim kiém theo Category: H6 tro tim kiém nhanh gém 3 loai méc dinh la:
Windows, Linux, MacOS.

Bwéc 4:  Click icon dé hién thi danh sach loai Category;

Bwéc 5:  Chon category mudn tin kiém;

Bwéc 6:  Click “Apply”;
Tim kiém Sub Category: Hb tro tim kiém nhanh theo loai trién khai, gém 3 loai
mac dinh la: Metre ATT&CK, Malware, Suspicious Behaviour:

Bwéec 1:  Click icon dé hién thi thanh tim kiém:;

Bwéc 2:  Chon sub category mudn tin kiém;

Bwéce 3:  Click “Apply”;

Tim kiém Creator
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Bwéc 1:  Click icon dé hién thi thanh tim kiém:;
Bwéc 2:  Nhap tén ngudi tao mudn tin kiém;
Bwéce 3:  Click “Apply”;

Tim kiém Rule type: H6 tro tim kiém nhanh gém 3 loai mé&c dinh 1a: Advanced,
Builder, All.

Bwéc 1:  Click icon dé hién thi danh sach Rule type;
Bwéc 2:  Click vao “Rule type” mudn tim kiém;
Bwéce 3:  Click “Apply”;

Tim kiém Optional type: Hb tro’ tim kiém nhanh gém 3 loai méc dinh 1a: Built-in,
Custom, All.

Bwéc 1:  Click icon dé hién thi danh sach Optional type;
Bwéc 2:  Click “Optional” type mudn tin kiém:;
Bwéce 3:  Click “Apply”;

Hb tro Deploy/Undeploy cho nhiéu Rules
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Bwdc 1:  Click vao nhiéu check box cé cling trang thai 1a Deploy hoac Undeploy;
Bwoéc 2:  Click vao nut “Deploy/Undeploy”;

Bwéc 3: Chon “Deploy/Undeploy” trén popup hién thi dé thwc hién
Deploy/Undeploy;

3.9.2 Thém moé1 Rules Correlation

Muc dich: Chirc nang cho phép ngu®i ding ciu hinh mét rule correlation mai
hoan chinh.

Téng quan
+ Engine: Goém tat ca 6 engine v&i théng tin chi tiét 1an lwot 1a:

e Whitelist la mét Stateless Engine thwc hién loai bé nhanh cac event ma
hé théng khong can x& ly. Cac event khép vai rule whitelist sé bi drop khoi ludng xdr
ly;

e Agg_trigger va Agg_action la mét Stateful Engine thwc hi€én gom nhom

cac event twong tw nhau. Mdi rule aggregate chira cac théng tin vé diéu kién gom
nhém (dinh nghia event twong tw nhau), khoang th&i gian gom nhém (vi du 30s, 1
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phat, 2 phat, ...). Cac event khdp diéu kién gom nhém duwoc lwu lai va chi trd vé mot
event c6 kém theo sé lwgng sau mét khodng thdi gian. Cac event khéng khép diéu
kién gom nhém dworc tra ra ngay 1ap tire véi sé lvong 1a 1;

e Filter |a mét Stateless Engine thwc hién loc cac diéu kién d& day vao
indicator;

e Indicator 1a mét Stateful Engine thwe hién kiém tra, théng ké trén cac
event thda man Filter. Dau vao cla Indicator 1a cac event thda man Filter, dau ra la
cac Indicator Event hoac Alert Event. Indicator hd tro cac phép théng ké sb lwong
(count) trong mét don vj thdi gian (time-windows) ca cing mét dbi twong, khdng
Alert 1&p lai di v&i cung mét dbéi twong trong khoang thei gian quy dinh truéc. Mbi
rule indicator chi thwc hién xét cac diéu kién cung loai, trén cung mét hé théng;

e FalsePositive engine la mét Stateless Engine thwc hién loai bé cac
trworng hop Alert bi Alert sai. Méi Alert khi khé'p vai rule Falsepositive sé& bj drop;

+ Debug/ Not Debug la hai trang thai cia engine. Khi thwc hién thao tac
debug, log dwoc day vé thod man diéu kién cia engine sé& hién thj trén man hinh G&
rbi Correlation:;

+ Diéu kién: Mdi engine sé& hd tro cac diéu kién vé Event, not Event, Alert
Event, not Alert Event, Accumulate, Function, not Function khac nhau . Chi tiét vé cac
diéu kién va céch s dung:

e Event: Dwoc sir dung cho cac trwdng event;

e Not Event: Chi dwoc tao ra khi c6 event;

e Alert: Puwgc str dung cho cac trwong Alert;

e Not Alert: Xét xem khéng c6 Alert event trong bao lau;

e Accumulate: Thwc hién gom nhém diéu kién event thoa méan sé lwong
ttr d6 sinh ra Alert;

e Function: La cac ham. Lwu y: Vé&icac ham boolean, gia tri tra vé | true
hoac false;
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Not Function: Vé&i not function, cac ham dwoc st dung gidbng voi

function. Tuy nhién gia trj tra vé sé co két qua true/false ngworc lai.

+ Toan tw :
e CAc toan tlr co ban gobm: =, I=, >, <, >=, <=,
e In: Kiém tra gié tri cia mét trwdng c6 nam trong danh sach khong.

tra.

o Ben trai toan tl: Tén trwéng can kiém tra.

o Beén phai toan ttr: Danh sach gia trj d& kiém tra dwoc phan cach bdi

“n

dau “,”.

Contains: kiém tra gia trj cGa mét trwdng cé chira gia tri ma can kiém

o Beén trai toan t&v: Tén trwng can kiém tra (trwéng nay can co gia tri
la mang hoac string);

o Bén phai toan tr: Gia tri dé kiém tra.

Assign: dé gan gia tri cia mét trwdng vao mét bién.

o BEn trai toan tl: Tén trwéng can gan;

o Bén phai toan t&: Tén bién can gan.

Matches: kiém tra gia trj ciia mot trwéng cé thod man mot chudi regex.
o Bén trai toan tk: Tén trwdng can kiém tra;

o Bén phai toan tlr: Chubi regex.

C4u hinh thoi gian: Kiém tra diéu kién trong mét khoang thdi gian , chi

c6 & cac engine Agg_trigger ,Agg_action va Indicator.

Count: Kiém tra s6 event d¢m dwoc trong mét khoang thei gian cé thoa

man diéu kién khong.

+ Nhom/ Bé nhom : Cho phép nguoi dung gop hodc tadch nhanh cac diéu
kién trong mot toan t&r AND hoac OR. Cac budc thye hién gép nhém/ tach nhém:

Go6p nhém

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 208
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
Bwéc 1:  Click vao vao trwdng can gdp nhom;
Bwéc 2:  Chon NHOM Man hinh chi tiét cac buéc thue hién gdp nhom:;
e Tach nhom:
Bwéc 1:  Click vao céc item can tach nhom;
Bwéc 2:  Chon BO NHOM Man hinh chi tiét cac bwédc thue hién tach nhom
+ Restore: Tw dong reset lai dén ngay sau khi nhan “Save” gan nhét;
+ Reset: Thuc hién reset condition ( vé trang thai ban du);

+ Delete: X6a Condition dang duwgc focus;

Cac bwoc thém méi rule correlation:

Bwédc 1:  Tai man hinh Correlation, Chon nit “Create” > Hé théng hién thi man
hinh tao m&i rule;

ettel
adiant

:::::

~~~~~~

Bwéc 2:  Nhap théng tin cua rule;

Lwu y: Céac trwdng cé dau (*) la cac trwdng bat budc nhap.
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Bwéc 3:  Chon Engine, nhap diéu kién cho cac Event, not Event, Alert, not Alert,
Accumulate, Function twong ng;

Aettel
aJdiant

5.Chon rang
debug

2.Chon @du kign 13 adac adoitem

3. Chontoan i

Bwéc 4:  Nhan “Save” dé lwu lai diéu kién hodc nhan “Restore” dé tré lai ngay
sau bwdc maoi lwu;

Bwéc 5:  Tai Hanh ddng , chon hanh déng can thwc hién dbi véi engine dé.

Cac budc thye hién thém hanh déng twong wng véi tirng engine: Khi ngwdi dung
thwe hién xong cac bwéc tao diéu kién va nhan lwu, man hinh sé hién thj cac hanh
déng cho tirng engine. Mbi engine sé& bao gém cac hanh doéng twong ng. Engine
Agg_trigger sé khéng c6 hanh déng.

Whitelist: Gdm 4 hanh déng duéi dang check box : Drop, Chuyén sang aggregate,
Alert va Danh sach Active, ngudi diing bat budc phai chon 1 trong 4 hanh déng nay.
Khi cac log day vao thod man diéu kién sé thyc hién 1 trong 4 hanh déng ma ngudi
dung da tich chon. Chi tiét chirc nang cla 4 hanh déng:

e Drop: Céac log dwoc day vao thoa man diéu kién sé duoc loai bd khoi
ludng xt ly;

e Chuyén sang aggregate: Log day vao thod man diéu kién sé& dwoc
chuyén sang engine aggregate dé tiép tuc xt ly;

e Alert: Khi thém céc truwérng key va value cho Alert, cac log day vao thoa
man diéu kién sé hién thj Alert tai man hinh quan ly Alert;
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e Danh sach Active: Cac value cua active list sé dwgc thém vao danh
sach hién thi trén man hinh Active List;

Cac budc thém trwdng cho hanh déng Alert/ Danh sach active:
e Buoc 5.1: Click chon hanh déng muébn them;
e Buwdc 5.2: Click nat “edit” d& nhap gié tri cho truéng;
e Buwdéc 5.3: Nhap gia tri cho trudng;
e Budc 5.4: Click nut “Save”;

e Budc 5.5: Click nat “Add” dé thém maéi mét trwdng vao Alert.

+ Dé& xoa hanh déng vira tao, click icon “Delete”;
+ D& chinh stra hanh déng, Click icon “edit”;

Lwu y: C6 thé tao nhiéu hanh déng véi cac trwedng khac nhau tuy theo muc dich ngu i
sty dung.

Agg_action: Tai engine nay, ngudi ding cé thé thuc hién hanh déng thém code.
Cac budc thém trwdng cho hanh déng thém code
e Buwdc 5.1: Nhap day da diéu kién va toan tlr. Click vao “Save”;

e Buwdc 5.2: Tai muc Action, click vao icon “Enable action”;
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e Budc 5.3: Nhap ndi dung cua code;

e Budc 5.4: Chon nut “clear” => NOi dung nhap cua code sé bi xba toan

Filter : Gdm 3 hanh ddng: Alert, Enrichment va Danh sach Active. Ngudi dung c6 thé
1 ho&c nhiéu hanh ddng trong cung engine. Chi tiét chirc ndng ctia 3 hanh dong:

e Enrichment: Thém truwdng vao Alert;
e Alert va Danh sach Active ( nhw engine Whitelist).

Cac thao tac thém mai, stra, xoa cho cac hanh dong cua engine filter twong ty voi
khi thém mé&i cac tredng cho engine whitelist.

Indicator : Hanh ddéng Alert. Cac thao tac thém mdi, stra, xoa cho cac hanh déng
cua engine Indicator twong ty v&i khi thém méi cac trwdng cho engine whitelist .

FalsePositive: Hanh déng Enrichment. Cac thao tac thém mdi, stra xoa cho céc
hanh dong clda engine FalsePositive twong ty véi khi thém mai cac trwong cho
engine whitelist .
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Bwéc 6: Nhan “Save” dé lwu rule vao hé théng. Khi ngudi dung muén lwu lai
vao hé théng , ddng thoi deploy xudng correl engince thi nhan “Save & Deploy”.

Lwu y: Khi ¢6 16i, nguwdi ding c6 thé nhan nat “Preview” dé xem [6i.

3.9.3 Sdra Rules Correlation
Cho phép ngu&i dung chinh stra cac rule da tao.
Cac budrce thuwe hién:
Bwédc 1: Tai man hinh quan ly rule, click icon Chinh stra cta rule muén chinh
stra;

aJiant L

......

Lwu y: Cac trdng tén rule, category, subcategory la nhirng tre&ng khéng chinh stra
duoc.
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Bwéc 3:  Nhan nat “Save” dé lwu rule lai vao hé théng. Khi ngwdi ding mudn
lwu lai vao hé théng , déng thei deploy xubng correlation engine thi nhan “Save
& Deploy”.

Vé&i nhirng rule chinh stra nhwng chi Lwu, ngwoi dung phai click Redeploy tai
man hinh quan ly rule thi rule méi cé tac dung dbi véi hé théng.

Lwu y: Khi ¢6 16i, nguwdi dung c6 thé nhan Preview dé xem I6i

3.9.4 Xoba Rules Correlation

adiant =

Cac budce thue hién x6a 01 rule:
Bwéc 1:  Click icon “Xod” tai rule mudn xo4;

Bwéc 2: Man hinh hién thj théng bao xac nhan xod , chon “Cancel” hoac
“Delete”:

et
aliant

Bwéc 3:

+ Néu chon “Delete”, rule dwgc chon xoa sé bién méat khdi man hinh hién
thi;
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et
aldiant - =

Cac budc thwe hién xéa nhiéu rule:

Bwéc 1: Click chon nhirng rule mudn xoa (C6 thé xoa tat cad bang céch
Click Chon tat ca rule);

Bwéc 2: Man hinh hién thi thdng bdo xac nhan xod, chon “Cancel” hoac

“ ”,
Delete”;
Search rules @ Guideines
[a ]
Sreniy | ;s irsew wesamars Ewert | [ & ingon | =
=

Bwéc 3:  Chon “Delete”, tat ca rule sé dwoc xo& khdi man hinh hién thj. Chon
“Cancel”, thao tac vira chon sé dwoc huy bd.

3.10 Protect & Prevention
3.10.1 Application Control
Muc dich: Chrc ndng Application Control cho phép ciu hinh cac &ng dung/tién
trinh (process) sé chan duwdi may nguwdi dung khdng cho phép chay (execute).
ng dung/tién trinh dwoc nhan dang dwa vao ma bam (MD5, SHA1, SHA256)
hodc dwérng dan.
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Hién thi danh sach cac rng dung/tién trinh bj chan

Click vao tab Protect & Prevention > chon Application control sé& hién thj toan bo
cac ng dung/tién trinh dwdi may ngudi dung khéng cho s dung.

ety
aldiant -]
a
o
otject we b Tme  actn
P ] 515
ED
=
[ P ]
Pt ]
[ ]
ED

Tim kiém tng dung/tién trinh bi chan

Nguwdi dung cé thé tim kiém theo ma bam hodc dworng dan cua ng dung bi
chan

ettet -
aliant =

BEBEEAAST

Thém méi wng dung/tién trinh bj chan

Click vao “Add new” @& thém mai rng dung/tién trinh bi chan, ngwdi dung c6 thé
chon chan theo Path hoac mé Hash (MD5, SHAL, SHA256)

viettel

ajignt | Protect Prevent/ Applicaion Coms &= 0

[a x
i(s) updated | Time updated: 2022/06/17 15:52.36 import Application List v [JEEC AR

Created Time

o
2

3|8
El
H

Action

AE3F4ID6DFBFOCES2D26E14B4093
Add new application
Application name
1B3D295C0BFEF124870F9B63CEDADF12 Chrame
C\Windows\System32\asdawb exe Hah/path Test 2022/02/08 14:38:
© Pt Hash

cl
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Thém méi &ng dung/tién trinh tir tap tin c6 san
Nguwdi ding cé thé thém maéi cac tng dung/tién trinh bi chan tir tap tin .csv theo
mau co6 san Ién danh sach ng dung hién tai;

Click “Import”, chon dwéng dan dén file can tai Ién va click “Open”, hé thdng sé
tw dong thém danh sach cac &ng dung can chan Ién hé thdng.

ettet —
aldiant B

rrrrr

6868086880

X6a tpng dung/tién trinh bi chan trong danh sach

Hé théng hd tro x6a 1 hodc nhiéu trng dung bj chan;
Click vao tirng tng dung can x6a va click icon “Delete”, hodc click vao checbox
dau mébi trng dung va click nat “Delete”

tettel .
Afiant | P ' = 0

Luéng cap nhat sé lwong cac may agent da cap nhat danh
sach méi thanh cong
Sau khi ngwdi dung thém/sira/x6a danh sach cac tién trinh trén giao dién, hé
thdng sé cap nhat danh sach nay xubng dwdi cac agent theo luéng update file
agent (chu ky 3 phuat/lan). Agent nhan dwoc ciu hinh mai, phéat sinh log voi
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eventlD =101 va day I&n server, hién thj trén man hinh Event search. Sau dé hé
thdng sé tw dong cap nhat sb lwong agent da cap nhat danh sach cu hinh méi
trén man Application control.

Time updated: 2022/06/17 15:52:36 Import Application List v [REEEII RS

3.10.2 Endpoint Firewall

Muc dich: Chrc ndng Endpoint Firewall cho phép céu hinh cac két ndi sé chan/
cho phép dwéi may nguoi dung, bao gém chan theo &ng dung, ip, port, hodc ca
ip va port, hd trgr cac protocol TCP, UDP, ICMP, ICMPV6, IGMP, hd tro Ipv4 va
Ipvé, hd tro inbound va outbound connection.

Hién thi danh sach céac két ndi bi chan

Click vao tab Alti-Malware > chon Endpoint Firewall s& hién thj toan bo danh
séch cac két ndi bi chan theo tirng nhém nguwdi ding.

viettel -
. - Malw Endpoint Firewall
aliant +
Enter your license 10 access the full features of VCS-adiant. Enter your license.
Your Enter y
Group list a B
TENAN
+ Add rule s More
v globa
Nam Protocel ¥ Local addresses. T Priority ¥ Permission T Status T A
e
Rule ch 1ng address
> viettel R TT cép ddres:
HANT_tettel com
HANT_od
» s
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Tim kiém cac két néi bi chan
Nguwdi ding cé thé tim kiém theo nhém nguoi dung, theo tén quy tac firewall

hoac filter theo gia tri ctia tirng diéu kién (Tén, kiéu connect inbound/outbound,
ip...) trén man danh sach firewall:

Sj‘ilé‘l'nt ti-Mal Endpaint Firewall 3

@ Enter your license to access the full features of VCS-aJiant. Enter your license

Protocol T Local addresses ¥ Remote sddresses T Priority ¥ Permission ¥ Status T Action

Thém méi cac két ndi bi chan
Chon nhém nguw&i, sau dé Click nat “Add new”, nhap théng tin trén popup thém
ma&i két ndi bi chan
+ Name: tén diéu kién ban muén tao;

+ Program: cac chwong trinh can chan/ cho phép dwéi may ngwdi dung. Vi
du “Y%ProgramFiles% (x86) \Tén_ung_dung.exe”

+ Protocol: Not defined, ICMP, TCP, UDP, ICMPV6, IGMP
+ Port: port cAn chan, néu chan tat ca port thi nhap 0;

+ Direction: inbound, outbound, inbound/outbound

+ Permission: Allow (cho phép) /Block (chan)

+ Remote address/ Local address: hé tro ip v4, v6, dai IP.

+ Valid time: thoi gian diéu kién coé hiéu lyc
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viettel R . " b
I —— ¥

@ Enter your license o access the full features of VCS-aJiant. Enter your lieense

Group list I
Add rule X

Act
Program
b vietel 9 act
oo v v
Enan
Protacal
ENANT.
et d v Validtime
i .
> o
Direc Perm
o =]
b tbou v v
Priorty level ©

Lwu y: quy tic ké thira tr nhom cha

+ Néu tich chon Inherit the status from the parent group : nhém con sé ké
thira toan bo diéu kién tr nhém cha, va khéng dwoc thém méi hoac sra cac diéu
kién ké thwra

+ Néu khéng tich chon Inherit the status from the parent group: nhém con
sé khong ké thra tr nhém cha, va dwoc thém mai, xda cac diéu kién

Viettel -
X Mabware / Endpoint Firewall
aliant - &
= . Enter your license to access the full features of VCS-aJiant. Enter your license.
A
@ Inherited 1 t
Group list e
B
T e Q Q
v glot +e Mare
* new_group0906 Name Frotocal 7 Local addresses ¥ Remote addresses T Y ® v Status ¥ Action
i h NT it o N d Any il
En > |
Fule ATTT cip it utbound ] ddr

Tao ban sao chép tir diéu kién da cé

Chon diéu kién muén tao ban sao chép, thwc hién Action, chon Duplicate rule
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va‘]‘l‘;l’]t ti-Malware / Endpoint Firewall =+

) Enter your license to access the full features of VCS-aJiant. Enter your license

Group list Q E
TENAN
¥ global
Hame birection ¥ Frotocol T Local addresses ¥ Remote addresses T Friority ¥ Fermission v Status ¥ Action
A Fule cha GNTT Hot defined dd Any add Actve
L4 | Rule ATTT ¢3p 2 Not defined dob Any addr a Edit rule
Delete rule
TENANT odr
B sdmin
defauit

Thém mé&i két néi bij chan tir tap tin c6 san
Nguwdi ding cé thé thém maéi cac trng dung/tién trinh bi chan tir tap tin .csv theo
mau co6 san |én danh séach ng dung hién tai;
Click nut “Import from .CSV”, chon dwdng dan dén file can tai Ién va click nat
“Open”, hé thdng sé tw ddong thém danh sach cac &ng dung can chén 1én hé
théng;

ijucl Anti-Malware / Endpoint Firewall :
aliant “

@ Enter your license to sccess the full features of VCS-aJiant. Enter your license,

¥ giob:
Name Direction ¥ Protocel ¥ Local addresses T Remote addresses T Priority ¥ Permission Import from CSV
o_grou Rube cho GNTT Outh Not defined Any ad °
> viettel Rule ATTT c5p b Not defined Any ade load ==
ENANT_visttel

Xo6a két néi bi chan trong danh sach

Click vao tirng két ndi can xda va click icon “Delete”
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Group list Q

ENAN

¥ global
Mame
oupos!
roup lle cho CNT

> Rule ATTT clip2

N m

ENAN
» adm

@ Enter your license to access the full features of VCS-aJiant. Enter your license,

Protocol T Local addresses T Remote addresses T Priority T

Xuat dir liéu cac diéu kién

Chon nhém ngui ding, chon More, chon Export Rule dé export file csv chiva toan

bd théng tin cac diéu kién cia nhém da chon

viettel

adiant 1 Endpoint Firewall
Q
Group list Q
TENANT_nsm com
¥ global
Name
oL Rule cho GNTT
b viettel Rule ATTT c3p 2
TENANT_visttel com.vn
TEMANT_edscom
>

@ Enter your license to access the full festures of VCS-aJiant. Enter your license,

Direction ¥ Protocol ¥ T Remote addresses ¥ Priority ¥
b bound Mot defined Any address
Inbx thound Mot d addr

3.11 Anti — Malware

3.11.1

Scan Schedule

Muc dich: Chirc nang Scan Schedule cho phép nguwdi dung lap lich quét virus

dwdi cac may tram tw xa.

Tim kiém Scan Schedule task

Muc dich: Chirc ndng tim kiém Scan Schedule task cho phép ngwdi ding tim
kiém céac lap lich quét dwdi cac may tram theo Task name.

Cac buéece thue hién:
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;jrltamnt Anti-Malware / Scan Scheduler 3

@ Show only my schedule

Task name Auther Created time Scan type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
ubuntu 2 a0t 06/10/2022 - 16:15:56 Quick scan 1 6 N/A N
Ubuntu oot 06/10/2022- 16:11:44 Quick scan 1 08 N/A N,
Quick Win 11 reot 06/10/2022 - 16:07:34 Quick scan 1 6 Ni& /A
Task win 1 root 06/10/2022 - 16:03:41 Customscan 1 06 /A N/
Task 456 root 06/10/2022- 11:37:08 Quick scan 1 At 06/10/2022 - 12:39:30 / N/A [0
Task 123 oot 06/10/2022 - 11:34:26 1 Immediately 06/ N/A N,
Ewewe root 06/10/2022- 11:17:58 J N/A N
Task1 reot 06/10/2022- 11:14:04 Quick scan 6 Ni& /A
Task mai Quick scan 1 06 NiA N
aitest Quick scan 1 06/ N N
Task2 t Custom sca 1 06/10/2 NiA N

Bwéc 1:  Nguoi dung nhap vao tir khoa tim kiém;
Buwéc 2:  Chon nat B hosc nhin Enter @& xac nhan thao tac tim kiém véi tiv
khoa vira nhap.
Bwéc 3:  Hé thdng sé hién thj danh sach 1ap lich quét theo tir khoa tim kiém.
Thém méi Scan Schedule task

Muc dich: Cho phép ngudi dung thém méi mét 1ap lich quét, cau hinh théi gian
va théng tin may tram.
Cac buéce thue hién:

Bwdc 1:  Tai man hinh danh sach 1ap lich quét, ngwdi dung chon nat New task
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gjt-;;:_.t Anti-Malware / Scan Scheduler * 0

Q, search ] E

Showing 11 of 11 result(s) 1B show only my schedule ﬂ

Task name Author Created time Scan type Number of agent(s)  Trigger Start time Next run time Expired time Status Action
ubuntu 2 raot 06/10/2022- 161556 Quickscan 1 Immediately 06/10/2022-161556  N/A N/A o Finished

Ubuntu root 06/10/2022-16:11:44  Quick scan 1 Immediately 06/10/2022- 161144 N/A A o Finished

Quick Win 11 root 06/10/2022 - 16:07:34 Quick scan 1 Immediately 06/10/2022-16:07:34  N/A N/A @ Finished

Task win 11 root 06/10/2022- 160341 Customscan 1 Immediately 06/10/2022-16:0341  N/A WA « Finished

Task 456 oot 06/10/2022 - 11:37:08 Quick scan 1 At 06/10/2022 - 12:39:30 06/10/2022-12:39:30  N/A N/A @ Finished -
Task 123 foot 06/10/2022 - 11:34:26 Quick scan 1 Immediately 06/10/2022-11:3426 N/A N/A @ Finished

Ewene root 06/10/2022-111759  Quickscan 2 Immediately 06/10/2022-1117.50  N/A A o Finished

Task 1 root 06/10/2022-11:14:04 Quick scan 2 Immediately 06/10/2022-11:14.04  N/A N/A @ Finished

Task mai root 06/10/2022-111010  Quick scan 1 Immediately 06/10/2022- 111010 N/A WA « Finished

maitest root 06/10/2022 - 10:54:37 Quick scan 1 Immediately 06/10/2022-10:54:37  N/A N/A @ Finished

Task 2 root 06/10/2022-08:0909  Customscan 1 Immediately 06/10/2022-09:0909  N/A WA ® Finished

Bwéc 2:  Hé thdng hién thi man hinh thém mdi mét 1ap lich quét, ngudi dung
nhap vao céc théng tin:

Create new task

Task name

l new task 1|

Scan type @ Priority @

[omee o

Trigger

When this task is created

© Runimmediately

O _Runon a schedule
Assignee(s)

@ All agents (1otal 38 agents)
© Choose group(s) and agent(s)

0 assignee(s)

1 — Théng tin 1ap lich quét bao gdm: Task name, Scan type, Priority

Task name: Ngu®i dung nhap vao tén lap lich quét;
Scan type: Nguwoi dung Iwa chon mét trong 3 loai scan. Cho phép:
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+ Quét nhanh: Kiém tra nhanh céc tép va thv muc dang ngd tiém an;
+ Quét toan bd: Kiém tra toan bd cac tép va thw muc trong may tinh. Quéa
trinh nay c6 thé mat vai gi& dé hoan thanh;
+ Quét tly chinh: Cho phép ngu®i dung mét tép / thw muc cu thé trong may
tinh ctia ban dé quét.

Priority: Cho phép nguwdi dung lwa chon tbc do quét va thay ddi mirc dd chiém
dung tai nguyén cta may. Khi dat mic wu tién cao, hé théng sé quét nhanh
chong, tuy nhién sé tiéu tén nhiéu tai nguyén ctia CPU. Twong tw, néu chon mac
do wu tién thap, hé théng sé quét cham hon va tiét kiém tai nguyén CPU.

2 — Théng tin Trigger cho phép ngw&i dung Iwa chon loai lap lich quét:
Run immediately: Cho phép ngwdi dung lap lich quét ngay lap tiec dwdi cac may
tram khi task vira dwoc tao thanh céng;
Run on Schedule: Cho phép nguoi ding 1ap lich quét theo cdu hinh cda nguoi
dung:

@ Runon a schedule

‘ One time v ‘
Start time
‘ 311072022 -10:45:27 @ ‘

[ Runtask as soon as possible after a schedule is missed @

+ Schedule:
e One time: Lap lich quét mét 1an;
e Daily: Lap lich quét hang ngay;
e Weekly: Lap lich quét hang tuan;
e Monthly: Lap lich quét hang thang;

+ Start time: Cho phép ngwdi diing nhap vao thdi gian bat dau 1ap lich quét
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+ Vi du: Schedule: Daily, Start time: 15/08/2022 — 03:00:00. Pwoc hiéu 14
céu hinh 1ap lich quét hang ngay lic 03:00:00;
+ Run task as soon as possible after schedule is missed: Cho phép nguoi
dung céu hinh 1ap lich quét lai ngay khi lap lich truéc bi bd 16
3 — Théng tin Assignee: Cho phép ngwi dung cau hinh théng tin cac may
tram nhan lap lich
All Agent(s): Lap lich v&i tat cad cac may tram thudc quyén quan ly cla ngudi
dung dang dang nhap;
Choose Agent(s) or Group(s):
+ Muc dich: Cho phép cau hinh, lwva chon cac may tram hodc cac nhom may
tram:

Assignee(s)
All agents (total 38 agents)
© Choose group(s) and agent(s)

Add agent/group Import from list...»

0 assignee(s)

+ Cac budc thye hién: Add Agents or Group

e Add Agents or Group - Nguoi ding chon Add Agent. Hé théng hién
thi popup Iwa chon may tram:
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Add agent(s)

38 result(s)

O AgentiD Computer name 1P Address
[ 06A6927157E4EEEDOAOCTS... ajlant-agentcentoss 127.0.0.1,10.255.250.... auto_test

07 'DF72EGEGC... phul i051018 127.00.1,192.168.12... default

0A69TACC638FODAESACATS.. Win7x64-A-PC 10.0.215,127.00.1  maitest]

OAC36E41E40C67DESAIEFS.. phula-redhat?.7 127.001,192.168.12... chuyen_test

08 localhost 127.00.1,192.168.19.. no_group
OE1CBE9249C35DCOF763F2.. ubuntu 127.00.1,192168.12.. maitest1_1
15SESIFAED2450B5750CEF . phula.redhat8 4 127.0.0.1,192.168.12.. global

1570617137788D10F47BES.. agent-core-mac 127.0.0.1,192.168.6.2... no_group
<23 45>

Cancel

o Tim kiém may tram:

= Tai popup Add agent(s), ngwdi dung c6 thé tim kiém may tram
theo truy van céc trwéng théng tin: AgentlD, Computer name, IP Adress, Group,
Status, ...

= Nguwoéi dung chon icon 8 hodc nhan nat Enter dé& xac nhan tim
kiém:
= Hé thdéng sé hién thi danh sach may tram theo truy van.

o Tich chon mét hodc nhiéu cac may tram dé thwc thi 1ap lich quét:
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Add agent(s)
=33

Selected (1)

phula-redhat7.7 »

38 result(s)

Agent ID Computer name 1P Address Group
06A6927157E4EEEQOAOCT6 .. ajiant-agent-centost 127.0.0.1,10.255.250... maitest1_2_3
0715289C3ABA7DF72EGE6C... phula-viettelos1018 127.001,192.168.12... default
0AG91ACCE3BFODAESACATS... Win7x64-A-PC 100215127001 maitest!

0AC36E41E40C67DESATEFS.. phula-redhat?.? 127.0.0.1,192.168.12... chuyen.test

B2... localhost 127.0.0.1,192.168.19... no_group
OE1CBE9249C350CDF763F2... ubuntu 127.00,192.168.12.. maltest1_1

15SESOFAED2450B5750CEF... phula redhats.4 127.0.0.1,192.168.12... global

-]
o
o
o
]
of o
o
o
o

15706171377B8D10F47BES..  agent-core-mac 127.001,192.168.6.2_ no_group

<@z 45>

o Chon nut Add dé thwc hién thém théng tin Agent/ Group — HT quay
lai danh sach Agent/ Group;

o Hoé&c chon nat Cancel dé thwc hién hay thao tac thém thong tin
Agent/ Group;

= Danh sach cac may tram dwoc lwa chon sé dwoc ty déng thém vao khung
théng tin may tram da dwoc chon.

e Add Agents or Group - Nguw®i ding chon Add Group. Hé théng hién
thi popup lya chon group:

o Tim kiém group:

» Tai popup Add group(s), ngwdi dung cé thé tim kiém may tram
theo truy van cac trwéng théng tin: Group name

= Nguwoi ding chon icon B hoic nhan nat Enter dé xac nhan tim
kiém:;
= Hé théng sé hién thj danh sach group

o Tich chon mét hodc nhiéu group dé thuc thi 1ap lich quét:
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Add group(s) X

a a

@ HOTE:n thisinterface, users belonging to the parent group have full cantrol over il the child groups of teir parent g.. Sz mare >

b TENANT n: 0O thanhnm1_test 8 g lient
,“, global

b admin

oo TENANT edrcom

oo TENANT viettel.c.

Selected
3 group(s)

Group

&b TENANT_nsm.com

o Chon nut Add dé thwc hién thém théng tin Agent/ Group — HT quay
lai danh sach Agent/ Group;

o Hoé&c chon nat Cancel dé thwc hién hay thao tac thém thong tin
Agent/ Group;

= Danh sach cac may tram dwoc lwa chon sé dwoc ty déng thém vao khung
théng tin group da dwoc chon.
+ Import from .CSV: Cho phép ngui diing tai Ién danh sach may tram bang
cach:
e Luwa chon vao nat Import from list;
e Lwa chon Download sample file, cho phép tai xubng file mau danh
sach may tram;
e Ngudi dung nhap théng tin may tram va tai Ién file danh sach may tram
bang cach chon nat Import from .CSV

Bwéc 3:  Nguwoi ding chon nit Create dé hoan thién thao tac thém méi lap lich
quét. Ho&c, chon nat Cancel dé& hiy thao tac thém méi lap lich quét
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Nhan ban Schedule task
Muc dich: Cho phép ngu&i dung nhan ban lap lich quét.
Cac budrce thuwe hién:
Bwéc 1:  Tai man hinh danh sach task, ngwéi dung chon Duplicate ban ghi task
can nhan ban:

viettel o -
aliant Malware / Scan Scheduler 4

a

Task name Author Created time Scan type umber of agent(s)  Trigger Start time Next run time Expired time Status Action

N
ubuntu 2 raot 06/10/2022- 161556 Quick scan 1 N/A N/A -
ity root 1 WA N View repoct
root 1 N/A N/A
view detai
as root 1 N/A N B this
il root 1 WA WA Tielete T task
ask roat 1 WA NiA -
Ewew root ] WA N
Task 1 t 2 N/A N/A
Task t 1 N/A N
maite: 1 Immediately N/A N/A
Task t 1 Immediately WA NiA

Bwéc 2:  Hé thdng hién thi man hinh Duplicate task, ngwdi ding nhap lai task
name va kiém tra lai toan bd théng tin trwdc khi nhan ban
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Duplicate task

Task name

[
@ Youcant leave this fied blank

Scantype @ Priority ®
[ Quick scan v l [ Low
Trigger

When this task is created

© Runimmediately

© Run on a schedule

Assignee(s)

© All agents (total 836 agents)

© Chaose group(s) and agent(s)

4 assignee(s)

Assignee Computer name 1P Address Action

1FBAFFB82BBCS... virtual_agent_phul.. 172.17.0.22

Type
agent
09D9E77FA9E63.. agent  virtualagentphul. 1721702
agent
agent

192.168.74.128

ECBEBSFODAB21... WIN10x64_MalNTN  192.168.74.128

<>

Bwéc 3:  Nguwoi diung chon nat Create dé hoan thién thao tac nhan ban 1ap lich
quét. Ho&c, chon nat Cancel dé& hiy thao tac nhan ban lap lich quét.

Duplicate task

Task name

‘ Task 1|

Scantype ©

[ Quick scan

Trigger

When this task is created

© Runimmediately

O Run on a schedule
Assignee(s)

O Al agents (total 836 agents)
© Choose group(s) and agent(s)
4 assignee(s)

Assignee Computername 1P Address  Action

1FBAFFBE2BBCS... virtual_agent_phul.. 172.17.0.22

19216874128

Type
agent
09D9E7TFA9EG3.. agent  virtualagentphul.. 172.17.0.2
agent
agent

ECBEBSFODAB21... Win10x64_MaiNTN  192.168.74.128

<@

Xem chi tiét

Muc dich: Cho phép nguw®i diing xem théng tin chi tiét 1ap lich quét
Cac budéec thwe hién:
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Bwéc 1:  Tai man hinh danh sach task, ngwoi dung chon View Detail ban ghi
task can xem chi tiét;

= Hé thdng hién thi man hinh chi tiét 1ap lich quét

View task detail
Task name

‘Task test immediately

Trigger

When this task is created
Run immediately
Run on & schedule

Assignee(s)

All agents (total 836 agents)
Choose group(s) and agent(s)

1 assignee(s) L]
Assignee Type  Computername  IPAddress  Action
AEGCSEDEASFOA.. agent  MaintnWinx6d 192.168.74.128

1

Cancel

Bwéc 2:  Nguwoi dung chon nit Cancel hodc icon Close dé hiy thao tac xem chi
tiét 1ap lich quét

Xo6a Schedule task

Muc dich: Cho phép x6a lap lich quét trong danh sach task;
Cac budéc thuwe hién:

Bwéc 1: Tai man hinh danh sach task, ngw®i dung chon Delete this task ban
ghi task can xoa;
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g‘i‘;:‘lt Anti-Malware / Scan Scheduler &0
Q, search ] n
Showing 50 of 759.426 resuit(s) @ Show only my schedule  lI+]
Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task root_test 22/09/2022-17:2536  Quick scan 5 Immediately 22/09/2022-17:2536  N/A /A ® Finished
Test immediately root_test 22/00/2022-1056:27  Customscan 1 Immediiately 22/09/2022 - 10:5627  NiA NiA ® Finished
Task name immediately main root_test 22/09/2022-10:27:27 Custom scan 1 At 22/00/2022 - 10:30:47 22/09/2022-10:30:47  N/A N/A ® Finished
Task name immediately mai root_test 22/09/2022 - 10:19:37 Customscan 1 Immediately 22/09/2022-10:19:37  N/A MNIA ® Finished -
Task name immediately root_test 22/00/2022-1017:37  Customscan 1 Immediately 22/09/2022- 101737 NiA NiA View report
Task test immediately root_test 22/00/2022-100535  Customscan 1 Immediately 22/00/2022- 100535 N/A NiA View detal
Task mai test immediately root_test 22/00/2022-09:5355  Customscan 1 Immesiiately 22/09/2022 -09:5355  N/A NiA Duplicate this task
data 1 root_test 20/09/2022 - 17:42:46 Quick scan 1 Immediately 20/09/2022 - 17:42:46  N/A N/A
test create root_test 16/09/2022-150459  Quick scan o Immediately 16/09/2022 - 150459 N/A NiA
create test agent edrtest 2 root_test 14/00/2022-100836  Customscan 1 A129/09/2022-10:10:42 20/09/2022- 101042 N/A N/ ® Finished
data-test1-20-5:9-999 root_test 09/09/2022- 185445 Quick scan 10 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-008 root_test 09/00/2022-16:5445  Quick scan 10 Immesiiately 00/09/2022 - 18:5445  N/A NiA ® Finished
data-test-1-20-5-0-997 root_test 09/09/2022 - 18:54:45 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/A @ Finished
Cata-test-1-20-5-9-996 root_test 09/09/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
data-test1-20-59-995 root_test 09/09/2022- 165445 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished
data-test1-20-5:9-994 root_test 09/09/2022- 185445 Quick scan 10 Immediiately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-003 root_test 09/00/2022- 165445 Quick scan 0 Immesiiately 00/09/2022 - 18:5445  N/A N ® Finished
data-test-1-20-5-9-992 root_test 09/09/2022 - 18:54:45 Quick scan 0 \mmedialﬂy 09/09/2022 - 18:5445  N/A N/A @ Finished
data-test-1-20-5-9-991 root_test 09/00/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished

Bwéc 2:  Hé thdng hién thi man hinh popup Xac nhan xéa. Ngudi ding chon No
dé hay thao tac x6a 1ap lich quét hoac chon Yes, keep delete dé tiép tuc thao
tac xda

Delete this task?

Are you sure you want to delete the task Task name
immediately mai*?
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Xem béao cao
Muc dich: Cho phép nguw&i dung xem bao cao lap lich quét;
Cac budce thuwe hién:

Bwéc 1:  Tai man hinh danh sach task, ngw®i dung chon View report ban ghi
task can xem bao cao;

viettel

aldiant
a a
8 Show only my schedule

Anti-Malware / Scan Scheduler *

Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task oot fest Quick scar 5 mmediately NiA N/A
Test immediately 1 Immesiiately N/A N
Task name immediately main 1 At 22/09/2022 - 10:30:47 N/A N/A
Ta: e immediately mai 1 Immegiately NiA NiA
T e immediately 1 Immediately N/A N/
Task test immediately Custom sc 1 Immediately WA NiA
Task mal test immediately 2 Customscan 1 Immediately N/A N/A
data 1 2174246 Quick scan 1 Immediately W& NiA
test create 2-15045  Quickscan o immediately N/A N/A
create 1est agent edr test 2 2-10:08:36 Custom scan 1 At20/09/2022 - 10:10:42 N/A N/A
B 5445 10 Immediately N N/A

2-18:5445 10 Immediately N/A N/ -

2-18:5445  Quickscan 10 Immediately W& NiA
2-18:5445  Quick scan 10 immediately N/A N/A
2- 185445 Quick scan 10 Immediately N/A N/A
B 5445 Quick scan 10 Immediately N N/A
ES5445  Quickscan 10 Immediately N/A N/A
185445  Quickscan 10 Immediately WA NiA
root_test Quick scan 10 Immediately N/A NiA

Bwéc 2:  Hé thdng hién thi man hinh View report:
1 — Tim kiém:
Muc dich: Cho phép tim kiém truy van céac théng tin trong béo céo nhu: AgentiD,

Computer name, IP Address, Platform, Group, Status, Result
Cac buéce thue hién:
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View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
‘ fx ‘ Q KM=l [ view on Dashboard
5 result(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSO5CDEAZCASADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4C83AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 # Scan complete Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DCEBDTFC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows 4 ¢ complete Start time: 14/09/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

+ Nguwdi ding nhap vao théng tin truy van va chon icon ¢ hodc nhan nut
Enter d& xac nhan truy van;

= Hé thdng hién thj danh sach két qua béo céo Iap lich quét sau khi truy van.
2 — Export to Excel

Muc dich: Cho phép nguwdi dung tai xudng bao céo két qua 1ap lich quét theo
dinh dang file Excel;

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| fx ‘ Q &, Export to Excel E&l view on Dashboard
5 resuli(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDS95CDEAZCAQADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25FACB3AFSC33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 ® Scan complete: Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:5%
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DC6BDTFC37D  Bichpt3_win10Tes 192.168.255.1 Microsoft group_windows o Scan complete Start time: 14/09/2022 14:36:18
t 38 windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0
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Cac bwéc thye hién: Tai man hinh View task report, ngudi dung chon nut Export
to Excel

= Hé théng cho phép tai xubng file két qua bao céo lap lich quét.
3 — View on dashboard

Muc dich: Cho phép xem bao céo théng ké Anti-malware cta hé théng

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| fx | Q o, Export to Excel [ View on Dashboard
5 result(s)
Agent 1D Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSISCDEA2CAOADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack
524B30C4C568F59292D6076E25F4C83AFSC33BC  EDR-TEST02 192.168.133.1, Microsoft group_1 Start time: 14/09/2022 14:36:18
102.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DC68D1FC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows Start time: 14/00/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

Cac budc thye hién: Tai man hinh View task report, nguw®i dung chon nut View
on dashboard
= Hé thdng diéu huwéng sang trang bao céo thdng ké Anti-malware cta hé théng;
3.11.2 Device control
Chtrc ndng: Cho phép kiém soat, bao vé dir liéu quan trong théng qua thiét bi ngoai
vi, nhuw & USB, thiét bj Bluetooth va dia CD va DVD ghi duorc.
Muc dich: Thiét bj USB, CD, DVD va céac thiét bj ngoai vi khac, tuy rat hdu dung nhung

ciing mang lai nhimg méi de doa thuc sw cho té chire. Do vay, cén quan ly théng tin va
kiém soat cac thiét bj ngoai vi thue hién thao tac truy cap téi cAc may tinh cda end users
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Tim kiém Group

Muc dich: Chirc ndng tim kiém Group cho phép ngudi dung hién thj danh sach
group list theo cAu trlc tree
Man hinh giao dién khi vao tinh nang Device control: Anti-malware/Device-

control
;jT;Lnt Anti-Malware / Device Control éE O
Q, search by group name.. I a
Group list

---- O TENANT_viettel.com.vn

- viettel

---- 0 global
- O TENANT_nsm.com
---- O TENANT_edr.com

-0 admin

--- 0 default

Budc 1: Nguwdi dung nhap vao tir khda tim kiém & Search by group name (C6 tir
tlr khoa goi y theo text)

T [

TENANT _viettel. com.vn

anhnn_test

test device _control

khoi_thi_truong
khoi_phu_thuoc
viettel

global
TENANT_nsm.com

ir----o TENANT_edr.com
| < admin

Lo default
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Buwai 2: Chon nit B hosic nhan Enter @& xac nhan thao tac tim kiém véi tir khoa

vira nhap.

Budc 3: Hé théng sé hién thj danh sach theo tir khoa tim kiém.

Néu c6 két qua sé tra vé

viettel

aldiant

Anti-Malware / Device Control

$ 0

Q, khoi_thi_truong

Showing 1 of 1 resuli(s)

L]
3O

Group Location
ge khol_thi_truong viettel
BN N = K A 7 X >
Con tim kiém khbng co6 két qua
viettel Anti-Malware / Device Control
aliant
Q, khoi_thi_truong_tn
Showing 0 of 0 resuli(s)
Group Location
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Danh sach Device cua ttevng group

Sau khi chon hién thi group mong mudn, man hinh sé hién thj bang Device Type

Co 6 tich chon

[ Inherited the status from the father group: liennt

Group cép dwéi thi khi check chon inherit thi né sé ké thira status va exception cla
group cha gan nhat>> Khéng cé quyén chinh stra, chi c6 quyén View
Con uncheck thi ngwoec lai chi nhé né tw thém sira x6a duoc

Vé phan Bang danh sach thiét bi bao gdm céac trwong thdng tin sau:

[ Inherited the status from the father group: liennt

Device type Status Numbers of exception rules Action

Removable drives Block
Portable devices (MTP, PTP) Block
Network devices Block
Camera and scanners Block
Smart card devices Block

Other USB devices ) Allow

+ Device type: hién thi Eén thiét bj fix cung ) )
+ Status: Allow/Block hién thj trang thai ph&n quyén truy cap tieng loai thiét cho tirng
group.
+ Numbers of exception rules: hién thi sb lwong ngoai 1& (Exception rule) tirng
loai thiét bi cho tirng group
+ Action: Hién thi icon Edit Exception tai column Action trén méi ban ghi khi
hover vao ban ghi (Click icon edit=> Hién thj tab Exception list)

Man Exception
Muc dich:
Cho phép nguoi dung cé thé xem duwoc danh sach exception cla loai thiét bi
theo group.

Danh sach Exception list
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Detail - Removable drives X

Exception list

Q a

Showing 10 of 10 result(s) Add
Exception name Description Duration Status Action
ZXCIC N/A Forever Active
teasd vdvdv Forever Active
acca N/A 18/05/2023 05:00:00 - 20/05/2023 14:30:00 Active
tasdasd MN/A Forever Active
tesda N/A Forever Active
teasdasd N/A Forever Active
yrdfds N/A Forever Active
USB storage block forever block forever Forever Active
test forever 2 USB storage  block USB Stor... Forever Active
test forever N/A Forever Active

- TH Numbers of exception rules = 0

>> Hién thi msg "NO DATA TO SHOW"
- TH Numbers of exception rules =0

>> Hién thi danh sach exception twong &ng véi thiét bj
Tim kiém khong co két qua

>>Hién thi msg "NO DATA TO SHOW"

Tim kiém c6 két qua

>>KT nhap chubi khép 1 hodc toan phan trwdng name, khéng phan biét
chr hoa hay thuwérng. Khi bat ddu nhap text, géc input sé co icon x6a => Click
button search hoac enter

Ludn hién thj bdng danh sach exception bao gdm céac trwdng thdng tin sau:
1. Exception name - hién thj tén ngoai &

2. Description - M6 ta thong tin dwoc ap dung ngoai lé

3. Device(s) - hién thj tén device

4. Duration - hién thi th&i han cla exception

5. Status - hién thj trang thai ctia exception. Bao gém Expired va Active
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Néu exception da qua duration cho phép so v&i thoi gian hién tai thi hién thi
Status = "Expired"
+ Néu exception d&m bao duration cho phép so v&i thei gian hién tai thi hién thi
Status = "Active"

6. Action:
Button Add: tao méi dwgc cac Exception

Hién thi sb két qua "Showing x of n results"
- x: @m sé lwong ban ghi dang hién thi trén bang danh sach
-y: d¢m téng sé lwong tat ca cac ban ghi da ghi nhan

T6i da 20 ban ghi trén bang danh sach exception

— Phan trang bang di liéu néu > 20 ban ghi, ngwdi dung chon trang nao hién thj bang div
liéu twong wng voi trang do.

— Méc dinh hién thj trang dau tién

— Thr tw ban ghi dwoc hién thi theo thoi gian tao méi/ chinh siva (gan nhét 1én dau va
day dan cac ban ghi cii xuong dwéi)

Man Add Exception

Muc dich: tao mé&i dwoc cac ngoai &, d& méi don vi c6 thé ngoai I&é mdt sé nguwdi dung cudi
dwoc phép truy cap thiét bi (phuc vu muc dich nghiép vu ca nhan)
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Add exception hd

Exception name * Permission

Description

0/100
Valid time

© Forever

O Choose time E

Devices list (0) Add device
Assignees

O All agent(s)
(O Choose group(s) (0)
O Choose agent(s) (0)

Cancel

e Exception name: Cho phép nhap tén cla exception(Bat budc, khéng duoc
tring tén). Ki tw theo anphabet, sé 1,2.3..0, khdng phan biét chi hoa, chiy
thuwdng, dwdi 500 ki tw

e Permission - Hién thi phan quyén truy cap cla exception (dé dang Disable),

Néu loai thiét bj dwoc phan quyén truy cap 1a Allow, twong trng phan quyén truy cap
clia exception la Block
+ Néu loai thiét bi dwoc phan quyén truy cap la Block, twong (rng phan quyén truy
cap cla exception la Allow

e Description: mé ta thdng tin viéc tao exception
e Valid time - Cho phép Iwa chon th&i han hop 1é cha exception

Pé radio button va c6 2 lwa chon cho ngwdi dung:
- Forever : Cho phép/ Chan mai mai
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- Absolute time range — BDinh dang hién thi dd/mm/yyyy hh:mm:ss -

dd/mm/yyyy hh:mm:ss (mé&c dinh |a théi diém hién tai dén twong lai, thei gian dé
chénh 5 phut dé ngudi dung k bi gap 16i khi dang Add exception (th&i gian thao
tac lau)

Néu tén tai it nhat mot ban ghi exception thi hién thj Bang danh sach exception bao gébm

cac trwong théng tin sau:

1. Exception name - hién thj tén ngoai l&

2. Description - M6 ta théng tin dwoc ap dung ngoai lé

3. Device(s) - hién thj tén device

4. Duration - hién thj thoi han clia exception

5. Status - hién thi trang thai clia exception. Bao gébm Expired va Active
Néu exception da quéa duration cho phép so v&i thoi gian hién tai thi hién thi
Status = "Expired"
+ Néu exception ddm bao duration cho phép so v&i thoi gian hién tai thi hién thi
Status = "Active"

6. Action:
- Button Add: tao m¢i dwoc cac Exception

Device list (mac dinh it nhat 1 ban ghi device)
Khi chwa c6 device: Chi hién thi Button Add device
Khi c6 device: Hién thi Button Add device va hién thi table gébm cac column:
Device control ID, Action (Hién thij icon edit, x6a khi move chuét vao)
e Néu nguwdi dung chi co quyén view thi chi c6 quyén xem ma k
dc Add, edit, x6a

Device list (1)

Device ID Device name Action
Device USB 123 Thiét bi USB E W
<@ >
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Click vao button Add device ra popup dé& ngwdi dung nhap théng tin tao thiét b
ngoai lé

Add device X

Device ID *

Device name

Cancel

Thong tin goém:
e Device ID: chira ky tw alphabet, sb, ky tw dac biét, ID cla thiét
bi ngoai vi, tredng bat budc
e Device name: hién thj tén cta thiét bij, c6 thé dé tréng
Khi chwa nhap Device ID thi nut Save sé disable.
Khi da nhap du théng tin, nat Save sé avialbe.
Nhét Cancel hodc click icon déng sé thoat khéi man popup

Quay tré lai man Add exception
Assigness c6 3 option cho nguw&i dung chon (chon dwoc 1 option)
e Né&u chon All agent(s), chon tat ca agent cho phép/chan thiét
bi Exception nay.
e Né&u chon Choose agent(s) (0), ngw®i ding c6 thé chon 1 hoac
nhiéu agent cho phép/ chan thiét bj Exception nay.

Ldc nay sé hién thi thém button Add agent.
Click vao button sé ra 1 popup twong ng (Chi cé cac agent thudc group dé maoi
hién thi & phan Add agent(s).)
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Add agent(s) X
‘ Jfx AgentID [x] ‘ a
36 result(s)
O AgentiD Computer name IP Address Group Status
[0 07727BCEG797BB6BS30SAB.. edr02_win10 192.168.40.129,127... vcs_anm @ Online
[J OEBAFDAZDZ2FEG432C50AFA.. ubuntuz0 127.0.0.1,10.0.2.15,1... vcs_anm @ Online
[ 12CFB4DA48D28053302D14.. DESKTOP-7G2IBRE 192.168.56.1,192.16.. vcs_anm
[J 15B2BBFFEBC988C8080297.. JungJungJung 192.168.195.133,127... no_group
[0 1AZAAT4691E192A4ETAF4A . WIN7x86 192.168.74.132,127.... khoi_doc_lap
[J 1BOAG6FD5GEDD4C2CED557... DESKTOP-R2GBJEF 192.168.198.138,127... vcs_anm
[J 35BB40573301CD6ECDV194... HuyenPT-Win7x86 192.168.131.129,127... vcs_anm
[0 44FF36ED36F0B20030530F5... JUNGJU_JiuJdiu 192.168.195.133,127... no_group @ Online

<n2345>

Cancel

Search:

Cho phép nguwdi dung nhap vao key tim kiém thdng tin Query goi ¥ c6 trong hé
thdng theo AgentID, Computer name, IP address

Mac dinh tréng, khdng bét budc nhap, cho phép nhap ky tw dac biét;

>> Khi click kiém tra ndi dung query da dung format query chua:

Thuc hién tim kiém d liéu, kiém tra co dir liéu théa man: KT nhap chudi khép 1 hodc toan phan
trwdng name, khdng phén biét chir hoa hay thuwdng. Khi bat dau nhap text, goc input sé cé icon
x6a

=> Click button search hoac enter

Ludn hién thj cac trwdng théng tin nhw cbt: Agent ID, Computer name, IP address, Group, Status

+ Néu khéng co dir liéu thda man, théng bao: No data;

+ Néu co di liéu thda man: Hién thj danh sach twong tng;

e Checkbox: Cho phép check chon 1 hodc nhiéu Agents, M&c dinh khéng check;
e Agent ID: Hién thi thong tin Agent ID
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Computer name: Hién thj théng tin thiét bj (may tinh)

IP address: Hién thi théng tin dia chi IP cua thiét bi (may tram)

Group: Hién thj thdng tin Group ctia Agent

Status: Hién thj théng tin trang thai hoat déng cia Agent: Online/ Offline
C6 phan trang, tbi thiéu 8 ban ghi

Sau khi tich chon agent nao thay phu hop, button Add sé dc aviable [én .
Click vao nat Add la nguwoi dung da chon thanh céng 1 hoac nhiéu agent vao phan Add
Exception

Sau khi Add xong Agent quay vé man Add Exception:
Sé hién thi cac trwong : Agent ID Computer name IP Address Group Status
Man nay hién thi thém co6t Action (Icon Xéa), 5 ban ghi téi da nhiéu thi phan trang

Exception name * Permission ><
€ You can't leave this field blank
Description
0/11
Valid time
© Forever
Choose time 7. 9 E
Device list (0) Add device
Assignees
All agent(s)
Choose agent(s) (2)
© Choose group(s) (4) Add group
Group Location Action
TENANT_ viettel.com.vn
viettel
global

TENANT_nsm.com

Cancel

 Néu chon Choose group(s) (0), ngwoi dung c6 thé chon 1 hogc nhiéu group cho phép
chan thiét bj nay. Mac dinh hién thj danh sach Group (theo user dang nhap quan ly).

Danh sach Group yéu cau hién thj dang cay, yéu cau check trung trong chinh danh sach Group
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Search box: Cho phép ngwdi ding nhap vao key tim kiém théng tin Group c6 trong hé théng
theo Group name

Mé&c dinh tréng, khéng bat budc nhap, Trim khoang trang d4u cudi, cho phép nhap ky tw dac biét;
Click vao Button Search, thwc hién tim kiém théng tin Group lién quan dén key tim kiém cé trong
hé théng

Checkbox Item: Cho phép check chon 1 ho&c nhiéu Group, méc dinh khéng check;

Add group(s) X

Q =

© NOTE:In this interface, users belonging to the parent group have full control over all the child groups of their parent gr... See more >>

o TENANT viettel.c
on viettel >
2

oo global

.;.ng TENANT_nsm.com

0O 0o 0o O O

.;.gg TENANT_edr.com

Selected (0)

Group Location Action

Check trung Group(s);
Mac dinh khong hién thj két qua néu ngwoi dung khéng lwa chon ban ghi nao;
Néu ton tai it nhat 1 ban ghi thi hién thi phan trang va sé lwong Agent(s) da dwoc chon;

Checkbox: Tich chon 1 hodc nhiéu group ma Agent d6 cé trong cac group lién quan. Mac dinh la
khéng chon(uncheck)

Cac thudc tinh cdt bao gébm: Group, Location, Action. Chon céi nao sé c6 Seleted(0) twong (ng

Group: Hién thj théng tin Group cla Agent
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Location: Hién thi vi tri cay quan hé cta Group;
VD: root/ TT GPSP/EDR
Action: (xéa) néu khéng mudn chon group doé
Néu khéng chon 1 group nao >> Tra vé No data

Sau khi da chon group hop ly, nguoi ding chon button Save thanh cong, quay vé man Add
Exception . Luc nay Portal sé hién thi 1 théng bao, Ban da thém exception thanh céng

Néu khédng mudn chon group ban click Cancel dé quay vé man Add Exception

Khi d& da théng tin can thiét cho Add Exception, ngwoi dung chon Save dé Iwu toan bd thong tin
clia Exception nay. >> quay lai man Exception list ctia group dé

O man Exception list, Luc nay & phan Action, cé icon Edit va Delete

Néu chon icon Edit sé ra man twong tw

Exception name * Permission

Description

wrqw

valid time

© Forever

Choose time a

Device list (0)

Assignees
© Allagent(s)

Choose agent(s) (0)

Choose group(s) (0)

cance'

Chicé Exception name, Permission la bi khoa, khdng thay ddi dwoe. Con lai nguoi dung co thé tw
y thay doi.
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Sau khi chinh stra click Save dé Iwu lai théng tin. Ldc nay Portal sé hién thi 1 thong bao, Ban da
edit exception thanh céng

V&i tredng hop Icon xda, hién thi popup

- . ><

Delete exception?

Are you sure you want to delete exception "zxczc"?

m Delete exception

Néu chon Button Delete exception ngwdi dung dong y Exception nay. Luc nay Portal sé hién thj 1
théng bao, Ban da x6a exception thanh céng

Chon Cancel thi quay lai man Device list.

3.12 Giao dién phia Agent GUI - Main
Chutrc nang cho phép nguwdi dung xem nhanh trang thai an toan théng tin tai may
dang cai agent;
Trén thanh taskbar tim icon click chudt phai va chon “Viettel Endpoint
Detection & Response”:

Viettel Endpoint Detection & Response
Helpdesk support

Check policy compliance

| o

Hé thdng hién thj cac théng tin:

+ Duwoc hién thi 2 ngdn nglr: Anh-Viét.

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 249
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

+ Trén Siderbar hién icon cho cac tinh nang I&én: Trang chu, Quét ma doc,
B&o céo, Cai dat. Co thé déng hodc mé rong siderbar.

+ Truwdong hgp may khéng cé méa ddc nao, da duwoc bat Real-time Protection
hoac toan bé ma doc da duwoc xv ly:

) Trangchi

[l Baocéo
@ Caidat

May tinh dugc bao vé toan dién!

T4t ca tinh ndng bao vé da duoc bat

Quét ngay

+ Trwong hop may coé it nhat 01 ma déc vi khdéng bat Real-time protection
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Viettel Endpoint Security

May tinh khong dugc bao vé!

Bdo vé thdi gian thuc dang bi tat. Bam vao xe

Quét ngay

Théng tin vé version: théng tin vé phién ban Agent cai trén may ngwdi dung, thei
gian update va théng tin hé tr san pham, dwoc thé hién & goc man hinh.

12/11/2022 00:30:30

3.13 Giao dién phia Agent GUI - Protection

Muc dich: cho phép ngwei diing chd ddng str dung hé thdng dé quét va xir Iy ma
doc trén may

Chi cho phép thwc hién 1 loai scan: Quick scan, Full scan, Custom scan(quét
nhanh, quét toan b, Quét thw muc)

Viettel Endpoint Security

— Quét ma doc

Quét nhanh @ Quét toan bd = Quét thu muc

Nhanh chéng kiém tra céc tép Kiém tra chuyén sau cho mdy Chon thu muc trong mdy tinh
tin va thu muc déng ngd. tinh ctia ban. Qué trinh nay c6 clia ban dé quét.
thé& mat vai gio d& hoan thanh.

Quét ngay Quét ngay Chon thu muc
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Céc phuong thirc quét dwoc hé tro bao gém
+ Lwa chon cac hinh thrc quét tir giao dién phia agent;

e Quick scan: Quét trén mét tap cac thw muc dwoc dinh nghia trwéce, day
la cac thw muc thwdng xuyén phat sinh ma doc, khi chon quét toan b cac tép tin va
thw muc trwe thudc cac thw muc da chon;

e Full scan: Quét toan bé cac tép tin va thw muc cé trong may ngudi
dung;

e Custom scan: Twong tw context scan, khi chon hinh thirc nay agent
hién thj file explorer cho phép nguwdi dung lwa chon 01 tép tin ho&c thw muc dé quét.

+ Lwa chon truec tiép tir file explorer, cho phép chon nhiéu tép tin va thw muc,
chudt phai chon quét (Context scan);

Quét tir context menu

\ 1: Device control comparation; Agent_eco...
tinh con lai: dang tinh thai gian con lai
25% ¢ ?

1:1,674
rs\Adminy...1235retfd

@ Tam dirng @ Dirng quét

Sau khi chon phwong thire phii hop, hé théng thwe hién quét va xir ly ma déc:

Viettel Endpoint Security

Quick scan

Number of malware detected 0
[ ). calculating the remaining time
N rof f inned: 1,674
g: C\Users\Admin\Agent_GUI_recovere23566123

@ Pause @ Stop scanning
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+ Hién thi % tdng qua trinh scan
+ Hién thj théng tin sé lwong ma doc da dwoc phat hién
+ Hién thj thdi gian wéc lwong con lai dé két thac scan
+ Hién thj sé lwong file da dwoc scan
+ Hién thj dworng dan file Pang scan

Hb tro cac thao tac trong luc quét nhuw sau:

: Cho phép két thuc qua trinh quét;

: Cho phép tam dirng qua trinh quét;

Khi click vao Pause, ddng thoi button chuyén thanh Resume lic nay
cho phép chon dé tiép tuc quét

Stop scanning?

Are you sure want to stop this scan?

Cancel Stop

Sau khi thie hién xong qua trinh quét, hién thj két qua quét
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Viettel Endpoint Security

Quick scan

Scan complete

Number of maly ted 749

File scanned Cleaned

1549 549

View report

+ File scaned: Hién thi s lwong file da dwoc scan

+ Cleaned: Hién thj tbng sb file da dwoc diét

+ Not processed: Hién thj tdng sb file chwa x ly

+ Removed: Hién thj tdng sb file da dwoc x6a

Céc Button nay c6 thé link trwc tiép sang phan bao céo lién quan.

o Z 2 . N View report 2 2 2 L, , . z .
Hoac co thé click vao button - dé xem tong thé bao cao cua ket qua
vira quét.

Click done I 14 quay vé man chinh cta Protection

Sau qué trinh quét, néu agent phat hién méa déc dang dil dang dwoc load ma
khéng thé xoa truc tiép dwoc, agent sé hién thj popup yéu cau restart may dé
hoan tat quéa trinh quét

Viettel Endpoint Security

ff¢ Cén khdi dong lai d& hoan thanh tiéu diét cac 09:37:34 30/10/2025

m& ddc da cach ly
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3.14  Giao dién phia Agent GUI - Report

Muc dich: Théng ké bao c&o phat hién ma déc cua thiét bj, hién thj
dwoc tbng sd ma doc duoc liét ké trong danh sach

a. Tab report (Bao cao)

Viettel Endpoint Security

Bdo cédo Sao luu dir ligu

Tatca Q 30ngaytrwse [ | Q

Thai gian thue = Da diét - DA x6a

Quét thu muc 17 449

D6i tuong: c/users/dun. o, Taixuéng

Quét thu muc Thei gian Ténma déc Két qua
Dl tuong: c/users/dun.

Quét thu muc

Dl tuong: c/users/dun.

Quét thu muc

D63 turong: c/users/dun. J c:\users)..89fS

Quét nhanh \..b5165d1f5 ba diet

Doi tuong: c:\windows, c.

Trong trwdng hop khéng cé két qua phu hop véi yéu cau tim kiém thi hién thi trang
thai Khong c6 dir liéu nao
Viettel Endpoint Security

Béo cédo Sao luu dir liéu

Thua edng v

Quét tir context menu pa diet

SR 549

D6l trong: C:\Prog Fil\...

Quét tir context menu

Thei gian Tén ma doc Két qua

Quét nhanh

Quét tir context menu

Quét tir context menu

- Néu nguoi diing chon All:

+ Danh sach ma doc: Hién thj tat ca cac ma doc da dwoc phat hién;
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- Néu ngwoi diing chon Manual scan:
+ Danh sach sb Ian scan: Hién thj danh sach lich st scan trong 30 ngay gan nhét;
+ M&c dinh: Chon lan scan gan nhat dé hién thi danh sach ma déc twong &ng cho
nguwoi dung;
+ Danh sach ma déc: Hién thj tat ca cac ma doc dwoc phat hién véi lan scan ngudi
dung Iwa chon;
- Néu ngwoi diing chon Real-time:
+ Danh sach ma doc: Hién thj tt ca cac ma doc dwoc phat hién realtime
e Tim kiém theo théi gian: Cho phép diéu chinh khoang thdi gian can theo déi tinh
hinh an toan théng tin tinh dén théi diém hién tai, mac dinh tinh tr ngay trudc

Tim nhanh

15 phiit truéc 24 gio trude Hoém qua

1 gid c 7 ngay trudc Tuan trudc
30 ngay truée Théng truée
60 ni > Hom nay
90 n ¢ Tun nay

Théng nay

= P3 diét

17

2, Taixuéng

Trong muc report ngwdi diing cé thé tai toan bd bao cio vé may

(theo cac muc da chon)

b. Tab Backup
Muc dich: théng tin danh sach cac file ma déc dang dwoc backup
Nguwdi dung cé thé tim kiém, lwa chon thoi gian rdi click tim kiém danh
sach sé hién thj theo tham sé tim kiém.
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Viettel Endpoint Security

Bdo cao Sao luu dir liéu
Q 30 ngay trudc B ‘ Q
1] Xoa tatca

[J Theigian D6i tuong Tén ma doc

5165d1f5 W97M/Proverb.U.1

O
0O

oo

b BDS/Small.ao.gen1

Céc file chira ma doc trwde khi dwoce x&r ly déu dwoc lwu triv ban gbc trong thw
muc Backup, dé& don thw muc Backup hodc phuc hdi file, sdn phdm cung cép
cac tinh nang sau:

EXZEE: Cho phép Iwa chon 01 hoac nhiéu file dé phuc hbi;

KX cho phép lwa chon 01 hodc nhiéu file dé x6a khdi thw muc Backup;

: Cho phép don nhanh toan b file hién cé6 trong thuw muc Backup;

= Trong truong hop khdng co két qua ph hop voi yéu cau tim kiém thi hién thi trang
thai Khéng tim thay ket qua phu hop
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Bdo céo Sao luu dir ligu

[ || 24gitvse (= | 1Q

Thei gian D6i tugng Tén ma doc

Khong c6 dir liéu nao.

3.15 Giao dién phia Agent GUI - Setting
Muc dich: CAu hinh cai dat trén tirng may agent

Cho phép tim kiém tat ca ndi dung cé trong trang setting theo ttr khéa
tim kiém
= Ccai dat

Q

Cai datbaové ~

tranh viéc bi tac trdi phép, dam bao cho phan mém

CAUsers\binhdt21\Documents\BinhDT21\Mockup X

C:\Users\binhdt21\Downloads\[NewDS]EDR_Agent-Endpoint\[NewDS|EDR_Agent-Endpoint X
‘\binhdt21\Desktop\HE-Package\HE-Package\Package\Template X

CA Abinhdt21\Documents\BinhDT21\Mockup X

Binh dang dubi tép tin

.doc X .jpg X pdf x

a. Protection setting (Cai dat bao vé): Vi cé 2 vj tri cau hinh Policy (Self
defense va Real-time protection) trén Portal va dw&i tieng Agent.
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e Self defense: Cho phép bat tét Self defense. — Bao vé cac tai nguyén cla
agent, tranh viéc bj tac doéng trai phép tir cac tac nhan bén ngoai -Chwa update
hoan thién

¢ Real-time protection: Bao vé toan dién cho may tinh, tw déng phat hién va diét
ma déc ngay khi chiing xuét hién trén may tinh (Bat/Tat thiét bi)

e Exclusion list: Cho phép Iwa chon folder dwoc loai trir (khdng bi quét b&i Real-
time Protection); Thém méi/ Chinh scra folder dworc loai triv

Thém danh sach loai trir

Vuildng dién day di théng tin.

Chon thu mue | |

\admin\Desktop\BigSize (2) X C \admin\Desktop\release\nls X
\admin\Desktop\10k_malwares (2)889 X
ers\admin\Desktop\Test AutoScan X

\Users\admin\Desktop\10k_malwares (2)889 X

e Extension: Cho phép thém mé&i/ chinh sira vao Extension (Loai dudi tai liéu)
dwoc loai trir (khdng bi quét béi Real-time Protection);

Thém dinh dang duéi tép tin

Vuildng dién day di théng tin.

png X jpg X xml X  xlsx X

b. Interface setting (Cai dat giao dién)
e Cho phép bat tat Notification — Hién thi thong béo trén man hinh thiét bi khi c6
[énh scan tir hé théng, khi phat hién ma doc
e Langugage: Cho phép lwa chon ngdn ngi Tiéng anh/ Tiéng viét
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Cai dat giao diégn ~

Théng ba
Cho phép hién thi ao tir i'ng dung trén g ién thiét bj nay

Ngén ngir

English

c. Anti-Ransomware (Chéng ma déc ma hoa téng tién)
e Cho phép nguwdi dung bat/tat ché do bao vé ma ddc ma héa téng tién. Hé
thdng sé tw déng phat hién va ngan chan ma ddc méa hoa téng tién cho may
tinh.

Viettel Endpoint Security

% Chong ma doc ma héa tong tién

Ty dong phat hién va ngan chén ma déc méa hoa tdng tién, gilr cho may tinh va dir liéu clia ban luén dugc an e
toan

Danh sach (rng dung

Danh séch tmg dung méc dinh dugc cho phép hodc bj chén hanh vi ma héa dir ligu + Thém méi

Lwu y: D& s dung tinh nang can bat Policy AntiRansomware trén Portal
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viettel ting / Policy Management
aliant T
< Back o list Policy detail - hnm

Policy confiquration tree

AGENT

SERVICE LIST

[ D

PLUGIN LIST MODULE LIST

L1 AntiRansomware (3

e Danh sach ng dung: Cho phép ngwdi dung chon rng dung ma cac ng dung

nay co thé thuc hién cac hanh vi nghi nge 1a ma ddéc ma héa dir liéu

Thém tén ing dung

Duyét...

@D chin

d. Backup setting (Cai dat sao Iwu): H6 tro ngudi dung ciu hinh théng tin

lwu trir file backups.
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Cai dat sao luu dir lieu ~

Sao luu

O

e Tich chon hién thj gi¢i han kich thuwéc sao lwu, ddng thdi Cho phép nhap vao gi¢i han
size lwu tri¥ file backup

(Cho phép céu hinh max 5120 MB— Théng bao khi dat ngwéng 5G: The size of
backup file have reached the limit! The system is going to delete the oldest files from
Backup

Dé tranh vwot qua kich thudc lwu trir t6i da, sé ty ddng xo6a cac tap tin cli nhat trong
phan lwu trlr khi dat dén kich thwée lwu tri ti da)

3.16 Giao dién dong lénh cua tinh nang On-demand Scan
Command cho phép quan ly viéc quét ma doc, xem bao cao va cac ban sao lwu
ma déc da phat hién

Chay command liét ké cac tinh nang hé tro
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$ VESAutoScan -h
Usage: VESAutoScan <command>

Commands:
scan

start

|- <files> ...
stop

|- <id>

show

|- <id>

list

report

list
|- <type>

show
|- <id>

search
|- <str>

backup

restore

|- <id>

|- <output-path>
list

search

|- <str>

show

version
database-version

Flags:
-h, --help

Manage scan & protection service

Manage scan sessions

Start a scan session

File paths to scan

Stop a scan session

Scan session id to stop

Show a scan session details
Scan session id to query

List all running scan sessions

Manage scan reports

List all scan reports

Type of report, available type are realtime, manual,
all

Show a scan report details

Report ID to show, id can be 'realtime' or report id
number

Search for file in scan reports

String to search, in file path

Manage backup files

Restore a backup file

Id of file to restore

Output path restore file

List all backup files

Search backup files

String to search in file names

Show scan service information
Show version
Show database version

Show context-sensitive help.

Run "VESAutoScan <command> --help" for more information on a command.

3.16.1

Sub-command scan

Quan ly cac scan session, cho phép ngwdi dung tao scan session thu céng,

guan ly cac scan session dwgc tao theo cach nay

a. Bat dau 1 scan session

Nguwdi dung chi dinh cac vi tri cAn quét ma doc, cé thé chi dinh nhiéu hon 1 vi

tri.
path: /home
path: /usr

$ VESAutoScan scan start /home/ /usr/

start scan success, id: 1
use command "VESAutoScan scan show 1° to show scan details.

b. Dng 1 scan session
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Nguwdi dung chi dinh scan session can dirng quét

$ VESAutoScan scan stop 1
stop success

c. Hién thj trang thai ctia 1 scan session

Nguwdi dung chi dinh scan session can hién thj thdng tin

$ VESAutoScan scan show 1

B e Fommmmm e e - Fommm e e e o LT e +
| ID | STATUS | PROGRESS | FILE SCANNED | MALWARE DETECTED | MALWARE CLEANED |
B e Fommmmm e e - Fommm e e - - LT e +
| 1| Stopped | 9.00% | 30231 | o | 0 |
B e Fommmmm e e - Fommm e e - - LT e +

d. Liét ké cac scan session dang chay dwgc tao theo cach sir dung dong
lénh

Hién thj cac scan session dang quét va vi tri quét

$ VESAutoScan scan list

o fmmm e +
| SCAN ID | LOCATION |
o fmmm e +
| 1 | /usr,/home |
ommmmm fmmm e +

3.16.2 Sub-command report
a. Liét ké lich str quét va théng tin

Nguwoi dung chi dinh loai bao céo, c6 thé chi dinh “realtime” cho b&o céo vé
quét ma déc theo thoi gian thye, “manual” cho bao cdo vé céac 1an quét chi
dong, ho&c “all” d@é hién thi tat ca

$ VESAutoScan report list realtime

| Realtime Scan Report |
Hmmmmmmmee oo +
| REPORT ID | MALWARE DETECTED |
Hmmmmmmmee Fmmmmmm e +
| realtime 2 |
Hmmmmmmmeee Fmmmmmmmmeo +

$ VESAutoScan report list manual

B e ettt e e e +
| Manual Scan Report |
Fommmmmmmmem e L L L L e L et L EEE R L Fommmmmmmeeeeeeeeee B et +
| REPORT ID | TIMESTAMP | LOCATION | FILE | FILE SCANNED | MALWARE DETECTED | STATUS |
Fommmmmmmmem e L L L L e L et L EEE R L Fommmmmmmeeeeeeeeee B et +
| 1 | 2025-07-10T17:46:32+07:00 | /usr,/home | 30231 | 312837 | o | Stopped

| 2 | 2025-07-10T17:53:01+07:00 | /usr,/home | 31795 | 312838 | 0 | Scanning

F--mmm - - ittt tetattattettted Fommmm - - - +------- Fommmmm e Fommmm oo Fo-mm - - - +
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$ VESAutoScan report list all
e +
| Realtime Scan Report
F--mmmm - Fomm - +
| REPORT ID | MALWARE DETECTED |
F--mmmm - Fomm - +
| realtime | 2 |
B E e e T +
B e R e e +
| Manual Scan Report |
F--mmmm - oo L +------- Fommmmmm e Fomm - B +
| REPORT ID | TIMESTAMP | LOCATION | FILE | FILE SCANNED | MALWARE DETECTED | STATUS
B e e L Fommm - H------- e B e e T Fommm o= +
| 1 | 2025-07-10T17:46:32+07:00 | /usr,/home | 30231 | 312837 | 0 | Stopped
| 2 | 2025-07-10T17:53:01+07:00 | /usr,/home | 56013 | 312838 | 0 | Scanning
- o e F---- - - - +------- Fo-mmm oo Lttt ittt F----- - +

b. Hién thj théng tin chi tiét vé& 1 bao céo

Nguwoi dung chi dinh id ciia bao céo can hién thi, c6 thé chi dinh “realtime” dé
hién thj b4o c&o chi tiét cho tinh nang quét ma déc theo thdi gian thuc

$ VESAutoScan report show realtime

Fo-mmmmme e L L L L L T R ] +

| FILE PATH | MALWARE NAME | STATUS |

Fo-mmmmme e L L L L L T R ] +

| /adware+virus | ADWARE/Patched.Ren.Gen | Deleted |

Fo-mmmmme e L L L L L T R ] +

| | TOTAL | 1 |

Fo--mmmme e i Fo-mmmmmmee e +

$ VESAutoScan report show 3

Fommmmmmmm e L e ] ] e dommmmmmm e e e e ] +
| REPORT ID | TIMESTAMP | LOCATION | FILE | FILE SCANNED | MALWARE DETECTED | STATUS
Frmmmm - e e R EE L L LT Frmmmmmm——— Fomm——- Fomm e B e EEEEEE LR Fommmmm +
| 3 | 2025-07-10T18:13:19+07:00 | /home | 496 | 153052 | 1 | Scanning
Fommmmmmmm- e e LR L L LT Fommmmmmmem +----=- Fo-mmmmmeeee e Fommmmmmm e R et +
T R e ] e e +

| FILE PATH | MALWARE NAME | STATUS

e e T R e ] e e +

| /home/adware+virus | ADWARE/Patched.Ren.Gen | Deleted |

e LR L LT LT Fommm e +

| | TOTAL | 1 |

Fommmmmmmmmmmmemeeee o Fo--mmmmemeeeeeeeeeeeeee- Fommmmmmmmeean +

c. Tim kiém file hodc ma ddc da tirng phét hién

Nguwdi dung cé thé chi dinh 1 phan dwdng dan dén file can tim

$ VESAutoScan report search home

R e T +
| REPORT ID: 3 [
B e e T B e e e T T +
| FILE PATH | MALWARE NAME | STATUS |
B e e T B e e e T T +
| /home/adware+virus | ADWARE/Patched.Ren.Gen | Deleted [
B e e T B e e e T T +
| | TOTAL | 1 |
B e e T B e e e T T +
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3.16.3 Sub-command backup

a. Liét ké cac file da phat hién va co thé khdi phuc

$ VESAutoScan backup list

B it B e T +
| FILE ID | FILE PATH |
B B e T +
| 1 | /adware+virus |
| 2 | /home/adware+virus |

| TOTAL | 2 |
Fo--mm - - Fomm e +

b. Tim kiém file da phat hién va c6 thé khéi phuc

Nguwdi dung chi dinh 1 phan dwéng dan dén file can tim

$ VESAutoScan backup search home
e e +
| FILE ID | FILE PATH |
Fmmmmmmmo Fmm e +
| 2 | /home/adware+virus |
Fmmmmmmmo Fmm e +
| TOTAL | 1 |
dmmmmmmmo dmmm e +

c. Khoi phuc 1 file

Nguwoi dung chi dinh id cda file dwoc sao Iwu va tén file sau khi khdi phuc, c6
thé chi dinh tén file 1a dwéng dan tuyét déi hodc twong doi

File sau khi khéi phuc dwoc nén dang zip va d&t mat khau la “infected”

$ VESAutoScan backup restore 2 /home/linux/malware
restoring adware+virus to /home/linux/malware.zip
restore success to /home/linux/malware.zip with password: infected

3.16.4 Sub-command show

a. Hién thj phién ban cua service quan ly quét ma déc

$ VESAutoScan show version
Version: 3.3.0.545.e8d14fe
Build: 2025-06-09T10:30:04+0000

b. Hién thi phién ban database

$ VESAutoScan show database-version
DatabaseVersion: 8.20.57.224
UpdateDate: 10/07/2025 17:55:30
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