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HEAY TCLOSED] THSH7 77— D ;
BREHMEAICHZICREFEETEHRIN, K
A2M TCLOSED] TH A7 7— rDEIE (&
RUBAICHFHZICREFTEEHFINEET
F— MIxt9 B LER)
BREHRANICHZICREFTETEHR N, K
REAY TCLOSED] TH57 77— FDO#E DA
FHLEDEER,
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(+: 75— MO RTHEAR & Y BN,
Remain unchanged: 27 5 — ~#A RTHAR &
Eh i)
0%
0 RRHARI A CH I CRAE S EH N AT
Remain unchanged FALSE POSITIVE] T53 77— DI ;

RRBEINCHECREFEEEHIN, REHDT
FALSE POSITIVE|T$275-tDEIE (£%
MELEEFHTI-MIFITBLE)
BREBEA L CREFEQEFIN, RENT
FALSE POSITIVE|T#37 35— bOfE# D FTHAM
EDEE,

(+: 75— MO RTHAR &Y 0. Remain

unchanged: ¥ 75- A RIEARI L ZDHHL)

323 tEFalYFsF~NL—>3>>DEH
B BIRUARRBRAICEDVNT 75-DERKRRZERIZIET, HFREE1Y
TADERIRNEEI TEELIICTHIE,
+ 7I-bOABIRREZRAT - ARNCEETT %,
+ fERRERITI-MEET

+ JI0(CMIGT BT -5 EHET 3,
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Organization Dashboard & 08/06/2022 - Now B o

Online Offiine New . Executing
Infinity% o
12 o 17 0

AGENTS @ Aamoln mnchanc R — ALERTE @ Remain unchange
Security Operation  AgentMonitoring  Risk Detectior
ALERTS BY STATUS ‘L Export data ALERTS BY SEVERITY b, Export data

) '
o0
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37/ freat SR

AT-HRCEBTI-k IYVT7Fv— b - REREABAICHICREE S,
FrEEFINLTS—FORKREEBHLET, N
BIEILUTOEY TY :

X&H : BFfE

Y8 ADDIREES IL—T (FiR. Ei74, s 00—
RXBEH, B IIRBEEINET 53— FDEIE ;
RERIHRBEZ-TS5—F—EBEDOFOO— M
AEET Y,

ERERTI-H 957 - BRI NICH LICERsant, ZREE
HENET - OBBRERNRREEILET., AR
FUTFOBYTY

B|E L REBRELAICEEIZTI- OIS ;
J5T7hR(ZI, BREIANOFREEFERINLT
S-rOREBERT ;
FERREIBICENER LT I-F—BOFIYO- R

324 I—2z>fEZXYCITOEH
B RREH CERRLEBRAANLCSIZI-J1V FOREBEXUARL-T1V T VAT
LIBTROBEETZ R REICT BT L,
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+ I-JIVOIREERKET (AVIMU ATITY)

+ I-JIVhOFEEEOSHIBLVOSN-IaVEIIRRT B,

+ I-JIVMEROT-FHE;

757/ at R
AT=-FARIT-YIVk TUTFr-b - BESETOREIMICHT 53

DIRRE (AVF1Y /AT54Y) RIDORFIRREE
HLET, AR TOBYTY :
fiteh - REERI (AVIMV, AT3MY) [LHEESN
gl ¢ EEETESME S
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AVFAVICH> TR\ RO ER T (H231°30
HUEAYIIVICHE->TWEWNGE (. BEIRIICE
FENBBRAINET)

ARV-TAVIIATLICEBT AT 57 - OSHIDOHEIFILIFIRRDEBI, REITLL
THEYTY :

HE : FOST EDHBDENE ;
FEFRBICIZLLTOOS!) X k%&EC#E : Windows,
MacOS. Linux. F®#tDOS ;
OSTEMICEDVWTIHERBZA MR IR LDIDY
a— RASATEE,

-J1vh

OSN=Y3VRIT-JTU R A VA =ILENTWNBARL—T 4 VI RT LA
DN—2 3 VRl by THEEREFLET .
METEFEDERZHFALES : by TI5. Ly T10
. bv 720, by TS50, TIAI MIE Y TEIZER
EINTLWET,

325 UXZEHDERE

BRI T BYRTDEERERIREILT D (YATLARNTRAEBDTS-MIEREL<HEL
TV RERETRIICIBIE T B2 2@ L)

+ TI-MREEHPREZWIIN-TOMYTHE,

+ REELDTIT-MEFRESERMTI-JIIV FOREET

+ BH%<{Dbsacy—-VEREIEE LAIDruleide Y FUADFET

+ BENRIOBRT - ;
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37/ freat

=
=k

DRI DHZHT I -TH

BRBREABPICHFECRFRINL, FREEFHFINLIVED
~FEETTN-T0HRE GREMBLPIO-XEHDT
I=h, BIBRENE=TI-TIIERO
JATLEDEIIN-TIZHT2HDLVWI I -TOEIE (
HIBRENIET =T IEEBRCO

V2RI EWEETI-T

BIS7 -FfzICRBiEINnfz. FLEEHFINET
S—rARIEERELEZaVEL—42—%80 L
T IL—TO#ET BREMELUVIA—XFAHDT
S— k. BlBRENIzTIL—TIEK%R<) 2HRRGHEA

(2R ;
Xeh: ETIN—TTT7S5—ENEEEL-aVE
1—3—0N% ;

Y& XS THTIL—T4
HEtEmBEOLTELZSH - by T5. vy 10, by
720, by TF50, TIAIBIE Ry T5EER ;
To—rARELF-OVE2—42—F)IL—TDY R
&S 0— KEAE,

YAICE6SINTWBRRI-VT

VN

RBRAAM P ICH LR FING, TREEFINETS-H
EREIBREIVEI-F0HE GRRASLUOI0-XF
HADTI—-k, B¥30H B EEHEELTWEWIYE1-S
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ZBRCO
VAT LEEOIVEI-FHIIxTT25EDLWIVEI-5D
2E& (Exr308 MU E&RELTWEWIYEI-FERR<
) o

URIIZESSNTWB R TI- | BT 5T - HRELRBEHINLTS5— rHBELE

ST KRELEEFHOVEa2—2 0 GREMES LY

9 O0—XFHT 57— FIFKRL) ZRFHPFEMATRT

X8l : RRRA T EDTS— bE. EXE (
Critical, High. Medium, Low) 3lIZE|& % BAREIC
DT TERTE

Y& ®ETHaAEL—3%;
HETEFEDEEZ A : Top 5. Top 10, Top 20,
Top 50, T 74 METop 57 &R ;
77— rREQVEL—2DYRNEF I A—F
AlEEIZ T B,

=IVIDICLBT5-h

BREHRBAICHICREE I, FEEHINT:
To2— M RLZHERELIZEMEDIL—IILIDEEE
LET,

EETEFEIIZEERIAE T, Top 5. Top 10, Top 15,
Top 20MBZBIRTEEXT, TIAIIW METop 5TT

o

YFUARIT -k

BEARANTHLCHRELLIEHFEINLTS-MRE
ZW\IFUAD LARET - METEEOEEZFA (L
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(5, EARI10MF. EA115M%, EfI2004) . TIAIVE

(3 ENISHFICERTE,

33 TF7o—LEE

FHREREFIATOBYTY -

viettel
aliant
v fx x: se TICAL® AND st k is (ex 1jdar Last60days [ ﬂ
R = critical = High Medium Low = Noimpact S ® New In progress ® False positive ® Closed
0 176 19.5k 5.4k 0 25k 1 vl 1
022 10:16:06 - 10/06/2022 10:16:06 o, Expert I Group rows by. ==+ More

o ta Timest e Host na i i t Action
=] » New 06/06/2022 09.03:17 ANM-HUNGTX  Execution \Progr.  Anomaly_Detection AT T1204_002_User_Execution_Malicious_File attack technique [T1204_002] User Execution: Malicious_File an A..  N/A
o MEDIUM - New 06/06/2022 09:0317 ANM-HUNGTX Executi C:\Progr Anomal I_MITRE ATTECK_ATTCK_T1204_002_| _Execution attack technique [T1204_002] User Execution: Malicious_File on A. N/A
u} o New 22000308 ANM-TRUONGL. Init Cwindo.. Windows_MITRE_ATTECK_InitialAccess_DriveByCompromise_T1189 Detect process C\Program Files\Googie\Chrome\application\chrome ex_  N/A
o eNew  06/06/2022084850  ANM-TRUONGL Windows_MITRE_ATT&CK InftialAccess_OriveByCompromise_T1160 Detect process CAProgram il plication\chrome.ex..  W/A
o o New  06/06/202208:22 ANM-TRUONGL Windows_MITRE_ATTACK Initialacce Compromise T1189 Detect process C:\Program Files\Goog plication\chrarr /A
al eNew  06/06/2022080214  ANM-TRUONGL Windows _MITRE_ATTACK Initialaccess_DriveByCompromise_T1180 Detect process C\Program Files\Goog N/A
o /2022075625 VCSHALTT Execution C\Progr..  Anomaly_Defection_ATTCK_T1204_002_User_Execution Malicious_File  Detect attack technique [T1204_002] User Execution: Malicious_File on V.. N/A
(] MEDIUM 06/06/2022 07:56:25 VCSHALTT Execut Anomaly Dy I_MITRE ATTECK_ATTCK_T1204_002_User_Exe Detect attack technigue [T124 2] User Execution: Malicious_File on V. N/A
u} o New 202207:5022  ANM-TRUONGL Windows _MITRE_ATTSCK_Inftialaccess_DriveByCompromise_T1189 Detect process C\Program Files\Googhe\Chrom icationchrome.ex..  N/A
o 06/06/2022 073901 ANM-TRUONGL Windows_MITRE_ATTACK Initialéccess_DriveByCompromise_T1189 Detect process C\Program Files\Googhe\ Chrome\Application\chrome.ex...  W/A
o 2022072810 ANM-TRUONGL Windows_MITRE_ATTACK InitialAccess_DriveByCompromise T1189 Detect process C:\Program Files\Google\Chrome\Application\chrome.ex.. N/A
] o New 2022 07:19:01 ANM-TRUONGL. Windows_MITRE_ATTECK_InitialAccess.DriveByCompromise_T11 Detect process C-\Program File: rome\Application\chrome.ex.  N/A

o New 06/06/2022 07:07:00 ANM-TRUONGL Windows_MITRE_ATTECK_InitialAccess_DriveByCompromise_T1189 Detect process C-\Program Files\Google\Chrome\application\chrome.ex_ N/A
o eNew  06/06/2022065854  ANM-TRUONGL Windows_MITRE_ATTECK ItialAccess_DriveByCompromise_T1189 Detect process C\Program Files\Googke\Chrome\application\chrome ex_  N/A
o eNew  06/06/2022063655  ANM-TRUONGL s_MITRE_ATT&CK InitialAccess_OriveByCompromise_T1160 Detect process CAProgram Files\Goog plication\chrome.ex..  N/A
o eNew  06/06/2022062655  ANM-TRUONGL.. Init Windows_MITRE_ATTACK Initialéccess DriveByCompromise T1189 Detect process C:\Program Files\Googhe\ Chrome\Application\chrome.ex.. /A
u} o New 2022061702 ANM-TRUONGL Windows_MITRE_ATTSCK Initialaccess_DriveByCompromise_T1189 Detect process C:\Program Files\Goog pplication\chrome.ex..  N/A
] o New 06/06/2022 060655 ANM-TRUONGL Windows_MITRE_ATT&CK_InitialAccess_DriveByCompromise_T1189 Detect process C-\Program Files\Google' ication\chromeex_.  NiA
o eNew  06/06/2022055655  ANM-TRUONGL Windows_MITRE_ATTSCK Initialaccess_DriveByCompromise_T1189 Detect process C\Program Files\Googie\Chrome\Application\chrome.ex_  N/A
o o« New 06/2022 05:4657  ANM-TRUDNGL Windows_MITRE_ATTECK_Intialccess_DriveByCompromise_T1189 Detect process C\Program Files\Googke\Chrome\applicatiomchrome ex_  N/A u

1 — JIVEHEFMICEET-91R%R -
+ JIUXIC&BT-IRBESLREINLITIXOER ;
+ FFEICKET YRR,

1 — JAVIRR

2 — TI3-hO—EELTI-MIHT BHEAF :

~—

+ J7I-h—EBZR3;

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 33
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

+ 75-bEJI-T1T3;

+ 75-rOBIEER3;

+ T7I-hEEERRI S 01;

+ RAEJIVER?S;

+ 1DFEEBEBOTI-MIXLTEREFELTY-U93 (False PositiveZikEd
%) .

HWREICHE BT -YDIERSENISU T OBYTY -
+ 1-Y-Hroot/ V-FICELTWRESE : YATLADINTDT T-baRRT B,

+ 1-Y-DBTITANRIN-TCOTAILTVNEHE : TIAWNTN-TIZET BTN
TDT75-bekRI 3,

+ A-Y-R/IN-FI2071VLTW3HE  0J1VF01-Y-07 N -TELUV
SIS FIN-T BT EZINTDTI- MR RT B,

+ A-Y-H—DFEFEHROIIN-TICRRELTWGE : 0J1YLTW31-1-0
IN-TICBITBINTDTI-beRRT B,

331 F>— hMEFE

BRY : 7I-bRERRICEIVNTTI-MRRTILHIC. JTUXOIER. RFNE
JIUXDER. FET1YIRRERIBECT B,
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FFfE TR S %

YATLICTIRAVIERR, T2 TR ETEROT -t RLET,
BHY eI R EZRIRU CRROEZEE TE5LI1CT8LE,

+ HEXTEER  FARR O T IFEOBANGETHY. ANEXLEILYT-N5
DEFEIRNATRET, B/IB/IFE B BOEAEYR-LLET,

+ MEXTHEEE  FRRRCRERFEOBMOMENNRREFOIE,

5] : IR7EIF2021FE6 B 7THFRISET, B HZBE30HMIICERELTVWET, VAT A
FBEERIC30E IO BHZ8Y. ZOHOF a3k bt E 2B LET,

EfRHAR : 20215 8H03:00n52021%F6 87H03:00X T,
4y VRR
B : UTOEBICLST5- RBIRFRETIRT B,
+ B TI-RRER
+ AT-9R 1 T75-bOIREE ;
+ BRE  75-bOBRE;
+ YFUA L TI-bEERTEVTIA
+ BEE D TI-MLEEEY L TONE ;

JI)ICk BHBER

v | fx A 1 Last2ahours B9 | H Hide statistics
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1 — UBICREFELEIIVZERLUERLET,
2 — BRRIJIVEADLTEEL,
*) UBICHRBFELEIVIVEERLURRT S
- AVNIRY I ATURTCRE LRI TV EERUTLIZE,
- 23230V () ZBERLTG JTVORBERERL TS,
- BV TUEHIBRLEWEE . BIBRLEWL I-RICA-YILEEDE GERL T,

- JIVCERLEWI-FEIUYI TR HWIIURBEN I IV ANBICRRENET,

Use saved query fx  host_name = "ADMIN-PC"

Q Search name...

auto test 2

-test

> JTVOABEFREMELERELLZVGEE. JIVANBTEEERL. REE
EIRLTLIZEW,

IR RNIVEBIIUXHELWVEEDZEICOARRINET,
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(*) RERITVEASDLTLLEEL -
- RBENYT AU T ORATIIVEA D LTS ¢
<T1-Vb&> <HEEF> “<fB>"AND/OR <J1-)lt&> <HEF> “<fE>"...
ZOHRT :
+ <ERE>EIUTOETY :
e severity: 7I-FDEKE
o Alert_id: 75—-r1-F
o AT-HR:TI5-bDIKEE
o JI=T:TI5-FHEARVIDTIN-T
o RAME 1 J-JAT-Y3VDHH]
o YFUZA I MITRE ATT&CKICE DTS- bERDYFUA
o 1BLE I TI-FOALEBZEENYZTONLE
e signature_id: 7I5-FFEEANYFI-F
o rule_id: 7I-bFEDERI-F
o PR VI-bEREDKABERDERA
+ <EHETF> [LROIETT :
o = ! IFHERMEZ value tLTHRET S

o I= valuetEBHAEZEFEIIL
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o ~: valuetlikeDEXEET D

e AND/OR : 2207TUXZEHBEAEHESLHOIEEERE T,

Mgkl REUE2V Y9I LTLEEL,

+ BYIGHERNBVGE. YATLRIT-YEBLIEVWOIAYE-IERRLET,

+ BEIIERNBIGE. YATLET IS CREORIBICS0HOLI-FEEkR
RLET, SUELDOLI-FERRTBICE R-IDTFEBETRAIO-INT 3L YATLRD
504FDL - FEFAHAHET

+ JIUNELWMEET, SEBREEATILHICRFLEVGEE JIVDHEZE
BIRLTA A LTS,

Save query X

[ set as default query

ER NIV TUXHAELWVEEDZRICOHFRRINET,
332 Fr7—|t—F
BRY : YATLADTI-b—EZRTISIL,
BRREHIERITZTI-FO—EBEXRREHATS
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Savequery v | fX alert.id ~ "20220609 © || estzahous B a‘ Hide statistic:
- - No impa n prog
0 2 0 0 0 2 0 0 0
O Hostname Severity Alertid Status Ajiant event id Agent id Timestamp create Target commandline Hash shal Description  Action
m 6AD

- 75— bh-EIIRTIHIEBEERL T ZSY:

@

Selected

Target commandline Hash shal

Alert id Host name
Agent id Timestamp create
Severity Status
Description Ajiant event id
Others

[OJ File hash sha1 O Scanresult

O Malware type O Malware name
[0 Classify [0 Assignee

O Irflow name O Target process path md5

ZITE T1-IVFBTIERI1 - FERRTE, IRNTOI-)VFEBIRF (SR IREER T2
JENTEXT,
- BR—FEINTUVHEEFLUTOEY T
+ BINOT-FICEINVTHAEZ :
Bl ER BRED TV FTT-FEHERBEZBICE, T1-IVR2E—EIUv ISR B
DRIETHENZEZON, ZEIYYIITHLERBRORIETCEANEZLGN, ZEIUYIT5
EANRBEZNERRIN, TTORRBBICRYET,

+ BRI FEFEOMBICFT YT & FOVTULTLIEEW,
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Status

2. KéothA 16 vi tri mong mudn

1. Chon cot (tneomg thong
nnrménmyd&mrﬂ

+ FHRIBWERBICELIET YT Eh. ZEIRL T View detail | ZEATZEWN

SE(33.3.47 - FDEEMER R EZ S BLIES,

I-FDAT-HAZEFH 9 BIC(d. [Update status]Z:EIR L. [False Positive |

TI-belHRRLBEESRLUTIZEL,

+
¥z Close|ICAT-9AEEFH LET, )
+ [FALSE POSITIVEJIRREICHB T I-FCREEELEN-TINFERERB(ICE

EBRIRL TS,
La— FOBEMNET Lk, £75— FOABEEY Y vy LTLIDER(E

BHOLI—FZRRL, UTOREZHRITTEET,

Criical High ow
0 2 0 0
06/2022 00:06:27 - 10/06/2022 09:06:27 &, Export @ Group rows by wer More

lected 2 alert(s)  [EEPAUSLILELISN T3 addtoRFlow b, Exportdata  Clear selection

B Host Severlly @ Agentid Stat Ajiant event id
@ ubuns [ HIGH | DBEACAB11DASFOASFOFGSS7SEQEICI1IDC61ABIE  * 500 202206 3
I 1 44D72C2DCBSAET 5! 170CE9686AD 500 2022 puter

77— bFOREBZEHFIT SHICIE, ZFIRL TS,

Update status to:

False Positive v ‘

Comment

Cancel
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o VI-MERRTIRV\WIEERTHIC. [RT-YAZRIEHICEH | EEIRLT
AN

o 7I-hERALBICIE AT-Y A& 70-RJICEH LT,
EER L COBREIE BIRINEIRTOTI-MIINEW REDZBECOHBEARAINET, EL
DELEELDOT I MIINEW JUADIKREETHN L, BAESIERRICHEVET, FEHIE.
3.3 58 [ 1D FEHDT I+ HET S5-I -TOERELY-7101D0T75- b fE
BRELICN-T9 2B E 12 IS RTZE,

+ BIRSNTVETI-PERHETBICE. ZRIRL TR,
333 rFrZ—hloZN—7

BEY @ KA, YFUA TI-T =-INDDOWS N F ISR DEETTS-~&J )

—TMETEBLICT BT,
BER. 75— FEIL—TLTE, JIL—ThICERTHIEEZRERLT
=g ]

*E &£ l./ i T o
Q
O Targs mandlin O File hash sh:
@ Hashshal O scan result
O Malware type O Malware name
O Classify [ Assignee
O Irflow name [J Target process path md5
O Netflag [ Net sourcei p
[0 service target path shal O File path request file id
O Target domain name O Group

Cancel

HAEZ(LLRRYIN-bE LU D FEHBOEEERIRLTI I -T1L T 2HRE,
AT DITITERL TLLEELN,
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BRENZRICEESSURUIREBZR DT I-ME ERYANTUTICREHONET,

ZOHRT
+ T-TOEZELLTERINS -V FERF TRTRINET,
+ BRULBEETIN-TINTI-bOBERTLET,

- TI—TIZBBRT HITIF, RRICBRELFE T, 2EZRRETIC EH
1 ZBATLESL,

E

Selected

O Target commandl O Aj

Others

O File hash shat O Hash shal

O Scan resul It O Mal p

0 Mal O Classif

O Assignee O Irflow name

O Targetp path md O Netflag

o P o get path shal
cel

334 FZ—lOFHEES

B : 75-hOFFMITHROBEEZRIBEICL. RELLTI-MIBEET IV MEHE
BENXETELTIHERMDZ HRILEZIEL, 7I- RO REDREFREDRCIEET
ERREMNBRIITERMI B,
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First seen: 09/06/2022 17:38:31

L]

GROUP
default

Detail

Computer ubuntu18 wa:

e D

BIGHN 20220609_173832_553078267_618098
Last update: 09/06/2022 17:38:31

Deseription ~

as disconnected at least 30 days

Anomaly Detection_Monitor_Agent_Disconnect

T3 Add to IRFlow

2= Related events

[§ HOST NAME
ubuntu18
Source event logs
This section defines source event list of this alert, which creates and contains maore context information for this alert
1 resuli(s)
SystemTimeStamp Event ID Description

09/06/2022 17:38:30 500 Agent was disconnected

Advanced

Host

This information is about suspicious host.

Client id DBEACAB11DAOFOA3FOF65575E9E9C313DCO1AB3E

Hostname ubuntu1g

Network Connection

This information is about suspicious network connection.
00:0¢:29:fb:19:eb

Others

These other information provides more context about this alert collected by VCS-aJiant

09/06/2022 17:38:30

AdvanceCollector

mixed

Monitor

Computer ubuntu18 was disconnected at least 30 days

S Enhance Alert

«% Update status

11 show columns

v

2 —

+ AT-HR:

+ BAXE:

+ Alert_id: J

5 bO—fit

WIN-T. RERIEUAT0O&E

T7I-FDIREEE R (FiR. &
TI5-raBEIRE

7I5-hDIDIEHREFR T B;

DUTANH, & BE) [ED

YTy :

1T BRARAN, Z70-XF)

+ F)[EIHEEEH BT

+ RIRHERBR :

75— hhMERREN T,

I-MIRBR[CEIFSNERE ;

3 - —~RIEIIV-T

TI-hORREZEH#T BICIE, ZRIRL TS,

+

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com

Page |43



viettel

security

Update stakus to:

‘ False Positive v ‘

Comment

Cancel

o TI-MBRERTHR\NIEERIEHIC. AT-FI %8140 (False Positive
) JICEFLTLESW,

o T7I-bERIUBICE. [RAT-FAZEH NS 70-R 1 ZBRU TS,

EE  COBERTI-MINEWHRE(CRIRSN TV E(COFBERAINET, 2IEITIE
RRICBEYVET, SEMI33.3.5 1D EFEHOTI-MEEET75-MI-TOEEELY-7 ]

D127 5-heERBRLEN-TT2HE 1S RLTIE,
+ TI-bREFLOFI#RARRAET JAV MR LT IRV MR RERE(CBENT

BIHISERLTLIZEL,

+ TPI-MIEEETZOJEFRRTBICIF. #FIRL TS,

® Closed

khaitb update status into Closed

khaitb added the alert into the IR Flow

e New

VCS-adiant created the alert.

4 — TI-MIEETRIFERNDIT :
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+ SUFEM C TI-MIEET3INTOFMIBEROKREFT AT 5,

Description A Source event logs A~
Detect attack technique T1562.004: Disable or Modify System No tracked events!

Firewall on ANM-PHUCVD2. Process with path = C:\program

files\dell\suppor \bin\supportas texe (PID = Advanced ~
7656, commandline = "C:\Program

Files\Dell\SupportAssistAgent\bin\SupportAssistAgent.exe” ) is File

creating child process with path =
c:\windows\system32\netsh.exe ( commandline = "netsh.exe’
http delete sslcert ippert=0.0.0.0:5700, PID = 9732 ) to the
disable firewall

This file is impacted (created/modified/deleted/executed) suspiciously.

Signed | C:\windows\system32\netsh.exe

Rule ID A Detect ATTCK T1562 004 Disa S0 cess path Unknown C:\program files\dell\supportassistagent\bin\supportassistagent.exe
Process
This source/target process has suspicious behaviours.
Target process path Signed | C:\windows\system32\netsh.exe

e commandline Unknown "C:\Program Files\Dell\SupportAssistAgent\bin\SupportAssistAgent.exe"

Unknown "netsh.exe’ http delete sslcert ipport=0.0.0.0:5700

process path Unknown C:\program files\dell\supportassistagent\bin\supportassistagent.exe

Host

This information is about suspicious host
Client id 9C4C8D5F62C98BES5918732E0D8D91DCD01121CD2
Ip den 10.61.188.2

a8:6b:ad:71:14:2b,1a:6b:ad:71:14:2b,2a:6b:ad:71:14:2b,00:50:56:c0:00:01,00:50:56:c0:00:08,48:4d: 7e:ba:be:53

Others

These other information provides more context about this alert collected by VCS-aJiant. u

o 1B (1) FiBA : AlentbXURuleIDOFFMEBRIERDF RERTREICLE

o 1B (2)
o Y=AZIRVIOY : 75-MIEB&ESZY-AMANY OV %R S (H515
&)
o FHMBIETR : 7I-MIBSETZEHMIBRICE. I, TOTA, KA, %
DHEABYET,
335 HEE (T>N>XFZ—F)

BEY 1 75-FROATIII MNEOBRERRL. RATITT OFMEREE TEB LD
[CU. YAT LA TIRESNTARY MEEICE IHLBERRE BT B,
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X
pppppp
&)
0 24] (58]
99+] ;] s Offline
©
o) ® °
e - Y
Q|| cpus
@ letwork
&

1 — JITRRIVIEIT TR
2 — U7 LOEMROFMERERRIZIVT
JI77RNTVTELVRT T 7B
TI-bROATITT N ERERICERRL, BROERSLVAEEIEEICT S,
TIAWRTE, PR RABERICTI- M RESE O CEEET 2ERNIIT(CE
ReNFd, EFRNICEATOEYTY,

VeS

MRICFIFBICIEOHESENTIITY-IENTEY, INETI-reHRESETOMSE%
RUTWET, Bi2R(CIE. 7I-MRERSNS1IHUNICTOEI S L BEERDHS
YRAFBICABELTHY, WROVASMILTOBEY T,
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EATITIMIU T DRREE S HET
ATVIY MEOBRER T BICE, UTERHET :
+ BIMR ¢ BIRE(L, TI-MRAEBANSLAMAICRE LEIRY MNCESWTE
HINZEOTHY. ZOBRE [$200H REB RO L ICRTENET,
+ BREBREE, TEHZATITIMRETZIRY MR TIEOAT I MRS
SNZEREEL BRTERIN. BEOBRARAINAL) | RenEd,

1 :
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8:

3
{

8:0¢
0:0°1°0. 9

&
©®

J57FKTEYN- b BREICEUATAEEINET ¢

FoRYIN- Mg SN

757 LOBEBRORRIFERREHFATS -

B8 BRI L. BROKNBEUITT LOFTRTOAT
JIINMIFHREITZSBEREETSRIBROFRIIERT
b EHEILES

e BIRE 1 BIRTBE, J57 LOTRTOEREKED LIk
RNIBERBBEROKR/FERREFTFAILET,

+

+
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N=-YIHHELTWBMIBE CTRILT 3T TTDA-L1Y / A-1
&1 PO AL TIZEW, ey ALY/ ZA-LT7 TRV
a (LB TN VAR =)V 2[RRI E T, TLuR(TIBIETEELIICLT
FEW,
1} Fr—bOFOAME (RR) CR3IEZFFRIT S,
N Fr—bDORREBIEODLHICEEEZRARICHIRTEEL
. AT,

UTFETIANEDTITIOHITY,

© G
o . ©
o

)

+ BBEOHNRIERORBNRIHZ5E. WRIZBBNCIN-TILENET
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+ BXNRIIN-TOMELRFEFTER G RN-L TS,

@
\*

' user 42
Unknown {42) B Clean (0)
Suspicious (0) B Mmalicious (0}

—

> NS MREFORBESS(OEHBLHIC. U TOFIEZERELET,

- BRERLEVLWRRIIL—TE0 U9 LTGERT S E. UTOEEMNKRRSN
F9,

Objects in this group network X

Selected 1/20nodes) | °Ci Showongraph | | Clear selection |

SYSTEM

SYSTEM

4 4 4 4 4 4 444 43

+ JI=-TROATITIEIRRETTANAIV VT LY, IRTOT1— IV FICIERZR LT
T AN (ERIRERZITILZFTFAILET,

+ BEYENREERLES, 01 RERTIZEATLIDONRETITICRTTS
M. [FRAR20M REEIR |2 HRATRA20DREIFIICRRLET,
ER IRERNIIVEI-IDGEE WRERRTZET IAINNT, PI-FREFRNS1
BUANICIVE1-5(CEEBEET ATV M BENICERRINET,
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0

8

RERROA TV TS5 TICRRLER, 5K - f@hZ2YR—+9 5
BIEICIIUTAEENREY

+ FTOWW,/ BEOIVE1I-F(CT KR RRCATITIIMET T4V MRREIC
WURROIEEYR-FLET (MM ERBERIZATITIIOHEEH RBODATIIY
MEEHZHEEETIN-TERTR)  FROATITINEETIYIL, [FURINATIIIME
IW=T1 1 & ZIRLTLEL,

A WinTx64,
1

Group child-level objects

Unpin

+ WOATITIIDEGZE : ATITIEET VY I, [RLRIVOAT I eI~
T BIRTBIET ATV OB LURUBEBOATIII e DBBROERET L ICX
EHTIYLLEIENTEXT,
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l

+ WRNTOLADHZE. WREGIVYIUUHLRL. HhEEREZITILNTER

+ HEEFEIONEVNSER. U TERRL RSN

+ [CCHNIREETZHER. [ATITTMEEM.. JZBIRL TS,

WREBRLTII-Z BRI BV -JI-AERTI S
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1 — ATIIIPOBEEERL LS,
2 - JOEANSRRAOBFROBEREZEIRL TS,

3 — RRULEVWHRZEEERLIT, WROKE CFRIEFR) [CLREP.
WROBTHRI-IFCEFNBIARICLSREBEYN-FLET,

+ RRIBIBEHRI-IVFEEIRT 2H. eexFE->TUAMNDIBRELAZF I WKE
AN

+ WYENRERIRLES, 73712100 REFRTITBICEEEIR %, X200
WREIIICRTRT BICETEHORIR | ZRA TS,

+ WRATOLADHZE. BEEINTWSIAT IV MG Iy ILTRYEREZEN
ISEER
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\
maj

AAA mara sliaste
It e L L.
i

Collapse all

Unpin

+ TIAWETE RFk EOATITIIMIB BRI E L. EWNCIEREZREET, V¥
DATATITI MEEIRL TSI LdnE . NUAZRES EAT YT MIBERIICHT LWV E
CEEINET, EEZMHEIRTBICE. ZRIRLTUZE,

AfEwERT Y 7

INEFy—bOEBMEBEETHY., Fr—-rROER (ATIIIEELUOTFv-ROBERE
B0) OFMIBERERTIDILERREICLET,
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Host detail x

General
WinTx64_MayaoHal Copy
fe2a4ba0-b348-4a43-bd26-79995feb57e0
Offline
N/A
default
release
full_featurss
10.61.188.2
windows
12/05/2021 16:02:02

26/05/2021 14:23:17

Plattorm v
CPUs ~
Network Interfaces v
Default Gateway v

1 - —RBERIN-T : RRO—MIERHANBEREEH. TILARICELE
RENEY,

2 - FEMERIIN-T  HROFMEBREEH BEBERIIN-TCHEEINTV
£9, INBDBEWRIIN-TEZTIAITHRVLLENTEY, ERIRTBLERT -
ThHERESNKZ RSN,

+ J1-IFERORNABIC-IB R

EE BN RBAVNER I -IVETlE ARNY MERF(ZI-VIV MNEBTORRELS
BOEHOUYIHFI FARIEETY,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 55
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Process detail X
General

PROCESS ID 1432

PROCESS NAME main.exe

D5 1e0%2a44d44c2%ef8d6bfc3aT4f34b73

1941d3f261033344b22c5e9cf246e5683c17d450ac87d0afsf

3edT7a52f431bbé
PROCESS PATH C:\users\admin'desktop\taodataloang\main.exe
FILE COMPA NJA

N/A

E VERSION M/A
M/A
admin

J\main.exe

HIGH

336 1DF/MFEHKDTZ—F, F/ALT7— F2N—TDRKEET [
BEA L) ICEHT B0, EEZFL 3,
B : 75-FeBRTIREVNEN-TTERLOICTERIL,

- 1DFEEEFEBOT S —FEFRERELTY—VT 5,
- 73— FOREBZEHFIHICE. ZEBRL TS,

Update status to:

False Positive w

Comment

Add to False Positive|

A
Cancel Update status
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AT—RR%& RG] ITEFLTLLEEY,
BRGELER—VTHERZFAALTLIESLY

e [Update status |ZZEIRL T, 75-rDEMRLELEMIRL TS,

o [FvVUINIEEIRLT 75-bDIREJENV-TTBRFEEERYHELTLZEN

75-bERLBICIE AT-F A& I0-RJICEFH LTS,

LW S5— hZ1DFLIFEHERL TSN,
To5—rOREZEHRI DHICIX, ZBIRLTIZSLN,

Update status to:

Closed v

Comment

dong]

el

Cancel Update status

AT—RR%E H9O0—XF] IZTEHFLTLEEL,
T7o—r2HCLHEBAZAALTLESLY

o [AT-FAZTHIEFERLTT - O T 2R L T,

o [FvVUIIEEIRLT 75-bORALSRIEEERYIELTLIZE,
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3.4 FAEEM

RBEEE. TOCART. ARXYMEER, Y-IVEROWONDNSBITTHERINT
W&,

3.4.1 FEZOEINT

- Bf  COMEER. 1-Y-PEL0imR EOTOCADERE/EML, IREZFESET
XB8IICTBEDTT, EARRIICIE -

viettel -
aldiant @

P i |

0 e

ing processes

9
&
B

DESKTOP-RZGBJEF

1-Y-07)\1XA—% :
+ 1-Y-Hroot/ V-TICEBLTOTIV LSS « YATLRDOT IT47RI-I1Y
FE30R KRB TETHRTT S,
+ A-Y-DTITAWRIN-TCOTAILTNBEE : TIAWNIIN-TICETZIN
TDI-JIVbaHRRT 3,
+ IA-Y-nERIN-TCO0JM1V LI5S 071V TWB1-Y-DI I -THE LU
593 FIIN-TILBI3IRNTDI-IIV b ERRT B,
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+ I1-Y-D—DFEFEHKOIIN-TICFRELTWSEE - OJ1YLTW31-HY-0
IWN-FICBTZINTOI-VIV b eFERRT B,

- I-JIVbERRUCEIRYS (EREMEICTBIHIC, YAMMIBAYIIYDimERD
HIRRENET)

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session

‘ v ‘

aw |

® DESKTOP-R2GBJEF (1BOAG66FD56EDD4CZCED557DDFDBTIAGF

16 OEREERL, [HERINIVEIVYI L TR E R L T<IEW (ERRICERA 60
W35 ahHIET) .

Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

‘ DESKTOP-R2GBJEF hd ‘
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Process Analysis

Choose an online agent for analyzing running processes, then click
‘Connect’ to start the session.

DESKTOP-RZGBJEF 4

Connecting to a

ent... (expire in 00:56)

l Cancel connection ]

- 1-Y-0IVC1-9TCETHROTOLA—EEZKR RIS

viettel

aliant &

) [=] [ ]
Change agent 0P connect
DESKTOP-R2GBJEF ge ag 1M Stop connect
Q > Refresh
Last updated: -2 Show verified signature Ml Shew columns
Hame PID Path User name Command line Signature Action

5048

Explorer EXE

SecurityHealthSystray exe curityHealthSystray.exe test

Systema2\SecurityHealthSystray exe’

vmadservice.exe

test dows\System3zwmadservice exe” -u
vmtoolsd exe CAPragram Files Awate Tools\vmtoolsd exe test \Program Fik re Tools\toolsd exe
Cnepnive exe 5675151 APPDATaNLOCIMICTOSO\ONEDrve OneDrive sxe test Microsoft Corporation
mmc.exe n32imme.exe NiA
¥ cmd.exe a2 c st\Desktop\New folde test NiA
conhost exe 9252 dows\System32\conhost exe test N/A
w Codeexe 11002 C-APragram Files\Microsoft VS Code\Code exe fest Microsoft Corporation
Code exe 284 CAProgram Files\Microsoft VS Code\Code. exe test C\Program Files\Micros0ft VS Code\Code exe’ ~1ype=gpurpro_Microsoft Comoration
¥ Codeexe 13300 C\Program Files\Microsoft VS Code\Code. exe test C:\Program Files\Microsoft VS Code\Code exe Microsoft Corporation
Code exe C:AProgram Files\Microsoft VS Code\Code exe test C:\Program Files\Micrasoft VS Code\Code.exe” ~reporter-ui=_. Microsoft Corporation
Code exe C-\Program Files\Microsoft VS Code\Code exe test C\Program Microsaft VS Code\Code exe’ —nolazy —insp... Microsoft Corporation
Code exe 13328 CAProgram Files\Microsoft VS Code\Code. exe test C\Program Files\MIcr0s0ft VS Code\Code exe - Microsoft Corporation
Code exe 4896 €:\Program Files; ‘C:\Program Files\Micrasoft VS Cod Microsoft Corporation
w chiomeexe 8308 C:AProgram Files ( ‘CAProgram Files (xB6)\ Google LLC
chiome exe 6664 CAProgram Files C\Program Files ( Google LLC

ZOH T AVT-T1-RISEROIN-TCHHINTVET,
1 — BERICEEYSEROIIN-TICE., Bt OWER, Bk, REXT
DS, RN EEN T,

2 - BRR-BHEIFTVACNOT-5T1VIVVTEXEBITBIERIIN-TICIE L
TORENEINET ¢
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RININTWBT-IDIRTDIT1=IV ML THF-T-MEERZEFF R T 5,

T-IDEFEFAIIS (REFAFORRBRRES LV IIVI-SFA4EEREL I-V-iR%K
hoEHDT-IDHEIRGLTRRTD)

: TOTPADTIINEBREROIISEE NX LB EMCT LN TEXT, IDFREEE I
LI a. TIINBRICEINTTOCRT-92TAINI VI T T BIENATRETT,

<7 Filter by signature |

Select all

Verified
Mot verified

Mot available

BFEROKRER. WLT3LI-FOBERELIT,

Q © Refresh
Last updatedt -21/06/2022 11:50:01 Show verified signature (@ 7 Filterby signature Il Show columns
Name PID Path User name Command line Signature Action
svchost exe 3360 CAWIndows\System32\svchost exe test c host exe & 2 Microsoft Windows Publisher
svchostexe 3680 C:\Windows\System32\svchost exe test c 32\svchost exe & Cl ©  Microsoft Windows Publisher
SecurityHealthService exe 6076 CAWindows\System32\SecurityHealthService exe SYSTEM C\Windows\System32\SecurityHealthSystray.exe’ Microsoft Windows Publisher
svchostexe 8084 CAWindows\System32\svchost exe SYSTEM CAWindows\System32\svchost exe -k netsves -p Microsoft Windows Publisher
ant\VESSve. exe N/A
VESConfigurationManag ant\VESConfigurationMar N/A
ConnectionManager.exe ram Files\Ajiant\VESConnectionManager.exe N/A
VESUpdater.exe 11864 SYSTEM C\Program Files\Ajlant\VESUpdater exe’ N/A
VESResponse.exe 18852 C:\Program Files\Alant\response\VESResponse.exe SYSTEM C:\Program Files\Ajiant\response\VESResponse exe’ Viettel Group
v oPre.exe 16604 C:\Program Files roPre exe SYSTEM CAPr Ajiant\propre\VESProPre exe N/A
SecurityNotify.exe 7640 C:\Program Files\Ajiant\propre\BLS\SecurityNotify exe test ‘C:\Program Files\Ajiant\propre\BLS\SecurltyNotify.exe” ppid . Viettel Group
VESAutoScan exe 16592 C:\Program Files\Ajiant\autoscan\VESAutoScan exe SYSTEM C:\Program Files\Ajiant\autoscan\VESAutoScan exe Viettel Group
VESCollector.exe 18304 C:\Program Files\Ajiant\collector\VESCollector.exe SYSTEM C\Program Files\Ajiant\collector\VESCollector.exe N/A
svchostexe 2656 C:\Windows\System32\svchost exe SYSTEM CAWIndows\regedit exe’ Microsoft Windows Publisher
Trustedinstaller exe 3908 CAWindows\System32\wermgr exe SYSTEM CAWindows\system32\wermgr exe -upload Microsoft Windows
Isass exe 800 CaAWindows\System32\lsass.exe SYSTEM CWindows\system32\lsass exe Microsoft Windows Publisher
fontdrvhost exe 940 C:\Windows\System32\fontdrvhost exe UMFDO fontdrvhost exe’ Microsoft Windows

@ Backiotop

o« WRFEH:BTE-BFERLNDY. BMHIRA,

o KRIER : KB - EFFELHNBLN BANHRIINTT,
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o FHLL:BHE-EBEFEREWIRONMEEA,
TOUA—EBORRIT -V ERAETERLICLET,

UZRTI, [Namel 71— KO8 CEERFEN, TNUAOT1-I RRER - FRTER
RTEET,

7 Filter by signature 1Bl sShow columns

Q

B Selectall

» MName

PID

Path

User name
Command line

& Signature

4

[0 Company name

(0 Product name

O File version

(O Parent process path
O PPID

O MD5

[ SHA256

(0 Processenv

(O start time

O Integrity level

[ state

[0 signature status
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3 —

TOEA—E(F. 1-Y-01YyE1-5 L CHREDSOLAT-9%5FK K. [FRT

I35 T VIV CRERIRENBWR I -V EEHET HELI-FEITINIVVIT

b, TOTADFEZRES

B CEET,

viettet

aliant

Name

w explorer.exe

Sec

rityHealthSystray exe

vm3dservice.exe
vmtoolsd.exe
OneDrive exe
mme.exe
w cmd.exe
conhost exe

Code.exe

C )

Code.exe
w Codeexe
Code.exe
Code exe
Code.exe
Code.exe

chrome exe

<

chrome exe

Path

CAwindows\explorer exe
CAwindows\System32\SecurityHealthSystray exe
CAWindows\System32\vm3dservice.exe

C:\Program Files\VMware\VMware Tools\vmtoolsd.exe
C\Users\test\AppDataiLocal\Microsoft\OneDrive\OneDrive.ex

C:AWindows\System:

nmc exe

C:\Users\test\Desktop\New folder\cmd exe

C:\Windows\System32\conhost exe

C:\Program Files\Microsoft VS Code\Code exe

C:\Program Files\Microsoft VS Code\Code exe

C:\Program Files\Microsoft VS Code\Code exe

C:\Program Files\Microsoft VS Code\Code.exe

C:\Program Files\Microsoft VS Code\Code exe

C:\Program Files\Microsoft VS Code\Code.exe

C:\Program Files\Microsoft VS Code\Code exe

C:\Program Files (xB6)\Google\Chrome\Application\chrome.e1

C:\Program Files (x86)\Google\Chrome\Application\chrome. e

Process detail s X
Key handles

Q ©

Path Action

REGISTRY\USER 1€ 1704432705-4217905726-1001_Clax ettings\Software t

REGISTRY\USER\S1-5:21-657 1704432705-4217905726-1 y tin

REGISTRY\USER 14 1704 a 6-1001_Classe

SHREYTICAMNTEY ., BT T BIERO—ENKRRINET,

&

Change agent | [l Stop connect

4 Refresh

viettel
aliant
'} a [ ]
s 2110672022 1454
Q
-t 210812022 115001
Nam %
e Marked Artifacts
w explorer.exe
SecurityHealthSystray exe
O Time Agentio

vm3dservice exe

vmtoalsd exe
OneDrive exe
mme.exe
» cmdexe
conhost exe
w Codeexe
Code.exe
w Codeexe
Codeere —

verified signature

From Reference

© View all artifacts

Action

7 Filter by signature

nature

rosoft Windows
fosoft Windows
ware, Inc.

ware, Inc.

fosoft Corporation
fosoft Windows
rosoft Windows
fosoft Windows
rosoft Corporation
fosoft Corporation
fosoft Corporation

rosoft Corporation

1B Show columns

Action
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3.4.2 FEEBEA N> MEER
ARy FERRT S

- JIVEAN > BIEEER > [RERIRIVEIUY) !

EEEEREEERREEEEEEREREERERE

- [Add to search] ClPopular] & [Others | DJ1=)L FEIERZRITVI(EML. [=]FEE
[#] DT TVEZEIRL TN,

N SA R

B @ RRCIDITEEBO/N\ I BN THERTESLI1CT5 (RAKOHIR
BL) o REPHEABEZEZEITIIE MFRSNLIRTONFARMITITENS,
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EheFIE
- NDIElInvestigation | %:&R L. [Event search] 7 J%:&IRLET,

- EEICANM—EBEEZFRRL, [BRBELCGERARTIARIVERIRTEE, YATLERIT-
TWVRRFR R T 7y TR RLET,

- N-N-F-U-FEANL N-D-0OEEFRUTRELRHET L TIZEL,

[INA51 bEBIN]NT VERIRL T V-7 9 5F-T-FERERLTLIZEL,
[FvV I IRIVERIRL T BT -T-FOV-J1FeF v/ I L TLIZE W,

Last 15 minutes £ E Show graph

@ Find and highlight..

3523 BIIHPBETT,
- BRY ARV MNEHRORER. FROTEK

- EEFIE :
- NDIZ Tinvestigation] %3#iRL. [Eventsearch] 2 7%##EIRLFT,
- ARVIMRFREERT [H2ERD1 ZFIRL TS,
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- HTEFREVRFERRLET  JIOKRT. TEXFOHFYERL., TV XKR—
Fe NILTDWRE, IALTHRE? ] ZBIRLTLEIL,

- HTIX TEvent SearchdA~JLF 1 Ry T7 v FTE#ERRL. Event SearchD%&
T4—ILFDEHROPERZSHRTELELIICLET,

Help with Event Search X

About events

fed In & specific p

another pr
e ad ess of the disks mes
pen ther with speci s\redacveu

AN E TS
B : [HTYRLTEEERRINIVEIVYITEE, T-ILEERTIZN. T-%
FUREEOIENTEET,
EHEFIE :

- ARV MREEET H42&8R%1 #FIRL TS,
- HTIEIUTO®REUYRAPZRRTLET ( JIORT. TFXALOHFYRL, TV
AR—b ALTHRBE, [TEIXLOHYRL] ZFBIRL TS,
- TWrap text] RAUHED ) v I TdHE, RERSNDT—ANETERINTS:
U, iV fz=FEn=Y LET,
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viettel
aliant

T—RELYAR— LT3
B : YATLARDIRNY MIBEES 3T-9DF I 0- 2R 3352¢,
EHEFIE -
- ARV MREEHAET 28R 5] Z2BIRLTLCESLY,
- HTIXBEEVRFERTLET  FJIORT. TFRALDOHYRL, T RKR—
fe NLTHARE, TZHRKR—F] #BIRLTLESLY,
- HTIET—2 AR MEHRD T AN E—Ry TF7yvTERRL., PRXATLIZH

ESNEEFHICEDVWTIAINNE—T BN A—3%ERLET : FHRIEH
DER, TUHRAR—FT7A4ILDER. ITTHDIEE. HIVIEEDHEE,

[TOZAR-PIRIVEFIRLT, T-IARY DYV O-MREERERLTIZEL,
[Fv2 VNI VEBIRLT, BAEEP LTS,
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Export data X
Choose fields to export Selected fields File type
O Csv JSON
Q Source process path
Time stamp Number of rows to export
virtual account Type the number of rows you want to export. The
User logon hours ber of row jing 200000 ffect
File signature expried number of rows exceeding can affec
Process id system performance, and it may take a while to
Net extra data complete your export
Task content 200000
Net extradata length [+)
src i

Authentication package name
Dns query status

User home directory

Add all fields Clear all selection Cancel m

343 /—F

Severity

BHY : IRTOE@EICERL. BEEBELTERARNENDST. [Note] K7 V& H)
AIBEICT B2 L,
EHEFIE -

- ARV MEREEET., 7A4aVEERLTLESLY,

- HTTRTOEEIS/ — FEERL, BEZBHLTEREEEDST. T
J— b REUEBBE R ENTEETS,
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_ viettel
Ll aiant =

My note X

344 FHE V—I/ER
B - R=FIH6I-JIV M BREFIVT1ORAESSIONS TN V1-T4V I
H32Y-IVz2ER (T701) 580,
TEEE
BEY : YATLOEY-IEEBITEIL, FIREIOBE TY-IL0EMN- BIBRA FTEE

T, COEEOHELEL U T OBYTY,

+ Y-D—BEEY-IOFEMIERERRLET « &El. NIA=F, N=-TJ3Y,
—X70F v, 7yFO-F1-Y- T3V IA-L, £, Py TO-FEFREL,

+ Y-IRER 1 V-V BTIRERT S

+ 7wrO0-FY-)b @ PvFO0-FY-)bIEWindows, MacOS. Linux®I-Y1Y kL

TENMEL. RAABE(F100MBTY,
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viettel -
Sliant vestigation / Deploy Taol -

Tool management
Show anly my tool 1, upload tool

Tool OutputFile_Linux_Params Tool OutputFolder_Linux_Params Tool OutputFile_Linux_Params Tool StdOut_Linux_LongTime
] root_test st 12 2 =] A root_test st 12 Lo ] A root_test st 2 Lo root_test 2
A fail A 1 A 1 A 1
4\ it xB6 A\ x64 A\ x64 B x64
hohoho. et Test hohoho. et stput stdout
N/A " N/A N N
OutputFolder.ps1 = OutputFile.ps1 = StdOut.pst Tool StdOut_x64_Params.exe =
n roal_test 4 n roal_test 4 n roal_test 4 1 n rool_test 4
L o ! - " ! = d ! = v 1
N/A N/A tect N/A A 1 w64
Test hohohotxt Stdout Stdout
N/A N/A sramete N/A NiA
Tool StdOut_x86_Params.exe - Tool StdOut_Linux_Params - Tool StdOut_OSX_Params Tool QutputFolder_x64_Params.exe
o tot s | = ST 2 osaoy oottt = root est
H J a ! u . i L J
X6 X6 x64
Stdout Stdout stput est
NiA 1 NA N
L Tool OutputFolder_x86_Params.exe Tool QutputFolder_OSX_Params L Tool OutputFile_x64_Params.exe L~ Tool OutputFile_x86_Params.exe

7yT0-FY-)LOBBER. AT OFIETRELET ¢

[79T0-FY=-)V1ZoYvT > 7yT0-F32Y-IVONAEEIRT 3h\ Y- &1V5-D
I-RICRSYT & EOVT > Ry TT7vTOIY-IVER]IICEREAS > [7yTO0-FY-)V]
7YY LTLIZEL,
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Upload tool X

Max file size is 100 MB, supported file types
| is executable file

Y-V HIBRY BHEEETIE. HIBRLIEWY -ILOT A IV EEIR L. THIBR 2R A TS,

viettel
aldiant Investigation / Deploy Tool £ 0O
Tool management Task management

| Q, searchtool
Showing 50 of 170 result(s) @ Show only my tool

@ Tool QutputFile_Linux_Params - @ Tool OutputFolder_Linux_Params g R Tool OutputFile_Linux_Params = @ Tool StdOut_Linux_LongTime -

Upload by rool_test at 14/12/2022 1838 25 Upload by rool_test at 14/12/2022 18 28 48 " " Upload by rool_test at 14/12/2022 18 27 35 Upload by feol_test at 14/12/2022 18.26 59
Deploy this tool

A  Version fail A  Version 1 rsion 1 A Version 1
Architecture  x86 Architecture  x64 rehitecture  x64 Architecture  x64
Output thohoho txt Output Test utput hohoho txt Output Stdout
Parameter  N/A Parameter  N/A Parameter  N/A Parameter  N/A

@ OutputFolder.ps1 = @ OutputFile.ps1 = StdOut.ps1 = Tool StdOut_x64_Params.exe =
Upload by roat.test 3t 14/12/2022 16:26:02 Upload by roat.test at 14/12/2022 18:2548 Upload by roa._test at 14/12/2022 182518 Upioad by rook_test at 14/12/2022 16:24:08

] version 1 ] version 1 = version 1 F ] Version 1
Architecture  N/A Architecture  N/A Architecture  N/A Architecture x84
Output Test Output hohaho.txt Output Stdout Output stdout
Parameter N/A Parameter N/A Parameter N/A Parameter N/A

@ Tool StdOut_x86_Params.exe = @ Tool StdOut_Linux_Params = @ Tool StdOut_OSX_Params = @ Tool QutputFolder_x64_Params.exe =
Upioad by fool_test at 14/12/2022 18:23:55 UpIoad by foat_test at 14/12/2022 182325 Upioad by rool_test at 14/12/2022 182306 Upload by foot_test at 14/12/2022 18:22:37

II Version 1 a Version 1 .‘ Version 1 II Version 1
Architecture  xB6 Architecture x84 Architecture x84 Architecture  x64
Output Stdout Output Stdout Output Stdout output Test
Parameter NAA Parameter NAA Parameter NAA Parameter N/A

L[ Tool OutputFolder_x86_Params.exe - [ Tool QutputFolder_0SX_Params - L[ Tool OutputFile_x64_Params.exe - L[ Tool OutputFile_x86_Params.exe -

V—ILEBRYT S
BRY : I-IIVNFTOTTOMY-IVIERDEEE
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ESER
+ I-Y-Hroot/ IV -TICELTOJM VLSS : 7IT478EN30B KRB DIN
TDI-JIVhaHRTT B,

+ A-Y-DBTITANIN-TCOTAILTVNEHE : TIAWNTIIN-TIZET BTN
TDI-J1Vh5aERTT B,

+ A-Y-ARIIN-TFIC0T1VLi5E « 0710031 -Y-0J I -TELUN
I3 FIN-TILETZ2INTDI-IIV MR T B,

+ A-Y-HEI3IIN-TEFEHOVTIIN-TCEIWTOIMY : Q1Y HD
I-P-0IN-TIIBTEINTDI-J1V kRT3,
Y-)VEBYTEE COY-IVT TOMFIE :

Y—ILERRLEER, 77043 3Y—I)ILOLa—FTT7/4a %FERL,
[COY—ILET704 ] #FIRTBHE, THLWEARIDER] BEAE
RENEY,

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 72
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Create new task

Information Agents or groups
Please fill oul all the Information of this task. Settings for assignees and triggering for this task are set by default, To change anything of them, click the

Task name respective butions o edit

Selected agents or groups
| ‘Task deploy tool Linuy| bt o

Choose agent(s) or group(s)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

I Tool OutputFolder_Linux_Params Immediately Atthe time this . M/A

Tool parameters (optional) Advanced

B Delete output after run ool

) 1f the task failed to run, retry up to

1 time(s) within 3 hour(s) ~ every 30 minute{s) v

(] [

D) Cancelthe task if the tool can not return cutput report from agent after: 30 minute(s) v

- Y= ETTAATEEODEZIRAVIEREZAALTLES L R T4,
B, W—ILINSA—4 Y—I)LE A,
- TIAAEEFATEEOHOITIL—TELUVI—C 2 FOER

LE-IEII:I

[All agent(s)%:&iRT 2] : 0/ VD 1-F-DEBREENICHZTRTOI-JTYF
ERRLCTTOMEETLET,
TIOMEETIBZI-IIV TN -TERIRLTUWKIEWN — I-IIVMEEEIIN-T
R
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Edit assignees

(O All agents (total 50 agents)
© Choose agent(s) or group(s)

@ Add agent/group Import from list...w

Information of selected agent(s) will be showing here

+ I-JIVMEEIEERLTEZE,

Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)
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o I-JIVMER : JIUNZEMERL. ZOJIUXEFERLTI-JIV MR
JBIENTELT,

Add agent(s)

Jfx ComputerName ~ "ubu

Selected (2)

ubuntu x  ubuntul8 x

10 result(s)

@  agentin Computer name 1P Address Group
27CFDODATADSIMEATCCESS .. ubunty 127.001,192.168.12... global
2FIEB4ATDTFDB44B3ECTAS... ubunlu-2004 127.0.0.1,10.0.2.15, 1. anhnn_test
60AA261BE178258ADCD191.. ubuntuls 127.001,192.168.25.. group_ubunty
A303D982A4256A6328267D0 .. ubunty 127.0.0.1,192.168.74.... anhnn_test
BB5933621EBBB0749E6AAG.. ubuntul8 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEE2B1ECBBES.. bichpt3-ubuntu 127.00.1,192.168.25.. group_ubuntu
C6BCSDFCFABBICIZBDTCAE... huyenptubuntu18 127.0.0.1,192.168.74... thanhnm18_test

a
(=]
a
[m]
o
o
o
[u]

E414B646EFAF694E531F810A... thanhnm8-ubuntul8-test 127.001,192.168.12.. global
‘@

Cancel Add

o TIOMIBI-IIVrZIDULEREIRTBICE I-IIVMDFIVINYI A%
AVICLET > BIRUEI-VIV MOER(E] Selected | B[R RSNFT > T-IJ1V hDEMN
BTy T 556 Cancel J2#IRL, IT-IIV N ANEREET 355 (F[AdDIRY
VERLET,
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Add agent(s)

fx ComputerName ~ “ubu

Selected (2)

ubuntu x  ubuntu18 x

10 result(s)

8| AgentiD Computer name 1P Address Group

B | 27CFDUDATADSO4EATCCOSS.. ubunty 127.0.0,192.168.12... global
2FIEB4ATDTFDBA4EIECTA.. ubuniu-2004 127.0.0.1,10.0.2.15.1... anhnn_test
60AAZ61BE17825BADCD101... ubuntuld 127.0.0.1,192.168.25... group_ubuntu
A3030982A258A632826700.. ubuntu 127.0.0.1, 192.168.74.... anhnn_test
BBS5033621EBSB0740E6AAG.. ubuntulg 127.0.0, 192.168.74... thanhnm18_test
BES6627FASFEEZB1ECEBES... bichpt3-ubunty 127.0.0.1,192.168.25.. group_ubunty

(C68CSDFCFABBICA2BDTCAE . huyenpl_ubuntuls 127.0.0.1, 192168 74... thanhnm18_test

E414646E E£531F810A... thanh b 127.0.0.1,192.168.12... global

<@z >

-

o BRUI-JIVHIN-YIEeEHE, PT1IVERRLTGERVAM ST
—JIVhEHIBRLET,

All agents (total 50 agents)

© Choose agent(s) or Group(s)

i

AgentID Computer name IP Address Group Status Action

2 agent(s)

0S6DC579B568.. HuyenPTWIN10x64  192168.74.126,. edr_team Offline o

07718463D55€E.. virtual_agent_maintn_. 127.0.0.1,172.1... maitest Offline

o FYYEIEBRLTHILTEIN REEGERLGRRULI-VIVHOIE
WeRFL TN,
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Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or group(s)

2 agent(s)

AgentiD Computer name 1P Address Group
056DC579B568_ HuyenPT-Win10x64 192.168.74.128, . edr_team
07718463D5E... vitual_agentmaintn_. 127.0.0.1,172.1... mahest

+ JI-TZBINY 2% FERL TS,

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or groupis)

X

e e

q ‘Add agent(s)

IN-TETIN-TERRL, I -T2DF-T-FEANTERLIICTS
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Add group(s)

X
o C
@ NOTE: In this interface, users belonging 10 the parent group have full CONtiol cwer il the Child QoUps of their parent gr.. See more ==

Group Location Action
&b TENANT viettel com.vn
anhnn_test

$o cnctest TENANT_nsm.com/anhvn

viettel/khoi_phu_thuoc/ves_anm

o TIOMTRIN-TE1DFRFEHCEIRLET > BIRINEIIN-TOERET
Selected [fBICRTENET > JI-TOEMZF vV I T Z5EECancel ] &8IRL. J)
~FOALEFET T BHEE[Save IR Y &EI|LTLREEL,

Add group(s)

a ®
© NOTE:n this interface, users beionging t the parent group have full control cver &l the chika QIoups of el parent gr. See more >

Group Location Action
b TENANT visttel comvn

o anhnn_test admin

&b cnctest TENANT_nsm com/anhvn

o default

oy edr_team viettel/khoi_phu_thuoc/ves_anm

Location

TENANT_nsm.com/anhvn
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o BIRLEIN-TIIHh-VIEEahE > PAIVEERLT FIRVAMBGY
W=TEHIBRLET,

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or groupis)

3 group(s)
Group

&b TENANT_nsm.com

& congne
S defaut

o FvYEIEBIRLCHIET SN BIRLEIN-TEREFELTT TOILUKE
JAN
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Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)

3 group(s)
Group

&b TENANT_nsm.com

& congne
£, defauh

+ YAMHBAVR=F : csvI7PAIHBI-JIV DY ALETYSO-RaTgE > [UR K
DA VM=K L TLESL,

o YYTNIFANESIYO-RLT I-IIV R IFANDY AR TA-LEEELTL
=&,

o I-JTYMEREAAL. [.CSVNBAYR-FZEIRLTI-VIVNIAET
wFO-RLTLEEE,
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Edit assignees X

© All agents (total 50 agents)

© Choose agent(s) or group(s) 1
Ade grou Import from list..w

Import from .CSV
Download sample file
2

cancel

Y—ILE—EICTIOA4FTBHI—2z 0 FOBDKRTE -

+ ®I-YiUb  BRLUEIRNTOI-Y-I-IIV DT SO1%55R] 33

Edit number of agents

Chaose number of agents you want 1o fun in each time:

© Allselected agent(s)

o 100 agent(s) every 3 hou(s) v uniilfinished

o

+ TIOMCEDI-JIVMIDETE ¢
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Edit number of agents

Choose number of agents you want to run in each time.
) Al selected agent(s)

olgq = ||agemis) every | 3 Ihou(s) vlunhlﬂmshm
o

- T7ARAY—IILETOBMBERERE (RyPa—1)29)

+

Run immediately]%:&IRT 2L FATEREIICT FO1Y-IVORAT I 1-
R ENEITINEXT,

Edit trigger
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+ AT I1-VIHE->TEITISIZIE. [Run on schedule |Z#IRLT, 7SO0V
DR EEITVET,

o AT V1-)VE[—[ERY J[SBEIRLTIIZE,
o Y-IOTTOMAT I1-VE—EL TR ETE2LICT 5,

o FRFFEDRE :

o AVa-)l&[Daily (BXR) [IZREIRLTLESL,

o Y-IOBADTIOMAT I1-IVEFAT 3,
o YR UKHE;

o PR T REORE :
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Edit trigger

Recur this task every

Start time

F
l 15/12/2022 - 00:00:00

b Expire in

o AT V1-EBRISGERLTIZEN,
o BRTTO1Y-IVDOATI1-EZEZFTFT 3,
o YR UKMH;

o FMRBFEERTRHEORE :
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Edit trigger

I[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|l Expire in [mmmzz-nnno-m @]b

o ATV1-)VENE A ITERLTIEEN,

—_

o BRADTIOMY-IOARTI1-IE&EEFAT S,
o YR UKMH;

o FRKRMEEK T REORE :
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Edit trigger

When

[ Monthly

Recur
Recuthis task in these moniths
August X October X

at these days:

” 9x 10X 16X 30X Lastday

Start time

15/12/2022 - 00:00:00

8 Expirein [15’12/2022—0%000 ﬁ]b

- AR DEFMERERR
+ [Delete tool after run tool] (&, V-V EITRCY-ILOE D ZHIERL. EFECN
VI TV IAKERERY ZEZRTREICLET,
+ JAVOEFTICKRBLEEE. YATDOT TOMH KT 3FTRATHAITZITL
CBRITYRT PRIOBTTIOMN) DOBFRERE CEELIICLET,
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Create new task

Information Agents or groups
Please fill out all the Information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons o edit

Selected agents or groups
Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

I Tool OutputFolder_Linux_Params. On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 150000 23/12/2022 00:00:00

Tool parameters (optional) Advanced

I Parameters for this ool B Delets output sfter run tool

Tool output (@ f the task failed 1o run, retry up to:

I o ” I I - @ times) within | 3 [ hour(s)  ~ } every [ mmwe(s:v]

B Cancelthe task if the tool can not return output report from agent after

v A-P-AREUBRENCI-VTY MBS EALK-MSESNEWMEA . X
DEFEIEILTLES,

Create new task

Information Agents or groups
Please fill out all the Information of this task. Settings for assignees and triggering for this task are set by default. To change anything of them, click the

Task name respective buttons o edit

Selected agents or groups
Task deploy tool Linux

All agents (total 50 agents)
Description

Number of agent(s) run in each time
About your task
All selected agent(s)

Run this task
Trigger

Tool to deploy Trigger Start time Expired time

I Tool OutputFolder_Linux_Params. On day(s) 9, 10,16, 30 and last day of May.. 15/12/2022 150000 23/12/2022 00:00:00

Tool parameters (optional) Advanced

I Parameters for this ool B Delets output sfter run tool

Tool output (@ f the task failed 1o run, retry up to:

I o ” I I - [1_} timefs) within lﬁ[ hour(s)  ~ ] every m [ mmwe(s:v]

|- Cancel the task if the tool can not retur output report from agent after:
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- [ICreate] #ZIRLT. HILWLWIRIVZEERKT DN, T—Cz 0 b TFOTT

A Y—JLERERELET . FrotILTSHFEEIE ICancell #:EIRL T

RRIDF Y oL FLEFI—Cz 0 FTOTTEA Y- IILERDEREE
ik LTS,

RRYEE
a XX UZXA

B9 : TT700Y-VORTI1-VIRT—EZRRIDILE,
RRSNBERI1-IVE 1 FAT% FERE. R AR, 8AA. T-JIV ML RUF-,
REETHE, AT-5A, $HOI-J1Vh

Vaii?ae;,‘t nvestigation / Deploy Taol EE

Task management

Task name Author  Createdtime Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
76 ot test 14 16:3 i NiA
75 tiest 14 18 1 NiA
task mac at_test N N/A
Task 8888 . te: N/A
27 N N/A
1273 1 N/A N/A
1y 8 1 N/ WA
1 N/A NiA

ry 6 N N

agen 4 N N/A
task fif 1 N/A N/A
daf 1 N/A N/A
faf 1 N/A N/A
im23 N A
daily 23 N N/A
daily 22 WA
im22 N NiA
sdsd N/

b. X X2 xfeFEd

BRY 1 RV RICLBIATIRRERRECT BT,

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 88
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

EITFIE : BTX-7-F2AH > [Search|hNIVEFEIRT BN, F-T-FDAHEK
T > Enter¥—%189, YATLIE. YATLRICHEZRBEF-J-FEETEZI-JIVME
OB TEEETLEY,

viettel

A nvestigation / Deploy Tool L
aliant #
Task management
T <
Number of agent(s) Next run time Stat Upceming agents Action
2 N N
2 N N
2 N N
2 N N
1 N N
1
1 N N
T
1 N N
1 N
s N N
5 N

C. XXZZ(ERLT B
(3.5.4.21E[7701Y-)V ] L R OHEEE)
By : I-JIVEF T TOMY-VDIEREHZET L
ESEE
+ d-Y-Hroot/ -TICEBLTWEHE : 7IT4THREN0B KRB DIRTDI-
JIVMERRT B,

+ I-Y-BTIANRIN-TCOTAVLTVWSHE : TIANNIIN-TICBIBIN
T@I_:)‘I\/ I\E%/:.r\g_éo
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+ A-Y-PRIN-TCO0JMVLEEES  071Y0TW31-Y-0J I -TELUN
53 FIN-TILBTBINTOI-VIVhaRRT B,
+ 1-Y-H—DFEFEROIIN-TICFELTWSHE : 0J1YLTW31-Y-0
IN-FICBTZIRTDI-VIVEERRT B,
SATEBYTTY-IETTOM1$5FIE :

Y—ILEERLIE, TIAA4TEHY—ILOLI—RTT7AaVEFRL,
[Deploy this tool] Z#EiRT D&, [Create new task] BEIEARTINET

Create new task

Information Agents or groups
Please fill sut all the information of this task. setrings for assignees and triggering for this task are set by default. To change anything of them, click the
s to edit

Task name respective bution:

Selected agents or groups
| Task deploy tool Linux| v

Chaose agent(s) or group(s)
Description

Number of agent(s) run in each time

All selected agent(s)

Run this task

Trigger

Tool to deploy Trigger

| Tool OutputFolder_Linux_Params Immediately

Tool parameters (optional) Advanced

I Parameters for this too @ Delets output after run tool

Tool output O f the task failed 1o run, retry up to:

time(s) within 3 hour(s) ~ every 30 minute{s) v

(] [

[ Cancelthe task if the tool can not return output report from agent after: 30 minute(s) v

- V=L ETTAATEEODEZIRIEREFAADLTLESWN: 3RVA, T
JO4935Y—)L, BB, Y—ILDINTA—5 Y—ILDOH A,
- TIOAEETITBREODINL—TELUVI—C 2 FOER
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[All agent(s) Z#IRT3 : 0J1VHOI-V-OEBHENCHZINTOI-IIVE

ERRLCTTOMEETLET, |

TIOMEEITIBL-JIV M ERRIN-TERIRLUEEW - I-JIVbXERIIN-T

R

Edit assignees

(O All agents (total 50 agents)
© Choose agent(s) or group(s)

Import from list...w

Information of selected agent(s) will be showing here.

Cancel Save

+ I-JIVMEEIEERL TS,
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X

Information
Please fil out all the information of this task. default. To change anything of them, click the
Task name

[ru:mnuuu -

Edit assignees

All agents (total 50 agents)

© Choose agent(s) or group(s)

[Tt import from list...w
Add agent(s)

Add group(s)

o I-JIVMRR : JIUNEMERL. Z0JIUNXEFERLTI-JIV MERER
JBIENTELT,

Add agent(s)

Jfx ComputerName ~ "ubu

Selected (2)

ubuntu x  ubuntul8 x

10 result(s)

@  Agentid Computer name 1P Address Group
27CFDIDATAIIO4EATCCESS... ubuntu 127.00.1,192.168.12... global
2FIEB4ATD7FDB4483ECT43 . ubuntu-2004 127.0.0.1,10.0.2.15, 1 anhnn_test
60AA261BE17625BADCD191... ubuntu18 127.0.01,192.168.25.. group_ubunty
A303D982A258A6328267D0. ubunty 127.00.1,192.168.74. . anhnn_test
BB5933621EBBB0TA9EGAAG.. ubuntulB 127.00.1,192.168.74... thanhnm18._test
BE56627FASFEE2B1ECBBES.. bichpt-ubunty 127.00.1,192.168.25.. group_ubuntu
C68C5DFCFABBICI2BDTCAE... huyenptubuntu1s 127.0.0.1,192.168.74... thanhnm18_test

a
o
a
o
[m]
o
o
[u]

E414646EFAFG94E531FB10A . thanhnm1B-ubuntu1B-test 127.001,192.168.12.. global

<2>

s
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o TIOMTBI-VIVIEIDFRIFEFBRIRLTESN > #RLEI-VIVE
158N Selected | BICRREINFT > I-JIVrDEMEF YV IV T B35 E(E] Cancel
Z2FIRNL. I-VIV N AN EREE T 255 3 AddI T V&R L TLIESL,

Add agent(s)

Jx ComputerName ~ “ubu

Selected (2)

ubuntu ubuntu

it(s)

Computer name 1P Address Group
27CFDODATAOSOMEATCCISS... ubunty 127.0.0.1,192.168.12... global
2FIEB4ATDTFDA4483ECT4I.. ubuntu-2004 127.00.1,10.0.2.15,1... anhnn_test
60AA261BE178258ADCD191... ubuntulg 127.0.0.1,192.168 25.. group_ubuntu
A303I0IBZAZSAAGI28Z67D0... ubUNtU 127.0.0.1, 192.168.74... anhnn_test
BBS5933621EBB80749E6AAG . ubuntulg 127.0.0.1,192.168.74... thanhnm18_test
BES6627FASFEEZB1ECBBES.. bichpta-ubunty 127.0.0.1,192.168.25... group_ubuntu

C6BCSDFCFABBICA2BDTCAE... huyenpt_ubuntuls 127.0.0.1, 192.168.74.... thanhnm18_test

]
]
[u]
]
o
o
o
[u]
a

E414846EFAF6O4ESI1FBI0A... thanhnm1B-ubuntulB-test 127.0.0.1,192.168.12... global

«<@: >

-

o BIRLEI-VIVMNIA-YIEEDE > PAIVEEIRLT, BIRUAMDS
I-JIVh&HIBRLETS,
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Edit assignees

© Al agents (total 50 agents)
© Choose agent(s) o group(s)

2 agent(s)
Agent 1D Computer name 1P Address Group

0S60C5796568.. HuyenPT-WIn10x64  192.168.74.125, . edr_team

07718463D55E... virtual_sgent_maintn_ 127.0.0.1,172.1.. maitest

o FYVEIEERLFv VUGN RELZERLTT TOMT 310052
RUEI-VIVhOBERERFL TSN,

Edit assignees

© Al agents (total 50 agents)
© choose agent(s) or groupis)

2 agent(s)
Agentip Computer name 1P Address Group

056DC579B560_ HuyenPT-Win10x64 102168 74.128,_ edr_team

07718463D5E... vitual_agentmaintn_. 127.0.0.1,172.1... mahest

+ I -TEBMNT BEERL TS,
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Edit assignees x

O Al agents (total 50 agents)

© Choose agent(s) or group{s)
Import from list...w

q Add agent(s)

o JI-TETIN-T&&RL. IIN-T2DF-T-Fe ANV TURREFATS

Add group(s) o

lat

o Ontiol over all e CAIIA IOUPS O Téir parent gr... See more »»

Group Location Action
TENANT_viettel com.vn

anhnn_test admin

enctest TENANT_nsm com/anhvn

default

edr_team viettel/khoi_phu_thuoc/ves_anm

Selected
No group(s)

Group Location

NO DATA TO SHOW
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o TIOMTRTN-TEIDFRFEHCEIRL TSN > BIRULEIIN-TOIER
(I Selected |fHICERTREINET > JI-T0EMEF VI T B35 E (L Cancel | %8R L.
II-TUANERETE S B354 (& Save JIRT V&R LTI,

Add group(s)

[a °

@ MOTE:In this interface, users belonging to the parent group have full cantrol over all the child groups of their parent gr_ See more ==

o BIRLEIN-TICHh-VIEEhE > 7A4IVEERLT BIRVAMGY
W-TZHIBRLET
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Edit assignees

© All agents (total 50 agents)
© Choose agent(s) or group(s)

Import from list...w
3 group(s)
Group

Action
&b TENANT_nsm.com

& congne TENANT_edr.com

&, default NIA

<>

o FvYEIEBRLTHILTEIN EBRULEIN-TERELTTTOLUKLE
JAN

Edit assignees

O All agents (total 50 agents)
© Choose agent(s) or groupis)

Import from list...w
3 group(s)
Group

Action
&% TENANT_nsm.com NiA

o
o congne

TENANT_gdr com
o default NA

<>
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+ UZRMBAVIR=F & csvI7AIDBI-VIV MOUA Ty FO-RA]BE > U
Mo ViR= b 5EIRL TS,

o YYTNIFANESIYO-FLT, I-JIVEIPANDYARIA-LEEFLTK
12EW,

o I-JIVMERZEAAL. [.CSVNBAIUR-FZEIRLTI-YIV M ARET
‘yjl:l_ Fl./t(t__“éll\o

Edit assignees

O Al agents (total 50 agents)
© Choose agent(s) or group(s)

- Y—=ILE—EIZTTOA4TEHBI—C Y FOBDERTE

+ @T-Y1b  BIRLEIRTOI-Y-I-YIV DT SOM1%55R] T3
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Edit number of agents

Choose number of agents you want 10 fun in each time:
© All selected agent(s)
o 100 agent(s) every 3 hour(s) ~  until finished

o

+ TIOMZEDI-IIY MIDKRTE ¢

Edit number of agents

Choose number of agents you want to run in each time.
) Al selected agent(s)

olgq 2 ||agemie) every | 3 Ihou(s) vlnnhlﬂmshtd
Sl - |

- TTOA4Y—=ILDEITRAT D1 —ILEKTE :
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+ TRun immediately |Z#IiRT 2L, YATEREIICT TOMY-ILDAT I 1~
R ENEITINET,

+ [Run on schedule|Z:&IRLT, V-ILOT TOMBERIODAT I 1- )R EEITVE

o AT IJa1-)VEI—REIRYJISEIRL TS,
o Y-IOTTOMATI1- I a—ELEFERETZELI1I9 3,

o FREEORE -
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Edit trigger

When this task Is created

o ATV1-)VEIEHIIZRELTLESL,
o Y-IOBBHODT SOOI AT I1-)V%EFRIS 3,
o gYIRLUIFR;

o FRKRMEEK T REORE :
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Edit trigger

Recur this task every

Start time

F
l 15/12/2022 - 00:00:00

b Expire in

o AT V1-EBRISGERLTIZEN,
o BRTOTIOMY-IDOARTI1-VV ) &FFr] T3,
o YR LHFMH;

o FMRBFEERTRHEORE :
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Edit trigger

I[ Monday X Tuesday X Wednesday X

Start time

| 15/12/2022 - 00:00:00

|l Expire in [mmmzz-nnno-m @]b

o ATV1-)VENE A ITERLTIEEN,

—_

o BRADTIOMY-IOARTI1-IE&EEFAT S,
o YR UKMH;

o FRKRMEEK T REORE :
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Edit trigger

Monthly

Recur

Recuthis task in these moniths
August X October X

at these days:

” 9x 10X 16X 30X Lastday

Start time

15/12/2022 - 00:00:00

@ Expiein [wwmzwuuw ﬁ]b

- ARV DEFMEREDERK
+ TDelete tool after run tool] (3. V—JVEITERIZY-ILOEHZHIBRL. EFCN
VI TV MAFERERY ZEEFFAILET,
+ JAVOEFTICKRBLEEE. YATDOT TOMH KT 3FTRATHAITZITL
VAIRIOBTIOMCET2BRITIEROREEZIT IS,
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Create new task

Information

Please fill out all the information of this task.

Task name

Task deploy tool Linux

Description

About your task

Tool to deploy

I Tool OutputFolder_Linux_Params.

Tool parameters (optional)

I Parameters for this

Tool output

(o] o

Agents or groups

Settings for assignees and triggering for this task are set by defaut. To change anything of them, click the
respective butions fo edit

Selected agents or groups

All agents (total 50 agents)

Number of agent(s) run in each time

All selected agent(s)

Run this task

Trigger

Trigger Start time Expired time

On day(s) 9, 10, 16, 30 and last day of May_ 15/12/2022 15:00:00 23/12/2022 00:00:00
Advanced

@ Delete output after run ool

B 1f the task failed to run, retry up 1o

@ times) within | 3 [ nour(s)  w } every [ mmune(s:v]

B Cancelthe task if the tool can not return output report from agent after

Create new task

Information

Please fill out all the information of this task.

Task name

Task deploy tool Linux

Description

About your task

Tool to deploy

I Tool OutputFolder_Linux_Params.

Tool parameters (optional)

I Parameters for this

Tool output

(o] o

+ YW I-JIV o AUR-bEREBWEEE - R ELERREA
[CHRTNEITTCERWNGELIRTDF v IV EFFRIL T,

Agents or groups

Settings for assignees and triggering for this task are set by defaut. To change anything of them, click the
respective butions fo edit

Selected agents or groups

All agents (total 50 agents)

Number of agent(s) run in each time

All selected agent(s)

Run this task

Trigger

Trigger Start time Expired time

On day(s) 9, 10, 16, 30 and last day of May_ 15/12/2022 15:00:00 23/12/2022 00:00:00
Advanced

@ Delete output after run ool

B 1f the task failed to run, retry up 1o

1 timefs) within [ 3 [ hour(s)  ~ ] every [ 30 [ mmwe(s:v]

|- Cancel the task if the tool can not retur output report from agent after:
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[Create |23 IRLTHLWIRIEERT 2D I-VIVNTOT TOMY-IVEHRERELET
o ¥V I T 215 E(ECancel |2 & IRLTIRTDERRPI-JIV N TOT FO10Y-ILERD
HEEDIEL TS,

d. & X2 DiE#H

BHEY 1 AT DEEZEFTREICL, TTOIRTDEZBERIICADLEIN, YRAT20OR(E
frEFY (A-Y-ICIRTBOANFIMEBEEZRDET)
RieFIR :

- Y—I)IL—EEET. gLV —ILIZHA—YILEZEHLE >ER> Z0D4
AV EEE ] ZFIRL TS,

- &
=
a L) |
=
@ ] © Mew task
=] mi o g n time pcoming agents __ Action
View report
¥ View detsil
~ Duplicate this task
A

- BRVBEANL. FRVEHRERERE - EHLTLLES L, REZRETI D
[CIE THEm) ZF|IRL., FRVDERBEEZX Y LT HICEL TFr o+
L1 ZBERLTLEZSUN,
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Duplicate task

Information
Please fil out all the information of this task.

Task name

|| ‘task duplicate 1|

9

About your task

I Tool QutputFolder_Linux_Params

Tool parameters (optional)

[ parametrs or s oo

Tool output

| File v I IwanIDadsﬂeslm

Agents or groups

Settings for assignees and triggering for this task are set by defauit. To change anything of them, click the

respective buttons to edit
Selected agents or groups

2 agent(s)
Agent ID Computer name

SAJEBABDOTFA.  redhat tester

CBOSFCO02664.. centos7_test_hostna,

Number of agent(s) run in each time
All selected agent(s)

Run this task

Trigger

Trigger

Immediately

Advanced

B Delets output sfter run tool

(O 1f the task failed to run, retry up to:

1 time(s) within 3

1P Address Group Status Action
192.168.6.4419.. maitest225  Online

19216861181 maitestz25  Online

<>

Start time Expired time

Atthe time this task is cre_ N/A

hour(s) ~ every 30 minute(s) v

O Cancel the task if the tool can not return output report from agent after: 30 minute(s) v

- 1

DEBEDT—>2 1 > N—E

B9 Y- EERT TOMENBI-JIV PO—EEZRRTEDRLICTEIL,

EEFIE : FATVAEE Tl 5EOI-JIIY b—B | ZERLET,
f. XX ZDf=iF S

BEY 1 YATDELESLUBESEZAIREICTS (FTIOMTRATDELERE—FH=LEL
1E9A0DBTI01) .

FAT—FHELOFIRE : JATUVANEE T, —FFLELEVWIRT(CH-VIVEEhHES
> AV —FHEIETBIHOTAIVEREIRT S ¢
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Deploy Tool

Task management

Qe B8

Task name Created time Description Number of ageni(s) ~ Trigger Next run time Status Upcoming agents Action
15/12/2022 144617 N/A 2 Immediately NrA N/A
15012 WA 2 Immediately N/A WA
roottest  15/12/2022 144528  N/A 7 Immediately N/A - N/A -1 0%
oottest 15/ 142507 N/A 2 Immediately N/A N/A Stop this task
root_test 142101 NiA 2 Immediately NiA NrA
root._test 142029 N/A 2 Immediately NrA N/A
1_test 141222 N/A 2 Immediately N/A N/A
Task r root_test 15/12/2022 141012 N/A 2 Immediately N/A N/A
Task 8988 oot test 22003214 N/A 1 Immediately N/A /A

k mac root_test 80621 N/A 1 Iy

ediately N/A NiA

Task 888868 roottest  14/12/202218:00:57  N/A 1 Immediately NiA N/A
Task agent 16:57 NiA 1 Immediately N/A ® Stoppe NiA
task fif 14012 65151 NA 1 Immediatefy N/A MiA
1412/2022 112136 N/A 1 Immediatefy N/A
root test  13/12/2022 18:09:43  N/A 5 Immediately NiA N/
root_test 12/2022 180921 N/A 5 Immediately N/A e st HA
Task test report 83 root_test 180138 N/A 5 NiA HiA
Task test repm § 2175448 N/A 5 N/A NiA

SAVEBTIOMI3FIRE (FLFOFRIDEGE)  FATUANEET, B7 /0L
TEWIRDICA-YIVEEDE, BT JTOM71IVEERL TS,

viettel

aldiant

Deploy Tool

Task management

o= Y - |

Task name Author  Created time Description Number of agent(s)  Trigger Next run time Status Upcoming agents Action
sk mmediately Y49 roottest U120z 144973 NAA 1 Immediatety N/A o stoppe WA
T 0N NiA 1 Immediately N/A NiA
Task Monthly MacOS 06/12/2022 1682502 N/A 1 Onday(s) 7.8,9,10.11,12.13,14, 15,18 of Nove. . N/A
Task weekly MacOs 1823 NiA 1 On Mandays, Tuesdays, Wednesdays, Thurs . NiA
Task MacOS daly 1 N/A 1 Every 1 day(s) at 09 . N/A
Task 7647657465 WA 1 Immediately N/A WA
N/A 1 Immediately N/A N/A
175015 N/A 1 Immediately N/A WA
174313 N/A 1 Immediately N/A NiA
Task m: root_test  06/12/2022 16:41:35  N/A 1 Immediately N/A .t N/
Task monthly dai 06/12/2022 151838 N/A 1 on day(s) 7, 8,9, 10, 11, 12 of December at 09:00".. N/A e N/A » o
Task abfbwfvf 06/12/2022 135821 N/A 1 Immediately N/A N/A
New task 2 11:14:48 52 On Mondays, y every 1 week(s) at 12:0 022 12:00:00 . N/A
11158 N/A 1 Immediately N/A NiA
New task 1 08/12/2022 111142 Immediately N/A WA
Task test retry 132 06/12/2022 104915 N/A 1 Immediately N/A NiA
Task abfbvfvf 06/12/202213:5821  N/A 1 Immediately N/A NiA
New task 2 o 11448 52 On Manday: ery 1 week(s) at 12:0 22 12:00:00 . WA

€ Back to top
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9. £ X2 DHM

B YAV DFMITRERE TEHLIICT B,

KEFIE : SATYAMEET, FHEEBLLVWIRTICN-VYIVEEDHES > [FFilE
RBIERL T,

View task detail X

00l to deploy 3_Hello.exe
meters /A
put type none
path N/A
Agents & groups
Assignees
agent(s)
Agent ID Computer name Addre: rou Statu:
97617AC1AGD9458E.. Maingocwinx6s 92168 maitest22: ine

Number of agent(s) run in each time

Run this task

Trigger

Immediately At the time this task is created.  N/A.

‘Advance

Timeout Nane

h. LA—F,EES (V—IiEREZT)

BEY 1 TTO0MY- )OI ERERERER T B,
EEFIR : SATYAMNEET, FHEEZELLVIRICh-YIVEEDE > [Lik-t&
R3I1EERU TS,
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14/12/2022 - 12:00:00

Total agents 51
Success 1

12/12/2022 - 12:00:00

Total agents 49
Success 2

07/12/2022 - 12:00:00

Totalagents 49
Success 0

View report - New task 2

lfx Search by agent ‘ Q
Showing 50 of 51 results

Agent 1D Computername  IP Address  Tool exitcode  Status Message Action
OTEBOS7IAGB07_ WITXBGAPC 100215 N/A Falled Avchitecture invalided (Tool::
A23B7D0C74550... thanhnmigtest 192168121 0 o Falled Failed to get output(tool outy
97617ACTAG094.. Maingocwink6d  192168741.. 0 esuccess  N/A

ABG963ETASE30.. WIn1Ox64APC 100215 0 o Failed Failed to get output(tool outy
S0EF37015E7D1.. DSTest-PC 192168.56.1,.. N/A o Failed Unknown efror
524B30C4C568F.. EDRTESTO2 192168133, N/A o Falled Unknown eror
056DC579B5681.. HuyenPTWINIOx.. 192168741 N/A o Falled Unknown error
12B680FASBA69.. WIn7x86 192168741 N/A o Falled Unknown error
AE36AD62DEASO_ BIChPT3 192168255 N/A ® Expired Task time expired
1BOAGGFDSGEDD... DESKTOP-R2GBJ_ 192.168.198.. N/A ® Expired Task time expired
CBID5366CED36. HuyenPT-WIN7x86 192168741.. N/A ® Expired Task time expited
1B2DSEC3CT611... HuyenPT-Win7x64 192168741.. N/A ® Expired Task time expired
Q7EAAD29AAOAF.. BIChPT37xB6  192168.255.. N/A ® Expired Task time expited
ABSSSS2EDICTF... thanham18-wi0x.. 192168.121... N/A ® Expired Task time expired
SDFB67DBA4ESF. HuyenPTWin10x.. 192168741 N/A ® Expired Task time expired
F2AA317BET769.. Bichpt3 Win0Te.. 192168255.. N/A ® Expired Task time expired
3C7764CAIDEDE.. bao-PC 100215 NA ® Expired Task time expired
EA4BBA250CCAS... X64_ptbich 192168255 N/A ® Expired Task time expired
AC736D6DDSA3..  Win10x86 192168.741.. N/A ® Expired Task time expired
E1A2D22E765E5.. thanhnmigdest7.. 192168.121... N/A ® Expired Task time expited
EFOCIAG2FII7F_ thanhnm18w7x64 192168121 N/A @ Expired/\ {1/ Tasktime éxpired

A The ool results s going to be deleted automatically after 2 months for saving resources

o8-

+ TIOMY-IVOERELLTOIIVINY FTHRRL TS -

o BN : JIUXICEIVNTTTOMY-IDFERERRTEELIICTBIL,

o EITFIE: RRIIVZEANL, RENIVERIRTZD, ¥-T-FOAH%
& T UCEnter¥—2iRLET, YAT LR, RF-T-FCEETZEHREVATLANTREL

9,
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View report - New task 2

14/12/2022 - 12:0000 o h P Computerioms ~ “mai”

Total agents 51
Success 1 Showing 12 of 12 results

Agent ID Computername  IP Address Tool exitcode  Status Message Action
12/12/2022 - 12:00:00 ...

Total agents 49

BED3ADB7OSFFS.. viual_agent_mai_ 17217.02 NiA ® Failed Platform invalided (Tool: wind

AGEDE4BCCICT7... virtual agent_mai.. 17217.0.5 NiA ® Failed Platform invalided (Tool: wind.

e : AAGSTDBAAFFBC.. virlual_agent_mai.. 17217.011 N/A @ Failed Platform invalided (Tool: wind
07/12/2022 - 12:00:00 ... 210352BC56C0B.. macOS-Mais-Mac.. 192168741 N/A ® Failed Platform invalided (Tool: wind.
Total agents 49 71BCAC7428B32.. virtusLagentmal.. 17217.04  N/A o Failed Platorm invalided (Took: wind.
Erd) g E4S0ATICCOBFD.. virtuaLagenLmai. 17217.03  N/A o Failed Plattorm invalided (Tool: wind
3CADIACAB489. virtusLagenLmai 17217.07  N/A o Failed Platform invalided (Took: wind
07718463DSSE5.. virtuaLagenLmai_. 17217.0.10  N/A o Failed Platiorm invalided (Tool: wind.
6C64807431177.. virtuslagenLmal 17217.09  N/A o Failed Platform invalided (Took: wind
5560750430548.. virtuaLagentmel [§§217.08 WA o Falled Platorm invalided (Tool: wind.
60DBE442BBO298 Wm‘ﬁLﬂeanE‘i 1721706 N/A ® Falled Platform invalided (Tool: wind.
G7617AC1AB0M... Maingocwinisd 192168741 0 esuccess WA
e a

+ AT I1-WENIRATCEITTOMY- I OLFERET VY O-FL TS ¢
o B : ATII-NENFHRATICEDIWT, TI01MY-IOEfEREYIVO-F
AIREICT BT,
o FEITFIE : UIR-bRTEIET, [TARTOEHEIVYO-FNTVEEIRL
ESE
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View report - New task 2

14/12/2022 - 12:00:00  w.

X ComputerName ~ "mai” o Q
Total agents 51
Success 1 Showing 12 of 12 results
Agent 10 Computername  IP Address  Tool exitcode  Status Message Action
12/12/2022 - 12:00:00 . BED3ADBTOSFFE,. virtualagentmai, 172.17.0.2 NiA o Failed Platform invalided (Toal: wind.
Total agents 49
R N ABEDE4BCCICIT.. virtualagent mai.. 17217.05  N/A  Falled Platform invalided (Tool: wind.
AA6STD644FFEC... virtualagentmai.. 17217011 N/A e ailed Platform invalided (Tool: wind.
07/12/2022 - 1200:00 210352BC56C0B.. macOS-Mais-Mac.. 192168741, N/A o Falled Platform invalided (Tool: wind.
Total agents 49 7IBCACT42BB32 . virtualagentmal. 1721704 N/A o Falled Platform invalidd (Tool: wind.
s g E4SDA7ICCOBFD_ virtual_agentmal.. 17217.03  N/A wralled Platform invalided (Tool: wind.
3CADTACAS489 virtual_agent_mai_ 1721707 NA e Falled Platform invalided (Tool: wind.
07718463DS5ES... virtual agent mai.. 17217010 N/A  Falled Platform invalided (Tool: wind.
6C648D7431177 Mﬂw! 1721709 NA o Failed Platform invalided (Tool: wind.
5560752430548... virual_agent mai [@ 21708 WA  Falled Platform invalided (Tool: wind.
6DBEA42BB0298... virtualagentmai.. 1721706  N/A o Failed Platform invalided (Tool. wind
97617ACIAS094.. Maingocwinedd 192168741, 0 ssuccess WA
Vi
e a

+ IRNTOLN-FEEIS LTS,
e BHY:TTOMY-IORRBEVANEIRTIVYO-FTERLICTEIL,

o ETFIE : UiN-bRREET, [UIR-FRGINI VEERLET

14/12/2022 - 12:00:00  w.

Jx ComputerName ~ 0] Q

Totalagents 51

Success 1 Showing 12 of 12 results
Agent 10 Computername | Address  Tool exitcode  Status Message ction

LEAE LR ] BE03ADBTOSFFE. virualagentmai. 1721702  N/A aFalled Platform invalided (Tool: wind.

Total agents 49

P N AGEDS4ECCICI7.. vintvalagentmai.. 1721705 N/A o Failed Platform invalided (Tool: wind
AAOSTOGALFFOC.. virtualagent.mai. 17217011 N/A wFailed Platform invalided (Tool: wind

07/12/2022 - 12:00:00 = 2103528C5600B... macOSMalsMac... 192.168.74.1.. N/A o Failcd Platform invalided (Tool: wind.

Total agents 49 71BC4C7428892 virtualagent.mal.. 1721704 N/A wfalled Platform invalided (Tool: wind

s g E4SDA7ICCOBFD_ virtual_agentmal.. 17217.03  N/A wralled Platform invalided (Tool: wind.
3CADTACAS489 virtual_agent_mai_ 1721707 N/A e Falled Platform invalided (Tool: wind.
07718463D55E5... virtual_agent_mai.. 172.17.0.10 N/A @ Falled Platform invalided (Tool: wind.
6C648D7T431177... virtual_agent_mai.. 172.17.0.9 N/A @ Failed Platform invalided (Tool: wind.
5560752430548 wtuaugem_mai‘n 21708 N/A @ Failed Platform invalided (Tool: wind.
6DBE442B80208... virtualagent mai.. 17217.06  N/A wFailed Platform invalided (Tool: wind.
OTE17ACIAB094.. Maingocwinkéd 192168741, 0 eSuccess /A
S a

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi Pa ge I 112

T: (+84) 971 360 360 E: vessales@viettelcomyn | W: www.viettelcybersecurity.com



viettel

security
+ BATI1-VVIOENETIIVO-FSB
o B BATII-NILILTTOMY-VOBEREBE—EEINTIUYO-FT
TBHLO(CT B,

o ETFIE: UK-FRFREET, HAEFIYO0-FLEVWATY21-)LLI-FD
TAIVEREIRL, RICTHDZESDYO-F]&&EIRLET,

View report - New task 2 4, Download all outputs
14/12/2022 - 12:00:00
I? ‘ fx comput o Q
Total agents T
Success sults
Get report
computername P Address  Tool exitcode  Status Message Action
12/12/2022 - 1200:00
nar BED3ADBTOSFFE.  wirtual_agent_mal_ 1721702 N/A e Falled Platform invalided (Tool: wind.
Total agents 49
S 2 AGEDS4BCCICI7. virtual_agent_mal.. 172.17.0.5 N/A @ Falled Platform invalided (Tool wind.
AAG5TD6ALFFBC.. virtual_agent_mai . 172.17.0.11 N/A e Falled Platform invalided (Tool: wind.
07/12/2022 - 12:00:00 = 2103528C56C0B.. macOS-MaisMac.. 192.168.741.. N/A wrailed Platform invalided (Tool: wind.
Total agents 49 71BCACT42BBIZ.. wirtual_agent_mai.. 17217.0.4 /A o Failed Platform inve alided (Tool: wind.
e g EAS0A7ICCOBFD.. virtualagentmai. 17217.03  N/A »Failed Platform invalided (Tool: wind.
ICADIACAB480. virtualagentmai.. 17217.07  N/A ailed Platform invalided (Tool: wind.
07718463085E5... virtual_agentmai. 17217.0.10  N/A srailed Platform invalided (Tool: wind
6CH48D7T431177.. virtual_agent_mal.. 172.17.0.9 N/A e Falled Platform invalided (Tool. wind.
5560752430548 virtual_agent_mai_ 172.17.0.8 N/A e Falled Platform invalided (Tool: wind.
6DBE442BB0298.. virtual_agent_mai.. 172.17.0.6 N/A @ Failed Platform invalided (Tool. wind.
97617ACIAB094 . Maingocwinktd 192168741 0 ® Success N/A

+ KBATI1-UvJoLik-+&ESI0-+9 3:
e BN :RATII-NIEITTTOMY-IOIERBEDEETANEIATYY
YO-FTE34L5(1C932E (R (L.csv)

o EITFIE : LN-FRTREET, Lik—-rEFIY0-FLEVWAT Y 1-IVEE D
TAIV%EZEIRL, [Lih-MEE | 2RV,
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View report - New task 2 m &cetreport X

wwmz-n;w:m'ﬁ [ T — o a
) .

Total agents S

Download outputs
Success 1 results
Computername  IP Address  Tool exitcode  Status Message Action
12/12/2022 - 12:00:00  we
e GE03ADBTOSFFE.. virtualagentmai. 17217.02  N/A »Falled Platform invalided (Tool: wind.
Total agents 49
AGEDB4BCCICIT . wirtual_agent_mai_ 172.17.0.5 N/A o Failed Platform invalided (Tool: wind
Success 2
AAGSTDGA4FFBC.. virtual_agent.mai.. 17217.0.11  N/A »Failed Platform invalided (Toal: wind.
07/12/2022 - 1200:00 210352BC56C0B.. MacOSMais-Mac.. 192168741, N/A wFailed Platform invalided (Tool: wind
Total agents 49 TIBCACTA28B32. virtual_agent.mai.. 17217.04  N/A »Failed Platform invalided (Tool: wind
Llio & E450A71CCOBFD... virtual_agent.mai.. 17217.03  N/A »Failed Platform invalided (Toal: wind.
GCADIACAB4B0.. virtualagent.mai. 1721707  N/A ® Falled Platform invalided (Tool: wind
07718463D55€5.. virtual_agent.mal.. 17217.0.10  N/A »Falled Platform invalided (Toal: wind.
6C64BDT431177_ wirtual_agent_mai . 1721709 N/A e Falled Platform invalided (Tool: wind
5560752430548 virtual_agent_mai_ 172.17.0.8 NA e Failed Platform invalided (Tool: wind
6DBE4428B0298... virtual_agent.mai.. 17217.06  N/A »Falled Platform invalided (Toal: wind.
97617ACIAB094. . Maingocwinxtd 192168741 0 ® Success N/A

A The tool results is goaing to be deleted automatically affer 2 months for saving resources —E

+ FI-JVIVhOY-ILEDERT
o BW : 1-Y-HIEI-JIVrOY-IHBHEERTEELIICTEIE,

o EITFIE : LIR-FRREIE T, LIN-FEREZRLEWL (RT-FAHT
Success|®) LI-FICH-YILEEDES > 714I1V%&EIR > [View tool output |ZZEIR T3
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View report - New task 2

14/12/2022 - 12:00:00 . [ fl Computerame ~ “mai” o Q

Total agents 51

Success 1 Showing 12 of 12 results
Agent 10 Computername  IP Address  Tool exitcode  Status Message Action

12/12/2022-1200:00 | GE03ADB7OSFFB.. virtualagentmai. 1721702  N/A  Failed Platform invalided (Tool: wind

Total agents 49

Suooess 2 ABEDB4BCCICIT. virtualagentmai.. 17217.0.5 N/& @ Failed Platform invalided (Tool wind.
AAB5TD644FFBC.. virtual_agent_mal.. 172.17.0.11 N/A e Falled Platform invalided (Tool: wind

07/12/2022 - 12:00:00 = 210352BC56C0B... macoS-MalsMac.. 192.168.741.. N/A e ralled Platform invalided (Tool: wind.

Total agents 49 71BCACTAZEBIZ . virualagentimai. 1721704 N/A eralled Platform invalided (Tool: wind

el O E45DATICCOBFD_ wirtual_agent_mai. 17217.03  N/A wrailed Platform invalided (Tool: wind.
3ICADIACABABO.. virtualagent mai.. 1721707  N/A  Falled Platform invalided (Tool: wind.
07718463D55€5.. virtual_agent_mai.. 172.17.0.10 N/A @ Failed Platform invalided (Tool: wind.
6C648D7431177.. virtual_agent_mai.. 172.17.09 N/A @ Failed Platform invalided (Tool: wind.
5560752430548, virtual_agent_mai.. 172.17.0.8 Ni& @ Failed Platform invalided (Tool: wind.
60BE442BB0298.. virtual_agent_mai. 17217.0.6 N/A ®Failed Platform invalided (Tool: View toal output
97817ACIAB094_ Maingocwinxsd 192.168.74.1.. 0 @ Success N/A * E
L The to0l resus 5 going 10 b Oeeted SUIomaticall fter 2 mONS for S9WIng resouces E

+ BI-JIVhOY-)VERERLVR-MESDYO-FL TSN,

e BN RI-JVIVrOTTOMY-IERLR-bDFIYO-FERJEEICTBIL

o EITFIE : UR-FRREET, UIR-bEREZRLEN (RAT-FAH
Success]®) I-VIVhOLI-FIIH-YIEEDES > T74IV%HEIR > [HHEYIVO-F
1%%EIRT 2
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View report - New task 2 L, Downic
1411212022 -12:0000. 8 l fx search by agent... ‘ Q
Total agents 51
Success 1 Showing 50 of 51 results

Agent 1D Computername 1P Address  Tool exitcode  Status Message Action
12/12/2022 - 12:00:00 s o b e oot e
Totalsgents 49 7EBOETIAB07. WINTXBGAPC 100215 N/A Failed Architecture invalided (Tool: :
Success 2 A23B7D0C74550... thanhnm18-test 192168.121.. 0 ® Failed Failed to get output(tc Download output

O7617ACTAG094. Maingocwinx6d 192168741, 0 eSuccess  N/A .
07/12/2022-12:00:00 o

ABB963ETAS830.. Win10x64-A-PC 100215 0 @ Falled Failed to get outputitool outp
Total agents 49

SOEF3701SE7D1.. DSTest-PC 192.168.56.1,.. N/A o Falled Unknown error
Success 0

524B30CACS568F.. EDR-TEST02 192168.133.. N/A ® Falled Unknown efror

056DC579B5681.. HuyenPT-Win10x.. 192.168.74.1.. N/A ® Failed Unknown error

12B6BOFASBA69.. WIn7x86 192.168.74.1.. N/A ® Failed Unknown efror

AE36AD62DEAS9.. BichPT3 192168255, N/A ® Expired Task time expired

1BOAG6FDSOEDD.. DESKTOP-R2GBJ.. 192168.198... N/A ® Expired Task time expired

C81DS366CED36.. HuyenPT-Win7x86 192.168.741. N/A ® Expired Task time expired

1B20SEC3C7611.. HuyenPT-Win7x64 192168.74.1.. N/A @ Expired Task time expired

97EAAD29AA9AF .. BIChPT3_7x86 192168.255... N/A ® Expired Task time expired

AB5S5552ED3C7F... thanhnm18-w10x.. 192.168.121 N/A ® Expired Task time expired

SDF867DSA4E3F.. HuyenPT-Win10x.. 192.168.74.1. N/A ® Expired Task time expired

F2AA317BEB769.. Bichpt3_Win10Te.. 192.168.255.. N/A ‘@ Expired Task time expired

3C7764CA3DBDS.. bao-PC 100215 N/A @ Expired Task time expired

EA4BBA259CCAS.. x64_ptbich 192.168.255... N/A ® Expired Task time expired

AC736D6DDSA3..  Win10x86 192168.741.. N/A @ Expired Task time expired

EVA2022€765ES.. thanhnmig-test-7.. 192168.121... N/A ® Expired Task time expired

EFOC1A62F117F_ thanhnm18-w7x64 192.168.121.. N/A ® Expired {1, Tasktime expired

3.5 L RRVXEME

351 ZAT7LXFX

B : SATVARY AEER, RA S EOERIUS PERILEBORHIC, TyYaVEAL
TUE-rPo—EDIVY FEERITIZRENERHLET,
SATVARY AREDEITFIE

- TResponsel] #7%% 1) w4 L. [lLive Response] #ZERL T Z&LY,
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viettel

FLOWSATLRARU Ry a v EERT 5.
I-JIVMEER  I-J1bD—BERRTS -
+ 1-Y-Hroot/ V-TCELTWRIEE | YATARDI0BREICTITATHIN
DI-J1vbhakrd 3,
+ 1-Y-DTIANWNIN-FCOT1VLTWBHE  TIANNIIN-TILET BTN

TDI-JIVheEERTRT 5,

+ 1-Y-AEIIN-TC0T1VLEHE  0J1L W3 1-Y-0J )N -TELUH
I3 FIN-TILBTRINTDI-JIVMFRRT B,

+ 1-Y-"EI3N-THEFEHKOYTIIN-T(xLT : 071V LTWB1-Y-
DIN-TIBITZ2INTDI-JIV M KRRT B,

13, AVFAVREDI-ITY ML TOBIA TLAKY AEEITCEET,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 117
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Ql

+ ® DESKTOP-RZGBJEF (1BDAS6FDSGEDDAC2C60557DDFDBTIAGE

+ DurationZ:ZERL TS : 593, 1593 1BFHE. FFEOR AT HYET,

Duration

15 minutes @

5 minutes

" 15 minutes

1 hour

3 hours

+ [T VET VYT LTLIZE,

Live response

Choose an online agent far a live response, then click ‘Connect’ to
start the session.

Agent Duration

DESKTOP-R2ZGB.JEF e 15 minutes é'j

- IV hADEREVATLNMTIOTVARSH, IHEEFLESN
o YATLOIREEF TP T,
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Connect to agent

Choosze an online agent for a live response, then click ‘Connect’ to

start the session

Agent Duraticn

| Cancel connection |

- EEARMTSE. A—Y—[Fa V—IILEETIY Y FEEITTE, Live
Responset v ¥ 3 VDREEIE TEITH] LGYET,

FE BI-VIVMIRKCIDOIATVARY Ay Y3V DA EEITTEXT,

viettet o
aliant @®

~

FE  1-Y-EIYTFOIVY-)VEER CIVY FEETIEIET. VT TADEHRZ(TOIZ

ENTEXT,
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vehst F Live Response $

=
A
®
@
B
]
*
B
c3]

1-Y-EFIVY-)VBEE U TOINY FEETTEHT,

+ qYRY D ROIVY REETLTLESL,

BRSO INTA=5 AR

[0

cd <T1LTRUNKZ> REOEETLINZEETS

cd.. ¥zld cd .. HIANY BT S

2 | pwd REEEROIAINSICENRIT S

TALIL |dir  [RS4TUSRT7ANV 4] | BEOITANIROTFAIVELUYT
V=%  |pABH®] [O[[EA%ZIE | /AT E—E&R RIS,
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&

=
k=)

INVE

INTA=5

%

FFll UTICIEERET4—UR] [L]
QI /R] [/S] I/X]

IA:[[] B fEESN B IEZ T
D771V eRRLET, EliE: D
71U R SRAHERYVERT 7
IV HBLIZIIL A 7-h1J#
@EAI7TII S YATLI?A
L BHEETRA Y b

IL NXXZDIT7MIVE

/0O : [-]sortorder J71M) %Y
-MET—EFRLET,

sortorder
N il (ZII7RybIE)

S YARIE (NEVWEDHH)
E #ERFIE (FII7RYHE
)
D BKIE (HLEDNH5)
G TALIMIZEERIZTIN-T1E
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&

=
k=)

INVE

INTA=5

%

- WIRICT B7HDEEREE

5 : dir /O:N;

| T:timefield FRRIBEEI1
=)V FEFEIRL TS

timefield
C {EB B

M  MFT{ERK B

A BHERT7ICAHE

W S ERHTEE

B« dir IT:A
- BUHEERIN T DEEIEE

5 : dir /A:D-AH

IQ J7MIOFrE&EEFRRLE
RS
% : dir IQ
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% \\
VU k INTA=H A

=
IR T71INORET-YAM-L
zRRLET,
1 = dir IR
IS BELETALIRIBLUIAN
TOYIT1LINIRNOI7 I %
F=RLET,
51 = dir /S
/| X INF8.3FATHEWNITMIL
AL TER N %
EONVETE
51 dir /X
delete —file </\A>
)

4 | HIBID | jee e "ctempun | 7T VELOHIRTS
path.exe"
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% \}
VYR INTA=H A

=
delete -folder <J#JLA/NA>
1 : I EHIBRS 2
delete -folder temp\axvers
delete —all  <IAAIEA> TAINTARDIRTOI7AINELVOY T
1 : A EHIBRT S (TAIY BRI
delete —all c:\temp HIBRLALY)
<SourcePath> <DestPath>
J7AWERRIANI =28 (&
ETEZN

5 |BEI93 MIER) 35 T71IIIA NS - DB ENEFFRI S S

5 - B : mv

"c:\temp\clean.exe"
"c:\temp\evil.exe"

I7AVE | G L Z><HAR N4 p) | TTTIVROT-9%%K TS (O71

6
FxRID | > WA ZXDHIRHY)
N\yY1 <H47F: md5 | shal |
. RAIMBOI7M VDG St Z5Fa]
sha256> <771 JVLINA> -f J71
7 | N\yY1 T

WONYY1ZEEIS T B

fATVaviE, 71 hMe Ot A
f51: hash md5 c:\test\run.exe
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&

=
k=)

INVE

INTA=5

%

(L& THRNM TS5 E THIEHIRY
(CI71IVEREET,

507

TOCRDY Y TEsFRILET, VT
PAOVONAERBELISSE. T4

N

<processname>_<datetime>.dmp
ERYET,

-process -pid <JOTRID> [-f <
RIEFEFINA>] 7
OFAIDTIOEREY VT2

£l

dump -process -pid 452 -f
"C:\Users\Evil_dumped.dmp"

JOvAIDICE2Y Y T

-process -name <JOTA%>
[-f <RTFFT/INA>] 7
Ot2A&TCIO0EAEYVTI3

f5): dump -process -name

Evil.exe -f
"C:\Users\Evil_dumped.dmp"

TOvRLICE2Y Y TE
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% \}
NV k INTA=5 AR

=
k=)

-process -path <JOtA/NA>
[-f <RTFSEINA>] 7
OvZNAICEBTOCRDST VT TOtRISRICEBY Y THIE

5 : dump -process -path

"C:\Users\Evil.exe" -f
"C:\Users\Evil_dumped.dmp"

HLRBYZEAD T71ILOR

BREEENEIZLETEIE | RAMSY-N-ALDDI7IINZETY
9 |HS9%
ho BIERLIEWT X AMEIEL(CT | TO-F93

RBEWEETESH ?
1 IRARN Y VIZ1D0T7/)V &y >0~
B< <url><folderpath> ‘
0 NERZ
TALTk
1 | <T1LIMUE> ‘ ‘
UZERk AN EERKT B
1
9%
R LIZARVICESES 2TV E
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&

=
k=)

INVE

INTA=5

%

71V <keyname> -V
<valuename>
ek

reg-query
"HKLM\Software\abc xyz" -v
"run path”

12DF-DET-F%2IIUT5

71V <keyname> -S

1

reg-query
"HKLM\Software\abc xyz" -s

IRTOYT*-, B, B&UT-5%0
193,

<keyname>%EINT 3

B

reg-add "HKLM\software\abc
xXyz"

F-Z1DEBIMLTLESIL,

<keyname> -v <valuename> -

t <type> -d <data> ZEHILE
-

B

reg-add "HKLM\software\abc
Xyz" -v "run path" -t REG_SZ
-d "c:\temp\bin.exe"

EZ1DEBINLTLEEEL,
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% \}
VYR INTIR=H BL)E
=
<keyname> ZHIFRI S
1 . o
1DDF-EZDIANTOYTF-HLU
reg -delete HKU\S-1-5-21- .
3791698801-2327923100- | IEEHIERT %,
636705026-
2080\Software\Test
<keyname> -v <valuename>
—DEZ1DHI
SuIRT 2 F-DEZ1DHIRT S
<I71W&>%1Vik-bd 3 reg77 1)V E1DM1YR—~T 3
export <¥—%&> <J7M)%&> | 120.reg77 1INV %EIIAR-brT3
JOPAICREETZIVI R
ETHOTOTAETOCAIDTRY
-t <FOTRID>
ERA)
13 | 7Ot
-s <Ot AID> TOEA%x—BE193
LEIC—EE Lt Sn=70tA%E T
-r <Ot RID>
33,
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% \}
VYR INTIR=H BT
=
INTOI-Y-OIRTOTOTAE—
-l-a
BERRLTIEEL,
H31-Y-0TOtAE—EBEXRRITS
- -u<1-Y-%>
Y- AICRAET IV VR
RANNYYTERITHOY-EAE—E
J1Y
FoORL TR,
-<servicename>%Fith9 3 Y-PA%Z1DF1RT 3
1 \}
Y-EX | -<servicename> %=1-33 Y-PA1%1=1ET3
4
-uninstall  <service_name> .
YoeRETIAVAN-NEB | DT ITARD
-listdrivers TRAR EDFSA /(-
E—ERRLET, 6 : service | MANEORIMN-—52RTTS
-listdrivers
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% \Y
Nk INTR=4 = AH
=
IVE1-9 to1-Y-#—ERRL
1 VAR \
l_ﬂl‘_ -C<7—C\ék/\o
5
-sid<1-H-%> 1-Y-Z0OSIDEEET S
‘ grep -t <TFAb> </VIA-4> < | VYR CHEESNLEBAELETL-
16 | JLvT
INYVE> AICE KR RBEEED Y R-
1 | JUTRY
dAVY-)ViBmE=7U793
7 U=y
BhlF TS
18 ANVTINVER
= AN
19 | 7U7 Y- IVEIVT793
20 | L% twYavERTID
- AT FO—EEER LTS,
21 | AVTF
-a<J1YTFID> RIAVTFADEESE
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% \}
NV k INTA=5 AR

=
k=)

HLURHYEEAN BRI 312
HOTFARERALTLEN,

IVTTDERE YIRS %

+ Ubuntu : ROIVY FEETLTLIEEL,

EFS | INVE INTA=H ZRA
cd <T4LITRUNZ> BIEOEET(LINEEZETS
1l |cd
cd.. ¥f=(d cd .. BIOANAC#%ENTD
2 | pwd BAEEEFOTANSCENRIT S

TALIRY | REOTANY-ROI7AIVEL | REOITAINIADIT7AIIVELUY

3
—% O I TN -D—EER TS | TIANIE—ERRL TS,
delete —file <J\A>
- I N ELOHIET 2

delete -file "c:\temp\run
4 |Hlmgs | PAhexe’

delete -folder <J#JLHINA>
5l A %ZBIRRT B

delete -folder temp\axvers
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5| IVVFE INIA=H Bl
delete —all <77|-}[//5)‘/(’Z> 771'“/9‘?90)3_/\“(@77’“[/334:0“'&
i IIANIEEIRTE (TAILS Bk
delete —all c:\temp (SHEIBRLEL)
<SourcePath>  <DestPath>
D7ANEREIANTERBE (&
EIA
5 |pys | AR ¥R IPAIANS OBENELE S B
5 - Bl © mv
"c:\temp\clean.exe"
"c:\temp\evil.exe"
T71 )% J7IINVADT-9%FK TS (T71
6 <T7AIWINZA></\1 &>
FRIB WA ZXDHIREHY)
BRAIMBDI 7M1 VDG S Z5F
NyY1 <547 md5 | shal || ®AJLEY,
sha256> <J7MIVINA> -f T71 | sAFvavig. 7100 TFOv
7 | N\v2a
IWDONYY1%EEIST 5 AlCSHTHIMTWBIHETER
f5: hash md5 c:\test\run.exe | 4| (CEELT=HDED TS,
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#S | INVE INTA=5 5t A

ain

HLRBYTEAD, T71ILDOA
BREEHENEITZILETERE | RAMBY-N-ALDDI7II%ET
ho TXFAREIZICAEYR BTV | wTO-F95

EniE, #RVELET,
IRARNYVIZIDOI7A IV ES D0
9 | &< <url><folderpath>
-F93
TALIRY | <FoLI M) 4>
10 TANAEERKT B
1ERKT 5
JOvRICEAETZIVIE

ETHOTOTAETOTAIDTHE

-t <O AID>
793
-s <Ot AID> TOEA%—E1E92
11 | process
LI —B{E SN0t A%E
-r <Ot XID>
R
-l -a

-l -u <username>
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FHS | IVUR INTAX=%5 &t AA
-e -S <imagepath> -c <cmd>
execute a non GUI process as
system
Vi du: process -e -s /tmp/run
-e-u<username>
<imagepath> -C <cmd>
execute a non GUI process as
a user
Vi du: process -e -u Alex
/tmp/run
-d <processid> -0
<imagepath> generate
core file of running program, vi
du: process -d 231 -0
Itmp/core_file
RANN YV TCEITHOY-EAE—
-query ‘
BERTRUTEE,
12 |Y-ER -<servicename>% 149 % Y-CA%1D6189 %
-stop < -EAxA%&> Y-PA1%=1ET 3
-uninstall <service_name>
. Y-EADT VA1V A=)
Y-ERZT7 1V AT B
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E= | INVE INTR=H = RA
-listdrivers RAR EDFS1/\-%
—EBXRRLET, f: service - FAFEDRIAN-—EELRRTS
listdrivers
IV¥1-7E01-HY-%2—EFX R
-UAR .
13 | 1-9— LTS,
-sid<1-H¥-%> 1-Y-ZOSIDEEISE 3
BhIFTLEE
14 ANVTINVR
YA
15 | U7 IVY-IV&IU733
-1 AVTFO—EEERL TS,
-a<1Y77+ID> EIAVTHNDESR
21 77+
FLULRHYZEBAD, BRI B0
ATFOEGzYIld 5
DT FANEREL TS,
+ MACOS :
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% \}
aNYE INTA=5 AR

=l
cd <T1LIRUNKZ> BEOEETALINEEETS

1 |cd
cd.. ¥ld cd .. FHIANY CBENT B

2 | pwd REEEFROIAINSCENRITS
REQIANI-ADI7IIIVEL | BEOITANTADI7MIVELUY

3 | T4LIRY

MITIANT-D—E%EFR RIS | TIANFTEe—ERTI 3,

delete —file <J\Z>

bl ITANVELIMIERT B
delete -file "c:\temp\run

path.exe"

delete -folder <J#AJLYINA>

Ik TANIEEIRT S
4 |BIBTS

delete -folder temp\axvers

delete —-all <IA)IAYINA>

B
delete —all C:\temp 77#)1/’5”&%"] B/%g-é (77Ul/9‘§17$

[FHIBRLAELY)

JANTADITRTDITMIELTY
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% \Y
ANVE INSIX=%5 an A
=
<SourcePath>  <DestPath>
I7ANEREIANIDEE (&
CHEs
s | BBEE | I7AIFANS DB ENES RIS B
7 B : mv
"c:\temp\clean.exe"
"c:\temp\evil.exe"
J71 )% J71IVANT-9%%k RIS (I71
6 <T7AIVINA></\1 + >
NS WHAXDFIBRHY)

7 | N\yya

hash <%#47: md5 | shal |
sha256> <J71JVINA> -f D74
IWDN\YY1%EIET 5

f5: hash md5 c:\test\run.exe

71 DHEKESIAX(E1IMB
FCFFRILEY,

ATV IV E TPV B0 T0T
A& THMTVSHETEHE
HHCHELIEHDEDTT,

8 |59

HLRBYZEAD T71ILOA
BREeEEMRISILFTERE
ho BIERLIEWTF AR ZIEH(CT
REWEFEIN?

AR =IN-A1DDT71IVE&T
wFO-K93
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% \}
INVE INTIR=H BL)E
=
RANIVIZ1D20T71 ) &5 >0
9 | &< <url><folderpath>
;93
T1LIRY | <dir name> \
10 IA WA EERKRT B
Z1ERk9
JOtAICBEESTZIVYR
EITHROTOLAETOTAIDTR
-t <O AID>
T35
-s <Ot AID> JOtA%—B=E1ET3
1 I = /
LRI —B{ELESnNETO0tA%1E
1 J0t2 -r <O AID>
709 %,
IRTOI-Y-OIARTOTOT A%
-l -a
—BRRLTES,
HB31-Y-0TOtAZ—EXRTRT
| -u<1-Y-%>
o
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% \}
VYR INIAX=% BT
=
e -8 <A A=I\A> -¢ <INV >
YATLELTGUIRLOTOE A%
£1795
5 : process -e -s /tmp/run
-e-u<1-Y-%&> <@HR/I\A> ¢
<IVYbF> 1-Y-¢LTGUIZESE
HEWTOTA%EEITTS
5] : process -e -u Alex
/tmp/run
Y-ERICEEIZIVIE
RANNYYTERITHOY-E A% —
71V
BERRLTIEEL,
1 W
, Y=ERX | cservicename>®BIt4TSZ | Y-UAELOBIKT S
-<servicename>%{Z L3 H-PA1%15F1ET3
-uninstall <service_name> )
Y-V RETVAVA-IVTB TTEADT AT AR
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% \}
INVE INTIR=H BL)E
=
-listdrivers RAF EDRS1N-%
—EBERLET., 0l : service - | TANEORIT-—HZRRIS
listdrivers
IVF1-9 tO1-Y-%2—EBXRTR
1 JAR .
l_ﬂl‘_ L/-t<7-:él4\o
3
-sid<1-H¥-4£> 1-Y-ZNSIDEEE T3
1 | BhITE
ANVTINI R
4 | &L\,
15 | U7 VY- =IVT79 3

IVYV-)VEE EOIVY FERETZBROEE S ¢
+ JUTINVE  JUTPINVREERTIRE YATARI-Y-AIVY-)VBEEm LT
NETICITEIARTOOY % here] WUV IEIUYIS R ETIIYO-RTEB L5 R—
FLETD,
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+ get <filepath> I¥YVF : Fl& LT, JVY-)VEIET get procexp.exe 31793
& BREBLEI7MIVIZEE A T Ol Attachment Log IR RSNES, 1-Y-EI71)I %7
SOYCIDYO-FF N, Y-N-DBEIFEHDI7IIERIRT BN TEXT,
- FATLRARVADEY A VIEUTOGEICHRTLEY
+ tYYIVOBINEARKM © [Duration]71-)L FOEEREA Time To LivelJ1-
IEDOREEEZELWNE S,

+ d-Y-[Flclose] LW IVY FCEAR DY Z REBIAIICEE SR LE T,

+ I-J1VbeDEFERIMIRTEINIGE . Y—/\-(33[EE ST Cping/pong Dk Bz
BRHLET,
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35.2 IE- TNA IDfEEE
BH : SOCMEEDRWIHET NI AZRY N I-INCRREECEELII1CT 528, ELEIE
(E. NIVIIT DHLEERLE ., BRBEEHIRT 2L £BIC. TNMALVCS-adianty AT A
DEEFAMERL. AT OMEE. SEROINE, BLUT M ADEIRZRIAEICTEIETHB.
THRAZDTAY L— b (Bl A~ FZ2ERT 2

ATYT1 : AZ1-MIResponse [Z77 AL, lsolate Devices | AZ1-%Z#IRLET,
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#0

Platform. Action stanz Actionby Last ctionon Description
S0274FAEDBF6AA06F E0IASACIORD1 200F0COS608 e  tsolaten Process. oot 281072025 qme.
IsolaeFaes monnor 281072025 172427 3m3
CAIDTIHEBEBALIFEC OEIINTFADANIENAL ey solste I Process oot 2102025172232 3
COUDACFAECONSBE | ESEE  SEFSESCER0TTANCTTAB ey Isolse Fae oot 2102025172232 s
168,233 135 nomexst._ E028807070690136461340252F6A4CTIEBTO3881 ceros tsolae Faed oot o028 172232 3
ey Feleass In Frocess. oot 28102025 172209 S
. . Release Faled oot 28102025 172209 )
AIDOLB492ACEACEIIEAETDCOFIELDBISIEELCTS e @ sclate Fies oot 2810720251203 et e
2302ATEAETCHIDDDBS226EF 531 ASBEBBABCCTADS ey Release Apoled ot 06/08/2025 219211 1est descrpton

ATYT2  TINAAZDBES NG V& RIRL TIZE W

Isolate devices from the network

Agents list
Description *

Type decription

ATYS3  EBRBFEREA D LTS,
- 3R (wiE)
- I-YrVEEIRL TSN

AR A-Y-BERMIEINEI-JIY MIOMRIEEITIEN TEET,
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Isolate devices from the network

Agents list
Description

Type cecripnon

1P Address. Grop
192168.131.150,100.. win_serrver
127001,192168.15.. defavk

127001,192168.10._. admin

/. 127001,19216823.. admin

- 127001,19216823.. sdmin
127001,19216823.
127001,192168.10... agmin

O0DO0OO0OOeseo®

127.001,10.255250._. group

ATVT4 B ORREEHER TS
I-Y-FH#ERIZRL T TIMADRREBEERITI 2 ERERLET,
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Isolate devices(s) x

T acaion il iclate 3 devces from ermork

YU—XTAYL—>ay (REMRE) 7> REERT 2
1-H-RROSETT M ADREERBTEET -

ATYTL D URRS, I-Y- SRR AR LI VT N AZ LB R FEEERLET,

&

BR
2

1
@  tHostname Agent D Platiorm Action status Actionby Last action on Description Action
o « Isciste Failed o0t 29/10/2025 175258 hanbeen
a b » Isolete Failed oot 29/10/2025 17.5258 hanhren
O uemie ZI02ATEAEICHIDODASIEF ST AGSERBABOCTED by « Iaciame Failed oot 29102005 175258 hanhren
o ubumy » Release Faied o0t 29/10/2025 1524 9999
o 92.168.23: Q288070 centos = Rslence Faisd =3 2911072005 152411 ]

o oty SOZTAEAEDBF SAMDEF0IASHCI0FD1 20CFOCOSECH woumy « Iaciame Failed oot 29102005 152330

0 cidubuman CARZDT79E8BASFEC1 I8BEATIETRASDAMDIEDAL by « Isciste Failed o0t 2910720251522 99999

o - 840 b = lsclste Failed =3 291102005 152216 ]
E gl COMDSCR46C0ABED  EIEE SEF SEICE0TTAMCTTAS woumy « Iacime Failed oot 2010020251522 9995

ATyT2 0 [FRRERRRR] NI VZBIRL, HEREERTLET,

PRBEARBRERESILIR, YATLIRT M ADFRRERRFREEITLET,
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1-Y-RFUAEE CREERRORELZER TEXT (TOFIOEZRNDELSIC. YATLNE
BERRPROINY FEEITHTY)

Qe 2]
Showing 3ol Sresu i) ' =
O tommame Agene Flarorm ” rction satus Actonty Lantacton on Oescrpnan action
0 ocumma CATZDTTIEBEEAGFECT HEEATITFAIDAIIEIAS s ~ Reease mprocess ot Bnaes wzn )
o uBureu » Release Failed root 29/10/2025 18:29:00 93999
O e SDEEAEDBF 8408 E03ASHCFOT 0CFICOSECE ey Relense inProzess ot 290102025 182900 o
o Release Failed. 1001 29/10/2025 18:2859 hanhom
o et - Relense In Process w0t 200 182859 hachim
O s IATBAEDCHODDDRSZ2EF S ASBESBCETIOS sy « Relemse Foies ot 291072025 1828% o
o uBurey * Release In Process. oot 29/10/2025 18:28 59 59995
[= - CDMDACFI6CIAOR 1E3EE1 SEFSESCRIDTTANCTTAR s - ot 00 182859 00
o wm e comes « Relesse Foies ot 291102025 1828%9 95

WERORRELRN ORER/ FRBEARER
A-Y-DT 1A BEERITLRE S, T ABRAVAMMCRRSN, 1-Y-1ZLUTD
EREMETL TSI,

- RAGME  EEEZUMES (REt[REEHER)

- I-JIYMD: EEZIEROIDTT,

- TIYbTA-L  EEZFET M ADOST Iy b IA-LIER
- IPTRLR : BEZ T N1 ADIPIEIR

- TIMADOREDIREE : TINAAOEBEDORY FI-TIREET, 20DRENHVET,
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o FYNI-UEHEH : RYRI-JEFIREBEIESTT,
o RYNI-UkEHEE : TINAABFRRESN, Ry DT EERAIRTENTEY, VCS-
adianty AT ANDEHRTDHRIBETT

- TUYIVAT-IR L A-Y-OBREICEIEBROREEZRL. U TOREBEEHET

o

o I : YRATLNI-Y-0ER (TNAADFEEE/fREEfER) ZETLTL
HIREERLET,
o WAEH : 1-Y-I12&3 (T/NMADIREE/REERRRR) NYATLTERICE
TENTREEZRLET,
o R YATLNA-Y-0OIT A ADFEEE | X113 bRREfFrR | B REEB(CE
TCEEXEATLL,
- EITE D BAEERTOEI-V-1ER
- REEHFHE LI-FOREEHERE
- B

Q

Plcorm Jo— Acion Descrpnon cion
[rsT——— Foiea - oo
s ool oot -
o - o
[ oot conns
e oot "
s Faiea . sanon
s Foed - soo9s
e ciot Faed oo oo
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TINA R OFEBBERE ) X b EFRRT B

A-Y-@G&LI-FTIT7IYavE1- 18R, KEIRICEZERE (TN1A0MRS,/ fREt
BB O—BERERLEY,

3.6 HRFEEMm
361 IT—>r>fEE

B @ I-YIVMEEKEEL. BEEMM VAN EADI-JIVIMEEEIEILE
XELET. BRI TO®BYTY,

+ I-IIVbO—EHLU—RIEHREERTT B,

+ I-JIVhOFMER3;
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+ I-JIVhaREBGERL WONDOERE (RUY-, 7YvIT-RII-T) %175

viettel

aliant Setting / Agent Management -:+:=

FirstPing B LestPing B ﬂ
101 View column

O  Name Status Group Update group Last ping o IPDCN P

O  EdrRedhaad Offline Admin Release 19/05/2025 11:45:53 192.168.10.64 192.168.6.72 192.168.122.1

[m] DESKTOP-SUNE73) Offline Admin Release 10.61.188.2 192.168.131.149

O Winl0xs6 Offline Default Release 192.168.10.64 192.168.187.140

o Offline Admin Release 192.168.10.64 192.168.131.162

o Offline Thanham18 Release 06/08/2025 15:49:36 192,168.10.64 192.168.121.128

[m] Offline Admin Release 08/04/2025 14:35:51 192.168.10.64 192.168.200.192

o Offline Default Release 192.168.10.64 192.168.200.145

o Offline Hehe Release 12/09/2024 11:25:56 192.168.10.64

O  Win7x86TestH123456789123VETT-T Offline No_group Release 19/09/2025 12:10:46 192.168.10.64 192.168.187.129

[m] Dungnd38-Ubuntulé Offline Default Release 16/09/2025 11:12:03 16/09/2025 10:19:08 192.168.10.64 192.168.200.219

O WinlOx86-BicheT Offline Default Release 15/11/2025 1627:45 14/11/2025 09:03:30 192.168.10 64 192.168.195.179

o 5-Win10x64 test Offline Thanhnm18 Release 07/11/2025 09:16:20 23/07/2024 18:18:10 192.168.10.64 192.168.131.134

o Offline Hehe Release 25/09/2025 18:03:30 22/07/2024 160558 192.168.10.64 192.168.195.173

YAT LI T O#geE Y R-FLTVET -
1 — JATLAIAVAR-IENTWBRI-JIVrO—E%EKR RT3 !

+ d-Y-Hroot V-TICEBLTWBIGHE : YATLARDTIT4T1HI-J1 %30
BRBTETERTIT B,

+ A-Y-DT7ITAWRIN-TIZO0T1VLTWVBGE - TIAWNIN-TICET ST
_COJI—‘\/“I\JI‘Q:IEE/_—J—\?%)O

+ A-Y-NRIN-F(cO0J1oL%mE : 01 L TWBA1-Y-0J ) -TELU5T
OSB3 FIIN-TICBTBIARTDI-JIV M aFRRT B,

+ A-Y-N—2FRFEHOIN-TICFELTWSSE : 0J1YLTW31-Y-0
IWV-FIEITBINTDI-JIVbeRRT S,
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+ ZFI-JIVMIEF AT OHBEBRNERRINET : &7 AT-YX, TI-T,
JI-TEH, &EEVT MIEIEYY . DNS, RUY— I-IIV D, T53YbTA-L TIvk

JA-LN-Y3Y, 7—¥TJF v, DNS. N\-J3ay. IP. F1EVA,

2 — AgentlD, ComputerName. OS. Architecture, Platform. Policy. IPDCN,
Online, Update Group. Group ID. IP, Mac. Version[C&2Agenti® R aex Y
M—bLET, BIRRFHICHFLT, [=1, =], [~]OEFTEEFEYR-FLTVE
ER

Vlt‘[llel . -
aliant B

RRG

+ [=]OFBTRERITS :

viettel -
adiant LS

Agent management @ cuideli

+ NN=]OZRHTHRETS :
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viettel —
aliant B
Agent management @ cuidelines
FirstPing [ Last Ping
2 resuit(s)
Ubuntu1g Offline Defaul Test 09/06/2022 172422 07/06/2022 10:50-23 10611882 whnn_ful_feature
NiA Offline A A A N/A WA WA
ESENQEAC K
+ |_~J G) ‘C ZIN 5 M
viettel -
aliant =
Agent management @
First Pir (] Last Ping
1 result .
Ubuntu18 Offline Default Test 09/06/2022 1 7, 10.61.188.2 anhnn_full_features 338
EHICLBIRE
+ AND (CROMRER -
viettel am
aliant s
Agent management Q
A LostP
1re
Ubuntu1g Offlne Default atur

+ ORZMICLBER :
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viettel
aldiant ing / Ageant Manageman
@ Guidelines
=]

Agent management

2 resulifs)
. . o =
Localhost Localdomain Offline Default Phula_te 05/04/2022 14:49.51 10.61.188.2 phul
Ubunty18 Offli fault Te: 07/06/2022 10:50:23 10.61.188.2 anhnn_full_feat 8

3 - MYY-FHZFETBEHIC. 1IDOI-JIVMEFEZIOOI-VTIY MM I -THERE
([EIRL TS,

aliant

Agent management

0.61.188,

i foul Phuk 06/2022 10:43:58
il Default Test 09/06/2022 17-24:22 07/06/ 0 06118 hn_full_feat 8
i NIA NA NiA NiA WA WA

IDFELFEHOI-JIVMERLT VIV FELI My Y3V (S inst 3,

+

+ RUY-DREEEITI 3:

o RUY—ZRIRLTZEW

viettel
aliant Satting/ Agent Mansgement
@ cuideli

Agent management

3 resunis) View colurn ”
Selected (2)  SetPoly  Mowwgow  Setupdsmegroup Cancel
L F a a
10.61.188.2 phula_test

05/04/2022 14:49:51

o [Set policy |h5V%EIRL TRIEEFEZEL TLZE,
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Page |152

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
o [FvIuIVIRIVERIRLTRIEOEY B LZREFE L TIZEL,

4 — FNORTERE : FELIGLDNORTEHBLET,

5 - FEOITEIINIVYILT, I-IIVMDFFMERRLET,
YATLEI-V-DNI-IIVbOIRVY-ZRE. T -TOEH. LTI -TAOB B Z TR
[CITRBEIYR-FLET,

+ 1-Y-Hroot/ L-TICELTWRIESE : YATLARDINTDIIN-T2FK RT3,

+ A-Y-DFIAWNIN-TI20T1Y : TIAWNIN-TeERRT3 ;

+ O074YLTWB1-Y-0BIN-TILETS%HE : 0J1VHD1-V-I'AET S
INTCDIN-T e ZNIZHIST 2 FIN-TOI1-Y-%2RK RT3,

+ 1-Y-NE32JIN-TEEEHOVITIN-T : 0J1VHp01-Y-CETST
RTDIN-T&HRRT 3,
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—RRIE|RTT
+ YATLE I-JIV MBI AUT O—MxiERERRLET | —#xIER. CPU
RYRD=JAYF-T1-R, TIAIKT=bTIA DNSH-/\—,

viettet #0ffiine Agent localhost.localdomain
aliant Agent ID 31F6FA3T2944D72C2DCASAE T SSAGT1 70CES6B6A
Agent management
3 res
ve chang
Localhost Locaidomain Offline Defaslt  Phulatest
Ubun1g offl D

aaaaaaaaaaaa

AVAL=IT7AINDN-T3Y

+ I-YIYMYRM-LIPOFRTERE L, LT OEBEAH TR : 77
’r)l/ﬁ/a_\ajjﬂ')bg‘%\ 77{”/%\ /\‘_:/“Hyo

+ J7IINEPN-VIVTOERERRRERRBNYIATHR-LT 3,
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viettel

aliant Setting / Agent Management

Agent management

Agent properties

Set Policy
o ===
Localhost.Localdomain Offline Default Phula_test About this agent
bunty18 Offline Default Test
< neral int Installation Files Version talled Certificates Scheduled Task Disk artitions n nent var 5 alled softv >
NiA Offline N/A N/A _
Display 3/3 result

AJIAN VESUpdater

VESSve

RWorker
VESConfigurationManager
Agentinfo

VESConnectionManager

1AMV FHHIERE
+ T-IIY M YAR-LENTNETYY LOFRTOERBEREL, U T O
FESH RS 1 VY LOFRE—B, RTE. RiT%. BVHR, A7-52,

+ FHERBEMERESELLWSEE, 2BIRT 5L UTOERN’RREINET,

Certificate X
FRIEMDLY_MAME Microsoft Root Certificate Authority
SSUER DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
KEY_USAGE Digital Signature, Mon-Repudiation, Certificate Signing, Off-line CRL Signing, CRL
Signing (c8)
SIGNATURE_ALGORITHM shalR3A
STATUS R
SUBJECT DC=com, DC=microsoft, CN=Microsoft Root Certificate Authority
VALID _FROM 10/05/2001 06:19:22

AT I1-ENFIRY
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+ I-IIVMMMYAR=IENTVNEYYY EOTRTDRAT I1- VI AT & ET L.
UTORHREEHET 1 AT I1-IFATD—E, &H1. RE MUA- REEITRHE, &
TERITHRE. FERRE . ERL B K.
+ BRI DEMBEROFRREZRIRFIINAIVAALTLIZEL,

+ JRICA-VYIEEHE T PAIVEERT L, FRATDIEBREXMLE A TRE
[CRRTEET,

XML Detail x

<%?xml version="1.0" encoding="UTF-16"7=
«Task version="1.2" xmIns="http://schemas.microsoft. com/windows/2004/02/mittask"=
<Registrationinfo=
=Date>2021-03-09T18:36:49 6502882=/Date>
<Author=VCS\Administrator</Author=
=URI=\dfffiff</URI>
</Registrationinfo>
<Triggers /=
<Principals>
<Principal id="Author"=
=Userld=53-1-5-21-3942219608-2782901308-3935319899-500</Userld=
<LogonType=Interactive Token=/LogonType>
<RunlLevel=LeastPrivilege</RunLevel>
</Principal>
</Principals>
<3ettings> "
<MultiplelnstancesPolicy=IgnoreNew</MultipleInstancesPaolicy =
<DisallowStartifOnBatteries>true</DisallowStartfOnBatteries>
<3toplfGoingOnBatteries=true</StoplfGoingOnBatteries>
<AllowHardTerminate>true</AllowHard Terminate>
<StartWhenAvailable>false</StartWhenAvailable>
=RunOnlyliNetworkAvailable=false</RunOnlylfNetworkAvailable=
<|dleSettings>
<5StopOnldleEnd>true</StopOnldieEnd>
<RestartOnldle>false</RestartOnldle=

4, Export to XML
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+ AT I1-INEINFEIRIDERES DYO0-FF B3R IRLTLESW, RS
XmITY,

TAATEN-T43Y

+ I-JIIMMIAR-NENTVWBYYY EDIARTDTAATELPIN-T13 VD
FEHEREEVE LTSN, IBRICIUATE2EHET : T4AV—E. N-T1Y3ay, hUa-
L& ITNES, FIATIA1T. TPANIAT L, BE. B

=
Ho

I}

+ BTARATDEMEROFRERIRFLFIHAIVIALTLEE,

ettel
aliant Serting / Agent Monagement

Release

Feloase
Raloase
Belease

Reloase

RIEZH

+ I-JIJMMYAR-IENTWBAY Y Y EOITARTORBEEEHEHETL. LT
BREEHET : VATLBLUVI-Y-0—&. B4, YATLEERFI-Y-ICET31E,

+ BTARATDEIMERORREFRIENAAINA XL T,
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e
aliant | teeartses e

Beleaze

Ralonse

Otfine Defsait Beleaze

Reloase

Feloase

Otfine

FROCESSOR_LEVEL

AVAL=IEHYITDITHT
+ I-IIVMAVARIENTVWRIRTDYIMIIT DFEEHERE. YINIIT 4
AVARIWN=-TIV AVAN-IBEESHTEIFT 3,

+ AVAM=WEHDTIFIAIVAY I IITZRRCIRERT 3D\ RNV IRICYT
hIIT72EAALTYR-FLET,

DERYITRILT
+ I-JIVMIRADINTOYIRIIT DAV AR IRZER G L AT OE#RE
BHBIIE 1 VYINIIT B AVANIN=-T3V AV AM-IVIRRE,
+ MAEYVINIITHELAVA-LENTOVRWMGEICSRRCIRZREZYR- 27D,

BRRTFANNYIRICYTRIIT BEA T LTLEEL,

571-4-URb
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+ I-JIVMMIOJAVLEIRTOI-F-OfFEHER (1-Y-%&. 7IT1TIREE,
EBEERZED)
6 — BEIEIN-TEXREITZEHIC. I-JVIVIEEEI-VIVMI-T21D%RE
CEIRL TS,

+ YWFELIMyYavIcEmMe 30, 1DFEEEHOI-I1Y MERL T

.
B o

Agent managenm @ Guidelines

FistPing @ I < |

Selected (2) | SetPoly | Mavetogow | | Setupdstegmup  Cancel
Localhost Localdomain Offline Default Phula_test 09/06/2022 104358 05/04/2022 144951 1061188, phula_test
Offline Default Tes! 09/06/2022 17-24: 022 1 0.61.188 nhnn_full_features 8
i A NA N/A N/ N H

+ J-TIIBEEEITI S
[IN-FC#E | IVRRYIARDI N -T—F :
o I1-Y-Hroot/ V-TICEBLTWEHEE | YATLARDIRTDI N -TEHRRT
%o
o I-Y-HTIAWNIN-TIZOTAY : TIAIWNIN-TaERRTS ;
o 1-Y-NB|IN-T(C0T1V935E : OJ1VFDI-Y-N"AETEINT
DIN-TE ZNICHISTEZFIIN-TICFRE S 21-TF-%FKRT 3,

o 1-Y-NEIZIIN-TEEZOFIN-T : 0J1VHhDI-Y-IZETEIN
t@ﬁ‘)b_jgﬂ%%?%o
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+ YTV TT-RNIN-TEEZRETZEHIC. 120I-JIYREREFLIDOI-VIV
IN-TEFRBGEIRLTESL,

o LDILBEHBOI-YIVIEREIRLT VILFELIMYYaVIISNEE 5,

pppppp

.
aliant ?/ Agent Manageme B oo
] Agent management @ Guidalines
s o]
3 res v " v
woni NN NN BN - |
Locathost Localdomain Default Phula_test 09/06/2022 10:43:58 05/04/2022 14:49.51 1061188 phula_test
Offline Defaul Tes 09/06/2022 17:24 022 1 0.61.188 nhnn_full_features 8
[

o YNV IT-NIIN-THEITT 3,

AR
+ JI-TIH%E : I-VIV e -TEBEEICERTRINTVWS /I -T(CH%ENT
%o

+ JW-TOEH : I-VIVraI-JIVFTFTCETINZI7MINERIFETEIEZIIN
~-FIBELET, KRTIN-TICEY-N-CERINEELRBZETI7IIINAHYET,

VCS-ajiantD 1V AGTE AL -

+ FAEYARIVERIVEOEICEDVWTGETFESNET (FIZE, EEHN10IY MR
1V MDIA I RAEEALIEGE. 106807 N ACI-III AV AT BIENTELT
) o
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+ YATLIF, I-Y1VMVCS-adianty AT AICEGELERRICE IV TSG1EU R
EEELEXT (BHOpinglEfE) , LlCERmLIEI-JIY M BIRICS MY AN BV ETEN
9,

+ 1. BEBRNIMCVABEBITIVANIIUIEEE. INSOT A ATERE,
FBh. B EDHERENEELEE Ao

+ 2. SAEYANEARYINDIESE  STEVANEHENZET, YATLBET M
DINTOHBEZBBNCFLLLET BEREAR-FI ETCI-JIV M AVI1UTHBILE
HEFD CEEY,

3.6.2 FKUYU>—RE

BRY : I-Y-HAI-JIV DR ER)V-UALEEITEZDEXIET BT,
A-Y-HTBE I>>[RUY-ZE LTI ALEEBROBEEmAYY-TI-X -

nnnnnn

alJiant = o«

Policy management >

1 — YATLALETERENEZRYY-O—BZRRLET, BRI [CEATOER
HEFINET @ BE1 RUY-NERINTVNRI-JIV O, 1ER B, B3 H
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5. RUY—BREM. A7-92 2DDAT-5AN'HYET : BREHEKER
) o
2 — FLWRUY-%{ERK TS @ [Create]iNIVETVYITRE. YATLRLUT OHF
MR YR AONY T 7y TR RLET,

0 Guidelines

FPOLICY NAME

full_feature 5_huvenp|<] |

LATRIOE S0 DALY Marmie fTer Cred e

AR FTREREICE R Y-BABERESNTOARY Y- R EBELBNELIICLTKE
&,

IKUY—DFRERN RN DL, VAT AR Y-DFMBEEEZRRLET,

Policy configuration tree

AGENT SERVICELIST PLUGIN UIST

Configuration guidelines

4 policy vion: Press edit button to edit

~In edit mode: Press check/uncheck button to add/remove a node

Atter itting: Press save button 10 s cancel button back previous
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FERVY—~ER . BEEF3IDOIT7Y-EANT IAN I CEENET :
ConfigurationManager. ConnectionManager, Updater, CN532DY-LREV AT
LOGHIBRLTEWIE R A, RUY-ZRETZFIEITUA T OBYTY -

- RYD—=Y)—FEBTHICEREUEI ) v LTLIEEL,

- REE—FTIH, 2a—5—1FMOY—EXRZEBME-IFEIBRT H=-HIZF
YDIFT I IBBRETOIENTEFET,

- WEE—FEET LR

o 1-Y-FIBEZRTFINIVERLEREZRELIT,

o I-Y-EFIFvIIINTVERLTRYY-OEFIRIEEFRIEL. VAT AIFH]
DEREICRYET,

- FAAVEIYYH LT, EH—ERDED2a—IL"TS5H54 0T DN
BEETOTLIEELY,

EI1-WV /T34 | 5B
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Windows1 A +O%

WindowsEventLog D% %E : Agenth 5ER153 504
Y—RADRE

+ EventSubscriber : A ZWET 5 F v RILEIETE

T—REH

event_filterZ7 4 —JL K (Event IDTZ 4R YY

) A2 () TRYULNE=XFS

5l . T4l :eventiDAADA R REZT 4 ILA YT
[-689] : eventIDAGBIVUNDA RN bET 4 ILA
)

providersZ74—JLK : £330y (;) TRYULNT:

X751

WBANT4—JL K : subs_type. channel

channel : A4S YV —X

subs_type :

PUSH : #TL L\ R FFERFICVCS-adiantD B

ZHEUH L THOE

POLLING : —E#[E Z & [ZVCS-adianth EEEIRYIZ O

JERE

PULL : —ERHE#ZBZICVCS-adianth EEBIMIc O S

lF

BETZTTRIILIRELTZEW

EventPolicy : AT LDT 74 )L FZHELMFED O
JiER EAMLIEMIET BRI O—FETE
B DG ELIDDT A —ILFEBEIRT S L

EventChannel : 3 FENO45 Y — X DEEHERTE
Retention : A OA—FT—2 3 VREOHE (

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 164
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com




viettel

security

RetentionZz BRI &, BT T 7 4 ILHEFIZHE -
ERIZHFLODB AR HE VAT ICEEETINET
)

O 274 - OF 774 ILDINR

A 774 ILYA4X . A5 T74ILDHY AR

Bl I RTOT—2ZR0TANTSHIL

SysmonConfig : Agent E®DSysmonY—JL (
Microsoft-Windows-Sysmon/Operational D7 EX1§) 0

BNLIEE

7

\J

F4-07-

TYFF-0A-OFKE : VCS-adiantDSelfRunF >4V THY,
EHNICYATLARAEEATYY LT, EITHROX-0A-21RETS
®ENZRF5EY,

AFVVERTE  AFv YW ROF-0A-DEFEEZRELET,
20

AFvVER &1 &RAK1807
DEREEITEEDF-O0A-ZFEIRL TKREEL,

IRTARURARERTE * F-0H-&2EKTI3T7MNONAXEET IS
VE® (GERZE) (EJVWT —#OYILIITERTA YRR
E&ELET,

E  INTOBEBZERICADLTLE,

ADDTET UL, BEZIMRFILTEEL,
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B B

TILITTATIVRDEE : BILITITA T VADT A

VR b—IURSIEEEZ BN ;

FIE: FIAN—ZFBIR>EILITITA T VRIZTFIVY
EANTHEEZAEMNIE, FEFzv o &4 LTENLE >
REZEER> R —ZEAEER ;

A-bAFVY

AutoscanDERE : 1—H—ATILD T 7 XA F v UBEFIZEM
DERTEZ1HTE T HHEE

- ERZEIH : AutoscanZEIRL. THLULEREZEM %
2090 LEY, ENMNABLEGRFRISLULTOEY TY,

+ N—o3ay
+ &5 BA
+ Windows D T—2BREIFLUTD& I G T+—< v kIC
TYFET,

AR BEAXYUEREFEBRAF Y UOOERERE. ENE
fu Tauto_scan] F—FE7=(& Tmanual_scan] ¥—RHIZE
BT A2LENAHYETS,

BEFRF vy 70—THR— FINSHEEBIUTORE
Y)T9 :

AntiRansomware : Y ATV ERREFICEREXZ E AJFE
F|E : Auto ScanZz®EIR — Anti Ransomware%EiR

BEAREAIEB EUTOBYTY -
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HIPS (BEZM4RY | HIPS : YLV B RREFICBIEICE DWW CGR EAZE E AJRE
AFLY) FI)E : Auto Scan%EIR L. RICHIPS%ZEIR
RERRERIE B I TOEBYTY -

- REVEVIYILT, T—Dx U MIBRELERYO—EBRLTES
AR

+ FLLWRUY-ZEHTE  RTVETVVI TR, IRUY-BERCTRTORY V-
DN VAT AILLSTIE-ENEKT,

Clone from policy:
test_sample

NAME OF POLICY

+ MUY-OHIRR : YATLONIVEIVYISEE, I-Y-(CHIBRORI S & RESE
IRV T Ty IhRRESNET,

Delete Policy

+ IKUY=[CITICI-IIV M ERAIN TV HE. BIRRICYATLNBEINICZ
NoOI-JIVMIITIAIMRY -] EEIY HTET,
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Delete Policy
Do you want to delete policy: hieupcd

This policy has been assigned to agenti(s). If this policy is deleted, agent(s) will be reset to
default policy!

Cancel

+ ZLI-FEFITNIUYITRE YATLRRYY-OFEEA-YICBBL, 1-1-
W) Y-DREZRESLIVEETEELIICEYET,
3.6.3 ZU—TEHE
M= ETI-INEZEL FEE/EII-JVIVMIPLTESNICRI Y -OEES
FOTN-TOBEEITITE T, HFI-JIVFORYY-BEEHLVIIN-THRE DK%
EIEL. ENEN-NEH/EITI-JIVMORYY-%RIEBLET,
COEHEODFE LRI TOEYTY ¢

+ YU-BEILLRIIN-TER,
+ JI-TERFRT 3;
+ FLWIIN-TZEITS :
o I-JIVbOIN-TEBBENII-IEERT 2,

o JI-TBRITAHEDER EFOEI-JIVH FHRI-JIVOH. BES
SUFROEI-JIVE) LRUY-0BIWET (BIREYHET BWETHEL)

+ JW-FIIBITRI-JVIVEDERBLUIN-TICBITZI-JIY bDFREL,

+ IIWN-T%IRETD;
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+ JI-TOHIER. IV -TICEI3I-I1V OB ;

1 — YU-BEICLZTIN-TER :
+ 1-Y-Broot/ IV -TIZELTWRESE ¢ YATLADIRTDI N -T2R RT3,
+ A-Y-BTTAWNIN-TIZ0TAVLIEEE - TIAWNI N -TE2R RT3,

+ 1-Y-ABIN-TC0J1VLESE - 0J1L W3 1-Y-0fE/ I -T6&
Uxtis g 27 IN-TaRRT 3,
+ 1-Y-DEI3N-THEFEHKOYTIIN-T : OJ1VF0I-Y-"'AET S
IRTDIIN-T&HRRT 3,
IN-TFT—BREYI-FERTERRIN, E-MI-TFICIELIREE. B2RBEOY TV
-ThEENET,
ZIN-FIE IW=-T&. II-TOERIER Ob-Ib. RUY— BAXR) | BLU
IV-TILBTZI-JIVEDURAMEENZET,
IIW=FOIN=-IVEETIN-TETHIZLTEY FEFHAEHYEEA) (. I-J1VED
BN % SHPEEBRECIZI-VIVNEBOREEINHII5EIC. EBERSICT
BEDIIN-TEVI-EETEELET,
I-Y-DBFIN-TICRELTWREE. BIN-TEERLTETIN-TEHEEORY T 7Y
TIRREINFE A

2 — JII-TE%ET3
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+ FEL RNV IRAEIVYIT R, 071V HRQ1-Y- (5T 37 -TDY
AMHERREN, ATO-IVATRETT . "RRSNTEUAM BT I -TZEIRLET,
+ FiR2 D RBERYIAETIVI U RBEXFEANTRE. YATLANBEBNICA
NWNXFEECVI-FERRLET, RFEYAM SEYGLI-FEEIRT 20\ RBERT V&)
Uy 930, Enter¥—%2#d ¢, FECEHITELI-FO—ENERTRINET,

nnnnnn

Detail information

Applyta

LI-FESFTINIUYISEE, ZOLI-FOFEMIERI T RINET,
+ FRINBFEHMIERIIDetail | T, 207N -TDOT-5EZRulel. [Policyl. [
Apply to] TT,

+ [I-YIYRIARFTERIRTBE ZOTN-TII—HITBI-JVIV bDOIERT -
ANKRINET,
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+ LI-F&RIUYISBE. [T -T BB LI IIN-TeER]1 02004 T 3vH
RTINET,

+ [Go to grouplzFERT 3L, I-Y-2Z20JI-TOY)- LD ECHESE X

+ DI -TZHIKRT2ZRIRT . T -THIROERRY T 7y THRREINET,
ZLI-FOH EAZ1-%JYyI93E [TI-T(C%E LTI -TZHIBRID2DDAT
YavPRRENET,

3 — #FLWIII-T&EEN:

+ d-Y-hrootd L-TCELTWSHE : INTDIIN-TZ#FHHEMTEXT,

+ A-Y-DTI2W I I-TELTWSHE  FFEBMTEXE A,

+ OJ1VLTVWB31-Y-0RIIN-TCET3%HE. 201-Y-HFE TSI -T

(X IGT 2 FIIN-TEFHREBMTEXT,
+ 1-Y-DEI2IIN-TH—2FREHOFIIN-TOHE. OJ1VFD1-Y-
DEIZIIN-TICHLIT2FHLWFIN-TEEBMI2IENTEXT,
BT 2T IN—TDREZRIRLTLEEL,
+ FTOIN-TUVALTHLWI N -TER S 2% a3, BiEE EOIAdD new]ikS

VEJYYIIRD BELOTOIIN-TIARDERELCA-VIEEDETAID new]zE7Yy
JUTLEZEL,
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nnnnnn

aliant Setng f Grog Mansger &=
roup management @ cuidelines

wwwwwwwwwwwwwwww

pppppppp

+ FLWIW-TEBRIN-TEEELAIL LNI20T IV -TO8TIIN-TELTE
3 3% EE BIN-T&27UvI0, BE EOMERKIZIUYIS2h. BLLRILOTIN-T
ADEKECH-YINEEDBTIERKIET VYT LTS,

TN—TREL—IIEEEZAALTLESEL,

ER ARBLIUREN-IE, BIFOZBEISLVIN-IVEEERLTUIVTEE A,

+ [IRTUARL-I-EERLIIGE | BAOKENmEINEEITI-IVAERA
NEI,

+ [AnyEEFERIRLESE | WIND—AFEAEADOFENHLZIN TN
F - ERAINET,
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eeeeeee

uuuuuuuuu

ppppppp

R S—DRRESVL—LEFBETHECK) S—FBATHT—S1 o
MLt
BRI UYL, T-ITY M I-I1Y NIRRT T -FBBHENTNS
L ERBLET, M-I EBELEI-ITY MU NCE RSN, BMLEI L-TIE )
SNET, BRI ORRIELT, VAT LROI-IIY b0 -TEBNTONET

o

+ BEFEOINTOI-JIVE : YATLRICEFEEITZINTOI-JIV DI I -T%
ZBELEIN, FECAVANIENEI-VIY M -V LTWTEIT N -TEIEEIN
FtHA,

+ FRI-VIVbOH  BRBICHEICAVAN-NENEI-ITIY ML TOHT
W=-TEEEL BEFEOI-IIVMIN-VICEELTEIN-TEEELEE A,
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+ BESLIUFHROINTOI-VIVE - II—KT 356, BRRICYATLA
AOIRNTOBEFI-IIV MELUFRE IV A SNEI-JIV I -THET 3,

== =

xR

+ [=IVC—ELSEICRY -2 EAT 3 | FIv Iy A% ER0. [#EF
IRAVEI VYIS RE EIREINFEI-JIVMIREINTI-IVEEZBEL. — LSS
FIRYY— BB TEIRSNERY-(CI-VIV DRV Y-2ZFE L, AT -TEEEL
9,

FEREOFIVINYIAZRRLGWNGE, [BRZ7YYI 5L, BIRINLI-IIVMIT)-
THEEINZTN RV Y-FEEINFE A, DFY, I-JIVMIRLEIRYY-2HFDT ) -
TIIBBLTETOR) Y-ERFLET, — A FIRIVANSINEI-IIVMIIV-)UIT—
BadL. JIN-THEBEIN, [TIAIMRVI-NEAINET (FIvImvIA%ERLE
Wesh, TIA MR Y-DEASNEY)

+ ELHLWI-JIVMEEOTIN-TOIN-IVIC—T 2355, I -TDEER
MIEZEERET. REFMLAER NN -TICELMICEY HToNET,
4 — JI-TOMRE : 12FE2D, FLE3IDIRTOBHRESR (b-)b. KUY,
BRI ZRIRLTGRETEEXT,
+ 1-Y-Hroot/ V-TICELTWRIEE | YATLARDINTDIN-TE2EETE
F9,

+ I-Y-BTIANRIN-TLOTAVLTVET : TIANN I -TREETESE
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+ 1-Y-PHIN-TC0J1VLTW3%E 0710 1-¥-00-IHETS
FIN-T0O-INEEH. INTORBI I -TaiRmETHETT,

+ A-Y-H—D2FBFEHOIIN-TICELTWEHE : OJ1YLTWBI1-Y 1A
BI2INTDIIN-T&imETEET,

+ JI-TOIN-ERETBICIE R/ETAIVETVVIL>TIN-TOI-IEIEIE

LTHhBBREEIUYILES >Z0%. [RUY— e EBRLI0ER%REL. #BAEIVYIL
T,

User list
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ves_anm X
Detail information Agent list User list
Rule Cancel h
Moving agent to this group if \ A V| following conditions matched :
IP DCN v 10.61.1882/32
Policy Update group
bet = bet; =
B Api
Apply to
New agents only 2

xR
+ JIN-TOEHREZR (-, RUY—, FEEERL) 2EBELERICIERI%EY

Dy LM ESE MERNBRFREFEINEITN, I-VIVNIAMIEFRINTE A FTRIC
AVAR-NENTI-JIVMMIDOWTUE, A TFOLICAELET,

o JI-TOZEE : HLLWI-VIVIEALIBEE GEIRSNTUVBINEINIC
RIFEL. BIRSNTVWRHEEFI-VIVMAITHEEL. I -TOIN-ID—EESNnIEZ0T ) -
TIIEEINZET,
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o MNUY-OFEA : I-IIV ORI I=ENI-VI—BLEBELSTIRY Y-
EEATZIFIVIRYIADBERIKFLET, FIVIRYIANBIRIN TN HERT V-
TJoRUY-AEASN, BIRESNTWRWEERET I4IVEORY Y- EASN XY,

+ JI-TOKIVIR-XIMAEELTTEBAIZ7UYIT5L, REABMREIN
9, AEFIC. CERL A TIIRNTOBRFEI-VIVMARIRINTVWRIEEE. YATLA
DIRTOI-IIYMEREATYY L. I-IIVDIN-TEEEL%, I-J1V A%
BEHLET,

FLWI-JIYMMIDWTHE, LR ERBRICMEL TS,
5 — JI-TOHIBREREI-VIy 0TI -THhongIk :

+ I1-Y-Hroot/ V-FICEBLTVBIEE | YATLRDINTDY N -TH#HIBRTE
9,

+ I1-Y-DFIANWNIIN-TICFRBLTWRIGE © TIAI NI -TZ2EIBRLTEW
(FFE Ao

+ OJ1VLTW3I-Y-IRII-TCELTWSHE : 0J1VHhol1-Y-00-)b
DFO-WVICEBIZFIN-TELUOT1VFDIIN-TE2IRTHIBRTELT,

+ 1-YP-A—D2FRRFEHROFIIN-TCELTIWRGE : OJ1VF0I1I-Y-CE
FEIRTDTIN-TZHIBRTEXT,
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I -TEHIBRT 2I21E, BIBRLEWI I -T&I7YUvIL. [Delete 27Uy LTt HERR
BEIE CIOKJZIUYILTLIZEW, JI-TZHIBRT 2L 207 -TICABL TV I-
IIVMMETIAIWRT V=TT default | [CFEBL. RUY—[EEEINFE A,

viettel
= [P )
Group management © 7 idelines huyenpk_group
et |
= - N~

o oo

I-I1 &I IN-THholIBTBICE, I-IIV M ANDITEIYYI L, (x| TAIV%ED
Uy L TCI-JVIV TN -THoHIBRLES, I-JIV I -THholIiRdde, I-Y
IVNMITIAIRT I -T [ default | [CFEEIL. RYY-3ZOEFHIFINET,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 178
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
VCs_anm
Detail information Agent list User list
50/2759 agent(s) earch agent
AGENT HOSTMAME GROUP STATUS POLICY

AAESD11BFB5037899FD20F5CEDF  ANM-HOANGMND31 ves_anm e Offling full_features_with_autoscan_selfdefense
11B3TDBD3SD0FE32DOFTBEFBE421 ANM-SANGLV11 ves_anm @ Offline full_features_with_autoscan_selfdefense
T5E895D48390F5CA42FC5TADE2C  ANM-THONGNDT ves_anm e Offline full_features_with_autoscan_selfdefense
(FBAF3B15A2A343F09203596EBAS  ANM-HOABT21 ves_anm e Offling full_features_with_autoscan_selfdefense
2FAGF1E3EN16CT48600CAFOCIAT  ubunbu-18 ves_anm e Offline full_features_3.3.0
‘SCA1ES4ECACOSACESEDB202FDTE ANM-ANHMNIG ves_anm e Offline full_features_with_autoscan_selfdefense
OACEGCABEBFRELIFO4428BCEEDD1  IS-LANNT ves_anm e Offline beta_ves
i43E35A30D5CCAEFCASACTASSERL ANM-THANGNM14 ves_anm e Offline full_features_with_autoscan
AQACFOTFFE250F800308CEGR352  ANM-DUCDHS ves_anm @ Offline full_features_with_autoscan_selfdefense

AR HIN-TEHIRT 256 ¢

+ INTCOYIIIN-TaBIkkT 2,

+ BIN-TELUOFIN-TOIRTOI-VIVbaT IA NI -T[default] (CF
195,

+ FIN-TEFIN-TOI-I1V OIRY Y -%HfERFT B,

6 — I1-Y-2J)I-FIEMT3
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nnnnnn

aliant etting / Group Management _

Group management @ Guidelines

1-¥-URk:
+ root)V-FICETRI1-Y-A0J1Y : YATLADINTOI-Y-%2K RT3 ;
+ I1-Y-DTIAWNIN-TICAELTWSHE « TIAWMIOHAFTET 211~
NI
+ RMIN-TILES21-Y-0074Y : REQT(VLTWBI-Y-¢, 201-Y-
MBI 3FIN-T01-¥-T, h"DZ0F/IN-Jo0-Ihr0J1vsol1-¥-00-)L0F0
—VICEZEIR1-Y-2R RT3,

+ 1-Y-B—2UEOIN-TIFAELTNSES : 0/ VFRD1-Y-4FRT3

7 - 1-Y-%HIKRIS
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3.64 ThHU>FEE

IN=FIWIRATLOTHIY b, ¥R, #ERIIN-TOER
HERERE
YATLOYY-R (API) NDTITAEEERBLET, 120/-2yY3V @ YATLD
BEDYY-R (API) ANOTIEAEEELET,
COEEDELHERE

+ EROERE,

+ N-IyYavERERT 3,

+ HERRZHIBRT B;

1 — EROEE : YATLADINTOERERTLES, COBEIE CHERZHIBRLT

BE. IN-9)V L THEEZERTIZRICERNMTRELTVS L, BBMN(CEREE
CHIBRLIAERDEMSNET

2 — N\-29Y3VORE  RBERYIAIRRXFEASL, Enter¥—LzF[1R%
IRIVEIVYIT e FHICEEN-2vYaVD—BNRTINKT,
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viettel
aliant s 1 anagem
Permission management
56 resultis
nsnsgemen:_mansgs MSN3ge_3EENT_ MENSGEMENS, MAnage _CANINMENE, mansge. 2
2 nanagement_read liennt._test, manage_investigation_result, roat, view_agent_rm e 1
4 liennt_test, root, view_policy_management 4
2 1
B P
7
s e i
8 appetrl_handler_manage L4
10 appctrl_handler_read ¢ 1
11 antifact_handier_manage a oot 2
2 ardact handier_read 2
n e
15 containment w_containment, view_irflow L4
16 correlation_ma e 1
57 comelation 2
= P
19 deploy.tool_handier_m ool manage_inwestigation, tool, marmga_row roct e o
20 deploy_tool_handler_read manage_investigation_result, root, view_c L4
21 est, man: .endpointfw_hand| @
N4 — N 74 =
3 — 1ERRZHIBRT B(CIE, THIBRI7AIVEIYYI L, HRBEE CIOKIZIVYIT
A7 R =
5&. HIBRD5E TLET,
viettel

unt Management / Permission

ajiant s

Permission management

56 resuttis)

1 agent_management_manage

2 agent_management_read

_policy_manage
4 agent_policy_read

s agent read

6 alert_read

7 alet_manager

8 alerts_read

9 ap

handler_manage
10 appetrl_handler_read

11 antifact_handler_manage
12 artfact_handler_read

13 artifact_manage

14 containment_manage

15 containment_read

16 comelation,

nage

17 correlation_read
18 dashboard_read
18 deploy_tool_handier_manage

20 deploy_tool_handler_read

endpointf_handler_manage

o Delete

manage_agent_management, manage_containment, manage_deploy_tool, root

fennt_test, manage_investigation_result, root, view_agent_management, . Viev

policy_management, root

Fennt_test, root, view_palicy_mana;

x

rt, root
Mert
petrl_handler, root
Ippetri_handler

.&nt_search, manage_investigation_result, manage_process_analysi

root, view_Investigation_result, view_irflow, view_process_analysis
manage_detection, root

manage_containment, manage_irflow, root

root, view_containment, view_irflow

default, root

manage_deploy_tool, manage._investigation_tool, manage_irflow, root

manage_investigation_result, 100 _deploy_tool, view,

liennt_test, manage_endpointiw_handler, oot

estigation_result, - View

=0
@ Gudetoes

S'S S 88

2
¢

YATLOO-)V GERIIN-TERIIN-2yY3avII-T) OERE,
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COEHEOEEEICEUATAEENET ¢
+ O-JVUALDER :

o I1-H-HrootO-)LTOTMIYLTVNBRIGE | YATLRDIATOO-IERT
33,

o I-Y-A'7IANbOO-ITOTIYLISRSE © TIAIOO-IVERTI B,

o I-Y—AEO-NICOVMYLEES : OJMYHhOI-Y-ICBTZIARTOO-
WERIETBFIIN-TEHRTT B,

o I1-H-A0J4YLTWVWBR0-IIC—DOULEDFO-IEH25E : O0J1VLT
W31-Y-00-)VICETRIATOO-IE2RTT B,

+ RENERET P,
+ FLWMXEIZEINT ;
+ O-)V&HIFRT %,

1 — O-I—EBOEE :Y-FEXTO-I—B2BELET, T IANMTERENT
WA —-kZ2200-)Vh'&HYET : [default] & lroot] T,

+ O-Jlldefault] : I-Y-(E[default]iERZIFE, R-FIADTIELADHEFR] S
nNTEY, T-YOFEEVPKBEDIRIEIITEZEA,

+ O-Jlroot] : YATLDIARTOO-IEEH. [root]O-IEFHDI-H—(F. K-
AN EOIRNTOMEERERT 22 HIEREIFEET,
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+ O0-V&EJVUyI95E, Z00-VOFMIERN’ R RSNET, O-IVICIFUATOIE
BHEENZT : O-)V 4. ERO—E, O-IV&#HFo1-Y- (FhUvh) 0—E, RO-ILE
LEFO-LO—E (BXHITZIHE)
2 - O-IV%&RRIS

+ HiEl I RBERYIAEIVYISRE, YATLARAOO-)—EAR RSN, AV0-
WLTO-)VEEIRTEXT,

+ Hi%2  BBERYIAETVY > RREXFEAN > VATLADRBEXFE S50
“WEITAWIVIT > J4IWFIITEINFEUARD BO-)VEEIR, FIEEnter¥—%3FIN\. [1&
TIMNIVEIUY I LTS,

viettel

aliant Manager : &=

Role Management @ Guidelines

o LI-FEITNIVYISEE, ZOLI-FOFEMIFRNRREINET,
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o TRINZFMIERYJ L Detail ITHY. O-IOT-F(CFO-IERE
ZO0-)VOHERNEENKT,

o [Userlist]57%&&EIRT2L. O-aEEI-T-0—BNRRINET,

+ LI-FEHRIUYISBL0-INABBINERTREINET, [D-IABEZTUY)
35¢. TOYI-FHOO-V—EICRYET,

+ ZLI-FOHEAZ1-EJVUYITBL. [REINBEATVIaVvERTINET,

3 — #FMLWEEIZENMTS:

+ d-Y-Hroot/ -TICEBLTWEHE : IRTOT-FVI-ROIANTOO-)L%
HAEINTELT,

+ A-Y-BTITAWETN-TIBLTWSS, FHREIMTEEE Ao

+ 1-Y-"RIN-TICELTWEEE : 071V L W3 1-Y-0I ) -TIIx ST
2FO-)VEFREBITEXTH REBOO-)ILEFHHRBMTEILEFETEEE A
+ A-Y-NEI 2N -ThH—D2XBEBOFIIN-T0iHE. 071031~
Y- N-T T2 LWFIIN-TEEMIT 2N TEXT,
O—LZEFRERT 2HEEIUTORY TT,
1200-IZJYv7I0., 20%0-IV—EBEORZRCH-VIIZEhE T FHHREN]ZER
95& ERLEO-VERICRE B OO-LZFRR TEEXT,
BEEQ[FFREM]ZTYYIL T, BIRLEO-VOFO-IVEERL TN,
D LETEIVYIU, [FLWVEBIZEMN | ZZEIRL TS,
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Z0#%. YATLAICBECFET20-)LEZEBELAVWO-ILEZZEA D LTS,

viettel

aliant eting / Account Management | pgems S

Role Management @ Guidelines

Detall infarmation

permission_manage

role_manage
deploy_tool_handler_manage  deploy_tool_handler_read
update_gr
endpointfu_handler_m:

software_read pat

- FAaA D T/E] 20y o L TO—/LOERBERZEMLET > EMNT
SEBEERLET > REI 20V 9v I LET,

+ A-Y-Hrootd ) -TICBLTWBRIEA | YATARDIRTOO-IZiRETEX

+ A-Y-BTIAWEIN-TIZBLTWRIEE © TIAIPOKRBIFEETELE Ao

+ I-Y-"R{IN-T(C0J1VLTW35E  OJ1VFOINTOO-VELUFO
-O0-)VZfRETEXT,

+ A-Y-H—D2FRBFEHOIIN-TCFELTVSSHE : 01V 01-Y-([C&
IHINCOO-IZRETEET,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 186
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
IR FO-VOHERYAMIFRO-IVOERYALDRAEETT, DY, FO-IICEIYH
CHHERTEINT 2355, ZOERESROI-IVOERYAMIETNTOVEFNEBYFE A,
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view_irflow

Detail information

User list

Role detail information

Permission list

irflow_read containment_read

response_scenario_rea d

deploy_tool_handler_read

view_irflow [view_irflow)

view_irflow

process_analysis_read live_response_read

event_read

artifact_handler_read

view_live_response

Detail information

User list

Role detail information

Name view_live_response
Domain

L view_live_response
Description

Permission list

live_response_read

read

containment_read
containmant_manage
agent_management_read
agent_management_manage

agent_policy_read

- A—H—YZRrOETITYYBXT, 21— —OA—LY X FMIA—L%EE
mLTLEESy,
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+ JL-NMII-TFICETZ1-Y-HO0T1Y LB E | YATARDIANTOI-H-%
F£RI3,

+ 1-Y-B7IAWNN-TCAELTWSEE  TIANNI I -TCOHFTE
:L—'UE—%%Z/_T?%O

+ BWIIN-FICEBTRI1I-Y-00J1y : BEOT(YLTWBR1-Y-¢ Z01-Y-
NEITZ2FIIN-To1-1-T, hOZo0-)A071Y1-Y-00-VOFIIN-TIET 3L
DEFRRT B,

+ A-Y-P—2FB3EHROIIN-TICRRELTVRSGE : 0J1Vh0I1-Y-%%
~9B;

viettel
aldiant Setting / Aceount Management / Fiole Management o

4 — DO-)VEHIBRT BICIE. BIBRLIZWO-ILET Uy T L. [Delete |ZZEIRL T, #ER
EE CTOKIZIY I LTLIZE,
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AR O-VELDHIBRLER. Z00-)VEFEALTVEIRNTOI-Y-[EROLSICEEIN

9, I-P-XDEIBRSNEO-VICBLTHY. i DOI1-V-XAZ200-)LDH%EF->TV\BHE
(F. A-YP-XETIAINO-)VIZEITLET, W, I-H-XAEHOO-)LEF->TW3IHE(E
. HIgEN0-LoHzEI-H-XOO- VU ADSEBRALET,

O—Y &

VCS-adiantih—F WY AT LAANDOOTA I T hI U b EET 3,
COEEOELGEEILITO@BYTY -

+ TAVVNERTT B;
+ FHLWTHDYNEENT 3;
+ THVYVOIRE;

+ THIVREHIBRT S
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1 — TADYMER D @RRYIRETVYT > YATLRDOTHVY b—BHRREN
% > —BHSRRLEVWTHIYMEEIRT 30\ RBERY IR FF<text>F A
HUTTHIVMERYAE > [REFEIINIVEIVYIS D RUAENLT IV -
—EBNMSERIDTHIY MEIRT B,

FLWTAOVRDEM : [ 1ZTUYT > BRENFETA-LICIEREA N > kA%
g9

Supper Adrin

CCCCC

Active

Active

+ THUYMIEWETR0-) (HERIIV-T) &L, [RAI1ZTVYILET,
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+ FIVIINYIRZIUYITBE ENZNOO-VICHIGT BHERNKREINKT,

o I1-H-HrootO-)LTOTMIYLTWVNBRIGE : YATLRDIATOO-IERT
33,

o 1-Y-H7TIANIOO-INTOTMVLESSE : TIANMOO-)VERRT B,

o I1-Y-AHRO-MIOTAVLEHE  OJ1VFOI-Y-(CBTEIARTOO-
WERRTEZFIN-TaRRT 3,

o I-Y-AOJAYLTWBO-I—DUEOFO-IA'H2EE : O0T1VLT
WB1-Y-00-VICETEZINTDO-IaFKR~T B,

Edit User

AAAAAAAAAAAAAAAA
¥t 5 E 5 EEEEEEEE .

A-Y-([CZEIEEINTBEEClE. THTY MERERRRICEE R B TEET, BZTR
v A[Search][CXFZ2 AL BERTAIVEIVYI S BNEnter¥—%3Fd ¢, RERS
HIZEHIT BRI O—ENRTINET,
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+ EBINTBR0-)VICIETBFIVIMYIRAEIVYIL. ZD#[Go to role]&7Uvy s
LCmoO-)—EBEEICRY. [Createl 27Uy LTT ATV MEVERR LTS,

+ R REODTIVLTWBT AV M LWI hIY R ERL T 3355 fERLTE
30071V FQTAVY M ESNTWBO-LOYAMNIEENSFO-ILOHTT,

+ THOVMIEIWE TR -TZ=2IRL, [1ERKIZIYvILET,
+ FIVIRYIAEIVYISBE ZnNZNO0-IVICH ST 2HERNKREINEKT,

o I1-HY-HMroot/ IL-TICBLTWBIZE : YATLRDIRNTDI I -TERERT

o IA-Y-NTTANNIIN-TCOTAVLIIHE @ TIAWNI N -TEHRTT 3,

o I1-Y-D|IN-F(COVM4YLESE : OJ1yh01-Y-0frEIIN-T6
SUORIETEFIIN-TERTT B,

o 1-Y-NEIZIN-TXLBZOFIIN-TIZHLT : OJ1VLTWE1-Y-
DIN-TCBITZINTDIN-T&HR RT3,
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+ BINTRIIN-TCHISTEFIVINYIAET Uy L. 2D [Gotorole] &Iy
JLTTDIN-T—EEmICEYES, RIC[Create |27YUY I LTTHIY bR LET,

THDYRHIBR @ BIBRTAIVETYYI L. ZO%ERBEE CIOKIETYYI LTS,
HIBRY A IV DR REHERLTLIZEL,

+ root/IN-TICBIR1--00J1Y : YATLROIARNTDI-YF-52K RT3 ;

+ A-Y-D'TIANNIN-TICFRBLTVWSSEE : TIAMNCOHFIES 51—~
ZFRNY Bo

+ BIN-TCES2I-Y-0074Y : REQTIVLTWBI-Y-¢ 20I1-Y-
WEI2F/IN-T01-¥-T. h2Z20F/)N-Jo0-Hr071rso1-¥-00-)I0OF0
“VICEHT31-Y-2KRRT 2,

+ I-P-A—2UEDIN-TCHRBELTVNRES : OJ1Yh01-Y-%2%kRT3
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THAEEHEE

K
i

@ oelete

¥

FEEITEE0E

THOY D ZERBEERELE B RNICT S -

AT7971 FOEGOLSICINATOT1-VIBEEIC T I ZALET,

kYXRIcGlja2VyljeiRmlyc3QgUGIuZylsimtleV90aW 11ljoiliwiaW 502X 1 2YWxfd GRZSIeMCwidH..

D P L 8

- ID-
Al

n thanhin9

‘ ‘ FirstPing & My profile

‘irst ping B IPDCN Policy
'5/11/2021 07:14:51 10.207.26.203 full_features_3.3.0 3.3.37
'3/11/2022 08:24:49 10.61.74.206 full_features_3.3.0 3.3.37
'0/07/2020 17:24:36 10.230.65.69 full_features_3.3.0_linux 3.3.36
2/01/202311:31:19 10.61.1.141 nac_plugin_only 3.3.37
13/08/2020 12:05:38 10.230.246.204 full_features_3.3.0_linux 3.3.36
'5/09/2022 20:33:15 192.168.81.44 full_features_3.3.0 3.3.37
ATYT2 1 UYL BERDEAEEMNICTS
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viettel
A Dashboard 3
aliant &0
Organization Dashboard & 8l e
Online Offline New Executing
3 33% 6 67% 0 0% 0 0%
AGENTS @ Remain unchar Remain unchanged AL ° Remain unch: Remain unchanged
1 Remain -
+1 new agents Suspicious © False Positive Closed
s “D unchanged 0 o 0 0%
Remain unchanged Remain unchanged Remain unchanged
My profile X
Security Operation  AgentMonitoring  Risk Detection er Adm
ant
Two factor authentication ff
ALERTS BY STATUS port data ALERTS BY SEVERITY KA rt
Change your password I
100

ATYT3 : 2FATFUTQRI-FEAF VYL, ZDHOTPEANLC2FADKR EESE T LTLE
~ AN

viettel
¢ Dashboard » 0O
alJiant & C
Organization Dashboard & 20/03/2023 - Now & o
Online \ Offiine New Executing
3% 67% % 0%
=z
3 0 0
AGENTS © Remain unchanged My profile X Remain unchanged Remain unchanged
t +1new agents Suspicious © Supper Admi False Positive . Closed
4 445 it lant.com 0 % 0 0%
Remain unchanged Remain unchanged Remain unchanged
' ’
Security Operation  Agent Monitoring  Risk Detection
ALERTS BY STATUS port data ALERTS BY SEVERITY £

Change your password
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2ERREEREE (2FA) ZEMICLEER. OJ1VBCI-Y-ELUTOEZRO LS ICOTPO A L%
RHLNET,

viettel

aJdiant

Two-Factor Authentication

T OEHROLSC, OI-Y-([CH L C2RPEFRAEZ B RCT 2N TEXT,
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Edit user

User information

ZOYYI-Y3VE IRTOT ATV ML T2 PSR EEZ 8 HIICB L T 2L EYR-b
LTWET,

3.6.5 EHEHE
TIN—T BT B
HE) : T-YIYMEEHIN-TLHUTERLYPICT BN, BEHIN-TOEE,
FRRAVERR. BLUEMETREICT HHEE,
1 - &&R:

- RESINEZTHAIETR—EZNLIZATA LTS,

- TE®El #BIRTDE. DRTLIRUTOY IAZa—%KRRTLET : R
U—RE. I-CIVMEE, JIL—TEE, 7y IT—+EHE, JL—ILIE
. 7AD 2 NEE,
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[Update Management] ##ERT 5 &, ¥ X T LIZUpdate GroupD—EHF
RENFET,

© Hew update group

[Update Management] #:&IRT 5 &. ¥ AT LlXUpdate GroupD—E # &
~LFET,
BREF—T7—FZTFXRARYIRICAAL., TRE] K2 UZBIRLTL
ikl AW

© Naw update group

2 — JI-Jo#FHEEmM :

RBEINFETHOFTER=—2)LIZATA4 2 LTLEEELY,

[EEE] B IRTDE. DRATLIIUTDOY ITAZa2—FRKLET : 7KV
U—HE. I—CI U rEE, JIL—TEE, Ty IT— FEE. L—/LH
. 7ho o FEH,

[Update Management] Z#ERT 5 &. X T LlTUpdate Group® —EhH &K
"ENFEY,
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Update groups kagy
| Q, search
group(s)
Name of update group Description Current package Humber of agents. Update schedule Upcoming package ction
Update. 1hour update s3u 1 how 237 o 1 hour(s) after release A
Update_specific Update vac chu nhat hang tuan 337 o On Sunday at 08:00 3.3.4(03/07/2022 08:00:00)
alpha Group alpha test team agent core release o Update manually WA
beta  GroupBeta update ngay 337 [] Immediately WA
congne Update group congne: HrA o Update manually WA
phula_test Update group phula_test reloase o Update manually A
release Update group release release 4 Update manually WA
st Update group test test o Update manually WA

- New update groupl RE V& BIRT EHE. PRATLEHLLWT v ITT—F
JIL—TJEmMEEERTLET,

o200

Choose the package version for this group. Gnly deployed and nat removed package
versions related to agents can be shown here.

‘szrl\msl) v ‘

Update schedule
Wihen & new packsge version Is deployed
© Update manually (change in the section "Package version” above)
© Update automatically

Time to update

© update immeditely

o tn [0 ]

O Update at a specific time
EI

- HLWTYTT—rIL—TOEHREANL. TR R EERLET
o VATLIFERERLHZL. TYITT—FIIIL—TO—EBHEIZREY £,

3 - JI-TOEH:

- RBESNEZTADURTR=2)LICATA 2 LTLESLY,

- TERE] ZERTDE. DRATALRUTOY IAZ2a—%RELET : KR
U—BRE. I—CI VBB, YIL—TEERB, 7y IT—rEE, IL—ILH
B, 7hv o hEHE,

- [Update Management] Z#EiR9 5L, X T LlEUpdate GroupD—E % &
~LET,
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Update groups. Packages.
IQ Search
8 group(s)
Narme of update group Description Current package Mumber of agents Update schedule Upcoming package hction
Update_1hour update sau 1 hour 237 0 1 hour(s) after release WA
Update._spacific Update vao chu nhat hang tuan 337 ] On Sunday at 08:00 334 (03/07/2022 08:00:00)
alpha Group alpha test team agent core release o Update manually WA
beta Group Beta update ngay 237 o Immediately NIA
congne Update group congne: HrA o Update manually WA
phula_test Update group phuta_test release o Update manually A
release Update group release. reloase 4 Update manually WA
st Update group test test o Update manually WA

- BEF-HRESRELGLI-FT, TEHI 74 0E8RL., FTHREEHL

TLEEEY,

Update groups Packages
Q, update

8 groupls)

Name of update group Description Current package Number of agents Update schedule. Upcaming package

Update. Thour updste sau 1 hour 337 0  hourfs) afer release. wa

Update.specific Update vao chu nhat hang tuan 337 o On Sundsy at 03:00 33.4(03/17/2022 08:00:00) &

sipha Group alpha test team sgent core reiease 0 Update manually WA

beta Group Beta update ngay 337 a Immediately wa

congne Update group congne: A o Update manaslly wa

phta_test Update group phula_test oease 0 Updata manually wa

release Update group release rekease 5 Update manually WA

test Update group fest test 0 Update manually WA

- VAT LIE TUpdate Group) DEFMIFEREmEZRTL. BHMOEH - wEZ
AlREIC L., NERA) K2 UEBIRLTRELET,

Edit group detail

Name of update group
Update_thour
N crtylerters, usmers,

Description (optional)

update 53 1 hour (update)

F
6200

Package version
(Choose the package version for this group. Only deployed and not removed package
versions related to agents can be shown here

337 (latest)

Update schedule
‘when & new package version is deployed:
© Update manually (change in the section “Package version' above)
© update automatically

Time to update

© Update immediately

@ Update after

4 — TYIT-RIN-T&HIBRTS :
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- BESAETHADURTHR=20IZAT4 2 LTLESLY,

- TERE] EBIRTBE, SATALARUTOY IAZ2—%KRELET : R
U—HE. I—CIVFEE, JIL—TEE, Ty IT— FEE. L—/LH
B, 7hoo hEHE,

- TUpdate Management] #:&R$ 5 L. L X T LlEUpdate GroupD—E = &
~LET,

© Now update group

- HIBRTHLa—FRT. THIBR] 742V &ERL, JIL—TZ2EHL TS
AN

© Hew update group

&

- Y RTLIE TUpdate GroupDHIBRHERR] Ry T7vTE#HRRLET, 21—
—IZ% THIRR] RE2 > #:&IR L TUpdate GroupDHEIfsZiEEL. FrotiL
1 R UEBIRLCHIRERERY BT ENTEFET,
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=
m

Delete this group?

Do youreally want o delete this update group?

Cancel

Ry lr—V%BHT 5
1 — JWT-JDKRE% :

- REEESNETADURPTR—=FZLIZATA U LTLEELY,

- TETEl ZBIRTSE. DRATALFUTOY IAZa—%RRFLET : RY
V—BE,. I-CIVrEHE, JI—TEE, TyIT—rEHE, IL—IHE
B, 7hoo hEHE,

- TUpdate Management] #:&ERT 5 &, LR T LlEUpdate GroupdD—E & &
~LET,

- TNy =D A JFBIRTDE. DRATALICEBRIATVWSE NNy yr—20
—ERRREINET,

Packages

[ seoen

[ 10 package(s) | Backend version ;.q]( ] A ) : .
Storage: 6.91 0B used of 55.59 08 T TR
dung hugng hé théng cung clp

version Release date e size Related to agents” @ Signature Description Deployment status uploader Deplay date Action
3319 13/06/2022 17:18:34 164 MB Yes [ verified | Update pack 3.3.19 B8 sung o path v ® Not deployed root N
10/05/2022 17:45:07 230.96 MB s [ verified | G6i update 3.3.16 B8 sung tinh néng Auto Update Repository 3.3.18 téng hop._ @ Not deployed dat
09/04/2022 17:4530 1326KE Yes [ verified | Update pack 3.3.10 ® Not deployed rot
3310 09/04/202217:4213 137ME ves [ verified | G6i update 3.3.10 B3 sung hash mds evert 7 ® ot deployed dat NiA
09/04/2022 17:4530 159 M8 [ verified | A dung rong truing hop khch hing kiving cé kit néi ra ngodi intemet, chi .. @ Not deployed dat
338 26/03/2022 095912 1392MB Na EEEEEETI Gt update 33 Cip nhit tinh ning b rg NCSC Alert Agent Offine Live R, dat NiA
337 26103/2022 09:58:12 13928 ves [ verified | 6 o3 03t 3 3.7, cip nhit file sgents dat 10/05/2022 17:37:46
28/03/202209:5612 14246 MB ves 2.3.4 description dat 10/05/2022 17:36:29
332 0910472022 17:4530 4452MB ves [ verified | G6i update 3.3.2 Release AV dat 10/05/2022 173342
release A A ves [ verified | Old repository release

- BEFXF—TJ—FZTHEFRXRIMRYIVRIZAAL, THERI "2 UEFERLTLC
EEly,
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aaaaaaaa

h TS T Il 1, Upload new package

2 - BEEIH
BHY : NG, 7YTT-FEBERISRENDOMENCEENERT SHEETT, Auto
Updateld. =7 DM1V57-TJ1-AZBLTUNWT-I%T7yTO-F93h\. £=13
hub.viettelcybersecurity.com® Y1 ;h'6 BENICTY T T - MBS T BT ERIBEIC
LEY,
AR BRAF-LARLREOBWREIOVIVF-LAjiantlCEEL, YATAICEFHFLTELL,
BETOBE/N\YI-YRBAZFILKREVN, S&, FILLWYIT-MWT-J2EFTS
PR3, BRAF-LFLEBERANREINETYTT-MUT-IZEIF L. AjiantR=5LIZTY
TO-FLTUNWT -V BRI BIL0TEHAET,

- RBEENETAHAOURTR—ELIZAOTA D LTLESLY,
- T8BE] #8RTDE. VRATFLRUTOY IAZ2a—2RRLET R
O—HBE. IV MNEE, FI—TEE, BEHEE,. L—I/ILEE. 7H

DY NEHE,
- [Update Management] #:&iRT 5 &. v AT LIZUpdate GroupD—EMNFK
RENFT,
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- IRy r—21 8T7%E8RTHE. VATLADNY T—O—BRRREN
ESE I

Update groups Fackages
[ seoen
[ 10 packagets) | ,,}( P n ) . o
Storage: GB used of 55.59 GB @m
thng cun,
version Release date e size Related to agents” @ Signature Description Deployment status uploader Deplay date Action
3319 13/06/2022 17:18:34 164 MB Yes [ verified | Update pack 3.3.19 B8 sung o path v ® Not deployed root N
2308 10/05/2022 17:45:07 230.96 MB Yes [ verified | G6i update 3.3.18 BE sung tinh néing Auto Update Reposftory 3.3.18 1dng hop__. @ Not deployed dat Nia
2an 09/04/2022 17:4530 1326KE Yes [ verified | Update pack 3.3.10 ® Not deployed roct NiA
3310 09/04/202217:4213 137ME ves [ verified | G6i update 3.3.10 B3 sung hash mds evert 7 » ot deployed dat NiA
339 09/04/2022 174530 159 M8 No Apdung rong 2 8l rangod chi... ® Mot deployed da A
338 280032022 09,5912 139208 ™ 6 update 3.3.8: Ci nhit tinh ndng h trg NCSC Alert Agent Offine Live Re... # Not depioyed dat s
337 28/03/2022 09:59:12 1392MB Yes Boi cai dat 3.3.7, cdp nhit file agents # Install successed dat 10/05/2022 17:37:46
332 28/03/2022 09.58.12 142.45 M8 Yes 334 destription . dat 10/D5/2022 17:38629
332 040472022 174530 44528 ves G6iupdate 332 Release AV » Install failed dat 100572022 173342
release A NA Yes Old repository release. @ Install successed WA NA

- THLWNRYS—UFFEH REAVEERTHE, DRATLIE TNy s5—2
D7y IO—FK] RyT7yvTEZRRTLET,

Updategroups  Packages
[q Search
10 package(s) | Backend version: 33 ¢ =]

‘Storage: 6.91 6B used of 55,59 GB
—

Version Release date. File size Related to agents? @ Description Deployment status Uploader Deploy date Acticn
2319 13/06/2022 171834 164M8 ves Update pack 3319 B3 sung process pa * Not deployed oot NA

3318 10/08/2022 174507 23098 M8 Yes 36 update 3318 B sung tinh ndng Auto Update Reposiory 3 318 tdng hop._ # ot depioyed dat s

3an 09/04/2022 174530 1326KB Yes Update pack 3310 ® Not deployed root NiA

3310 /0472022174213 137Me ves 66 update 33,10 B sung hash mds event 7 » Not deployed dat NiA

33s 09/04/2022 174530 159M8 No i dung trong niti i chi _ & Not deployed dat NiA

338 26/03/2022 095912 1392M8 No 8 update 3.3.8: Cip nhit finh nding b trg NCSE Alert Agent Offing Live Re... @ Not daployed dat NiA

337 26/03/2022 09:5912 1392m8 ves 66 cai dgt 3,37, ciprhétfle agents ® install successed dat 10/05/2022 17:37:46
334 28/03/2022 09:5912 142.46 M8 ves 3.3.4 description . od dat 10/05/2022 17:3629
332 09/04/2022 174530 4452m8 Yes G update 33.2 Release AV » Install failed dat 10/05/202217:3342
release HiA NiA Yes Old repository release # install successed WA NiA

- Ny —CFF7yTO—KRLTLESLY,

Upload package

W Choosafile  Max file size is S00ME. supparted file type is ZIP.
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- TBEEERE] 77023 04 UIATEPDYEBZIT,. NvT—CDEHZEE
MICERICERLET,

e

Deployment status Uploader Deploy date

3 - I\WI-YERRATS

- RBESNFEZTADURPTHR=2)LICATA LTS,

- I8BFE] #EIRTDE. VRATLEFUTOY ITAZa2a—FRRLET : KRV
U—BE. I—Cz Y EER, JIL—TEE, Ty IT— rEE, L—/LHE
B, 7Hhoo FEHE,

- lUpdate Management] Z#3EiR3 5 &. X T LIZUpdate GroupD—EHFK
RENET,

- IRy —2) 3TFBRTDHE. SRTLRAONY T—O—BENKRIREHN
F7,

e

Deployment status Uploader Deploy date
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- BEONYF—La—KRT IZONYy—2%T704) 74 a0 EER
T3E, VATLRTIOAMHEEDORY T7vTE#RRELET,

Update groups. Packages
Q, search
10 packags(s) | Backend version 33 2 o

Storage: 6.51 GB used of 55.56 68

Version Release date File size Related 10 agents? @ Signature Deseription Deployment status Uploader Deploy date Action
13/06/2022 171834 15408 Yes Vesified Update pack 3.3.19 B3 sung source process path va Self Defense cha VESRe.. # Not deployed oot
10/05/2022 174507 Yes [ verified | Géi update 3.3.18 BS sung tinh ning Auto Update Repository 3.3 18 tling hop... @ Hot deployed dat NiA
231 09/04/2022 174530 1326K8 Yes [ verified ] Update pack 3310 ® Hot deployed ract nA %.
3310 09/04/202217:4213 137 M8 Yes [ verified | G6i update 3.3.10 83 sung hash md5 event 7 ® Mot deployed dat NA Deploy this package
339 09/04/2022 174530 159 M8 No [ veritied | Ap dung trong trutmg hp khdch hing khdng <6 kit 1 ra ngoli intermet, chi .. # Mot deployed dat NA
238 28/03/2022 095912 1392 M8 No B6i update 3.3.8: C3p nh3t tinh nang hé trg NCSC Alert Agent Offline Live Re. deployed dat NA
28/03/2022 095912 Yes Verified 6l cai d3t 3.3.7, cdp nh3t file agents dat 05/202217:37:06
28/03/2022 09:59:12 Ves [ verifiod | 33 4 description dat 10/05/2022 17:3629
332 09/04/2022 17:45:30 4452M8 o [ veriied | G6i update 3.3 2 Release AV dat 10/05/2022 17:3342
release WA Wa Yes Oid repository release WA

- TDeploy] RE VEERLTT/INS A~NDINvr—CERZHERT 5, T
Cancel] RZ VEERL TNV —URHEBEZ Ty EIL LTS,

&
Deploy this package?

Bo you wand to deploy the package?
O Rebuild agent installer

cancel

4 — J\yh-IJDtiH

- RBESNEZTADURTR=2)LICATA 2 LTLESELY,

- BREEZERTDE., VRTLRUTOY ITAZa—%KRRLET : K o—
RE. T—CVMEE, JIL—TEHE, 7y IT7— FEE L—/LEHE.
Thor EHE,

- [Update Management] #:&iR9 5 &. v X T LIZUpdate GroupD—EMNF
RENFET,
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- IRy HF—D) BTEERTDE, SDRATLIZEBFRINTWSNNAYS—D0
—ENRRTINET,

Packages

Q
3|(" Téngsé package réa e hing atic dep [ R —

58 dung ugna 04 5 8yng rin ng
g oog hé héng cung cp

Storage: 5,91 GB used of 55.59 6B

version Release date File size Related 10 agents? @ Description Deployment status Uploader Deploy date

392 M8 N Not verified

2asvm ves [ veited |
e i)
=]

- BREDNY7—2La—FT IEFE#lRT] 74a0EERTS5E. VATA
[LER L=/ 8y 7 — D OFMIERORY T7 v TERRLES,

Package detail Y

Deployment

® Not deployed

Information

Backend version N/A

Package version 3.38

File size 13.92MB

SHA256 46bac489a084ed41150e3ef71f30e8%ceed60fal 5h4d23{932db929bc39c3d83
Signature

Release date 28/03/2022 09:59:12

Upload date 10/05/2022 17:33:05

Uploader dat

Description

G6i update 3.3.8:

CAp nhét tinh nang hé trg NCSC
Alert Agent Offline

Live Reponse v2

Fix 18i Dashboard, checkmarx

3.7 BLSTARSLA
3.7.1 ER#HEF

B BRGTETHEREL, BEENREINLI- VIV MDERERETI L EXIEL
9. AR TORYTY :
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+ R-AFMVERDMYTEBEBLUR-AS1VERO N THER ;
+ FEFICEDERVANBLVERI-JVIVMNANERERT 2,
+ BEFIDEBRIALSLUELFINDERANBTYAEHETT 5,
+ I-J1Vh0FMER2;
+ EROHM;
+ ERKRE,

[BLSI9T&7YvT >> &R Htat;

B HETEE

YATLIZLUT OREE Y R-FLET -
+ R-AF1VERMYTI0EERHFBOZ VEICHEATBEETT -5
o BEHLE BERARLERULERZOEBARRINET,

o R-AFMVERMTOEEBEDOLI-FEHEIRTZL. YATAGRRINER
(OIS S lEmIcBELET,

+ R-2F1VEREHN %V L1104 DR ET (BRIETEARER)
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o BRI BERFEMELERKBOBSHNIEKTRINKT,
o R-AFMVERELMDERDOLI-FERIRTZE, VAT AGERSNEA
DOFFHAEmECEELET,

+ R}
o fERIRER :
o H{IRIMRER

o EREMEAF ANSNERELAER T EFEADIAL (HEHE
) &&= LET,

o IMEREIR : ZHTHE. HEEBESUFHEBOERFIEESR
9%,

e ERODEBHE
o ER LIRS : BIRENERERDEREEYANERTRT S,
o FWER  BIRSNTERERTITS ;
o ERHAM;

o HWEREK: 22U LORREZHEANLULIZE . ANDERETRERDEITSN
9,

BLSDJL-)L D7 EH

AR A B3 PN
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I71LRF DRTREKTE

IV ERAY MHERTIE T71VOHRF a2k
TR BIENMRESINTNET,

VE-FTATMYTEREDEN LR TE

E-rT ATy TEFR LA VNE D (CERIC
9%

SHRICBE CEEEDVI I SRTE

5o U AICEEmZDYT LEVE KR

USBEKLUCDFI1 T DAutoruntége % £

T BRE

USBYCDD B B/ AEMAEDA VA T%EFR]
9%,

195 EBR TOEFHBEFELLINTVET,

B S 1ORF R E B A THREILR WL,

JAVF1-9-HUSB 3GOERRAIOER

L&ELT,

D-JAT-Y3YTIIMTPX I tése (AV-k
JAVEE) PUSBIEZE (ARL-Y, 3GHLE
) OfER%EZEIELET,

15—y bADEEER DR ZERE

A-Y-RFISVVEERLTRYNI-TICTD
TATE0 YATLTOFVERBLTT IR
IBRILNTEXT,

ARV=TAVITIAT LOEFHERIRE

D-92T-Y3VICB8O0S/\YFEFHE-F%
BT BIIERLTLESL,
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YIRIIT DAV A=V ESMERICE TS
HRIE

D=JAT—=Y3AV(E EENFEYI NI T %A
IAR=INTBDOLEVWDOVNSNAT, CDI—
WICEKRLTWET,

TAWVAH KT DIV A= ELVER
[CEAT B 7ARTE

V=JAT=Y3AVICETIFIAINAYI+ILT
E1VANIU YTV A LRERBEEZFI(C
BICL. BHEREEZEYCHERIBIEN
KHbNET,

I7470A=)V[ELEY T D17 DIERES
HRIE

V=DAT=3VE ARV-TAVIIATLE
E@T7IFIAIWAYITRIITTITATIA=)
EBEMITIRENHYET,

NARIWAF =D AN R TD1YAR-
WESVERRE

D-JAT7-Y3V(C[dws T KasperskyD 7V F
TAIWAYTREAV AT B,

AVEI-FERAAV(ZS ML RXM YT HD
VhEFERALTOTIYTEIENREINT
WEd,

AVEI-FIFRR V(S FXM YT HDY
FERLTOJMIYTRIENBEINTNE
9,

O-AITHIY FOEYRRE

EREFCO-DIVTHDY e BBRICHIBRT
%
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IIOYINAT-FEREFTBILEHBELY
SHRTE

T5OHICNAT-FEREFTBIEEHBELE
ERS

NAD-FiKU YR ERTE

MELCBATON-IIAEINET ¢

+ BB FHEHLIIE
+ BRESNTHARRICNRAD-FEEET B
&

+ BHEIQRANCKYTHDY A OYIEN
Bl

EROBRR T

adiant =
Violation Statistic °
Q Q
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YATLFELT OAEZ Y R-FLET :
+ MTERUVIEER  Jyvih-FEREICEEL, by TERUANSLU YT
E AR AN ERTRT B,
+ YATLOEMT-TY)-
o YATLADINTDEA R TFEE TERTI B,
o ERIMIIVVIEEITIBIHICL. T-FVU-EDEMZEIRTELT,
+ BREEIT
o RERBHEICE. UTOHBERNIFKRINET | EREHR. FRFH
KRR ERIVEI-F, ERIZVE,
o EREROLI-FEUAMGERL LS | BERBAIEOIVEI-Y
UANERTRLET,

o IVEI-FDER : IVEI-FDFHEMIFREZZISERYANERRT B,

ettel —
aldiant L]

Violation Statistic
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YT 7vTDIVE1-5-—EN5IVE1-5-%5EIRT 5L, Computer, AgentID, IP7 L
A BXY =T BBFRIRR. 3l (ZOIVE1-I-OIRNTOEREEEED) 2R
IR MIBEBRORY T Vv THERREINET,

e
aliant =

Violation Statistic

Q

e
+ {ERIRER :
o HAFIRER ! ANSNTEEMAENSTEIFEMD—EEZRTID
o EROEMR  BIRSNTLERERTIS
o ERHAM]

+ HEREK I 22U LORREFEANLLSE. ANDRAETRENETINK
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BT

VAT LT OBEREE Y R-FLET -
+ MyTA1ZyNUVI%ER - Sy yaR-FE@EICBEL, BRI TUANBLDE
REyT1ZybO—EBEFRRLET,
+ YATLDEALIT-5YY-;
o YATLADINTDEAIZH FREETHRT B,
o T-IYI-LOBMEEIRNLT, RMFELOIMINIY VI ERTTEET,
+ B(57;
e RERMEHICIT. UTOHBBERNIFRINET : IZyb HHOAYIA
V., BER30BEOAYIM VK, BREH, KRR GERIVEI-Y, BRIV,
o ERIVEI-FIIDFEMTMIVEEINT 2L, RERIZYSADIVEL-F
—EBNRRINET, TRARME 1Zyh%, V€154 | I-JIV D, £IVE1-5D
BRUAN ERBE. BRIKE (BEFADNKREED) T,
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viettel

my TPy IDIVE1-5-—EN5IVE1-5-%EIRT 5L, Computer, AgentID, IP7 L
A BX Y DT, SRR, 3 (ZOIVE1-9-0IRTOEREEEED) XK
IREMIBRONY TPy THRRSINET,

UZLDERIV-IVIIOFER 711V ZRIRL TSN F ZE IV MDERYANERRLET

Violation Statistic

Q TENANT sckcam x| | @ cu dink e e chin sach mat ks

A
+ fERIRER :
o HAFIRER : ANSINEEAERISTZFEMO—ELRTTS ;
o EROES  BIRINERERTTS ;
o EHAM;

+ HERR I 22U LORREFEANLLSE. ANDRATRERENETINK
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3.7.2 V7 FUzT#HE
BEY - YIRIITHETHEE L. BEEMEBACA VAN SNV I NI I 7 E Y
[CIBIET AL EIELET, RBRIZLUTO®YTY -

+ BRULCBEMALIYVARILESNTWSYIRIITVD—EEZRTI %,
+ I-JIVhOFER 3;

+ YIMIITOITAIR-h;

YAT LI T O#kgEEYIR-FLET -
+ YATLOEAIT-5YY-
+ YATLAARDINTDIZY bR FREETRRITS
+ T-YYU-EQEAMZREIRLTC VYINIIT OIS VT EEITTELRT,
+ YIrII7—E
o FYIMIITICIE, UTOHBIERNTKREINET : YIIIIT 4, IVE1-

SDEE. 1Y ML,
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ettel -
aldiant =

Software statistic

o ERIVEI-F-FIDFEMTAIVEEIRLEYT : KEAOIVE1-F——E%
ForU. 58P, AVE1-59-%4 | I-JIVMD. N-J3aVvaEHEd,

o MYIPYITOIAVEI-H-—EHNBIVE1-5-%:EIRTBL. Computer,
AgentID. IP7RLA, FXA Y II-F YIRIITIER (VIRIIT7 %, \-V3Y) 2680
HEMBEBRORY TPy IHRREINET,

o [AVEI-9DYINIIT—EIVIEEIRTZIE, YATARI-JIV MERH
EICBEL. ERULLIVEI-IOFERRY T 7Y ITHRRENKT,
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ettel .
aliant =

Software statistic Software tatisic (insalled) - Coogle Chrame

-----

+ BRI :
o EHAFIRE ! BARICAVAM-IENTNEYIRIITERTRT S
o YINIITH : AASNEYINIITD—EERRIS
o WRETHRE : 1VAM-IVEH RAVAL-I

o AVAL-IVEFE
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+ EERE 22U LORREHEANLHE. ANDSEATIRREERITLEY

IIAR-bERIRLTLIZEWN, YATAREREICKRRINTVNST-FERLABTDIIA
=TV &FD0-FLET

38 EE/NvTF4vY

Threat Hunting#%gg(3. 1-HY - HEBARORIHRICBITEIHEOLEZEDLLVIEPIOC
(BEDEN) 2BRERETIBELSCL. BEHONEHLUNIEBEREHELRIEERREICL
9, COMREL. LT OXIEZITVWET,

38.1 HKU—DFANF 7Y EX
- Threat Huntingt&&E% £ 9 3(C(3. Policy Management Gk -&HF3H(CL. Y-E
AT 5-%FR L. ThreatHunting 7571V %& RT3 ELHYET,

- SEE  I-YrYHMEThreatHuntingZB#NICT 2R Y- BRI ZHELHY, Z25LE
WEIOCDIERZREEITTCEEH A,

viettel e
. Setting / Pelicy Management +
aliant o/ Feleyaneg &0

QI
Antikeylogger @

) e
Processnalysis

[-] ollector -—
D
AdvanceCollector

. EEEITED

G - D
11 ApplicationControl

QD -
a ndpointFirewall

D
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382 IT—>r>f, S0 —TRteE
- AZI-DBIALY RN\ TAVT | #BIRLTLIEESL,

viettel )
Threat Hunting ﬂ:—

aliant

All agents v fx ) View history
@
(=)
9
*
G
[OY Threat Hunting
®

- BEENI-JIVMIIN-TRICIOCERTRTESRLIICT B,
o IRTOI-VIvhk (Al agents) TOREREHFRTS
o BEDI-VIVIILIIERTETEN, JI-THEATEIRTBIEEFHFRT S,

viettel ap
. Threat Hunting i
alJiant *
All agents v fx f D) View history
© All agen

Choose agent(s) or group(s)

gancel
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3.8.3 |OCo#E
YiR— bENTWLWBIOCHEE

A-Y-FUTORICTRENEREIOCICEIVWTHRETEIENTEET,

lOC (AVI5 |57 ®EI1-)VE Hh-ME | -k
—AH—-AJ-aY g7
7OY12R)
J71)VICA 771 J71)VINA =, ~ TJ71IWNRICEB R T
71 % 71 714 =7 71N EZ TIRET S
J71IV\w>a | T4 J71JVSHA256 |~ SHA256/\v>1771 )LD
SHA256 T
LIARYINA | LIARY | LIYARYNRZR =T LIARNINRICEE R EE
LIARYF— LIARY | LIYARYF- = ~ LIAR -2 &2
LIANT=5 | LIARY | LIANIT-9X | ~ LIANT-IDXFFH
=257 . DWORDZ, N1+ A
TRRT S
LIARNIT-4 =
_DWORD
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17Y
XFIAEY | XEY XFHIAEY XFHIAEV[CKDIERE
A9
NI AAEY XEY NI AAEY 16 EH X TORREET
BEKS)
1-Y-% 1-¥- | 1-¥-% IVRRIY MRARTI-Y-
(C&B1RFRZETRIT B,
FXLY KYRT=T | FXAY IVRRAY A TNETICT
JUALERA Y TOW%TR
ZFFRI 9%,
P (FM1E-) | RYET=T | FA(Y IVRRAYIINETICY
JEALEIPTRLAICES
RRZEFFAI T B
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INVRIMV%E | FOEA INIRIAVEL | =, ~ JOEAOINYEIIVICE
IIBT B H93 HIRREFFA]T S
DLL (#4+3 |DLL (#41 |Dll_path (F14— | =.~ DLLD/SRIC KB R%EH
vIUIII4T | FIyIUY | TIVIIVIKR) Ajg3
1) 73147351
)

S
N .
/.I. S

1-Y-BFRICVIVRT—EEDIOCOHRFEIT LN HF RSN TVET,

AND, OREZHFIC& 2R REEFAIT S

BRBREEIAXFENXFEXBLER A

1-Y-IRRERITLUER. YVATLRITIVDEHICR>TIV PRIV M ETAFv %
TV EREN-FIVISEELES,

MRBREBE JTYOEMSERREETIZI-VIV MORIIKELET,

RRFER D

R DEH
I-Y-IERROETIRREEI TCEELIIIT 3,
o MI-JIVML: BREREZETLEI-JIVMOHEL
o WErh I RFEEEITHTY
o BIh: RRICEIILELE
o K RRIZKKMLILE
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viettel .
EIJiant Threat Hunting

Allagents v | fx file_name ~ "Ajiant”

2
1I>‘

(<] | a D) View history

Searching process (93%)

0]

RERFER O

o 1-%-

o 71

o LYANY

o RYKI-U

o XtY

o JOEA

o DLL (F1F397YY954735Y)

Total agents: 108, In process: 7, Success: 0, Fail: 101 View report
0ofD

9 o, Export to Excel

Computer Name AgentID User name IP Admin permission Last log on Password last set

- A-Y-ARITTECRREROFMERETE2L(093,

- BHREI-Y-0UIVIRSTERITZEICELLERREINET,
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Threat Hunting

Search completed (100%)

Allagents v | fx file_name ~ "Ajiant”

(<] | a D) View history

Showing 7 of 7 result(s)

File (7)

O Computer Name
> O Win10x86_bichpt31
> O 11-Windowsptbich
> O Admin-PC

> O EDR_Test03

= AN

Total agents: 108, In process: 0, Success:

AgentID
676181C52CA
853DCA64658
466167E9EBDD

2903CE7FDBF2.

, Fail: 101

P File Name
192.168.195.179 ajiant log
192.168.195.135 aJiant.db
192.168.6.42 aJiant db

192.168.255.1,192.16.. aJiant.db

P e
- A-Y-DMRFBEFLILETERLIICT S  RRIODCAN-CI =L IRV ERIRLTK

- BRREFLELLR

o YATLIIE
o JIVD#kEEIR

9%,

==
R

12 1ELET,
[FYR-bSN TV E A,

==
R

File path
C:\ProgramDataajiant.log
C:\Program Files\AjiantiaJiant.db
C:\Program Files\Ajiant\aJiant.db

C:\Program Files\Ajiant\aJiant.db

File hash SHA256
9E1B963E445C60CTA.
SBAFD36A0FFODECT
CCD1D6A3DFBAFI62

2005C2DFDSCF120D.

File created time

04/09/2024 14:37:56
12/12/2024 14:58,57
15/11/2024 15:33:17

06/08/2024 02:38:53

View report

o, Export to Excel

Last modified time 10C dete.
21/11/2024 09:49:06  17/12/2
12012/2024 14:58:57  17/12/2
15/11/202415:3317  17/12/2

16/12/202419:00:22 17/12/2

I-YIJNTFTOIOCKRZELR-FDEMERS (Lik-F2R3)
- A-Y-HIVE1-94. I-JIVMD. IP7RLVA, IOCHREBAT-IATRETZELIIC
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View report - file_name ~ “Ajiant”

lfx status ~ “success”

sl

Showing 7 of 7 result(s) Export to Excel
Computer name Agent ID P 10Cs found  10Cs search status  Fail reason
Win10x86_bichpt31 676181C52CAACD436.. 192.168.19.. Found ® Success N/A
n i 853DC; .. 192.168.19.. Found ® Success N/A
Admin-PC 466167E9EBDO3D67EE.. 192.168.6.42 Found ® Success N/A
EDR_Test03 2903CE7FDBF26E791F.. 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
ANM-ANHNV187 66FD1C43EAC5DA146.. 192.168.19.. Found ® Success N/A
DESKTOP-RBEIJFA F SAAESF48F575F.. 192.168.15.. Found ® Success N/A

- ZOUIR=FE BI-JIVMIBIFBI0CHRRDIK IR E -V -([CFHMBICIRELE T, LR
~MIEFNZBERISUTOBEYTT,
o AVF¥1-9-%
o I-JIVHMD
o IP (71¢-)
o FEEINLIOC : I-F-0OJIVIZEDIVTOCOIMEN R D oizhEdh
o lOCSHFIRR : I-YIVh EDIOCSIRZRIREE
o KRHUEH : RERXKOFFMER
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View report - file_name ~ “Ajiant” X
[ﬁ: Search by agent... 1
P
Computer name Agent ID P 10Cs found  10Cs search status  Fail reason
Win10x86_bichpt31 676181C52CAACD436.. 192.168.19.. Found ® Success N/A
n i 853DC; .. 192.168.19.. Found ® Success N/A
Admin-PC 466167E9EBDO3D67EE.. 192.168.642 Found ® Success N/A
EDR_Test03 2903CE7FDBF26E791F.. 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
ANM-ANHNV187 66FD1C43EAC5DA146.. 192.168.19.. Found ® Success N/A
DESKTOP-RBEIJFA F92185AAESF48F575F... 192.168.15.. Found ® Success N/A
WinSrv2016 C877C486C743B79789... 192168.18.. N/A o Failed The policy has been ..
Win10x64 88CS511BEGAEICAFAFS.. 192.168.13.. N/A ® Failed The policy has been ..
Win10x64_edr03 91E1D567010025848D... 192.168.25.. N/A ® Failed The policy has been ..
DESKTOP-6KRVWQ2  1EGAFB040BBATAFSAC.. 192.168.66.. N/A ® Failed The policy has been .
vit_huyenmy01 CD9F6C4984FA9IF2ED... 192.168.19.. N/A ® Failed The policy has been ..
Win10x64 78AEE3983BC1D6FO8F.. 192.168.25.. N/A o Failed The policy has been ..

°

I7EIICIIAR-FS 3

- A-Y-AI-IIVME T ORREREZEHExcelJ7M &IV O-FTERLI1C95
- TP EFNBIBERIGUATOEY T,

o 1VE1-9-%

o I-JIVHMD

o IP (FM1E-)

o MHINEIOC: 1-Y-0IIVIZEINTOCOILENAR DDA ESH

o lOCsH®FIRR : I-VIVh EDIOCSIRZRINRE

o KREIER  RERIMOFMIEH
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View report - file_name ~ “Ajiant” X
l Jx search by agent...
Showing 50 of 108 result(s)
Computer name Agent ID P 10Cs found  10Cs search status  Fail reason
Win10x86_bichpt31 676181C52CAACD436.. 192.168.19.. Found ® Success N/A
1 i 853DC; .. 192.168.19.. Found ® Success N/A
Admin-PC 466167E9EBDO3D67EE.. 192.168.642 Found ® Success N/A
EDR_Test03 2903CE7FDBF26E791F.. 192.168.25.. Found ® Success N/A
ANM-HUYENNT C62B97D117COF552A4... 192.168.18.. Found ® Success N/A
ANM-ANHNV187 66FD1C43EAC5DA146.. 192.168.19.. Found ® Success N/A
DESKTOP-RBEIJFA F92185AAESF48F575F... 192.168.15.. Found ® Success N/A
WinSrv2016 C877C486C743B79789... 192168.18.. N/A o Failed The policy has been .
Win10x64 88CS5118BEGAEICAFAFS.. 192.168.13.. N/A ® Failed The policy has been ..
Win10x64_edr03 91E1D567010025848D... 192.168.25.. N/A ® Failed The policy has been ..
DESKTOP-6KRVVQ2 TE6AF8040BBATAFS4C.. 192.168.6.6.. N/A ® Failed The policy has been ..
vit_huyenmy01 CD9F6C4984FA9IF2ED... 192.168.19.. N/A ® Failed The policy has been ..
Win10x64 78AEE3983BC1D6FO8F.. 192.168.25.. N/A ® Failed The policy has been ..

BRREREIIVO0-FT3
- I-Y-DI-VIVMNRRETHRRBFEROIOCEY I YO-FTEBRLIICT 3,
- IO IPAINOFYO-FEYR-MLET,

;'.zltit:ltnt Threat Hunting £ 0O
Allagents » | fx file_name ~ "Ajiant” (<] ] ﬂ D) View history
Search completed (100%)

Total agents: 108, In process: 0, Success: 7, Fail: 101 View report

Showing 7 of 7 result(s)

&, Export o Excel
Users(0) File (7) Registry(0) Network(0) Memory(0) Process(0) DLL(0)
O Computer Name Agent ID P File Name File path File hash SHA256 Fllecreatedtime  Lastmodifiedtime  10C detected time | -
> (0 Win10xB6.bichpt31  6761B1CS2CA. 192168195179 ajantlog CAProgramDatalaliant.log OE1B963E44SCEDCTA... 04/09/2024 1437:56  21/11/2024 09:49.06 17/12/2024 104257 |
10} > O 11-Windowsptbich  B53DCA64658. 192.168.195.135 adiant.db C\Program Files\Ajlant\aJiantdb  SBAFD36AOFFODECT. 12/12/2024 145857 12/12/2024 1458:57 17/12/202410:42:54 |
> O Admin-PC 466167E9EBDO..  192.168.6.42 aliant.db C:\Program Files\Ajiant\aJiant.db CCD1D6A3DFB4F962..  15/11/202415:3317  15/11/2024 153317 17/12/202410:44:01 |
> O EDR.Testi3 2003CE7FOBF2.. 192.168.255.1,192.16.. aJiantdb CAProgram Files\AjlantiaJiantdb  2005C2DFDSCF1200..  06/08/2024 023853  16/12/202419:0022  17/12/2024 104520 |
> O ANMHUYENNT C62897D117C0.. 192.168.187.128 adiantdb CAProgram Files\Ajiant\aJiantdb  FCD24FF60664D1EGF.. 17/09/202416:58:52 19/11/202415:3107  17/12/202410:4422 |
)-U ANM-ANHNV187 B6FD1CA3EAC..  192.168.190.1,192.16.. aJdiant.db C:\Program Files\Ajiant\aJiant.db CCD1D6A3DFB4F962.. 06/12/202415:26:22 06/12/2024 15:26:22 17/12/202410:4522 |-
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384 I ITVEFZRES
JTV-E%ER%

- A-Y-DIIVEREZRETERLSICLET, VIVERDIBRICELUTORELEEN
£9:
o JIVURMRKRA : 7TUERITHBRZ
o MR T ME
o 7IV:1-¥-ORVEHERA
o I-JTYMAH  RINLI-IJ1V O
o RIN: IVRRAYETCORRICKAIILELE
o MEH : IYFRIVETHERRFTT,
o KR :RRIZKMLELE

ﬁgnt Threat Hunting View history X
1
a a
Showing 50 of 287 resul(s)
Search has stopped (100%) Query start time Query end time Query Total agents Success In-process Fail Action
13/12/2024 10:54:25 13/12/2024 10:54:34 process_commandiine ~ 1 0 0
USISISOEniS 000NN pROSESS O SUCESSSSE0RE 13122024 10:53:56 13/12/2024 10:54:02 process_path ~ "C:\Progr... 1 1 0 0
N 13/12/202410:53:39 13/12/2024 10:53:46 process_path ~ "C:\Progr... 1 1 0 [
13/12/2024 10:53:26 13/12/2024 10:53:30 process_path ~ "C:\Progr... 1 1 0 [
Showing 50 of 614 result(s)
13/12/2024 10:51:55 13/12/2024 10:52.02 process_path ~ "C:\Progr... 1 1 0 0
Users(0) File (614) ReQiSO}  13/12/2024 10:51119 13/12/2024 10:51:26 process_path ~ ‘chrome’ 1 0 0
O Computer Name AgentiD 12/12/2024 17:25:35 12/12/2024 17:25:53 file_path ~ "threathunting” 4 3 0 1
O wa - 12/12/2024 17:13:34 12/12/2024 17:18:38 file_path ~ "abc’ 20001 602 0 19399
O wa T N 12/12/202416:53:48 N/A file_path ~ "abc’ 20001 0 20001 [
O wa - 12/12/2024 16:38:49 12/12/2024 16:53:32 file_path ~ "abc 20001 138 0 19863
O wa o B 12/12/202415:37:42 12/12/2024 15:57:58 file_path ~ "abc’ ] 0 1
o 1212/202415:28:30 12/12/2024 15:4331 user_name ~ "ad" 1 0 0 1
12/12/2024 15:26:09 12/12/2024 15:41:31 user_name ~ "adm” 107 1 0 106
12/12/2024 15:21:30 12/12/2024 15:36:31 user_name ~ "admin 107 1 0 106

T BROFEE RS

- A-Y-DHEITVOEREZFHFMICHERTERLIIITS
<IEEW,

-> [FRIR]&EIRLT

~
N
L

\
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View history

Q, search

Showing 50 of 287 result(s)

Query start time. Query end time Query Total agents  Success In-process Fail View
13/12/2024 10:54:25 13/12/202410:54:34 process_commandline ~".. 1 1 0 0 ®
13/12/2024 10:53:56 13/12/202410:54.02 process_path ~ "C:\Progr... 1 1 0 [

13/12/2024 10:53:39 13/12/2024 10:53:46 process_path ~ ‘C:\Progr... 1 1 0 0

13/12/2024 10:53:26 13/12/202410:53:30 process_path ~ 'C:\Progr... 1 1 ] 0

13/12/2024 10:51:55 13/12/2024 10:52:02 process_path ~ “C:\Progr... 1 1 ] [

13/12/2024 10:51:19 13/12/202410:51:26 process_path ~ ‘chrome” 1 1 ] 0

12/12/2024 17:25:35 12/12/202417:25:53 file_path ~ "threathunting’ 4 3 0 1

12/12/2024 17:13:34 12/12/202417:18:38 file_path ~ "abc” 20001 602 0 19399

12/12/2024 16:53:48 N/A file_path ~ "abc” 20001 0 20001 0

12/12/2024 16:38:49 12/12/2024 16:53:32 file_path ~ "abc” 20001 138 0 19863

12/12/2024 15:37:42 12/12/2024 15:57:58 file_path ~ "abc” 1 0 0 1

12/12/2024 15:28:30 12/12/202415:43:31 user_name ~ "ad" 1 0 0 1

12/12/2024 15:26:09 12/12/2024 15:41:31 user_name ~ ‘adm’ 107 1 ] 106

12/12/2024 15:21:30 12/12/202415:36:31 user_name ~ "admin’ 107 1 ] 106

BEADIIVEROFMERTISILEFFAITS -

viettel i
aldiant  ThestHunine

Agents... ¥ fx process_commandline ~ "Ajiant\VESUpdater.exe"

‘Search completed (100%)

# 0

¥D) View history

Total agents: 1, In process: 0, Success: 1, Fail: 0

Showing 1 of 1 result(s)

Users(0) File (0) Registry(0) Network(D) Memory(0) Process(1) DLL(D)
Computer Name Agent ID P Parent Process Path Parent Process ID  Parent Commandline  Process path Process ID File si-
3 11-Windowsptbich B853DCAG465BDD15.. 192.168.195.135 C:\Program Files\Ajiant\VESSvc.exe 2204 “C:\Program Files\Aj.. C:\Program Files\Ajiant\VESUp... 3104 Viette
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3.9 #RAIDMEEIEERK
39.1 FrUXF

B : CORER. 1-V-D'YATLRQI-IVEBY AR ETERLIICLET, 18]
REMFEANILGERLT, YATLADI-IVERFEL, V-V L TREICT O/
7YT IO, BIRROBRIEEITIZENTELT,

+ ;24 57-Tvh
+ J1)9- (FITTER) [CEUTHEINET :
o 6 IVIY LIRDARIAL, PIVLYYTRIA- 7Ty TT I3V, J4)V5-
AVIT-5 - RI&H
o TXANMRYIAWZRIE. UTOEE TITVWET : &HI. AR, i,
o KM ;
o FACLOTUERRENZLT

o (IVIVTIMIINIUIIT B

IDFEIFEEBOT IAIW IV I VEZIRL TS,
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- TAWFVITTBIVIVEEMT BT [HER ] EEIRL TS,

DU EDIVIVEERLIGE . BIEIFANDERGTIMNIVY TSN ERERLET,

- W=IMERREELTCREVATAILOTMYLTNE1-Y-%2#IRT 3,

- BRLEVWEFL. AR, SRBAZTFAMNRY I AL AT LTLESL,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 234

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

RERIBIEREA S LTSN,

MBI VERL T REBEBERERRUTIS,
FUERIRL TREL

1-Y-A1EREEEICERRT BT EEIRTERLIICLET,
EHEFIE :

[View column|DIVHRRNYIRZIUYILET, BE(ICFIVIRYI AR DFERY X
MR RINET,

FRUEWIZ & IRLTLES W,

ettt
aJdiant =

1 - BEERRBETR-F
- I-IVETHRFET S

- TPADVEIVYILURFRN-ERRLET,
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- BRBELEWL-IVEE AT LTLESL,
- BRFHERERTIBICE, EnterF—%3H L TLESL,

H7IV-RIRER  HFBEXIEE. Windows. Linux. MacOSD3DNT JA ) MIA1TTHE
BN TWEY,

- TAIVEIUYILT AT IVO—EZRRLET,

- BREREULEWATIV-ZRIRL TS,
- EAIEIYYI LT,

BINTIV-RR : RFEIITRIORRBRRIIET, T I4IOEH AT OEY

TY : Metre ATT&CK. ¥JLI17. &&HLWTE,

- TAIVETIYILUURRN-ERRLET,
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- BREBEULEWSTHTIV-ZRIRL TS,

- [ERAIEIVYI LTS,

JUIAY -8R

- TPAIVEIVYILURFRN-EFRRLET,
RBRUIEWMERRERZEA D LTS,

- [ERAIEIVYI LTS,

BBEIN-IVIM1T : 8FERFEYR-bT33D0T J4)Vb591 7L, Advanced. Builder

JAITY,

- PAIVEIVYILT IN-IIM1TDYAMERRLET,
- MRBELEWI-II1T]Z T )9 I LTI, |
- DERAIZEIVYILTLIZEW,

Optional 71 7 D1& 3R : $AHAH (Built-in)  BAFL (Custom) . IAT (Al) O
3DDTIANIIAT L L 2EmRIEREY R-FLET,
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v
- PAIVEIVYILT ATVIVI1TD—EEZFRRLET,
- [ATYIVIFA1TEIVYILTRRLEL,
- [HEAJZIVYILTLEEWN,
BHEON-NVOTTOMELUT7 YT IO R-b3 5
R N 57 o= XN

- [AUCIREED [ Deploy | =13 [Undeploy | THREEDF IV IRy I A& I Uy I LTS

LYo
- [FIOATYF IO RIVEI VI LTSN,

- REREINERYTTPYTTITIOANT YT IO EERLT TTOMXBT YT T01%

RITLET,
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viettel

Search rules @ Gudetine
+ Last T doys [a ]
v Breenls) | 0062104783 0N N047S Gt 1, imwort
a a a a a . a
20/06/2022 181219 J 1112 ModifyRegisuy Aromaty DERH aTRE ATTECK = builder custom @) oepiores
8 amezm 1057 0 08; l D=t warrm arack b @ oep
i I v " t bulde  cusiom W Unceployed

39.2 N—/LIEEIDFTHEN
B : I-Y-A L WMEB -V & T 258 E TS dHEE
e

+ IVIY LUTOEEMIEREFED6DDIVI VY THERINTVET,

o RIMRIAME, YATLNLIET ZBHEDBRVNWAARY MERRICFRN T AT —
FLATIYIVTY o RIAMIARDI=IVC—ET BAARY MIIBIO-DoERASINET,

e Agg_trigger&Agg_actionld, FELILEEARY M I -T1LTEZAT-RIIT
VIVTY, BEKI-IVICE TI-TIeD&E FELARVEDOER) LI -TILORERE
kg (B : 307, 19, 29 E) HEFNTVET, T -TLREIC—EIT IRV MIR
Fah, —ERBZICKELTIRLIDOIRY M LTREINET, FI-TLEHC—HLE
WARYME, HELELTENEILIRESNET,

o JMWA-E. £EETNIVIILTAYIT-H-T3%BAT-MVATIYI VTS
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o AVIT-H—(E T1WI-ZFHETANY M L URES LUK EHLEEIT
AT=bINWIIIITEAVITH-DADET NI -ZmI=TARNY N THY, HARAVIT
—H—ARIEREETIT-MARINCT, 1V IT-5-1F, B—RRICHTE2—ERHAN (91
L4V D) O (hDVh) HEteYR-kL. H50CHESHONIHRRNICE—ITRIC
XLTTI-bHYEYIRINBIEZERIELET, B -V IT-5-1F, REDFEHEER—V A
TLETOHHELET

e FalsePositiveIVIVIEAT-FLVATI VIV THY, IR EINET - &K
ALET, &7 5-MEFalsePositive)l-)VIC—E T3¢ ROV TENET,

+ Debug/Not DebugldIVIVDZDDIRRETT, TNV EZITIE. IVIVD

StEEmi-I0Jh T Ny EEOCorrelationlC R RSNET,

+ M BIVIVEARIN FFAIRIS, TI-FMMARYM FETI-MAIK &
&, B, FERB L. BHAEEYR-FLET, REOFHPIERAEICDOVNTIL
TEISHBE,

o ARV I ARYRIA=-IVRICERINKT ;

e Not Event: 1AV M'$HRIHEICOMMERINET,

73—k PI-bI4-VRICERENET,

o 7I-MaL 1 PI-MARYMEDGVWDOERFEE L TWERWNERERT S

o BT ANVIORHE—EBHLIEDEIIN-TL. 7I-bEEKT S,
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o B : BABEIIMEEDIETY, T2 | J-IBEHEOBE. RYELtrueXl:
[Xfalse 9,

e Not Function: Not functionTl&. EFIN BB functionk[RILTY, LA
L. RSN BfE(Ltrue/false BN E (CHYET,

+ BETF
o EAMWMEETFICE = 1= > <. >=, <= P'HYZT,
o AN T4-IFDENYARAICHEINEINERERLET,
o EETFOLMA : ERIBZT1-ILI 4,
o EETOHM : FIVIIBEDYANI ITRISNTVET,
e BU ANV EREZELI-IFOEEZFIVITS,

o EEFOEMA : FIvII2I1-IVbE (ZOT1—-IVREEHI KT F
SDETHEIHEDNHYET) ;

o EEFOEMA  RETBE,

o KATS: HBI1-ILFDEEELICEI L TEIL,
o HMEFOLEM : KATET1-ILF4 ;
o EETFORMA : AATIEHE,

e Matches: J1=)LFDENERRKREBEONI-VIC—HITEINEINERILET

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 241
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
o EHETOLM : 8EIZI1-IEE ;
o EEFOAMA : ERKIIROXFT,

o BREIERIE : —EHRRNORAEFIVI T SILEET. Agg_trigger,

Agg_action, & IndicatorOIVIVICDHEELET,

o NUVHL I —EHERCAIY FENFARY D EEEHLLTVINEID
=R LET,

+ JW-F1 /I -T8k : 1-Y - ANDFLIXORDEE FA CEEETE(C
FEDHEYRBNLEYTEBSSICLET, I -T1b /I -TEBEOFIBIZLLTOBY T,

e JI-T19%
- DI=T1T3T1-ILEETUY I LTI,
- [V -T&RRIEE T J)-TOBFIROFHMERRLET,
o JI-T3:
- IN=-TRLEWTPATLETYYILTLIZEW,
- II-Tho0HIkRERR FEREE I -THEOFIEEETIS
+ 8 EROMREFEIRIVERLUZERICBEMIICUEYFENET,
+ Utyb s Uy hRBEERITIS (ERELCRET) .

+ HIBR  BETA-DASNTVERHGZRIFRT S ;

W=IVABEE DI ARIEDNFIE
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- Correlation®|E Cl Create [INI V% EIRTZE, YATAEFH LWL - ERBEEREE
RULET,

gljl; nt

;;;;;

- =L OEREAA LTSN,

AR (DENOHBEBFHAANTI,

- IVIVEFEIRL WISTBIAY S, FFARY S, 7I-b, FET7I-b, EE. BEHOEH
EANDLTLESL,

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 243
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

- [REIZBLUCEEEZEREL. [Ex 2T EICRELHREILRVED,

- 7093V ]T. Z0IVIVICHLTEITIEZT I3V EFERLTLEEL,
BIVIVICHIRSTETIV3IVEEMTZEIE : I-Y-DEEEROFIEET TL. REE
e BEICRIVIVIEDTIVIAVDRRINET, EIVIVICEIGTETIVavh
SENET, Agg_triggerIYIVICETIYavIdHYER A,

RIARYAR C ADDFIVIRYIAR DT I VavEEHET @ ROV, PIU5-bADFE
7. T75-b. 7OT4TUAR, - =([EZN54DDT I3V DI35WITNHN1DEMT EIRT S
HEAHYET, ZEEMEIOINERAINDE, I-Y-DBIRLE4ADDT I3V D550
INHIDETEINET, 4207 I3V DFHEIEEE XL T O®BY T,

o FOYWY : £HEZmAEIOVIFNEIO-NEBRAINET,

o THUF-bADBEIT : £EEBLLEODJETIUT-RIYIVISELN, BIE
REEBINET,
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o 7I—b: AlertiC¥—LEDT1-ILFEEBIMNT 2L, XEEEETOT D Alert’E
BE@ECEFRRINET,

o 7IT4TVALD—%E : 7IT4TVALDORER. BIE LEDTIT1TVAMK
RICEMENET,

T3-87923Y /T IT4TVANMIT1-V P EBINT ZFE

o ATYI5.1: BMLEVWTIYAVEIVYILTLESL,

ATYT5.2 : [REIRIVEIUYILT, J1=IVRICEZA S LET,

ATYI5.3: J1=ILRICEEA DTS ;

ATYT5.4 1 [RIEIRIVEI VYT LTLES,

ATYT5.5 : TAdAIRIVEIUYI LT, AlertlCEF LWI1-ILREZEMLET,

nhdt e

+ BERICERLET 723V EHIBRY 212, THIBRITAIVEI Y ILTLEW,

+ TUVAVERETBICE. [FREITAIVET )Y ILTLIZE,
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IR ERBEOEMICSUT BRIV TEROT I3V EER T2 ENETRETT,
Agg_action: COIYI VT, I-Y-DI-FEEMT RIRFEEITIENTELT,
J-FEMT7T23V0EHDT1—IVEIFIE

o ATVTJ5.1: RHLEEFEINTANLIT, [REFIETVYILTLIZE,

7

o ATWIS5.2:7UYavIEEHT. [7UY3aVaEZNTEI7A4IVEIUvILE

e A7v7J5.3:I-FORNBZEANT 3,

o ATYT5.4: [JUTIINIVEREIRTZE, I-FOA N ABNIANTHIBRENK

rrrrr

.....
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D45 —:3DDT I3V TEREINTVNET, Alert (75—F) . Enrichment (TVUYFAY
B . B&UActive AL, I-Y-ERILIVIY VR TLIDERIERDT I V3V EEIRTEEXT
0 3DDT T3V DIEBEEMIZLLT DRBY T,

o ¥R :T7I-MII1-IVFEEITS ;
o 75-bETITATUARL (IVIVDRIAMIZARDEIBED)

IVIVTANAF-DT IV BB, FIRIEK. BIBROIEIERL. IVIVRIAMIALD
J1-IVFEEMTZ5ELRBETT,

AVIT=H— 2 TI5=RT 0930, AVIT-F-TIIVDT I3V BENM. fRE. HIkk
DEIL. RTAIRIARIYI YD T1=)VREMBERIRTT,

FalsePositive: TIYVUYFAYMELE, FalsePositiveIYI VD73 VI(Ixtd 3B, FiiR

TERR. fREE. BIRRDIBRIER, RIMRIARIYIVIZT4-IV N EEBINT 345 E L RERTT,

- [MREIEELUV-IVEYATAILIRELET, I-YP-DYATAICRES 2L REEFCIL
INIVIVIZTTOMLEWEE L. [RELTT O/ &L TS,

P IT-ARELESE. I-Y-EFLE1- MY VR LTI TR TEET,
I—ILAEEE DIEIE

A-Y-MER LI -V ERETERLIICLET,

EheFIE

- -V EEREE T wmELEVWV-IVORET1IVETYY I LTLIZEL,
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- REBET, BEIZEREA S LTS,

:::::

JEE - rule. category. subcategory®&J1-)LFFIRETEEH A,

- [REINIVEBRLUV-VEYATLAICRELET, I-T-PYVATLILRET 2L R
(ZAUL-2avIvIVICTTOMLEWNGEER. [RELTT SO/ 1&2LTLESL,

FREOHET>EN-VOREICOVTUE, I-Y-N-)VEBEEmCIET S01]27Y
vILBRINIE, ZON-IVEYAT AICRBENEE A

AR IS-HRELLSBE. I-Y-RBITLE1- IRV ERLTIS- 2R TEXT,
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3.9.3 NL—/IIEEDHE

et
aJdiant =
earch ® Gidusem
e
& bepores
« o
»
o)

W=IVE1DHIBRS BFIR :
- BIBRLEWIL-ILOTEIBR I 7AIVET Y9I LTS,

- BEECHBREROXyE-INERREN, [FvI2)V] FETHIBR | ZEIRU TS,

S s
2 ST .
9,
+ [HIBR]IZERT B, BIRUEI-VEERTRBEERNMSGHEIERT,

EHOIN -V eRIFRIEFIR :
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CBIBRLEML - EIUYILTRIRL TSN (TFRTOI-IVERIREIUY IS 3L
FRTHIBTEST)

- BEECHIBREROXYE-IWERREN, [FvI IV T ETHIBR I ZEIRU TS,

ey
adiant =0
Search n @ Guideines
| & o -
seecet e b | [ | ot
« -
ster & e
»
eeeeeeeeee
-
- =3

- THIBRIZEIRT 2. SRTOI-IHBEEIGHIBRSNET, [FrY L &8RRI 5L
. ERTORENEYHENET,
3.10 REL T
3.10.1 FFUYsr—z g » R
B8 : 7PUr-vay v bO-JVigREl, 1-Y-i8R E CRTEHFALENVT TUT-Y
IVPTOCRERET BILERAREILET, 7TUT-Y3av POt RE N\yYafE (
MD5., SHAL, SHA256) Ffz(3/NAICEDIWTERISNET,
70y oINSV r—ay /7ot 20—85FK KT D

[Protect & Prevention]% %%y L. [ Application control |%#iRg2¢, 1-H-0

AR CEAZEEINTVSRIRTOT VT -3y P TOE AN RRINET,
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iettel
aldiant L]

Object

g@eepBBa*

TAY I EINTWBET IV r—ray /7O X%2R%KT 5

IA-Y=(& TOVIEINETTVT-23Y DNy Y10~ FERBNA TR R TEXT,

ettel -
aliant =

actian

BEEBEEE-:

70y INLTTYIT AL X0OFHIEM

[Add new]Z27Uy7LT FLWIOYIR{ROT FUr—ay» Ot A%EemLEd, 1
—H—([FNAEFN\yY1T-F (MD5. SHALl, SHA256) TJOYI#EEIRTEET,

viettel

AN e e = 0
|Qna x
0 agent(s) updated | Time updated: 2022/06/17 15:52:36 Import Application List v
Object Type Description Created Time Action

3F43D6DFBFDCESZDZ6E14B4D93 rom file 202

202
*malw m file 202
. - SRR s | | chrome
DED2CHE11830295C0BFEF 124870F9B63CEDADF 12 fie 202
C\Windows\System3asdawb exe Hash/peth 2022/02/08 14:38
o s
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BEZ77ANDLT 7= a3V 7AE R EHEENT 5
I1-Y-F BEOT Y TU-MIEo.csvI7A e T Oy IEn=7 T -3y 70t
AEREDQT TUVT-23aVUAMIFEBINT B ENTEXT,
[AYiRk=b1%27Uv I 0, 7vT0-FS 3771 VDN AEERLTTRELEIYYITRE, ¥
AT LN EEMICTOYIINET TUT -3V DYANE Y AT AISEIILET,

vvvvvvvvv

rrrrr

68688680

DX FROZTOy 7EINE=T7FYI70X%2HIKRT %
AT L, TOVIENF1DFEBEROT TVT-v3y0lIBREY R-~UET,
BIBRLI=WE T TUr=2av& Uy, TEIBRI7AIVEIVv IS0 &7 FVT-v3
YDFEFEICHBFIYINYIAET VI LTHBIHEIBRINIVEIUYI LTS,

etel =
adiant Protect & Prevent / Appl) 1 D
g - o]
A
0 ageni(s) updated | Time updated: 2022/06/17 1552:36 Imgort Application ~

= Tyee  Desen ption reated T Actior

a [pucn] 2270671

] [ Patn ]

m
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FLWIRMIESICEFIN/ -z MOEFHF 70—

1-Y-DMV5-J1-A L TTOTAVALZEM - fRE BRI 2L, YATLIDYAR
EI-IIVMII7PMIVEFOIO- (3H5TE) CTERIELFT, I-JIVMIFHLWEEE
ZIERBE, ARV MD=101007Z £ LY —/\-[CXE ANV MEREEICRTEN
£9, Z0%. YATLRTYTUT-v3ydv0-)VEmE L THLWEREVANEEFHFLET
—JIVMEEBBIICEFLET,

T—

3102 Z>FNFRAS R 774 T 0F—Ib

BR : IVRRAY R IT7ATOA-)ViREL, 1-Y—imk £ CIOVvI E(33F R I B85
HERECEBLOICLET,, INICIE. 7TUT-3 v, 1P, ik—b, FEEIPER-FOBEAE
heIc&3TOvINEEN, TCP. UDP, ICMP. ICMPV6, IGMPORIIEYR-FL

APVABETIPVBIZT IS L. 1Y NIV R B LU T I Y FEmE Y R-RLET
T0yyEINERO—8E%F T D

Alti-Malware”¥ %%/ . Endpoint FirewallZ3iRd 3¢, 1-H-J)L-FZ¢(CT0
YISINFIRTDERRY AN RTREINET,
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seite J Endpoint Frevill )
aliant ’ o
@ Enter your license to access the full features of VCS-adiant. Enter your license.
Group list a E
TEMANT_nsm.com
+ Addrule [EESEYE
w globs
Name Protocal W Local addresses ¥ Remote addresses T Priority ¥ Permission ¥ Status ¥ Action
Rule cho CNTT Not defined Any address Active
> ienel Rule ATTT cap2 Not defined any address Active
TEMANT estelcom
TEMANT.adh com
» admin
default

Oy IN-EREARRT S

1-Y-lt, I7ATIA-NO—BEBE T, 1-H-II-TR I7AFIA-L - &5,

FREREHE (&R EHEIM1T AINRIIRTINNIVER) (IPTRELAGE) DfE(C

£BT1NFV VI TIRFETBIEN TEXT,

TENANT_edr.com

> admin

viettel Y
& i Malware / Endpoint Firewall
aliant %
@ Enter your license to access the full features of VCS-aJiant. Enter your license
Q m
Group st a
TENANT_nsm.com
+ ndd e EEEREVEH
¥ global
Name Pratocol T Local addresses ¥ Remate addresses Priority ¥ Permission T Status ¥ Act
new_group0906.
-group Rule cho CNTT thound Not defined Any address s e
B viettel Rule ATTT cp 2 nbound/Outbound Not defined Any address o
TEMANT.viettel.comvn
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7Ry 7 ENEEREFREINT S

IW-T&BIRL. [FRBMIRIVET )Y ILT Ry T TV T TCHERIEREANTHE
EEATOVIENET,

+ ZE] - ERLEVWEEDOZET ;
+ FOJ5L : 1-¥-0IVE1-9 L TIOvIEREEHF RS20 ENHZ 095 L,
1 : [%ProgramFiles% (x86)\7 FUs -3V % . exe]

+ ORI @ REZ. ICMP, TCP. UDP. ICMPV6, IGMP

+ W=k JOYI92IR-hFES, INTOR-+ETOVII25HEFI0]ZA S LTK
1280,

+ AmEAYNIIR TIONIIR ATV E/ TORNNTIY R
+ A HAITR,/ 009793
+ YE-FTPRLA/O-HIT7ELA @ IPV4, IPV6, BLTIPLY I EYIR-1,

+ B RENBEM LS
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nnnnnn .
Aalware / Endpoint Firewall :k

Group list I3
Add rule X
_nsm.com are
N B

Valid time

AR BRIIN-ThoofkEI -

+ [RIN-ThoAT-I A% %S 3] 2EIRT 2L, FIIN-TIFRIN-TDIRT
DEGEMAL, MALLREDOEMPEETEEEA,

+ [BIN-THhoART-F A% AT BB RLEVNEE. FIIN-TIZRII-Th
SR ASIN T FIHEIPREOEIBRDAIREICEVET,

viettel . E
aJIaI‘I‘t alware / Endpoint Firewall 1'.-

@ Enter your license to access the full features of VCS-aJiant. Enter your license,

Priosity ¥ Permission ¥ Status ¥ Action
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BEOFGE,r o —%2/FRT 5

JE-ZVER T 25MEEIRL. 773V ETLT ERIV-IVEERL TSN,

@ Enter your license to sccess the full features of VCS-aJiant. Enter yourlicense

w B L

@

(=]
- =

L

Name T Local addresses T Remote addresses T ty T Permission T Status ¥ Action
* sie cho e diess Active
G e ATTT def addres: ddres: Edtrda
® ==

Delete rule

BEZ7ALhL7Ay 7 INTBEREHFEMT 5
I-Y-1F. EFEOT YT L— b csvI7A 6T Oy ISNT7 TUT-3o» 7ot
AEREDT TVT-2aVYANIHFEEBINT BN TEXT,
[.CSVIBAVIR=FIMIVETVYI L, 7Y TO-F2T71)VDINAEERL T FLN
S0EIVYISRE YATLRBEIMNICTOVIIRETY T3V OUA N Y AT AIC
BILET,

viettel

liant | Aetiewers  Endpoint Frewall #

Local addresses T Remote addresses T Priority ¥ Pemmis: sion Import from .CSV
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7Ry ENEERE Y X M HREIRT

HIBR S 2R E T Uy I L, THIBRITAIVED )y I L TLIZE W,

;‘:l‘llgl'lt ani-Malwore / Endpoint Firewall -

© Entor your lcense o acoess the full features of VCS-aiant. En

FET— X DHET

1-Y-J)-T%2EIRL. [More] &:2ATHSExport Rule] %R L. EIRLEIIN-TOT
NTOEHFBREELCSVITMINEIIAR-MLET,

nnnnnn

ne ware  EnccintFiwa $

@ Enter your license to access the full features of VCS-adiant. Enter your license.

Group Q E
t m
+ Add rule e More
v 9
lame Protocol ¥ Local addresses ¥ Remote addresses ¥ Priority ¥ Permission §__Import from CSV

ot s hocaTT 4 . s = 1

B vieti le ATTT c3p 2 b bound Download sample file

how col

311 7rF~ILI T
3111 RF+ >Rz —/b

B @ AFvY AT V1-)VEkeeR. 1-Y-PUE-bDISA1T7 Y MR TIAIVARF VY
DATI1-)V R ETEBLICLET,
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AX Vv VURFY 2 —ILR R DR

B 1 AFv VAT I1-)V I AV EREEREE, I-P-NIRATZICEDIVWTEIFIT Y
DAFXVI ATV 1-ERBRTEELI(CLET,
EhiEFIE

viettel

aJlant ti-Malware / Scan Scheduler -:E

Ewewe

- A-Y-PMRFEF-T-FEAHLET,
- NIVEFEIRTZD. Enter¥—-ZIRL T AALEF-U-FCRFRBIEEREEL TS
Lo
- YATLRERE-V-REIVTAFY I AT I1-D—EZFRRLET,
AF Y VRTY 2 —IILER Y DFRIEN
BEY . I-Y-DPFHLVAFv Y AT I1- I ZEML. REEREBLUVT-IRAT-Y3aViE
WERR TEBLICTBIL,
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KHEFIR

- ATII-WAFYYO—EBEE T, I-Y-RIFHLWIRT NI V%

ee

pESS

H

NPES I

viettel

aliant

Q

ti-Malware / Scan Scheduler

Task name Author Created time Scan type Number of agent(s) ~ Trigger Starttime Next run time Expired time Status Action
ubunty 2 a0t 06/10/2022-16:1556  Quick scan 1 immediately 06/10/2022-16:15:56  N/A N/A
Ubuntu root 06/10/2022-16:11:44  Quick scan 1 Immesiiately A6 WA N/A
Quick Win 1 roat 06/1 1607:34 Quick scan 1 Immediately 6:07:34 N/A N/A
Task n oot 06/1 Custom scan 1 Immediately N/A N/A
Task 456 root 06/10/2022-113708  Quick scan 1 A106/10/2022-12:39:30 06/10/2022-12:3930  N/A N/
Task 123 oot 06/10/2022-113426  Quick scan 1 Immediately 06/10/2022-11:3426  N/A NiA
& root 06/10/2022-1117:59  Quick scan 2 06/10/2022-11:1750  N/A N/A
Task 1 oot Quick scan 2 06/10/2022-11:1404  N/A NiA
Task mal root Quick scan 1 Immediately NiA
maitest roat Quick scan 1 Immediately WA
Task2 oot Custom scan 1 Immediately N,

- YATLEFLWAFvYRT I1-)VENMBEREREZERRL. I-Y-EUATOEREA DL
ECI
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Create new task

Task name

l new task 1|

Scan type @

[ Quick scan

Trigger

When this task is created
© Aunimmediately
O _Run on a schedule
Assignee(s)

© All agents (total 38 agents)
O Choose group(s) and agent(s)

1 — AXVYVATII-VERICIE AT % AXvIIM1T BERENEFNET,
HSA7%  A-Y-DIAXvI AT I1-)VAEA DTS,
AXv V947 I-Y-[E3BFEOAFv Y OF 51 DEEIRLET, FFAISNZED ¢
+ JAYIAFvY P OLWIFAIRTANS ERRICFIVIT B,
+ 2FAFvY P VEI-IROIRTDT M ETANT &R ELET, COTOTR
(58 T XTI BIHZENHYET,
+ AAYLAFvY 1 AVEI-I-AOFRFED I I TAINT -2 AXv I TBIL
#1-Y-I23FRILET,
BEE | I-Y-"AXvIREZRIRL. YATLAVY-ADEALANNEEETEE L
CLET, BEEESERET DL, VATLAFIERICZAFvYLEIH, CPUYY-RE %L
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HELXT, RKRIC, BREZEGRET DL AFvV(HERYXTH, CPUYY-2%
ERLET,

2 — PUH-BRE I-Y-H A0V AT J1- ) OBEZRIRTEERLIICLET,

BNRFEAT : SRR EBICERSNEE, I-Y-DET-JAT-Y3VTELIL AT %
AT I1- I TEBLIICLET,

ATI1-VET  I-Y-NBEOREICEIVTCAFYYDRAT I 1- &R ETESELD
(CLFT,

© Funon a schedule

One time v
Start time
31/10/2022 -10:45:27 @

() Runtask as soon as possible after a schedule is missed @

+ AFYa-)b:
o —[EIET —ELFAXVYVEATI1-)T3;
e BH:BHOAXVYYATII-IEETE ;
o B I BRAFVYDATII-IEETE;
o BA ! ARAXVIDATII-IEETE ;

+ BARKERE ¢ I-Y-PAEv VATV 1-)VORBEEZA N TERLIICTEIL
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+ ] : A7 Ya1-)b : mH. AR : 20228F8H15H 03:00:00, chiZxEHF

BI3FICAT VY EETIBATYI- )R EEEKLET,

+ AT I1-HNENTSSECTERRITRIRIZEITIS - I-V-HRIRIORYT
J1- WD RBUEERICBAXVYYDAT I1- V&R ETCERLIICLET,

= ——

3 - EZABR:I-V-DATIV1-)VEZTEBT-IAT-V3VDIEHREHRE T
=3L51CLFT,
IANTOI-VIVh : OJ1YLTWBRI-Y-NEEITEZIRNTDT-IAT-YaYTATY
1-)VEERTET B,
I-JIVhFERRFIIN-TEZIRL TSN ¢
+ BB D-9AT-V3aVFEEET-9AT-Y3av I -TDHREELUEIREAEE(C
93¢,

Assignee(s)

All agents (total 38 agents)
© Choose group(s) and agent(s)

0 assignee(s) Add agent/group Import from list...»

+ EEFIE : I-YIEREIIN-T0EN

o I-IIVLFERIIN-T0EM - I-Y-FII-JIvhaEmlaERLET,
YATLET-IAT -3V BIRONY TPy TR RLET,
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Add agent(s)
fx Bearch by queries

38 result(s)

O AgentiD Computer name 1P Address
[ 06A6927157E4EEEDOAOCTS... ajlant-agentcentoss 127.0.0.1,10.255.250.... auto_test

07 'DF72EGEGC... phul i051018 127.00.1,192.168.12... default

0A69TACC638FODAESACATS.. Win7x64-A-PC 10.0.215,127.00.1  maitest]

OAC36E41E40C67DESAIEFS.. phula-redhat?.7 127.001,192.168.12... chuyen_test

08 localhost 127.0.0.1,192.168.19.. no_group
OE1CBE9249C35DCOF763F2.. ubuntu 127.00.1,192.168.12.. maitest1_1
15SESIFAED2450B5750CEF . phula.redhat8 4 127.0.0.1,192.168.12.. global

1570617137788D10F47BES... agent-core-mac 127.0.0.1,192.168.6.2... no_group

<@z 45>

Cancel

o D-DJAT-Y3aVDIRER :

» [I-JIVMEMIRYT7YT T I-Y-[FAgentID, JVE1-5 4.

PP VA, IIV=T AT-F A EDIERIM— I EE>TI- I AT -V IV ERRTEXT,
= I-Y-QF71IV%FIRTZD., Enter¥—ZL URREEELET,
= VATLRITVCEIWTT-IRAT-Y3VDOYAMERRLET,

o AXVYYATI1-NEEITIBEHDIC. 18 FFFELEDI-IAT-V3aVvE
BIRL TS,
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Add agent(s)
‘ Jx search by queries

Selected (1)

phula-redhat7.7 »

38 result(s)

Agent ID Computer name 1P Address Group
06A6927157E4EEEQOAOCT6 .. ajiant-agent-centost 127.0.0.1,10.255.250... maitest1_2_3
0715289C3ABATDFT2E6E6C.. phula-viettelos1018 127.001,192.168.12... default
0AG91ACCE3BFODAESACATS... Win7x64-A-PC 100215127001 maitest!

0AC36E41E40C67DESATEFS.. phula-redhat?.? 127.0.0.1,192.168.12... chuyen.test

B2... localhost 127.0.0.1,192.168.19... no_group
0E1CBE9249C350CDF763F2... ubuntu 127.0.0.1,192.168.12... maitest1_1

15SESOFAED2450B5750CEF... phula redhats.4 127.0.0.1,192.168.12... global

-]
o
o
o
]
of o
o
o
o

15706171377B8D10F47BES..  age " 127.001,192.168.6.2_ no_group

<@z 45>

o [AddJNYY%EZRIRLTAgent/GroupDIEREENMLET —  HTRE

Agent/GroupD—EICRY XY,
o FLEIFrIEVINTVEERLT I-IIY NI -TIBRDENEREE
F11E LTS,
D> BRINLT-IAT-V3VDVAME. BEIRICERESNLT-IAT -V 3V BRI
EBMEINIY,
o I-JIVbEREBIN-TOEM - I-Y-JFITIN-TZEIEERLET, YA
TLRIN-TRRORYT 7Y TR RLES,
o IIN-T%iR%Ed3:
= [J-TEIRyTT7YITR. Y- IIN-T&1T4-I DI TV
[CEINTT-IRAT-YIVERRTEXT,
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» I-Y-[FT7M4IVERIRT D, Enter¥—2H L TR REZEELET,
> IATLEFIN-TO—EEZRRLET,

o AFXVIATI1-EETIEIN-TE2—DUEBIRLTLES W ¢

Add group(s) X

contiol over ailthe Child groups of TeIr parent gr... See more >

B8 & liennt

o [AddJhTV%EZIRLTAgent/GroupDIERZENMLET —  HTIE
Agent/GroupD—EICRYEXT,
o FLEIFrIEVIMNTVEERLT I-YIV M -TIBRDEINEEE
Fro I LTLIZE,
> BRINED-IAT-Y3aVDUANME BIRENT I -TIERZRICBERIITBINEN
EN
+ .CSVBDIYiR-F : I-Y-AUTOHETI-IAT-Y3aVOUARET YT
—FTEB&LIICLET,
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o [UAMHBAVIN-FIRIVEERLTLIZE,
o [Download sample file|##iRT B¢, T-JAT-Y3aVOY VY TIVUALT7M
WEFDYO-FTEXT,
o I-Y-RBU-JAT-YIVDIEHREASIL. [.CSVALAVN-FIIRTVEER
LTI-9AT7-Y3yDYUANI 7V ETyTO0-FLET,

- A-Y-RBIMER IR VEERLT, LW AT v AT I1- IV DEIEFETE T ULET,

Fld, [Fv VIV IRTVERIRL T HTLLWAXVY Y AT I 1- VDB INREEH IELE
ER
RTYa—IRRY DEE
BEY : I-Y-A2AF v AT I1-)VEERTERLSCTEIL,
EMEFIE :

- FAU—BEET, I-Y-FEELEVWIRAIOLI-FEEIRLET,
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. Anti-Malware / Scan Scheduler =+
aliant 0
Q, search ] n
Showing 11 of 11 resuli(s) & Show only my schedule 4]
Task name Author Created time Scan type Number of agent(s)  Trigger Start time Next run time: Expired time Status Action
ubuntu 2 raot 06/10/2022- 161556  Quick scan 1 Immediately 06/10/2022-16:15:56  N/A N/A * Finished -
Ubuntu root 06/10/2022-16:11:44  Quick scan 1 Immediately 06/10/2022- 161144 N/A NiA View report
Quick Win 11 root 06/10/2022-1607:34  Quick scan 1 immediately 06/10/2022-16:0734  N/A NA
Task win 11 roat 06/10/2022 - 16:03:41 Custom scan 1 Immediately 06/10/2022 - 16:03:41 N/A N/A
Task 456 root 06/10/2022-11:37:08  Quickscan 1 At 06/10/2022-12:39:30 06/10/2022-12:3930  N/A NiA
Task 123 roat 06/10/2022- 113426 Quick scan 1 Immediately 06/10/2022- 113426 N/A NiA -
Ewewe root 06/10/2022-1117:59  Quick scan 2 Immediiately 06/10/2022- 111759 N/A NiA ® Finished
Task 1 root 06/10/2022-11:1404  Quick scan 2 immediately 06/10/2022-11:1404  N/A N ® Finished
Task mai oot 06/10/2022 - 11:10:10 Quick scan 1 Immediately 06/10/2022- 111010 N/A N/A @ Finished
maitest root 06/10/2022-10:5487  Quick scan 1 Immediately 06/10/2022-10:5437  N/A N/ ® Finished
Task2 roat 06/10/2022 - 09°09:09 Custom scan 1 Immediately 06/10/2022 -09:09:09 N/A N/A @ Finished

- YATLRIIRAIDER | EEERRL, I-Y-FIRAT2EBAALT, EHEICIAN
COIEREFHERLEI,

Duplicate task
Task name.

[

@ Youcant leave this fied blank.

scantype @

[

Trigger
When this task s created
© Runimmediately

© Run ona schedule

Assignee(s)

© All agents (total 836 agents)
© Choose group(s) and agent(s)

4 assignee(s)

Assignee 1P Address  Action
1FBAFFB82BBCS... . 17217022
09D9E77FAIEGS.. . 1721702

192.168.74.128
ECBEBSFODAB21... Win10x64_MalNTN  192.168.74.128

<>
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- A-Y-BIMER IR VERIRLTAF vV AT V1- )V DEEREET TLET, FIE.
[Fv IV IR VERIRLTAF Y Y AT V1- )LD EEFEHIELET,

Duplicate task

Task name

‘ Task 1|

Scantype ©

[ Quick scan

Trigger
When this task is created
© Runimmediately
O Run on a schedule
Assignee(s)
© Al agents (total 836 agents)
@ Choose group(s) and agent(s)
4 assignee(s)
Assignee

1FBAFFBE2BBCS... t

Type
agent
09D9ETTFAIEG3.. agent
agent
agent

ECBEBSFODAB21...

HMERS

B : I-Y-HAFv Y RT I1-) OFFMIERERE TS L3098,
KHEFIR

- HAJVYANEET, I-Y-[FEFAERERLLVWIRIOLI-FOI KRR Z2RIRL
ESE

> AT V1V AF vV EMBERRYAT A

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi Pa ge I 269
T: (+84) 971 360 360 E: vessales@viettelcomyn | W: www.viettelcybersecurity.com



viettel

security

View task detail
Task name

‘Task test immediately

Scantype @

Custom scan
Target(s)

Application Data X
Trigger
When this task is created

- Runimmediately
Run on & schedule

Assignee(s)

All agents (total 836 agents)
Choose group(s) and agent(s)

1 assignee(s)
Assignee Type  Computername 1P Address
AEGCSGDEASFOA.. agenl  MaintWinxe4 19216874128

- I-P-RIRP VLR VERETBU3 TAIVERIRLT, A% 2T I1- 05
BERREFTILILET,

RTTa—IVRRTEHIERT S

B : FATYARRORAFYY AT I1-)VOHIBREFFRIT AL,
RieFIE :

- HAJYAMEE T, I-Y-FHBRLEZVWIRTDIZDI AT 2RIk 2 IRLET .
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g‘i‘;:‘lt Anti-Malware / Scan Scheduler &0
Q, search ] n
Showing 50 of 759.426 resuit(s) @ Show only my schedule  lI+]
Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action
Duplicate this task root_test 22/09/2022-17:2536  Quick scan 5 Immediately 22/09/2022-17:2536  N/A /A ® Finished
Test immediately root_test 22/00/2022-1056:27  Customscan 1 Immediiately 22/09/2022 - 10:5627  NiA NiA ® Finished
Task name immediately main root_test 22/09/2022-10:27:27 Custom scan 1 At 22/00/2022 - 10:30:47 22/09/2022-10:30:47  N/A N/A ® Finished
Task name immediately mai root_test 22/09/2022 - 10:19:37 Customscan 1 Immediately 22/09/2022-10:19:37  N/A MNIA ® Finished -
Task name immediately root_test 22/00/2022-1017:37  Customscan 1 Immediately 22/09/2022- 101737 NiA NiA View report
Task test immediately root_test 22/00/2022-100535  Customscan 1 Immediately 22/00/2022- 100535 N/A NiA View detal
Task mai test immediately root_test 22/00/2022-09:5355  Customscan 1 Immesiiately 22/09/2022 -09:5355  N/A NiA Duplicate this task
data 1 root_test 20/09/2022 - 17:42:46 Quick scan 1 Immediately 20/09/2022 - 17:42:46  N/A N/A
test create root_test 16/09/2022-150459  Quick scan o Immediately 16/09/2022 - 150459 N/A NiA
create test agent edrtest 2 root_test 14/00/2022-100836  Customscan 1 A129/09/2022-10:10:42 20/09/2022- 101042 N/A N/ ® Finished
data-test1-20-5:9-999 root_test 09/09/2022- 185445 Quick scan 10 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-008 root_test 09/00/2022-16:5445  Quick scan 10 Immesiiately 00/09/2022 - 18:5445  N/A NiA ® Finished
data-test-1-20-5-0-997 root_test 09/09/2022 - 18:54:45 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/A @ Finished
Cata-test-1-20-5-9-996 root_test 09/09/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A NiA ® Finished
data-test1-20-59-995 root_test 09/09/2022- 165445 Quick scan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished
data-test1-20-5:9-994 root_test 09/09/2022- 185445 Quick scan 10 Immediiately 09/09/2022 - 18:5445  N/A NiA ® Finished
Gatartest1-20-5-0-003 root_test 09/00/2022- 165445 Quick scan 0 Immesiiately 00/09/2022 - 18:5445  N/A N ® Finished
data-test-1-20-5-9-992 root_test 09/09/2022 - 18:54:45 Quick scan 0 \mmedialﬂy 09/09/2022 - 18:5445  N/A N/A @ Finished
data-test-1-20-5-9-991 root_test 09/00/2022- 185445 Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A N/ ® Finished
a

- YATLETAIBRFERR IOy T 7y TEEER LIS, I-Y-RFTWWZ ] EERLTR
FrYATI1- IV OBIBREFEEF v LIV BN TRV BIBRER 1T |22 IR THIBRIE
(Z2HPET R

Delete this task?

Are you sure you want to delete the task “Task name
immediately mai”?

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi Pa ge I 271
T: (+84) 971 360 360 E: vessales@viettelcomyn | W: www.viettelcybersecurity.com



viettel
security
LR— 2R3

B9 @ I-Y-D2AF vV AT I1- I OUN-MERETER L3052,

RieFIR :

- HZRJYAMEET, I-Y-JFUR-bERRLEVWIZAIOLI-FERIRLET,

viettel

aliant

Anti-Malware / Scan Scheduler

Task name Author Created time Scan type Number of agent(s)  Trigger Starttime Next run time Expired time Status Action

Duplicate this task aol_test 536 Quick scar 5 mmediately 22/09/2022-17:2536  N/A N/A .

Test immedately root_test -105627  Customscan 1 Immediately 22/09/2022-10:56:27 /A /A .

Task name immediately main  root_test Customscan 1 AL 22/00/2022 - 10:30:47 22/09/2022 N/A NiA .

Task name immediately mai root_test 22/00/2022-1019:37  Customscan 1 immediately WA N/A .

Task name immediately roat_test -1017:37 Custom scan 1 Immediately N/A N/A .

Task test immediately root_test -10.05:35 Custom scan 1 Immediately 22/09/ N/A N/A -

Task mai test immediately root_test 22/00/2022-095355  Customscan 1 Immediately 22/09/2022-09:5355  N/A N/A .

data 1 root_test 174246 Quickscan 1 20/09 74246 N/A NiA

test create root_test -150450  Quickscan o Immesiiately 16/09/2022- 150459 N/A N/A

create 1est agent edr test 2 root_test 14/00/2022 - 10:08:36 Custom scan 1 At20/09/2022 - 10:10:42 29/09/2022 - 10:10:42 N/A N/A Duplicate this task

datatest-1-20-59-999 root_test -18.5445 Quick scan 10 Immediately 09/09/2022 - 18:54.45 N/A N/A Delete this task
-9-908 root_test -185445  Quickscan 10 Immediately 09/09, B5445  N/A N/ -

data-test-1-20-5-9-997 root_tes! 09/09/2022 - 18:54.45 Quick scan 10 1 wediately 09/09/2022 - 18:54.45 N/A N/A -

datartest-1 1996 root_test -185445  Quickscan 0 Immediately 09/09/2022 - 18:5445  N/A N/A .

dala-test1-20-59-995 root_test 09/09/2022-185445  Quick scan 10 Immediately 09/09/2022 - 18:5445  N/A NiA .

data-test-1-20-59-904 root_te: Quick scan 10 Immediately WA NiA .

Gatartest1-20-5-0-003 root_test 09/09/2022- 185445 Quick scan 10 Immesiiately N/A WA .

data-test-1-20-5-9-992 root_test 2022 -18:5445 Quick scan 10 Immediately N/A N/A -

data-test-1-20-5-9-991 root_test 9/2022-185445  Quick scan 10 Immediately N/A /A .

- UIR-FRREEYATL -
1 - BRZF:
B9 : LIR—-FAROEHR (AgentD, IVE1-5 4. IPTRVA, TIvhIA-L. TIV-TF

AT FER) ERRTIEBLICTBIL,
EheFIE
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View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
‘ fx ‘ Q KM=l [ view on Dashboard
5 result(s)
Agent ID Computer name IP Address Platform Group Status Result
FCO7D9289BFA70F681BB4BBFEDSO5CDEAZCASADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4C83AF5C33B5C  EDR-TESTO2 192.168.133.1, Microsoft group_1 # Scan complete Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 96
Total malware found: 0
F2AA317BEB7690E505BF7D25CA6A7DCEBDTFC37D  Bichpt3_Win10Tes 192.168.255.1 Microsoft group_windows 4 ¢ complete Start time: 14/09/2022 14:36:18
t 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

+ A-Y-JRBFEREA DL, 71 IVERIRT B\ Enter¥—ZiR L URREHETE
LE9d,

> YATAFITYETRICATVYIATI1- VDO UR-MERY AR RLET,
2 — IJ€WICIVAR-bT3

BH# : I-Y-D"AFv Y ATV 1-VERDLUIR-FEExcel D7 VA THIY0-FTE
3830932,
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View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| fx ‘ Q o, Export to Excel E# view on Dashboard
5 result(s)
Agent ID Computer name IP Address Platform Group Status Result
FC97D9289BFA70F631BB4BBFEDS95CDEAZCAIADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack 1
524B30C4C568F59292D6076E25F4C83AF5C33B5C  EDR-TEST02 192.168.133.1, Microsoft group_1 ® Sca omple Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
192.168.6.40  Enterprise Total file scan: 6
Total malware found: 0
F2AA317BEB7690E505BF7D25CAB6ATDC68D1FC37D  Blchpt3_Win10Tes 192.168.255.1 Microsoft group_windows g g plete Start time: 14/09/2022 14:36:18
1 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28
Total malware found: 0

EITFIE : SATVR-bEE T, 1-Y-(ETExcell I AR- b IRT Y ZREIRLET,
> JYATLEAFYYRT I 1-IUR-bOFERT7AINDOI IV O-FEFFRILET,
3 — HYVIN-FTHRRTS

B : YATLOTYFIINIITEELR-FOREEFRIT 52

View task report X
Task name Task per Created time 14/09/2022 14:32:24
Author root_test Scan type Custom scan
| fx | Q o, Export to Excel E) view on Dashboard
5 result(s)
Agent ID Computer name IP Address Platform Group Status Result
FC97D9289BFA70F681BB4BBFEDS95CDEA2CASADT  bich3_win7x86 192.168.255.1 Microsoft group_windows Scan skip Start time: 15/09/2022 14:34:52
36 Windows 7 End time: 15/09/2022 14:34:52
Ultimate Service Agent missed this schedule
Pack
524B30C4C568F59292D6076E25FACB3AF5C33B5C  EDR-TESTO02 192.168.133.1, Microsoft group_1 r Start time: 14/09/2022 14:36:18
192.168.255.1, Windows 10 End time: 14/09/2022 14:36:59
102.168.6.40  Enterprise Total file scan: 96

Total malware found: 0

F2AA317BE8BT690E505BF7D25CAGATDCE8DTFC37D  Blchpt3_Win10Tes 192.168.255.1 Microsoft group_windows Start time: 14/09/2022 14:36:18
1 38 Windows 10 Pro End time: 14/09/2022 14:36:52
Total file scan: 28

Total malware found: 0
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EreFIE : JATLUR-FBEE T, 1-Y-E[Fyyah-FTCRRIMNIVERIRLET,
> JYATLOTIFINIITHEELR-MR-IANDFET -3V VAT L

3.11.2 Fu¥r R
HEE : USBF317. BluetoothT /N1 A, EEAHRTRELCDELUDVDLE DA B R %
LT EERT-IDFHIESSOREETREICLE T,
B : USBH#2R. CD. DVDH LU ZDMED B DHERRFFERE (LEFITI A ML
(EBOEZEBEZEESTEEHYET, LN T BHROBEELIVFI-Y-0IVE1-
SNDT I A%EITIAIDHEZR DO EN B ETT,

TI—THKRRT S
BRY : I -TeRaed, 1--DV) & LTI -TUARERRTEBLSIC

LEd,
TINAZADY bO-EBEIC A ST EDBEEA VI-TI-R : PYFNIVIIT / TINAADY

~O-Jb
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:‘;'Iljtit;lnt Anti-Malware / Device Control 0
y—— a8
Group list

---- O TENANT_viettel com.vn

- viettel

-~ O global
---- 0 TENANT_nsm.com
-~ © TENANT_edr.com

- © admin

---- 0 default

27971 A-Y-FI TN -T2 TRRIIIF-T-FEANLET (FFAMIEIF-T-
FOBREARREINET)

I Q, search by group name. l a

TENANT _viettel.com.vn

anhnn_test

test_device_control

khoi_thi_truong
khoi_phu_thuoc
viettel
global
TENANT_nsm.com
I O TENANT_edr.com

H
| © admin

e G default

ATYT2 NI VEEIRT 3D Enter¥—%iRL T ADUEF-T-F TR FRIREEREEL
9,

A7YT3 1 VAT LERRF-T-FEIWTUAMERTRLET,
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BRADNERINKT,

viettel

aldiant

Anti-Malware / Device Control

Q, khoi_thi_truong

Showing 1 of 1 result(s)
Group

oo khol_thi_truong

BRLCERBRIHYEE A,

viettel

aliant

Anti-Malware / Device Control

Location

viettel

Q, khoi_thi_truong_tn

Showing 0 of 0 resuli(s)

Group
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BIIN—TDTF/NA X—&

HEDIN-T&RRT ¢, BEICTNAAIITORNKRTEINET,

FIVIRYI AN HY XY,

[ Inherited the status from the father group: liennt

TR -TTIkE ] ZRIRT L. REEWRIN-TORT-FALBINEMALET
TmE BRI, BB DA RIRETY, — 7., [HA | EMEBRT 5L, BN fREE - BIBROD
HERMT EENET,

HWE—ERCEAUTOBRERNEEINET ¢

[ Inherited the status from the father group: liennt

Device type Status Numbers of exception rules Action
Removable drives Block 0
Portable devices (MTP, PTP) Block 0
Network devices Block 0
Camera an d scanner s Block 0
Smart card devices Block 0
Other USB devices ) Allow 0

+ TIMRI4T  TIM 2B EEE R T
+ AT=HRA P FRIOYT BIN-TZEZET IMAIATOT 72 AERIRREZ R R

+ B -IVDE : BIWN-TZELERET M ADBIN - DOEERTTS
+ 1B BLI-FOIT 723V TN D AERN-F 2L [IREFISNIT1IVERT (7
1IVEIVYYITBETBINIAN I TERTR)
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BUSNEIE

BaY :
A-Y-DNIN-TZET A ADB ANV ALEFETZBELIICLET,

BINVAN—F
Detail - Removable drives X

Exception list

Q a

Showing 10 of 10 result(s) Add
Exception name Description Duration Status Action
Zxcze N/A Forever ® Active
teasd vdvdv Forever ® Active
acca N/A 18/05/2023 05:00:00 - 20/05/2023 14:30:00 ® Active
tasdasd N/A Forever ® Active
tesda N/A Forever ® Active
teasdasd N/A Forever ® Active
yrdfds N/A Forever @ Active
USB storage block forever block forever Forever ® Active
test forever 2 USB storage  block USB Stor.. Forever ® Active
test forever N/A Forever ® Active

- BIA R R D = 0

>> [RINTBT-INHBYFBAIJEVIRAYVE-IERRT S
- BIAIL-)LDE 1= 0

>> TINA ARG T 2BINAYANERTT S
RBEERDIBYEE Ao
>>[RINTBT-INHYFEBAIEWIAYE-IERRTS
RBEERIHYET
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S>> I1- IV ED—EFE 2R —HTINFINEAXF IXFEXFIETICA
HUTKEEV, TXFAMA N ZRIRTEE. ADROBBICIUTTAIVHERRENET, 18
RINTVETUYTT2h. Enter¥—%iRL TR,

BLUTORREBEECHINIANRERRISIL -
1. BI5 % - BIA DB ERTT
2. 5 - WAINSPIA DB

B.TIMA-TI\MA%%RTTS

4. H8R - BINDERRIZR T B
5. 279X - FIADIREERRLETS, Expired (HARYIN) EActive (B%h) HE&FEnzx

o]

ELBIANREDOR RN L TGRFASN3HMEZB A TW\3%HE. AT-FA%[ Expired]
EFRRLET,

+ FIANREOKMICNLGFASNSMERNTHEHE. AT-JA&[T7IT17 1%
~UET,

6. 1T :

BIIRTY @ FLWBISEERL TEXT,

[ hxtzRr]
- X YARRIERRENTWBLI-FOEND VTS
-y BEBEINFEIRTOLI-FOHREENIV T ETE
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BB R MOT—I)UHR0HDLI—F

FRT—INON—U5HENE, La— FYOMEBR BRAITT T, 1AV UEBRT B, 20
RIS BT T—IIHRRENET,

— T4 NCRHIIDN—U%RRT 5
— La— FOFRREA IR - fREEROH LU Vb H ZRrSh, Bl La—NIFF@BLET,

BN DEBINEIE

B : FHECHIANEERL. BEFIDPEEDIYRI-Y-(CH LT NI AAND TP T2 A% EF 7]
FRHINERETEELI(CT2E (ERDEBSBHICXTISTBEDH) o

Add exception bt

Exception name * Permission

Description

0/100
Valid time

© Forever

O Choose time E

Devices list (0) Add device
Assignees

O All agent(s)
(O Choose group(s) (0)
O Choose agent(s) (0)

Cancel
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o BIAN% : FIADLZEIZAANLTZEN (WA, BEEART]) . XFETIVITTRY R,
#HF (1,2,3,..0) #2FAL. AXFIXFEFIXFILERA 500XFLUANTAS
LTS,

o 1ER-PIADTICAERERT (EIELEAT)

TORAFFRISNIT A AN FFRI DB E. FIAOT 7 AR TOy T &7k
WEY,
+ POLRIERPT IOV ISR ESNTVET NI ADEE . FIADT It AHER IS FF
AIJERYET,
o A : BISOIERKICEIS BTERDEEA
o HMEAR - BINOBMIAREEIRATEEICT S
SIARIVERE L. I-Y-(L2D0BRERZIR BT BTHIC ¢
- Forever : K AICEFR],/J0OvJ 93
- FEXTEEREIE — FRoRFE(E dd/mmlyyyy hh:mm:ss - dd/mm/yyyy hh:mm:ss (
T IAWMIIRERZNOERRELTT, RERENRBIAZEMT ZRICIT-NHKE
LBEWKSIC, 5RH0EDERITNET)
ELALBLEELHOBISL I- A EES 2HE. U TOBREBZETHANA—EBERERT
LEXY,
1. fIsN 4 - BISLDEFEIZRTT S
2. AR - AN B2 0157 AR
3.TIMRA-TIMA%%ERTTS
4. #AM8 - BIAOHARZER RIS
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5. 2792 - FIADIREEERRLES, Expired (HARYIN) EActive (B%h) HE&FEnZx

EP

BIANREDOREE LI L CFRSN BB ZBI W5 E. AT-F A% Expired] &
FxRLET,

+ BIADNREORMBCH L TFEINSIBEANTHZI5E. AT-FA&[T7IT1T]Ek
NERAN

6. 1T :
- BIREY L FHLWBIAZERRTEXT,

TIAZAUZL (FIAIRTHLLEELHDOT NAALI-F)
FIAABBRMGE © [FAARAEBMIRT Y DHETTS
TIMANHZHE © [TIARBMINYVEFRRL. A TFTONNEEET-JINaRRLE
9 TIMAADYO-)VID, 7723y (NVAEEBZEMBETIIVERIRTAIVEER
) o
o 1-Y-HHBERODAEZFF>TN\SHZE. BN, fRE. HIBRIITEYS
BEDOHAIEETT,

Device list (1)

Device ID Device name Action
Device USB 123 Thiét bi USB E W
<@ >
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[Add device ] h7VEIUYITBE. BINTNAAERRDT=HDIEBRAFBORY T Ty
ThERREINET,

Add device X

Device ID *

| Device name

BWELUTOBYTY ¢
o TIARID : PIVI7RY b, #F AN FEEH. FIHIEROIDT
HY. HAEHETY,

o TIMAL : TIMADAFIERTLET, ZMICTBILEATRETT,
TIAZADHRAASINTVEWNGEE RERIVEESICLYET,
DLEBIFWMEINTANTEE, RERI VDR ARIRELBVET,

[Fv IV IRIVERSH, L2711 VEI Vv Id5E, iy T 7y TEREARHALET,

BISMBINBEEICRS
Assigness(C[E1-Y-NRINTEZ3DDATVaVABHYET (1DEFEIRATEE) o
o [All agent(s)|Z&IRTBE. COFINT A AICHLTIANTOI-IT
YhOFRIJOvI N EAINET,
e [Choose agent(s) (0)1ZEIRT B¢, -V (LZDOFIANT N1 RITHE
LCLOFLEFEEDI- IV MEFRIFRETOVI TR ENTERT

o
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CORETII-JIVMEMINIVARTEINET,

NIVEIVYITBEMNIST BRI TTYTHRREINET (

JROANI-JIV b EBI]EDICRTEINET)

ZEIN-TICETRI-J1

Add agent(s) X
‘ fx AgentID Q ‘ a
36 resuli(s)

O AgentiD Computer name IP Address Group Status

[J 077278CEG797BBGB6395AB.. edr02_win10 192.168.40.129,127... vcs_anm @ Online

[J OEBAFOA2DZFE6432ZC50AFA.. ubuntuz0 127.0.0.1,10.0.2.15, 1... vcs_anm @ Online

[ 12CFB4DA48D28053302D14... DESKTOP-7GZIBRE 192.168.56.1,192.16.. vcs_anm

[J 15B2BBFFEBC988C8080297.. JungJungJung 192.168.195.133,127... no_group

0 1A2AAT4691E192A4E1AF4A . WIin7x86 102.168.74.132,127.... khoi_doc_lap

[J 1BOAGGFDSGEDD4C2CEDS57... DESKTOP-R2GBJEF 192.168.198.138,127... vcs_anm

[J 35BB40573301CDGECD7194.. HuyenPT-Win7x86 192.168.131.129,127... vcs_anm

[0 44FF36ED36F0B20030539F5... JUNGJU_JiuJdiu 192.168.195.133,127... no_group o0 e

<@z 3+ 5 >

BRE

Cancel

I-¥-HAgentiD, JVE1-5-%&, IPTFLAICEDIWTYATLARDREI IV ERE

REBEITILHOF-ZEANTEELIICLET,
TIA I MIEE T, AN RATREL FHRXFOANE

FFRAILEY,

>> JTUOABNELWNIA-VY DN EINERETE T BICIE, TUV T LTS ¢

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi

T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com

Page |285



viettel

security
T8 TEETL. KUEHLIT-INBINERLET : nameJ1-ILFO—ERE=(E L
RE—HITEXFINZAT L, AXZF WX FEXFILEBA. TFANA N ZRIRT L. A
HAEORBICIVTTAIVDNRRENET,

= RIRIVEIUYIS B, IVF-F- LTS
#lzAgent IDI[IVE1-5% I[IPTRLAI[IN-TITAT-F A0 & EHMER TS 3.

+ RGE/LIT-INBVNEAE. [T-FRLIEEHNT B,
+ RGE/LIT-INHBHE  WHITIUALERRTS ;

o FIVIRYIR D AANFERBEROI-JIY M EIRATEE, T4 TERER,
e I-JIJMD:I-JIJMDIFHKERRITS

o IVE1I-9%:7/MX (AVE1-%) 1FHROF R

e IP7RLA:TIRAR (T=-UAT-V3Y) OIPTRLAERERRLET,

o -7 I-I1VbDIN-TIEREER RIS

o AT-HA: I-JIVFOBEMRRIERERR 1 AVI(Y ATV

o R=-IFX-V3aVHHY, RIESHDOLI-FHFHYFT,

BYREERBDONZI-VIV MEIRT 38, BRI YD EICRYET,
(AT Y &EIUYId5E, I-Y-FIALERBERODI-TJ1Y M Add Exception]
IY3aVICIEBIGERLEIEICBYET,

I-J1VbOEMN T T LER., FIAEMBEmEICRYEY,
LUTOEENRRSINET : I-YIVMD, IV¥1-5-%& IPTRLVA JI-T AT—
52
BIECE, 7773aV5 (BIBRT7M41Y) ZEmEkrl, &=A580LI-FEERRL.
FNULEEFIR-IDEILET,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 286
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Exception name * Permission

| Block

€ You can't leave this field blan

Description

Valid time

© Forever

Choosetime ~ 16/05/2023-17:13:19 - 17/05/2023 - 17:03:19 )

Device list (0)

Assignees
All agent(s)

Choose agent(s) (2)

© Choose group(s) (4) Add group

Group Location Action
TENANT _viettel.com.vn

viettel

global

TENANT_nsm.com

< >
Cancel

« [Choose group(s) (0)]%&EIRTZE, I-Y-(FZOTNA1ADTOYI%FRId31DF
FEHDIN-TEEIRTEXS, TIANITIE, 01V LTWBI-Y-NEET ) -
TOUAMIERRENZET,

IN-T—ERFIV-FEHXTERRL IN-T—EANTEREFIVITEIL,

BRRYIR : A-Y-DYATLAD TN -TRIZEINTIN-TERER R BHDF

—I-FEANTEBZLIICLET,

TIAIWMIZEE T AN REATEDYE R A, BIROZEBIZRASN, FHRXFOAS
HEFRIENTVEY,

BRI VETVYIL, YATLAILH IR RF-ICEET BT -TIERERRL TSN

[e]
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FIYIMYIRIEE @ 1DXLEEHDOI )N -TEEIRATRE. T 74V TEFRZER

Add group(s)

Q | ﬂ

@ NOTE: In this interface, users belonging to the parent group have full control over all the child groups of their parent gr... See more =

o TENANT viettel.c

on viettel >

on global

.;.gg TENANT_nsm.com

0O 0o 0o O O

.;.gg TENANT_edr.com

Selected (0)

Group Location Action

IW-TOEEEHEZLTLIEN,
T2 TR I-Y-ALI-FERRLBVSE BRERTSNEE A,

ELABCEBLEDLI- IR T BI/A . K-YF-Y IV EBIRINET-ITY MIERRL
9,

FIVIRYIR : I-J1V M EEET 3TN -TOFTHEL TV LDEXLRBERDIIN-T%&
BIRLET, T I CRFER (Frvinil) T,

FIQRBMEICIE, TIV-T B 773N EENET, EnNE&IRT 3L, ZNICHIETS
Selected(0)h'FRENET,
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IIW=7: -V b0 I -TEHRER TS S
HAr I -TOBE&EYV)-DAIBEE RT3 ;
1 : root/ TT GPSP/EDR
B (HIBR) 200 -TEERULKBVNEE
BLIN-TEZIRLEWNGE >> [T-96L]&RLET,

BRI N-TEBRULER, I-V-BIREINIVETUYILTRIIT B, FISMEINEE
[CRYET, COBF. M-FIEFIANEZSEMENFLEI WXy E-IERRLET,

IV-TERRLKBWMEEE [Fro 127Uy I 0T, FIsEMBEEICR > TREL,

DHERIEFRNAID ExceptionlC AASN56, I-Y-EFREFEIZZIRLTCOFADITANTO
IEHREREFELET, >> 207 -TOBNUANEEICEYET,

BIAVANEE TlE, 77Y3VEBR RETAIVEHIBRTAIVIHY XS,

TREE 71 IV EERT 2L, AROBENRTINET,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 289
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

Exception name * Permission

qw Block

Description

Wrqw

Valid time

© Forever

Choose time a

Device list (0)

Assignees
© Allagent(s)

Choose agent(s) (0)

Choose group(s) (0)

Cancel Save

Exception name& PermissionDHHOYIINTHY, BE CEEH A, ZnNLNEI-T-1
BHICZEEAEETT,

e, [REIZIVYILTUEREZRGFLET, ZOFE, IR-FIVICTHIANDIRENHIILEL
T EWIBAARRSNEKT

TAIVEHIBRY BmE. Ry T 7y TeRRLES,

- ><

Delete exception?

Are you sure you want to delete exception "zxczc"?

w Delete exception
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[Delete exception] M7V %&EIRT B¢, 1-P-FZOFINCRELEIEICBYES, DR,
M= BIAEESICHIBRLELEIEWBRERRLED,

o EERTZE, TIMAVANEEAICRYET,

312 XA

I-I1V MMM YA ENTVRIHRDIFER ZF 1Y TR R ZRRCHER TE 21 8E,
HAAIN-CTPA4IV%EZE L. HZYUvI LTI Viettel Endpoint Detection & Response %
BIRL TS,

Viettel Endpoint Detection & Response
Helpdesk support

Check policy compliance

(=

VAT LA T OERERRLEY -
+ WEEUNRLED2EFETRRINIKT,

+ PARR-C b, FOVARETY, L=k, BE LV EEMAEDT AT
RERENET, Y4 N -TRY LB PRRN TR Y,
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+ VIIITHEERS . UT I LARENBHICE>TVEA IRTONILIITH
WEEHADIZE

Viettel Endpoint Security

You are protected!

All protection settings are turned on.

+ UTWIMLRENBENCE>TOVERVNESD, DELEELDOVIVIIT AR ENT:

N=TI3IVER : I-V-DOmFKRIAVAR=IEINTWEI-IIV bON-TJIVIER, EH
B, BLUOHSYR-MERDBEEOBICRREINEXT,

3.13 {R#

B : I-Y-""BoYATLAZERELT IVE1-Y LOVIIITEAX vV BLUIET
2HLICT BT,
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AXvYOEREILIDOAFAILET @ JAVIAFYY TNAFTVY, hATLAFVY (U1

YIAEYY DEAFYY . TN AXYY)

Viettel Endpoint Security

You are protected!

All protection settings are turned on.

n“?—hénfL\Zol#v‘/ﬁftl:l;tla("ltb“é\ini?o
+ I-J1VMDIVI-TI-ANSRAFVvY A EEERT 2,
o JAVIAFYY ! FRICERINIEROIANT-ENRICAFTYIEITVET

o INBDITA NS -FNIVITTHMEEICRKAE T BHBATCT BIRLETANY-ICEENEZIAT
DI7AIINELVYTIANT-ZAF v LET,

o JNAFvY : I-Y-0IVEI-FADIRTDI7MIVETANT EZAF YIS B,

o NAFLAFYY : IVTFARAFVVERIERIC, COFEREEIRTBE, I-JI
YMITTANWIIATO-5-%FRL, I-V-DAFXvV I 3771V EERTANY %1 DZEIRT
E5LIICLET,
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+ I7MIVITATO-5-NoEEERL, EHOI7INPTAINY - RIRATRET, HIUYIL
AFvy (AVTFARAFYY) ZEIRTES,

YR EERIRUVIE. YATLARNIIIT OAF vy AL EEETLET,

25% ‘

Number of malware detected 0
iining: calculating the remaining time
inned: 1,674

N r of file
iing: C\Users\Admin\Agent_GUL_: 23566123

+ A0V 2EROETIRNE NN -V bRTT S
+ RHINEVIIIT O ERTT S

+ AF VU T ETCOHEZRYRRERTIS
+ AXV Y BEAITAIINEER RIS

+ XY VR OITMINAER RS S

AF v OBEEULTOLSCHR-MLET
AX vV OV ADIR T 2R 95;
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A¥v Y TOTAD—FF=1EZFF A9 3;

[—FHE LRI VEI VYIS %L, RSN YN TER]CUYVEDY, ZORRTATY
VEfiTI BIHISEIRTEEILICHVET,

Stop scanning?

Are you sure want to stop this scan?

Cancel Stop

AFv AT T LIz, AFvUiERERTLET,

Viettel Endpoint Security

Quick scan

Scan complete

Number of malware detected 749

File scanned Cleaned

1549 549

View report

+ AX VI BHITTAIE AR v VENEI7MIV O ERRLET
+ JU-VFEH  BEBREINEI7I OB ERRLET

+ RALIE: RALBOI 71 I ER R

+ HIBREH © BIBRSNIED7 1V DR ERR
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INSORTVIE. BETBLIN-POR LB CEREDYITEIEN TEXT,
FE@RIVETVYILT, ARV VHEROEAELIN- bR R TEXT,

[52 7122w LT, ProtectionD X1 VEEICRYET,

2F vV DBET, I-J1V M BEEAIRTEEVAIFEROVILIIT I GMAZN TS
CEEBRBLUIESE. I-JIVMIAF YV ETR T I3 LHICHBEESZEERT IRV T 7T
ERTLET,

3.14 WES

B : TIAZAOVIII 7B UIN-bEEETL. YUAMIREHINTVILIITO
o RN d BT

a. 9IViK-k (RES)

Viettel Endpoint Security

Report Backup

0 Al ‘ Q H Last30days [ Q

Realtim

cattime = Cleaned . = Removec
Behavior-based J &
Quick scan 2V, Export

Object: C:\WINDOWS,C:... Object Malware name Result
Quick scan 202 C:\Users\t..le\357.asp VBS/O..tor.K

53 i C:\Use as| VBS/0..tor.K
Object: C:\WINDOWS,C:..

VBS/0..tor.K

Quick scan
C:\Users\t..1e\357. VBS/0..tor.K

Object: C:\WINDOWS,C....

Scan from context m...

Object: C:\Users\thanhi...

Quick scan
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BRREFGIEBIIERIBVNEEE, [T-INBYFEAIEVIREBERTLET,

- A—H—h [FRT BBRLISES
+ TV T7E  HSN=I ROV 7ER/RmLET,
- A—H-AFERFv UEBRLIEES
+ 23 EEN X b 1 BF80 BEDA v B A bERRLET,
+ T4V BADRAY U EBRL., iEd 57V T T7 )R Mea—H RN %o
+ VTR b I HHEBRU R ETeRH SN =g TO=IL 7 &R R LET,
- A~ TV LEERUIEIHS
+ I 7&  UTIVEA LTRESN =g TDRIVIT 7 ZRRLES
o KfAICLDIEER  MEITOBER T IV TAIRNZER T 2= DEAFEIZ AT AT RE T,

TIAINIEIEDSOHIEE o TWET,

Last30days [ | Q

Quick

All times Last 24 hours Yesterday

Last 15 minutes Last 7 days Previous week
Last 1 hour + Last30days Previous month
Last 6 hours Last 60 days Today

Last 12 hours Last 90 days This week

This month

o VIVIITDREFERICLBRER

Lik—rDIEE Tld I-Y-MEBIRULEBEBCE IV 20 EEZHKICYIVO
~FBIENTEXT,
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b. 5TNYIT7vT
BEY : Ny IT7yTROVINITT I74 I —EDTERIZH
1-Y-FRBELEVWKEZRIRLTHOIRBRT VET VI T e IRBRRMHFICE
JWEYRAMIRRENET,

No thread found.

BEINZFIDOVIIITEELT7MIVIEINT, FTTOIREETI Backup ] TA A [CREFS
NX9, [Backupl 74V DEIBYOI 7V DETEITIHIC. REGRELUT O#RE
RELET,

BEHELBE-OI7MIVEERLTUETI 5L &FFAILET,
N ITTITANINSLDEFEE DTV EEIRUTHIBR T 3L &FFRILET,

NI TPy TIANTADTRTOEEF T 71 ) —FETRRICHIBRT 2L ZETFRIT B,

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st.,, Nam Tu Liem dist., Hanoi P a ge | 298
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

REBEZBIEHIIB/RIBVSER. [REITRERNIRONMEIEAIERTUTEEN,

TE

%o

3.15
By @ £I-J1VMHEERCOREEA

REN-IANDINCORNBERFEF-T-FTRETESELI1C9 %,

Viettel Endpoint Security

Setting

@ Exclusion list © Anti-ransomware [ ]

Configure list of folders or file extensions that are Automatically detect and prevent ransomware,

excluded from malware scanning keeping your computer and data safe.

Setting Setting

b Host Intrusion Prevention (HIPS) (il @ Web protection

Detect and prevent malware based on behavior Protect users when accessing websites

analysis technology

Setting

a. RERTE MR- LEEBRI-JIVIEIZ2DDRYY-EREEFT (B SHHE
BIGUT I LIRE) HH378.,
o« BCE : BEHEOAY -ATEFFAILET, > I-VIVEDOYY-AZHREL
ABORIEBRFENSFYRT, - RETEICEFHINTLEE A,
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o UVINIALRE : IVEI-FESFERNICREL, VIVDIT7HIVEI-F EITRN
lBEMICEETRE - BRBRLET (FINAADAVIAT)

o BRAURL : BRATANT-DEREFF (UTINIALRELELDAF VYT RA
) 5 BRAN AN -DFRE /RS

o MLERHEEE : UV IAMMRECISOTAFTVYYINEBVBRATROILE®ETF (T71
WIA1T) R EBMBLRETEELI(CT 3,

b. 1V9-J1-AFKE
o BHODAY -ATVEFHTE - JYATLWBAFV VBRI HOIIHGE OV VIV ER
HUBRIC, T\ ABAEISEMERRLET,
o S KEB/INMLEOEREFFAITS

c. TYFIVYLIIT (GUYLIITIIR)
o 1-Y-NWIUYLIITRET-FEAVEEEADICUIVEZONELSICLET, ¥
ATLIESNICI VY LAIIT7ERE L. JVE1-9%2RELET,
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Viettel Endpoint Security

= < Anti-ransomware

Automatically detect and prevent ransomware, keeping your computer and data safe.

Application List

List of default applications that are allowed or blocked with data encryption behavior

16/12/2025 07:09:49

R BEREEFERTBIIE R-FITRYY=-TPIFSIYLIIT |ZERICTS

BENBYET,

viettel

aliant

I Policy Management

< Back o list Policy detail - hnm

Policy configuration tree

AGENT SERVICE LIST

a g e
= ®

*
59

[

PLUGIN LIST

o« QI

[ D

MODULE LIST

o TTUT-YavYRbL  A-Y-MERLETTUT-V3VICHLT, IN60T7TUH

T-HERSTIVIIITOR\DHIEFEITII L& AILET,
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d. \wo7vF%E (Caidatsaolwu) : 1I-Y-DBN\vI7vTI7MINDIEEFIE

WEHRE CEBLIYIR-FLET,

o IN\YIT YA ADRERRT o4 T2 a aBRU, B Ny 7y T I7 1 ILOARF A RbifR%E
AITTESDLIIZLFT,

EX5120MB £ CERERRE —
5GB ORE SELIEOE - / NI 7y T IT7AIOHA ORI SELE L | SRTLI NI 7Y
ThEREHLN T 7/ IILEEBRLED)

BANRFREHBATINE OIS, SNRTRE SEUHR JHRFHRSNDR L YO 7 1) UH BB HIFR
SNFEY,

3.16 VESAutoScan
VYR NIWIITDAFYYEE, Lih-FOBEE, BLOBRESNENIVIITONYIT
v DigtEERTREICLET,

YiR-bEN TV HEEEE— BRI DIVY FEEITLTZEL,
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$ VESAutoScan -h
L\ : VESAutoScan <IVYF>
AFrIBLVREY -LANEE
INUR:
scan AUy YIVOER
|- start AXvotyyavERA
| |- <Ffiles> ... AFxvU2I71IIN
|- stop A¥voyvavEEIE
| |- <id> (SN Y E S VA VEVINI)
|- show A WVEVINES HE S
| |- <id> B293AFvI7yY3v0ID
|- 1list RITHOAF vy YIV—BERR
report AF¥vLiR-bDEE
|- list FRTDAF VY LR-F—EBRT
| |- <type> Li—t0fE%E (realtime, manual, all)
|- show AF vy LR- DR
| |- <id> FRIBLAR-FID (realtimeFfi(EL-+ES)
|- search A v LR-bAO T IVIRER
| |- <str> T71IVIKARDIRZRIL S
backup NIT79TI7AINOER
|- restore Ny IT79TI7AIDETT
| |- <id> #9377 OID
| |- <output-path> B ITAIIVDHEFIA
|- 1list IRTONYITY T I7AIN—EFRR
|- search N7y T I71NDIKRTR
| |- <str> I71IZRDRFR TS
show AFv Y -LAEROE T
|- version IACEVE -GN
|- database-version T=IR-AN-Y3VER
737
-h, --help  JIVTFAMIECEANTERR
SHMIE "VESAutoScan <JIVYE> --help" EEFTLTLEIL,

316.1 # 7OV R XF+>

AXv Yy yIavOER, I-Y-IFETATY YTy YIVEER TERLIICL. Z0A
ECERSNTZAT Y2y Y3V BRI 5L ZRIBEICLE T,
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a. AxvItwyavERKRTS

A-Y-@BYNVITAFVVETIGERE CEET, BHOBAEIREISILER]
RETY,

$ VESAutoScan AF¥vYEd#A /home/ /usr/
JSA: /home

XA Jusr

A¥vURIAMRTA, ID: 1

AFvYOEMERRIBCE. VYR " VESAutoScan scan show 17 Z#FERLTLEEL,

b. AFvYZyY3VE1IREIEIETS

A-HY-HAFvItyyaynEit#IEET 3

$ VESAutoScan A¥vUiELt 1
ZEIERIh

Cc. 1DDAFYYYYIVDIRERRTRTS

A-Y-HRPRRITZAFVY Y YIVEIRELET,

$ VESAutoScan A¥vYERTR 1

B tomm o B e B e R e T T e +
| ID | IREE | ETRR | AFvVBEHIFOE | BEINEIWVDITE | JU-VERNINIITE |
R T e R T R T R T T +
| 1] =R | 9.00% | 30231 | o | o |
R T e R T R T R T T +

d. INVFIMVEFERLUHERSNERAERTHROAFv Iy YavE—EBRRL

A2F v QY YIAVERAFVY I BEER TS
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$ VESAutoScan A¥vYVUAL

Fommmmem - Fommmmmmm oo +
| AFvvIiDp | OF-Y3v |

Fommm oo Fommmm e +
| 1 | /usr,/home |
Fommmmem - Fommmmmmm oo +

3.16.2 H7av> FLAA— A
a. AXvVERLIERE—EFRRLTLEEL,

1~ - R OEEEIE R TEET, [realtimel (XU IA LOVIITTRF L
K=k Imanuall GFBAF vV OLR-b, Talll[FFRTOLIR-taRRT 27D

=

ETY,

$ VESAutoScan Li—h—% UTII1L
R R +
| UTWIALAFvILIR-F |

P R T +
| LR-FID | BEENEILIITE |

B e e e T +
| realtime | 2 |
B e e e T +

$ VESAutoScan Lih—h—E (FE1ZA¥vY)

O i SR R o e oo
------- +

| Lik=hID | #1LAZVT | &rr | J700E | AF¥vUBEHI7AIVE | BREINEVILIITE |
RAEE [

e e frmmmmmmm———a 4memmne Hrmmmmmmeem——a- fomemmemeemee———aa- 4ee-
——————— +

| 1 | 2025-07-10T17:46:32+07:00 | /usr,/home | 30231 | 312837 | o | =
k|

| 2 | 2025-07-10T17:53:01+07:00 | /usr,/home | 31795 | 312838 | 0| A
Frum |

Fmmmmmmmma e e Fommmm e Fommmmm Fmmmmmmm oo n Fmmmmmmmm oo +---
------- +
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$ VESAutoScan Li—+—%&
Fomm e e e oo +
| UTWIALAFvILR=b |
Fommmmmm e B +
| Lik=bID | HEINEYILTITE |
Fommmmmm e B +
| realtime | 2 |
Fommmmmm e B +
e e e e e e e e e mm e e m e EmEm e E e EEmmm e m e e m e e e e e e e e e ——————————————
------- +
| FEAFvILR-F
I
Fommmmmm e Fommm e e m e mm oo Fommmmm e Fo-m---- Fommmmm e Fommmmmm e +---
------- +
| Lik=hID | #1LRZVT | &PT | I710VE | AXvVBHIT7IVE | EINEYIIITE |
N I
B R e e +------- e B T +---
------- +
| 1 | 2025-07-10T17:46:32+07:00 | /usr,/home | 30231 | 312837 | o | =
k|
| 2 | 2025-87-10T17:53:01+07:00 | /usr,/home | 56013 | 312838 | 0| R
Frus |
B R e e +------- e B T +---
------- +

b. UIR-rDFFERERTIS

1-Y-[FRRIBLR-FDIDEIEETEZET, [realtime] &8 EIT 5L, UTIIILT
DOVIVIIT AF v #EEEDFEMLRN- bR R TEXT,

$ VESAutoScan Li—k UZI51LFEKTR

Fmmmm e T dmmmmmmmmeeaan +
| I74IVKA | NWIIT% | 275X |

mmmmm oo o P —— +
| /adware+virus | ADWARE/Patched.Ren.Gen | Hlf&iZE#H |

Fmmmm e T dmmmmmmmeeees +
| | A&t 1 |
Fmmmm e T dmmmmmmmmeeaan +
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$ VESAutoScan Lih—hFETR 3
R — o m e U PR T i FR
S
| LR=bID | #4LRGVT | &P | 27108 | ZAFvVBEHIT7AIE | MESNEVIVIITE | KEE
|
R — o m e U PR T i FR
S
[ 3 | 2025-87-10T18:13:19+07:00 | /home | 496 | 153052 1| AFvy
Ho
R — o m e U PR T i FR
S
Hmm e e R +
| I71IIKA | Yo7 | 1REE |
i e R +
| /home/adware+virus | ADWARE/Patched.Ren.Gen | Hlfki&EdH |
Hmmm e o mmm e e +
| | &5t | 1 |
e e O — +

c. BEICREINIITMINILENIIITZIRERT S

A-Y-BFRFRTZI7MIDNAD—EEIEE CEXT,

$ VESAutoScan Lif—M&FH-A

e T T T LT +
| Lik-h1D: 3 I
e e Hmmmmmmmm e +
| 271 | NIWUIT74 | KEE |

Hmmmmm e Hmmmm el Hmmmmmmmmmmma +
| /home/adware+virus | ADWARE/Patched.Ren.Gen | HlIfRZEH |
Hmmmmmmmemeem——————a- L LT T T TR Hmmmmmmm—————— +
| | & 1 |
e e Hmmmmmmmm e +

3163 #Zav R Nv o T

a. RHIN, ETARERI 7N E—BERRLTLEEL,

$ VESAutoScan N\y77vFURR
Hmmmmmmm -  ELEETTET T +
| 274)ID | J7AIVISA |
Fommm e mmmm e +
| 1 | /adware+virus |
| 2 | /home/adware+virus |
Hmmmmmmm - dommmmm e +
| A |2 I
Fommm e mmmm e +
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b. RSN, ETRIERI T ERERT S

A-Y-FRBITBZI7TMIADNAD—EREIEELET,

$ VESAutoScan N\YJ7y 3 K-LA
B it B e T +

| 9740ID | T7AIIKR |

c. IP1IVE1D1ETTIS

1-Y-ENvIT7yTI2T71IDIDE BTEDITMIINAERETCEET, 71L&
(FHEXFNAK (S NATIEERIRE T,

Brant=o71 I dzipFe X CEMEINTHY., NAT-F I infected | [CFEESNTWE
ERS

$ VESAutoScan /\WJ 7Y 15T 2 /home/linux/malware
TEU17 +94)VA% /home/linux/malware.zip IC{ETTH
JSZAT—R[infected]T /home/linux/malware.zip ADETTICHRINLELT:

3.16.4 #737v> Fshow

a. NIV AXv BEBY-LADN-J3VERTRTS

$ VESAutoScan N\-Y3avEk R
J\-Y3Y: 3.3.0.545.e8d14fe
PJVR: 2025-86-09T10:30:04+0000

b. T-IR-ADN-IJ3V%ER RT3
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$ VESAutoScan show database-version
T-HIR-ZAN-IJ3YV: 8.20.57.224

BEHAE: 20255108780 178555930
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