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Thuat ngir

Viét tat Dién giai Ghi chu
Cong ty An ninh mang
VCS Viettel Cyber Security ]
Viettel
Tén gidi phap Endpoint Detection & Response do
VCS-aliant ) . ) .
Cong ty An ninh mang viettel phat trién
Tén 1 dong san pham
gidm sat phat hién va
EDR Endpoint Detection & Response . o,
phan &ng vdi cac bat
thuong phia Endpoint
HA High Availability Tinh sdn sang cao
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1. GIOI THIEU

1.1. Thuc trang hién nay

Ngay nay, cac t6 chirc, doanh nghiép tiép tuc gép rat nhiéu khé khan vai viéc phat hién, xac
dinh, diéu tra va gidm thiéu cdc dang phan mém déc hai tién tién trong hé théng. Cac cong nghé
phong chéng ma ddc truyén thdng nhu Anti Virus dwa trén chit ky dang bi vuot qua mot cach cdy
bdi nhirng ké tan cong chuyén nghiép cé trinh dé cao vdi céc béd cdng cu tan cdng, phan mém déc
hai duoc tly chinh va hwdng muc tiéu cu thé. Nhiéu té chirc d4 thira nhan rang cac phuong phap
phong thu chéng phan mém déc hai truyén théng clia ho da that bai va mét chién lugc mai phai
duoc tao ra dé xac dinh nhirng vi pham nay tai endpoint. Mét s6 lwgng dang ké cac vi pham dit liéu
gan day tlr cdc dang phan mém déc hai ndng cao d3 lam tang su quan tdm cta khach hang déi vai

cdc Giai phap phat hién va phan t&ng cho I6p endpoint (EDR) ma VCS-aliant Ia mét trong s8 do.

1.2. Su phat trién cua céng nghé

Cong nghé clia Giai phap VCS-aliant gitip bu dap cac thiéu sét clia cac cong nghé dua trén
chir ky ma céc td chirc dang st dung nhu Anti Virus hay IPS/IDS dé cung cip kha nang phat hién bat
thudong dwa trén hanh vi va cho cdi nhin sdu hon vé cac thong tin cu thé cé lién quan trén endpoint

dé phat hién va gidm thiéu cdc méi de doa nang cao.

1.3. VCS-alJiant

VCS-aliant c6 kha ning cung cap thdng tin chi tiét vé viéc lay nhiém phan mém doc hai va
cac hanh vi m& rong pham vi tan cong (lateral movement) cda nhirng ké tan cdng khi ching thuc
hién viéc do quét hodc sir dung thong tin bi danh cap trong mang noi bd déi véi cac hé théng va trng
dung.

Ngoai ra, VCS-aliant ciling b6 sung cho céc cdng nghé bao mat hién cé nhu gidi phap quan ly
sy kién va thong tin bao mat (SIEM), cac cdng cu gidm dinh mang (Network Forensics) va cac thiét bj
phong chéng méi de doa tién tién (Advanced Threat Detection), d6ng nghta la b6 sung vao danh muc

cdc gidi phap phan &ng su c6 an toan thong tin cta td chirc.

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liern dist., Hanoi Pa ge | 5
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

2. TONG QUAN

2.1. Kién trac ha tang

Md hinh trién khai VCS-aliant nhu sau:

®®

Server Database Portal Admin

Endpoint Endpoint Endpoint

Céac thanh phan chia hé théng bao gom:

- Endpoint: La thanh phan duoc cai dat trén tirng may tinh, cé nhiém vu gidm sat cac dau hiéu
bat thwong trén may tinh, glri log vé server tap trung. Céc théng tin gidm sat bao gém cac
hanh vi lién quan dén File, Process, Memory, Registry, Network trén may tinh ngudi dung va
server.

- Cum server xt ly tap trung va lwu trir: La thanh phan x& ly dit liéu do Endpoint glri vé, déng
vai tro chinh trong viéc phan tich va xt ly di¥ liéu theo thoi gian thyec.

- Thanh phan Web Portal: La thanh phan ma ngudi quan trj s& sir dung dé diéu tra, gidm sat va

phan tich cac thdng tin cla hé théng, phan &ng khi cé cdnh bdo bat thudng tai cic agents
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2.2. Cong nghé dudgc sur dung

VCS-aliant sir dung cong nghé Filter Driver (cho phép chay va theo d&i &@ mirc Kernel-based)
thu thap cac thdng tin bao gém File, Process, Registry, Network trén mdy tinh ngudi dung va server.
Cac dau hiéu vé file bao gdbm (modified, delete, changed attribute), vé registry (delete key/value, set
value, rename key/value, create key vdi access nghi ngd. Cac dau hiéu nghi ngd vé Memory duoc
dinh ki quét ra soat lién tuc. Cac hanh vi dwgc xac dinh 1a nghi ngd dwoc ddy vé hé théng Back-end
phan tich tap trung.

Lubng nghiép vu diéu tra tan cong duoc thiét k& khép kin theo kich ban incident response (IR
Flow), hd trg phat hién va phan tich cdc dau hién bat thwong ngay trén mot giao dién duy nhat. Cung
cap cac chirc ndng diéu tra (Forensic) sau trén Endpoint. Ho tro |1y file nghi ngd (Get Artifact), day
cong cu ra quét (Tool Deployment), cho phép thuc hién diéu tra, cung cap bang chirng theo thoi gian
thwe (Process Analysis, Live Response), cho phép thuc hién phan (rng khi phat hién méi de doa.

Ngay khi xdc minh dugc bat thudng, Endpoint cung cap cac cdng cu g& bd ma doc trén dién
rong (Response Scenario) bao gom: ¢d lap mang may bi nhiém (network containment), kill process,

delete file/registry.

3. HUGONG DAN CAI DAT BACKEND
3.1. PDiéu kién dam bao cai dat
e CauhinhIP:
- cau hinh 1 IP tinh cho node server.

e M két ndi dén server qua céc port sau:

Muc dich Port Protocol
Agent két ndi server 4443, 5672, 8443, 8888 TCP
Truy cap Portal 80, 443 TCP

e M& két ndi tir server tdi cac dia chi sau ngoai Internet:
Muc dich Address & Port Protocol
Server dinh ky update AV hub.viettelcybersecurity.com:443 TCP
database notary.viettelcybersecurity.com:443

e Server can bat tinh ndng 30 hod Intel VT-x/AMD-V dé chay may 3o build bd cai agent
Windows.
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3.2. Topo cua khach hang

3.2.1. AllinOne Topo

V&i mo hinh trién khai AllinOne, tat ca cac dich vu backend VCS-aliant duoc trién khai trén 1
node server duy nhat.

Investigata/Response

User Agent User Agent

Event Logs Event Logs

Hinh 1. Mé hinh trién khai backend VCS-aliant AllinOne

3.2.2. HA Topo
Vi cac khach hang yéu cau cé HA, thi st dung mé hinh gém 2 node AllinOne, trong dé c6 1
node chay chinh va 1 node dy phong. Database clia 2 node dwgc dong bd véi nhau.
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Investigate/Responsa

User Agent User Agent

Event Logs Event Logs

Firewall

Heart beat:

U

AlO server master AlO server backup

Hinh 2. M hinh trién khai VCS-aliant AllinOne c6 HA

3.3. Dinh ¢ tai nguyén (Sizing)

Tuy theo s& lwgng agents can trién khai, lwgng tai nguyén can thiét nhu sau:

3.3.1. C&u hinh server tiéu chuan
C4au hinh mbi server vat ly thong thudng chia thanh céac loai sau:
o Loail:
o CPU:24 corevatly
o RAM: 128 GB

e Loai2:
o CPU:12 corevatly
o RAM: 64 GB

e Loai3:
o CPU:8 corevatly
o RAM: 32 GB

o Loai4:
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o CPU:4 corevatly
o RAM: 16 GB

3.3.2. Sizing tai nguyén CPU va RAM theo s6 agents

S6 agents Khéng c6 HA CoHA
Sd server vatly | Loaiserver | S&servervatly | Loaiserver
0 - 200 1 4 2 4
200 - 5k 1 3 2
5k = 20k 1 2 2 2
20k - 50k 1 1 2 1

3.3.3. Sizing dung lugng 6 citng theo sé agents
Yéu cau hiéu nang 6 clrng t6i thiu nhuv sau:

Théng sd Gia tri yéu cau | Cach kiém tra
Téc d6 doc | >=200 MB/s Chay I&nh sau trén node can kiém tra (xem buffered disk reads):
S sudo hdparm -Tt /dev/sda
Téc dd ghi >=100 MB/s Chay lénh sau trén node can kiém tra:
S sudo dd if=/dev/sda of=largefile bs=1M count=200
Do tré 6 <1ms Cai thém géi ioping dé kiém tra do tré 6 cirng:
cing S apt update && apt install -y ioping
Chay lénh sau trén node can kiém tra:
S ioping - 10 .
IOPS read: iops >= | Cai thém gai fio dé kiém tra IOPS 6 cirng:
>00 S apt update && apt install -y fio
\zlvorgce: ops >= Chay lénh sau trén node can kiém tra:

S fio --randrepeat=1 --ioengine=libaio --direct=1 --gtod_reduce=1
--name=tempfile --filename=tempfile --bs=4k --iodepth=64 --
size=4G --readwrite=randrw --rwmixread=75

Dung lugng & clirng theo s6 agents trién khai

SO lwgng agents

Téng dung lwgng HDD chia déu cac server vat Iy (cai VM va lwu log 1 ndm)

Khong c6 HA dir liéu

C6 HA dir liéu (1 ban sao dir liéu)
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0->50 160 GB
50 - 200 250 GB
200 - 500 300 GB 600 GB
500 - 2k 500 GB 1TB
2k = 5k 700 GB 1.47TB
5k - 10k 17B 27TB
10k - 20k 1.5TB 3TB
20k - 25k 27TB 4TB
25k = 30k 37TB 6TB
30k = 40k 4TB 8 TB

3.4. Bang théng tin phién ban ho trg nang cap

Théng tin vé phién ban hd tro nang cap duoc mo ta trong bang sau day:

Version muén nang cap

3.3.0 EDP 3.3.0 EDR 3.3.0 EPP

- 3.1.0 EDR 4 4 X
3.
& J v
2 3.3.0 EPP
c
S
7 3.3.0 EDR v X
3

3.3.0 EDP X X

3.5. Cac budc cai dat backend

Chu y: Trwéc khi cai dit backend nén quy hoach st dung tén mién cho hé théng tap trung thay vi
str dung IP dé& don gian cho qua trinh ddi server ¢ thé phat sinh sau giai doan trién khai.

3.5.1. Cai dat backend AllInOne version 3.3.0

Bwéc | Tén Thuc hién
1 Cai hé diéu | Cai ddt 1 node server Ubuntu Server 20.04.3 x64
hanh
server
2 Dong bo Chinh dung thoi gian va mui gio cho server, khuyén nghi cdu hinh NTP dé
thoi gian dong bd thai gian cho server.
cho server
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Chu y: thoi gian server khong ding cé thé gay ra 16i license, timestamp
event log, timestamp alert...

3 Chay script
cai dat

Copy cac file sau |én server va dat cung 1 thu muc:

- install_vedr_backend.sh

- vedr_requirement.tgz

- Win7x86.tar.gz

- epp_backend_setup_3.3.0.deb

puntu@ubuntu:~/setup$
total 4768032
drwxrwxr-x 2 ubuntu ubuntu 4096 3 : i
drwxr-xr-x 7 ubuntu ubuntu 4096 31 03: o/
1 ubuntu ubuntu 2142342344 8 epp_backend_setup_3.3.0.deb
-r-- 1 ubuntu ubuntu 7283 install_vedr_backend.sh
-r-- 1 ubuntu ubuntu 198723765 vedr_requirements.tgz
-r-- 1 ubuntu ubuntu 2541368973 Win7x86.tar.gz
ubuntu@ubuntu:~/setup$ D

-rw-rw-r--

Vao thw muc chira 4 file & trén, chay script:

S sudo bash install_vedr_backend.sh

4 Cai dat cac
gdi can
thiét

Cai cac gdi can thiét cho server (chon Yes) hodc skip (chon No). Viéc cai dat
céc goi can thiét sé dién ra tu déng sau dé.

Chu y: cai gdi offline chi thanh céng v&i phién ban Ubuntu Server x64
20.04.3 tré I&n. Cac phién ban Ubuntu thap hon déu cé thé gay 16i.

Backend requirements installation

Install backend requirements now ?

=No=>

Sau khi cai dt cac goi can thiét, néu trong thu muc da cé san file cai dat
vedr_backend_setup_3.3.0.deb thi sé dugc hién ra trong danh sach file
muén cai dat.
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— Installing ajiant backend all in one —— —

Select a package file to install:

epp_backend_setup_3.3.0.deb2142342344 (bytes)

<0k> <Cancel>

Lwa chon dung file muén cai va chon OK hodc 4n Enter dé tiép tuc.

Né&u phat hién cé phién ban VEDR duoc cai trwdc dé, can xdc nhan cé dirng
tat ca dich vu lai trwdce khi cai bAn méi khéng (chon Yes)

| Warning ! |

Found existing docker-compose.yml at /opt/docker/docker-compose.yml
Stop the running services before removing backend files data ?

o>

5 Dong y vai
diéu khoan
str dung
(EULA)

Khi dugc hdi chdp nhan diéu khoan st dung (EULA), chon Yes dé tiép tuc cai
dat, chon No néu khéng chap nhan va thoat cai dat.

—
{ Accept EULA ? |

End-User License Agreement ("Agreement")

Last updated: July 18, 2619

Please read this End-User License Agreement ("Agreement"”) carefully before
clicking the "I Agree" button, downloading or using “Ajiant”
("Application”).

By clicking the "I Agree” button., downloading or using the Application, you
are agreeing to be bound by the terms and conditions of this Agreement.
This Agreement is a legal agreement between you (either an individual or a
single entity) and “Ajiant” and it governs your use of the Application made
available to you by “Ajiant”.

If you do not agree to the terms of this Agreement, do not click on the "I
Agree” button and do not download or use the Application.

The Application is licensed, not sold, to you by “Ajiant” for use strictly
in accordance with the terms of this Agreement.

License

Subject to the condition that you have agreed to the terms of this Agreement
and You comply with all the terms and conditions stipulated herein, the
Provider shall grant You the following rights ("the License"):

Installation and use: You shall have the non-exclusive, non-transferable
right to download, install and use the Application solely for your personal,
non-commercial purposes strictly in accordance with the terms of this
Agreement.

Termination of the License: The License shall terminate automatically at the
end of the period for which granted. If You fail to comply with any of the

<No=
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6 Nhap dia Sau khi bd cai DEB dugc unpack ra fopt/docker, s& dén phan cau hinh cai
chi cla dat VEDR Backend.
server
Enter public virtual IP to
install VEDR
|
=Cancel=
Enter BACKUP public virtual ip or
leave empty if not set
L
<0k> <Cancel>
Nhap dia chi theo dang t&n mién hodc public ip d3 dugc quy hoach dé cac
agent két néi dén server, néu khdng st dung dia chi backup thi bé trong.
Chu y: nén quy hoach sir dung té&n mién thay cho IP dé& don gian cho qua
trinh d&i server cd thé phat sinh sau giai doan trién khai.
7 Khéi tao Né&u qua trinh cai dat phat hién chirng thw cli d3 ton tai khi ndng cap

chirng thv | backend
(certificate

) cho hé
théng - Chon No néu mudn thiét 1ap lai chirng thu mdéi

—— Found existing certificate ! ———

Reuse certificate from the previous installation at path
/opt/docker/nginx/certs/cert.crt 7

<No>

- Chon Yes néu mudn dung chirng thu cil

Né&u cai mdi thi dén luébn man tao méi chirng thu.
Trong man hinh tiép theo (trudng hop tao mdi chirng thu)
Nhap CommonName (nhap tén mién hodc public ip cha server).

Ma3c dinh 13 ajiant.com. C6 thé nhap tén mién ma agent két ndi |én server
vao CommonName.
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Enter common name (CN)}

ajiant.com

<0l =Cancel=

Nhap DNS SANs va IP SANs tir danh sach tuy chon.

Chua y: trong danh sach IP SANs phai c6 tén mién hodc public ip dé agent cé
thé két néi dén server.

Select DNS or IP SANs to generate certificate

[*¥] ajiant.com domain
*] *.ajiant.com domain
-alhost domain

ip

.168.129.136 ip

192
172.17.0.1 ip

<Cancel=

Né&u agent két ndi qua tén mién thi nhap tén mién vao 6 DNS SANs.

Enter extra DNS SANs or IP SANs (Leave empty
to start generating certificate)

<0k <Cancel=

Nhap thai gian hét han chirng thu theo ngdy (mac dinh 1a 3650):
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Enter expire days
<k =Cancel:=
Két qua s& sinh 2 file trong thu muc: /opt/docker/nginx/certs/
- cert.crt
- cert.key
Common name: edr.viettel.com.wvn
DNS SANs:
edr.viettel.com.vn
localhost
] 0.1
192.168.129.136
SuccessTully generated certificate
Certificate: /fopt/docker/nginx/certs/cert.crt
Private Key: /fopt/docker/nginx/certs/cert.key
8 Nhap
dudng dan Enter inspect certificate file path
cert or leave empty if not set
inspect
<D= <Cancel=
Né&u khong dung cert inspect dé rdng va enter bod qua budc nay.
Né&u cé dung cert inspect thi nhap dudng dan cert inspect. Chon OK. Script
sé copy file cert_insp vao: /opt/docker/config/cert_insp.crt
9 Nhap dia Nhap dia chi proxy ndi bd dé server dinh ky update AV database tir hé théng
chi proxy AV repo. Néu server co thé két ndi truc tiép tdi hé thdng AV repo cla VCS thi
ndi bo dé | bo tréng.
server
update AV
database
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Enter AV update proxy or leave empty
if not set
|
<0k> <Cancel>
10 Taobd cai | Khi dwoc xdc nhan tao bo cai agent khéng, chon Yes dé tiép tuc.
dat agent

Final step: Build agent installer

Build agent installer now ?

<No=

Nhap phién ban bd cai agent hodc 4n Enter dé |13y phién ban mac dinh tu
sinh

VEDR build version:

<0k> <Cancel>

Ch& khoang 10 phut dé server build bé cai agent (build agent windows c6
thé dén 5 phat 1 Ién build do phdi khéi déng mdy do vbox)

Né&u qua trinh cai dat thanh coéng, server sé& sinh ra 2 file MSI cho windows
trong thu muc: fopt/docker/repo/public/

- ajiant_windows_3.3.0 x64_ full.msi
- ajiant_windows_3.3.0 x86_full.msi
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11 | Khoidong | Final step ! |
server
vedr Start VEDR server now ?
backend
<No>
Chon ‘y’ hodc ‘enter’ dé khai dong ngay vedr backend hodc chon ‘n” dé khai
dong sau.
Né&u chon “n”, dé khai déng VEDR backend sau dé thi chay Iénh sau:
S sudo bash /opt/docker/start_vedr.sh
12 Khéi tao | Initializing data ! |
dir liéu
database Initializing data on the first instalation ?

<No=>

Khi dwoc héi cé khdi tao dir liéu khéng thi chon Yes dé thuc hién khéi tao
(k& ca cai mdi va nang cap).

Buwdc tiép theo 1a dit password cho user root, c6 thé 4n Enter dé bd qua néu
muén user root gilt mat khau cii.

—| Change portal password |—
Enter root password:

=0k=> <Cancel>

Xdac nhan password da nhap
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Change portal password
Confirm root password:

<Cancel>

Né&u thanh céng thi password méi sé dugc thiét 1ap cho user root.

13

Kiém tra
lai cac dich
vy dang
chay, céc
port két
noi

Khi kh&i déng thanh céng, chay script sau dé kiém tra céc dich vu:

S cd /opt/docker
S sudo docker-compose ps

Hoac
S cd /opt/docker
S ./list-containers.sh

Néu tat ca cac service & trang thai “UP” 1a OK.

ubuntu@ajiant-autotest-aio:/ t-containe
Na

trypoint
trypoint

-
trypoint.sh ela ...
dl

ntrypoint.sh -

ntrypoint.

ntrypoint.sh -
rypoint.sh mongod --

&6 nginx

Kiém tra cac port dich vu:

S telnet <PUBLIC_IP> 8888
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S telnet <PUBLIC_IP> 5672
S telnet <PUBLIC_IP> 80

S telnet <PUBLIC_IP> 443
S telnet <PUBLIC_IP> 4443
S telnet <PUBLIC_IP> 8443

3.5.2. Cau hinh HA cho backend AllinOne
Vi khach hang cai dat backend AllinOne va cé yéu cau HA thi trudc hét can cai dat 2 node

backend AllinOne. Sau d6 thuc hién cau hinh HA theo cac budc sau:

STT | Cong viéc Thwc hién

1 Cai dat cac goi Copy file haproxy-keepalived.tgz vao 2 node
haproxy & Gidi nén bé file cai dat:
keepalived

S tar -zxf haproxy-keepalived.tgz

K&t qua gidi nén ra thuw muc haproxy-keepalived

Cai dat cac géi DEB:

S sudo dpkg -i haproxy-keepalived/$(Isb_release -s -c)/*.deb
Cé6 thé chay gbp 2 |énh trén thanh 1 1énh duy nhat:

S tar -zxf haproxy-keepalived.tgz && sudo dpkg -i haproxy-
keepalived/S(Isb_release -s -c)/*.deb

2 Cau hinh Quy hoach 01 dia chi virtual ip (VIP) cung dai vdi ip 2 node AllinOne

keepalived C4u hinh keepalived trén 2 node, tao file

/etc/keepalived/keepalived.conf v&i ndi dung trén 2 node nhu sau:

Node 1:

global_defs {
router_id b1

}

vrrp_script chk_haproxy {
script "killall -0 haproxy"
interval 2
weight 2

}

vrrp_instance VI_1 {

Viettel Cyber Security
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Node 2:
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virtual_ipaddress {
<VIP> dev <net interface, vd: ens160/eth0>
}
authentication {
auth_type PASS
auth_pass 123456
}
track_script {

chk_haproxy

}
Khai dong dich vu keepalived:

S sudo service keepalived start

Kiém tra lai virtual ip d3 dugc gan vao node 1 chua:
Sipa

Kiém tra VIP xudt hién cung ip chinh khong.

Kiém tra dich vu qua VIP:

S ping <VIP>

S telnet <VIP> 443

3 Cau hinh cluster
cho cassandra

M¢ file /opt/docker/docker-compose.yml
Stra cau hinh service Cassandra trén 2 node:
+ Network_mode: host

+ CASSANDRA_BROADCAST_ADDRESS=<ip node hién tai>

+ CASSANDRA _RACK=<2 node nhép gia tri khac nhau, vd: rackl,rack2>

+ CASSANDRA_SEEDS=<danh sach ip cla clusters, gdbm ca ip 2 node>
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cassandra:
i cassandra
t: always
container_name: cassandra
host

u
ports:
- 9042:9042
- B8778:8778
environment:
CASSANDRA_CLUSTER_NAME=EDR
MAX HEAP_SIZE=5

HEAP_NEWSIZE=506M

CASSANDRA BROADCAST ADDRESS=10.0.0.13]
CASSANDRA_ENDPOINT SNITCH=GossipingPropertyFileSnitch
CASSANDRA_DC=dcl

CASSANDRA_RACK=rackl

CASSANDRA_SEEDS=

./log:/var/log/cassandra
./java:/usr/share/java

Khai dong lai Cassandra trén 2 node:

S cd /opt/docker/

S docker-compose up -d cassandra

Kiém tra lai trang thai cluster Cassandra:

S /opt/docker/cacssandra/nodetool.sh status

Néu hién 2 node & trang thai UP (UN) Ia OK

assandra/nodetool.sh status

ormal/Leaving/Joining/Moving
SS Load Tokens Owns Host T
1 5.5 MiB 256 ?

7.19 MiB 256 ?

4 Cau hinh cluster | M@ file /opt/docker/elasticsearch/elasticsearch.yml

cho elasticsearch s e s
Stra cac cau hinh nhu sau:

+ network.host: 0.0.0.0

n o «u

+ discovery.zen.ping.unicast.hosts: ["<ip node 1>", “<ip node 2>"]
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cluster.name: "ES-EDR"
node.name: ES
network.host:

http.cors.enabled: true
http.cors.allow-origin:

TET

discovery.zen.ping.unicast.hosts: ["10.0.0.121", "10.0.0.122"]
discovery.zen.minimum master_nodes: 1

Restart lai elasticsearch trén 2 node:

S cd /opt/docker/

S ./restart-containers.sh elasticsearch

Cho dé elasticsearch khéi déng xong, kiém tra lai trang thai cluster:

S curl http://127.0.0.1:9200/ cluster/health?pretty

Né&u thay status=yellow ho3c green va number_of_data_nodes=2 la OK

5 Cau hinh déng
bo repo tir node
chinh sang node

Tai node 1, chay 3 I&nh cau hinh dé& cho phép ssh tir node 1 sang node
2 ma khéng can mat khau (chay quyén user thudng, khdng phai root):

Sinh cap key ssh:

dy phong
S ssh-keygen
Copy public key sang node 2:
S ssh-copy-id <user>@<ip-node-2>
Thir ssh sang node 2. N&u khéng can nhap méat khau la OK:
S ssh <user>@<ip-node-2>
Chay thir 1énh sau dé dong bd thu muc tir node 1 sang node 2:
S rsync -avr --delete /opt/docker/repo/ <user>@<ip-node-
2>:/opt/docker/repo/
Tai node 1, chay Iénh “crontab -e” va thém dong cdu hinh sau:
0 */10 * * * rsync -avr --delete /opt/docker/repo/ <user>@<ip-node-
2>:/opt/docker/repo/

6 Kiém tra hoat Bat trinh duyét vao portal qua VIP: https://<VIP>/login
dgng cua cac Thir kiém tra agents d3 cai d&t c6 online khong.
dich vu
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3.6. Hudng dan kich hoat license tap trung

Tinh ndng license tap trung phuc vu bai todn kinh doanh, cho phép cung cap sdn pham theo hop
dong d3 ky két véi don vi, quy dinh vé thoi han sir dung sdn pham va sé lugng agents t6i da cho
phép cai dat tai don vi.

V@ ludng quan ly license, sdn pham glri théng tin I1én hé théng quan ly license tap trung cla VCS dé
kich hoat, gia han, hdy hodc dinh ky kiém tra thoi gian con lai cGa license dé quyét dinh cho phép
agent hoat dong (trwong hop hét license, don vi van cé thé truy cap giao dién tuy nhién khong con
nhan duoc log tir agent nira).

Luwu y vé cach thire kich hoat license theo khach hang:
- Kich hoat online: 4p dung v&i khach hang cho phép truy cip ngoai mang tir hé théng ndi bd.
- Kich hoat offline: 4p dung v&i khdch hang khdng cho phép truy cp ngoai mang tir hé théng
noi bd (hé théng bi cd lap).

D& tranh viéc tinh ndng clia phan mém phu thudc vao duwong Internet, khuyén nghi st dung cach
kich hoat license offline theo cac budc sau:

Buwéc | Tén Thuwc hién
1 Tao license | Gi cac théng tin qua email cho PM cda dy an:
kfey cho X e Hotén, sd dién thoai va dia chi email clia dau ma&i bén khach
tirng khach .
. hang.
hang

e S3 lwong agent t8i da va thoi han license cla khach hang theo
Hop doéng.

PM du an sé tao license key cho tirng khach hang dua vao cac théng tin
trén.

Luu y: ho tén cha dau mai bén khach hang s& hién thj trén trang thong tin

license
X
AJIANT License Information
@ Yourlicense is activated. Upgrade License
About VCS-aliant
License Information CUSTOMER NAME Pham Cong Higu

Account

3000
Information STARTED DATE 2021/02/01 17:52:01

Change Password EXPIRED DATE 2031/01/30 17:52:01

© Copyright of Viettel Cyber Security - Branch of Viettel Group. For more information, please visit

license.viettelcybersecurity.com

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hanoi P a ge | 25
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security
2 Lay token bang nhap portal VCS-aliant, click vao icon thong tin User > License
Information > Enter your license > Offline activation
X
’@ AJIANT o License Information
. @® License s required.
About VCS-aJiant You need a license to access the full features of VCS-aJiant. You can get an m
e, activation key from VCS-aJiant license management
(http://licenseviettelcybersecurity.com).
Account
Information
Change Password
@ Copyright of Viettel Cyber Security - Branch of Viettel Group. For more information, please visit
license.viettelcybersecurity.com
License Activation X
Direct activation (®) Offline activation
You can enter your license key to get an activation request token, then use this token to obtain
an activation key for importing into WVCS-aJiant.
1 Enter your license key here:
2  Youneed alicense to access the full features of VCS-aliant. You can get an activation key
from VCS-aJiant license management (http://license.viettelcybersecurity.com).
3 Importyouractivation key into VCS-aJiant.
Enter your license key Browse...
Nhap license key vao Enter your license key here, click nit Get token, hé
théng sé cho tai vé file offline_request.txt
3 Kich hoat GUri file offline_request.txt cho PO dé PO tao tiép activation key dudi dang
license 1 file text.
Sau khi PO gtri lai activation key, import file text chira activation key vao
muc Import your activation key into VCS-alJiant
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License Activation X

Direct activation (s) Offline activation

You can enter your license key to get an activation request token, then use this token to obtain
an activation key forimporting into VCS-aJiant.

1  Enteryourlicense key here:

Enter your license key

2 Youneed alicense to access the full features of VCS-aJiant. You can get an activation key
from VCS-aJiant license management [http://licenseviettelcybersecurity.com).

3 Import your activation key inte VCS-aJiant.

RwuzfTKcTYCjiRVuUgPLDLL Browse... Import activation key

0

3.7. DPang nhap Portal

Sau khi cai dat thanh cong, vao trinh duyét, truy cap portal tai dia chi sau:

https://<ajiant-ip>

AJIANT

Username

LOGIN

Dang nhap bang tai khoan quan tri d3 dugc cung cap
3.8. Tai bo cai agent tur repo
Tai vé b cai agent vé tai dia chi URL:

https://<AJIANT IP>/repo/

Hoac

https://<AJIANT 1P>:8443/repo/
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Index of /repo/

Li

release/ 15-Dec-2621 18:46 -
ajiant_windows _3.3.0 x64 full.msi 31-Dec-20821 ©3:46 67051520
ajiant_windows_3.3.8 x86_full.msi 31-Dec-20821 ©3:46 62758720

4. HUGNG DAN CAI DAT AGENT
4.1. Yéu cau dam bao cai dat

Hé diéu hanh:
Tuong thich cai dat vdi cdc may Windows 7 SP1, Windows Server 2008 R2 va cac phién ban
md&i hon.
C4u hinh phan cirng:
Yéu cau tai thiéu:
- RAM 2GB
- CPU1core
- Dung luvgng cai dat 128MB
Két n6i mang:
Dam bao thdng két ndi téi hé théng quan ly tap trung theo céc port (4443, 5672, 8443, 8888)

4.2. Huéng dan cai dat
Cai dat théng qua hé théng tap trung:
B1. Tai bd cai agent (x86 va x64) thdng qua dia chi https://<server-ip>/repo/ theo version mdi nhat.

Index of /repo/

|-|_'.

release/ 28-Dec-2821 1@:33 -
ajiant_centoss_2.3.8 x64 full.rpm 28-Dec-2821 11:84 52827752
ajiasnt_centos? 2.3.8 w64 full.rpm 28-Dec-2821 11:85 54602684
ajiant_macos_3.3.8_x64_full.dmg 28-Dec-2821 @9:37 34218789
ajiant ubuntu 3.3.8 x64 full.deb 28-Dec-2821 11:83 54155368
ajiant windows x64 full.m=i 28-Dec-2821 11:83 67727368

28-Dec-2821 11:83 63311872

(en iy wn]
e
(=1}
i
al
=
—
—
=
i
-

3.3
ajiant windows 3.3.

B2.Vd&i cic hé thdng quan trj tAp trung AD thuc hién tao package cai dat tir xa cho bd cai VCS-aliant.
DAy package xudng cac may can cai dit. Cdu hinh tham s& cai dit cho bo cai VCS-aliant nhu sau:
Msiexec.exe /i <setup_file>.msi /qn
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Cai dat truc tiép:
B1. Tai bd cai (x86 va x64) thong qua dia chi https://<server-ip>/repo/ theo version mai nhat.
B2. Click dup bd cai, tién hanh cai dat theo cac budc (can quyén administrator dé thuc hién cai dit)

#2 Ajiant Setup — >

@ Welcome to the Ajiant Setup Wizard

The Setup Wizard will install Ajiant on your computer, Click
Mext to continue ar Cancel to exit the Setup Wizard,

Back Cancel
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#7 Ajiant Setup — e

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Ajiant to:

|C: YProgram FilesAjiant!,

Change...

17 Ajiant Setup — X

Ready to install Ajiant

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Back I D Install I Cancel
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#7 Ajiant Setup — ><

@ Completed the Ajiant Setup Wizard

Click the Finish button to exit the Setup Wizard.

ncel

el
]

Kiém tra sau cai ddt
B1. Bang nhap vao portal tap trung

] AJIANT

Signin

B2.Vao muc quan ly agent (Agent Management)
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i anant

Agent management

6 resultis)

Agent management

>

>

Offline
Offiine

Offiine

Offiine

Offiine Defavit Rolease

B3. Kiém tra thdng tin may vira cai dat

Agent DESKTOP-13NBN8F

1D 2F

® ONLINE

First ping: 18/06/2019 15

release

PoLICY

UPDATE GROUP
Info

HOST NAME

HOSTID

1 SETUP VERSION

05

PLATFORM

PLATFORM VERSION

PLATFORM FAMILY

ARCHITECTURE

PHYSICAL MEMORY

CPUs

CORES

MHZ

MODEL NAME
VENDOR ID

Network Interfaces

DESKTOP-13NBNBF [P
IP Ve
9d53cfGe-9c30-4184-ad4b-deb50b44cade MAC
MAME

NfA
IP V4
IPVé
windows MAC
Microsoft Windows 10 Education REME
IP V4
10.0.17134 Build 17134 e
MAC

Standalone Workstation

amde4 Default Gateway
8,288,508 192.168.1.1

DNS Server
4 203.113.188.1
2400.000000

Intel(R) Core(TM) i5-6200U CPU @ 2.30GHz
Genuineintel

203.113.1313

169.254.154.103
feB0::88ec:429c:34dB:0a67
00:ff:82:c5:dd:e9

Ethernet 2
169.254.243.164
fe80::5801:9da8:2f8a:f3a4
00:ff:aeze0:5c:99

Ethernet 6

160.254.97.116
fe80::9184:b741:2167:6174
24:02:b%:df:23:c1

4.3.

Huéng dan g& cai dat

G& cai dit thong qua hé théng tap trung:

V&i cac hé théng quan tri tap trung AD thyc hién day I1énh g& bo agent xudng cac mdy nhu sau:
wmic product where name="Ajiant” call uninstall

G& cai dat truc tiép:

Trong trinh quan ly Programs and Features ctia Windows thuc hién chon g& bd agent
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E; Programs and Features

Contrel Panel Home

View installed updates

®) Turn Windows features on or
off

&« v B « All Control Panel lterns »  Programs and Features

Uninstall or change a program

- a X

w O Search Programs and Features @

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize Change  Repair

Fa
Marme

[5=] Ajiant
@ Microsoft OneDrive
[®=] Oracle VM VirtualBox Guest Additions 5.2.6

. Viettel Cyber Security Product version:

Thuc hién theo huwdng dan dé hoan tat qua trinh g& bo
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10/1/2019
10/1/2019
2772018
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(o]}

« “ I [ « All Control Panel lterns » Programs and Features v D Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates

) Turn Windows features on or
off -

Organize *+  Uninstall Change  Repair ==
Programs and Features
urity
| Are you sure you want to uninstall Ajiant? ation

BN

[0 Inthe future, do not show me this dialog box Yes

e Viettel Cyber Security Product version:  1.0.1

. Size: 0.6 MB

To uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.

Installed On
10/1/2019
10/1/2019
2777208

5. KHAC PHUC SU CcO

w by ~

5.1. Cac loi thudng géap khi cai dit va nang cap backend

5.1.1. Loi build bé cai agents

Qua trinh sinh bd cai MSI c6 thé xem log nhu sau:

S tailf /opt/docker/agentbuild/Win7x86/Logs/VBox.log
L&i build bo cai agent cé thé do cac nguyén nhan sau:

- Cai virtual box 18i: can cai dat lai géi virtual box va géi mé rong (extension pack)
- Giai nén file may 4o bj 16i: kiém tra lai file may 4o copy vao vao server (Win7x86.tar.gz
6 kich thuwéc 2.4GB) va file sau khi giai nén (Win7x86.vdi c6 kich thwéc khoang 5GB)

- Server chua dugc bat tinh ndng do hod Intel VT-x/AMD-V.

5.1.2. Khong dang nhap dudgc portal
Tham khdo tai liéu Admin Guide muc 5.2.4
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5.2. Khoéi phuc hé thong

5.2.1. Khéi phuc hé théng sau khi nang cap gap l6i

Thay lai file docker-compose.ymlvao fopt/docker/docker-compose.yml
Chay lénh:

S docker-compose up —d

Kiém tra lai:

S ./list-containers.sh

Xem céc service ¢ & trang thai “Up” khéng

5.2.2. Khoi phuc toan bo (rollback)
Né&u hé thong backend gép 16i khong thé phuc hoi lai (16i phan cirng server, 16i & cirng) thi can phai
cai dat lai hé théng backend vdi céc file cert va licence d3 luu lai & budce cai dat:

/opt/docker/nginx/certs/cert.crt
/opt/docker/nginx/certs/cert.crt

Cac budce thue hién twong tw muc 3.4 va 3.5 vdi file cert da ¢ san
5.3. Théng tin dau maéi ho trg
e Trung tdm gidm sat va phan &ng trén khdng gian mang, Cong ty An ninh mang Viettel

Email: soc247@viettel.com.vn

e B0 phan cham séc khach hang, Cong ty An ninh mang Viettel

Email: cskh_anm@viettel.com.vn
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