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Thuat ngur

Viét tat Dién giai Ghi chu
) ) Cong ty An ninh mang
VCS Viettel Cyber Security ]
Viettel
] Tén gidi phap Endpoint Detection & Response do
VCS-aliant R . ) L
Cong ty An ninh mang viettel phat trién
Tén 1 dong san pham
] ) giam sat phat hién va
EDR Endpoint Detection & Response . o
phan @ng v&i cac bat
thuong phia Endpoint
HA High Availability Tinh s3n sang cao
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1. GIGI THIEU
1.1. Thuc trang hién nay

Ngay nay, cac td chirc, doanh nghiép tiép tuc gap rat nhiéu khé khan vdi viéc phat hién, xac
dinh, diéu tra va giam thiéu cdc dang phan mém ddc hai tién tién trong hé thdng. Cac cdng nghé
phong chéng ma déc truyén théng nhu Anti Virus dwa trén chit ky dang bi vuot qua mét cach céd y
bai nhitng ké tan cong chuyén nghiép cé trinh d6 cao vdi cac bé cdng cu tan cdng, phdn mém déc
hai duoc tuy chinh va hwdng muc tiéu cu thé. Nhiéu td chirc d thira nhan rang cac phwong phéap
phong thi chdng phan mém doc hai truyén théng cda ho da that bai va mét chién lvgc méi phai
dugc tao ra dé xac dinh nhirng vi pham nay tai endpoint. Mot s8 lwong dang ké cac vi pham dit liéu
gan day tlr cac dang phan mém doc hai ndng cao d3 lam tang sy quan tdm cua khach hang déi vdi

cac Giadi phap phat hién va phan rng cho 1&p endpoint (EDR) ma VCS-aliant 1a mot trong s6 d6.

1.2. Su phat trién cia céng nghé

Cong nghé ctia Giadi phap VCS-aliant gitp bu dap cdc thi€u sét clia cac cong nghé dua trén
chit ky ma céc t6 chirc dang s&r dung nhu Anti Virus hay IPS/IDS dé cung cap kha ndng phét hién bat
thuwdng dwa trén hanh vi va cho cai nhin sdu hon vé cac thong tin cu thé cd lién quan trén endpoint

dé phat hién va giam thiéu cadc maéi de doa nang cao.

1.3. VCS-alJiant

VCS-aliant cé kha ndng cung cap thong tin chi tiét vé viéc 1ay nhiém phan mém doc hai va
cac hanh vi m& réng pham vi tin cdng (lateral movement) ca nhitng ké tan cdng khi ching thuc
hién viéc do quét hodc str dung thdng tin bi danh c3p trong mang ndi bo d8i véi cac hé théng va tng
dung.

Ngoai ra, VCS-aliant ciling b8 sung cho cac cdng nghé bao mat hién cé nhu gidi phap quan ly
sy kién va théng tin bao méat (SIEM), cac cong cu gidam dinh mang (Network Forensics) va cac thiét bi
phong chéng méi de doa tién tién (Advanced Threat Detection), d6ng nghta la b6 sung vao danh muc

cdc gidi phap phan rng sy cd an toan thdng tin cla t6 chirc.
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2. TONG QUAN
2.1. Kién tric ha tang

Md hinh trién khai VCS-aliant nhu sau:

Server Database Portal Admin

Endpoint Endpoint Endpoint

Céac thanh phan cta hé théng bao gom:
- Endpoint: La thanh phan duogc cai dat trén tirng may tinh, c6 nhiém vu gidm sat cdc diu hiéu
bat thuwong trén may tinh, glvi log vé server tap trung. Cac thong tin gidm sat bao gdm cac
hanh vi lién quan dén File, Process, Memory, Registry, Network trén may tinh ngwdi dung va

server.

- Cum server xtr ly tdp trung va lwu trir: La thanh phan x& ly di¥ liéu do Endpoint glri vé, déng
vai tro chinh trong viéc phéan tich va x& ly dit liéu theo thoi gian thuec.

- Thanh phan Web Portal: L thanh phan ma ngudi quan tri sé sir dung dé diéu tra, giam sat va

phan tich cac thdng tin cda hé thdng, phan &ng khi cé canh bao bat thuwong tai cac agents
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2.2. Cong nghé dudgc st dung

VCS-aliant s&t dung cdng nghé Filter Driver (cho phép chay va theo ddi &@ mic Kernel-based)
thu thap cdc théng tin bao gdbm File, Process, Registry, Network trén mdy tinh nguwdi dung va server.
Cac d4u hiéu vé file bao gdbm (modified, delete, changed attribute), vé registry (delete key/value, set
value, rename key/value, create key vdi access nghi ngd. Cac dau hiéu nghi ng& vé Memory duoc
dinh ki quét ra soat lién tuc. Cac hanh vi duwoc xdc dinh 13 nghi ngd duoc day vé hé théng Back-end
phan tich tap trung.

Ludng nghiép vu diéu tra tan cong duwoc thiét ké khép kin theo kich ban incident response (IR
Flow), hd trg phat hién va phan tich cac dau hién bat thudng ngay trén mot giao dién duy nhat. Cung
cap cac chirc ndng diéu tra (Forensic) sau trén Endpoint. Ho tro |13y file nghi ngd (Get Artifact), day
cong cu ra quét (Tool Deployment), cho phép thuc hién diéu tra, cung cap bang chirng theo thoi gian
thuc (Process Analysis, Live Response), cho phép thuc hién phan rng khi phat hién mai de doa.

Ngay khi xdc minh dwoc bat thuwdng, Endpoint cung cap cac cong cu g& bd ma ddc trén dién
rong (Response Scenario) bao gdbm: cd 1ap mang may bj nhiém (network containment), kill process,

delete file/registry.

3. HUGNG DAN CAI DAT BACKEND
3.1. PDiéu kién dam bao cai dat
e Cauhinh IP:

- M6 hinh AllinOne: cau hinh 1 IP tinh cho node server.

- M6 hinh MultiNode: can 3 IP tinh (1 public virtual ip cho két ndi tir agents dén server, 2 ip

cho loadbalancer)

e MO két ndi dén server qua cac port sau:

Muc dich Port Protocol
Agent két ndi server 4443, 5672, 8443, 8888 TCP
Truy cap Portal 80, 443 TCP

e NEu cai dat phién ban EDP (thém tinh ndng Antivirus) thi cin ma& két néi tir server t&i cac
dia chi sau ngoai Internet:

Muc dich Address & Port Protocol
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Server dinh ky update AV hub.viettelcybersecurity.com:443 TCP
database (phién ban EDP) notary.viettelcybersecurity.com:443

e Server can bat tinh ndng o hod Intel VT-x/AMD-V dé chay mdy ao build bo cai agent
Windows.

3.2. Topo cua khach hang

Tuy theo quy mé khach hang trién khai, cé thé Iya chon trién khai hé théng backend cla VCS-aliant
theo 2 mo6 hinh AllinOne hoac MultiNode.

3.2.1. AllinOne Topo
V&i md hinh trién khai AllinOne, tat cad cac dich vu backend VCS-aliant dwoc trién khai trén 1

node server duy nhat. Mé hinh nay phu hop khi trién khai véi s6 lvong khach hang nhé (<3000 agent).

Investigata/Responsa

User Agent User Agent

Event Logs Event logs

Hinh 1. M6 hinh trién khai backend VCS-aliant AllinOne

Véi cac khach hang cé s6 agent nhé (<3000) nhuwng van yéu cau cé HA, thi cé thé trién khai mo
hinh AlllnOne cé HA. M6 hinh ndy gém 2 node AllinOne, trong dé c6 1 node chay chinh va 1 node dy

phong. Database clia 2 node dugc déng bd vdi nhau.
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Investigate/Response

Event Logs.

Firewall

Heart beat

AlO server master AlO server backup

Hinh 2. M6 hinh trién khai VCS-aliant AllinOne c6 HA

3.2.2. MultiNode Topo
Vé&i md hinh backend MultiNode, cac dich vu dugc chay trén nhiéu node méy o khac nhau gitra

cac server vat Iy. M6 hinh Multinode hd trg can bang tai, HA cho cac dich vu va HA cho dit liéu.
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Agent
events
event events—@
Agent Agent
Loadbalancing
Hear’tbeat4‘
LB1 —|Nginx LB2 - Nginx
S S S S S S
o o o o o o
= = = S S S
Elasticsearch Cassandra Rabbitmg DockerManager Logstash CorelationEngine
(x2) (x2) (x2) MicroServices NatsStreaming (x2)
(x2) (x2)

Hinh 3. M6 hinh trién khai backend MultiNode

3.2.3. SOC-Platform Topo
Trong md hinh SOC-Platform bao gdm 3 thanh phan chinh:
- Server tap trung: chita cac dich vu backend, dwgc cai dat theo cach théng thuong theo
mo hinh AllinOne hodc MultiNode
- Forwarder: forward céc géi tin tir agent dén server tap trung va nguoc lai. Forwarder
ddng vai tro trung gian gilra agent va server dich.
- Agents: chi giao ti€p v&i forwarder hodc két ndi truc ti€p 1én thang server (tuy mé hinh)
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Hinh 4. M6 hinh trién khai SOC Platform qua forwarder

3.3. Dinh 6 tai nguyén (Sizing)

M6 hinh AllinOne khéng hd tro dwoc s lwong agents trén 3000. V&i s6 luong agents trén 3000,
can cai d3t mé hinh backend MultiNode.

Dinh c& tai nguyén server thyc hién theo file Excel tinh toan dinh c& tai nguyén
3.4. Cac budc cai dat backend AllinOne

Chu y: Trudc khi cai dat backend nén quy hoach str dung tén mién cho hé théng tap trung thay vi
str dung IP d& don gian cho qua trinh d&i server c6 thé phat sinh sau giai doan trién khai.

3.4.1. Cai dat backend EPP AllinOne version 4.100.3

Budc | Tén Thuwc hién
1 Cai hé diéu | Cai d3t 1 node server Ubuntu Server. H6 tro cac phién ban sau:
::rr:/r;r + Ubuntu 22 véi version >= 22.04.2 (x64), chua hd tro Ubuntu 24
Chu y: Khi cai OS can mount phan vung riéng cho EDR vao fopt
2 Poéng bd Chinh dung thoi gian va mui gior cho server, khuy&n nghi cadu hinh NTP dé
thoi gian ddng bé thai gian cho server.
cho server
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Chu y: thoi gian server khong dung cé thé gay ra 16i license, timestamp
event log, timestamp alert...
3 Chay script | Copy céc file sau lén server va dat cung 1 thu muc:
cai dat - install_vedr_backend.sh
- vedr_requirements.jammy.tgz (v&i Ubuntu Server 22.04)
- vedr_backend_setup_4.100.3.deb
- AutoUpdateService.deb
ubuntu ubuntu
7 ubuntu ubuntu
ubuntu wbuntu
ubuntu ubuntu Je ¢ install_vedr_backend.sh
ubuntu uwbuntu 3317 48 Jan
-FwW-wW-r- ubuntu wbuntu 661 Dec
Vao thw muc chira 4 file & trén, chay script:
S sudo bash install_vedr_backend.sh
4 Cai dat cac | Cai cac gbi can thiét cho server (chon Yes) hodc skip (chon No). Viéc cai dat
gdi can cac gbi can thiét s& dién ra tu dong sau do.
thiét

Backend requirements installation

Install backend requirements now 7

<No>

Sau khi cai d§t cac goi can thiét, néu trong thu muc da cé san file cai dit
vedr_backend_setup_4.100.3.deb thi sé dwoc hién ra trong danh sach file
mudn cai dat.
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Installing ajiamt backend all im one F—————————

Select a package file to install:

vedr backend setup_4.1008.3.deb3317745812(bytes)

=0k= =Cancel=

Lya chon dung file muén cai va chon OK hodc an Enter dé tiép tuc.

Né&u phat hién c6 phién ban VEDR dugec cai trwdc do, can xac nhan cé dirng
tat ca dich vu lai trudce khi cai bAn méi khéng (chon Yes)

| Warning !

Found existing docker-compose.yml at /opt/docker/docker-compose.yml
Stop the running services before removing backend files data ?

<No>

5 Dong y voi
diéu khoan
str dung
(EULA)

Khi dwoc hoi chap nhan diéu khoan st dung (EULA), chon Yes dé tiép tuc cai
dat, chon No néu khdng chap nhan va thoat cai dat.

{ Accept EULA ?

End-User License Agreement ("Agreement")

Last updated: July 18, 2019

Flease read this End-User License Agreement ("Agreement”) carefully before
clicking the "I Agree" button, downloading or using “Ajiant”
("Application”).

By clicking the "I Agree" button. downleoading or using the Application, you
are agreeing to be bound by the terms and conditions of this Agreement.
This Agreement is a legal agreement between you (either an individual or a
single entity) and “Ajiant” and it governs your use of the Application made
avallable to you by “Ajiant”.

If you do not agree to the terms of this Agreement, do not click on the "I
Agree” button and do not download or use the Application.

The Application is licensed, not sold, to you by “Ajiant” for use strictly
in accordance with the terms of this Agreement.

License

Subject to the condition that you have agreed to the terms of this Agreement
and You comply with all the terms and conditions stipulated herein, the
Provider shall grant You the following rights ("the License"):

Installation and use: You shall have the non-exclusive, non-transferable
right to download, install and use the Application solely for your personal,
non-commercial purposes strictly in accordance with the terms of this
Agreement.

Termination of the License: The License shall terminate automatically at the
end of the period for which granted. If You fail to comply with any of the

<No=

6 Chon
phién ban

File vedr_backend_setup_4.100.3.deb ho tro cai dat 3 loai phién ban EDP,
EDR va EDP:
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backend e EDR: chicé tinh ndng cla EDR
dé cai dat
) e EDP: c6 EDR va thém tinh nang Antivirus
e EPP: chicé tinh ndang AV
Select production type to install F———————————
Choose am option amd press Enter
To exit, select 'Cancel' or press ESC
1 EDR (Endpoint Detectionm & Response)
2 EDP (EDR + AntiVirus)
3 EPP (Endpoint Protection Platform - AV Only)
=0k= =Cancel=
Dé cai dat EPP chon muc: 3 EPP (Endpoint Protection Platform) va tié€p tuc
thue hién budc tiép theo
7 Nhép dia Sau khi bé cai DEB dugc unpack ra /opt/docker, s&é dén phan cau hinh cai
chicla dat VEDR Backend.
server
Enter public wirtual IP to
install VEDR
|
<Cancel=
Enter BACKUP public virtual ip or
leave empty if not set
L
<0k> <Cancel=
Nhap dia chi theo dang tén mién hodc public ip d3 dwoc quy hoach dé cac
agent két n6i dén server, néu khdng str dung dia chi backup thi bd tréng.
Chu y: nén quy hoach sir dung tén mién thay cho IP dé don gian cho qua
trinh d&i server c6 thé phat sinh sau giai doan trién khai.
8 Khé&i tao NéEu qua trinh cai dat phat hién chirng thu cii d3 ton tai khi ndng cap
chirng thu | backend
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(certificate
) cho hé
théng

- Chon Yes néu muén dung chirng thu ci
- Chon No néu mudn thiét 13p lai chirng thu méi

———— Found existing certificate | ——

Reuse certificate from the previous installation at path
Jopt/docker/nginx/certs/cert.crt ?

<No>

NéEu cai méi thi dén lubn man tao méi chirng thu.
Trong man hinh tiép theo (trwdng hop tao mdi chirng thu)
Nhap CommonName (nhap tén mién hodc public ip cla server).

Mac dinh 13 ajiant.com. C6 thé nhap t&n mién ma agent két ndi |én server
vao CommonName.

Enter common name (CN)

ajiant.com

<0k <Cancel=

Nhap DNS SANs va IP SANs tlr danh sach tuy chon.

Chu y: trong danh sach IP SANs phai c6 tén mién hodc public ip dé agent cé
thé két ndi dén server.

Select DNS or IP SANs to generate certificate

[*] ajiant.com domain
[*] *.ajiant.com domain
[*] localhost domain
[*] 127.6.0.1 ip
[ 1 192.168.129.136 ip

[ ]1172.17.9.1 ip

<Cancel=

Né&u agent két ndi qua tén mién thi nhap tén mién vao 6 DNS SANs.
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Enter extra DNS SANs or IP SANs (Leave empty
to start generating certificate)

<0k =Cancel=

Nhéap thai gian hét han chirng thu theo ngay (mac dinh la 7300):

Enter expire days

=0k= =Cancel=

7300

K&t qua s& sinh 2 file trong thu muc: /opt/docker/nginx/certs/

- cert.crt
- cert.key

Common name: edr.viettel.com.wvn
DNS SANs :
edr.viettel.com.vn
localhost
IF SANs
8.1
152 .168.129.136

SuccessTully generated certificate

Certificate: /fopt/docker/nginx/certs/cert.crt
Private Key: /fopt/docker/nginx/certs/cert.key

9 Nhap
duwong dan
cert
inspect

Enter inspect certificate file path
or leave empty if not set

=k <Cancel=
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N&u khodng dung cert inspect dé rdng va enter bd qua budc nay.
N&u c6 dung cert inspect thi nhap dudng dan cert inspect. Chon OK. Script
s& copy file cert_insp vao: /opt/docker/config/cert_insp.crt
10 Nhép dia Chu y: budc nay chi hién thi khi chon cai dat phién ban EDP hoac EPP
ch', Erﬂog\(‘ Nhap dia chi proxy ndi bd dé server dinh ky update AV database tir hé thdng
NOIBOAE | AV repo. N&u server cé thé két ndi truc tiép téi hé théng AV repo clia VCS thi
Server bo tréng.
update AV
database
Enter AV update proxy or leave empty
if not set
<0k> <Cancel=>
11 Tao bd cai | Khi dugc xac nhan tao bd cai agent khdng, chon Yes dé tiép tuc hodc No néu
dat agent | chua can build bé cai ngay.

Final step: Build agent installer

Build agent installer now ?

<to>

BO cai 4.100.3 khong hd tro build sdn bd cai agents windows MSI nita ma chi
build s8n bd cai agents linux.

Né&u qud trinh cai dat thanh cong, server s& sinh ra cac file cai dat agent cla
linux (DEB va RPM) va 1 file cai dat agent MACOS (DMG) trong thu muc:
/opt/docker/repo/setup/

- ajiant_centos6_4.100.0_x64_full.rpm

- ajiant_centos7_4.100.0_x64_full.rpm

- ajiant_debian_4.100.0_x64_full.deb

- ajiant_redhat7_4.100.0_x86_64_full.rpm
- ajiant_redhat8_4.100.0_x86_64_full.rpm
- ajiant_ubuntu_4.100.0_x64_full.deb

- ajiant_macos_3.3.16_x64_full.dmg

Dé build bd cai windows can tai bd tool sinh bd cai Windows tir datasecurity
vé va chay |énh build bd cai windows (Xem budc 14)
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12 Khai déng | Server sé ty khdi déng sau 10s.

server . o

vedr EDR Backend will start after 1 seconds

backend C6 thé bam phim bat ky dé hoan qué trinh nay.

| Final step ! |
Start VEDR server now ?¢
<No>
Chon ‘y’ hodc ‘enter’ dé khdi déng ngay vedr backend hodc chon ‘n’ dé khai
dong sau.
Né&u chon “n”, dé kh&i déng VEDR backend sau dé thi chay |énh sau:
S sudo bash /opt/docker/start_vedr.sh
Cac dit lidu cau hinh va database s& ty dong duoc khai tao hay cap nhat.
Password user root s& duoc dé gia tri m3c dinh néu cai méi hodc gilt nguyén
néu nang cap
User root's password is default value or unchanged if was set before.
You can reset root password by running command: bash sopt/docker/scripts/set-user-password.sh root
Cé thé chay |énh dé set lai password user root néu can thiét
13 Kiém tra Khi khai ddng thanh céng, chay script sau dé kiém tra céc dich vu:

lai (cjacnd!ch S cd /opt/docker

vuda g $ sudo docker-compose ps

chay, cac

port két Hodc

nol S cd /opt/docker
S ./list-containers.sh
Né&u tat ca cac service & trang thai “UP” |a OK.
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ubuntu@ajiant-autotest-aio:/opt/de t-containers.sh

7600/tcp, 7001/tcp 9 p, 9160/tcp

io_handler

Kiém tra cac port dich vu:

S telnet <PUBLIC_IP> 8888
S telnet <PUBLIC_IP> 5672
S telnet <PUBLIC_IP> 80

S telnet <PUBLIC_IP> 443
S telnet <PUBLIC_IP> 4443
S telnet <PUBLIC_IP> 8443

14 Build bo
cai agent
windows

Tai thu muc build bd cai agent windows twong (rng vdi cac ban
EDP/EDR/EPP va upload Ién node server dang cai dat backend.

Sau d6 chay Iénh build b6 cai, vi du v&i EPP:
$ cd BuildAgentInstallerWindowsEPP/

$ bash build agent installer windows epp.sh

EDP va EDR lam tuong tw

3.4.2. Cau hinh HA cho backend AllinOne
Véi khach hang cai dat backend AllinOne va cé yéu ciu HA thi trwdc hét can cai dat 2 node

backend AllinOne. Sau dé thuc hién ciu hinh HA theo cac budc sau:
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STT | Cong viéc Thuc hién
1 Cai dat cac goi Copy file haproxy-keepalived.tgz vao 2 node
haproxy & Gii nén b file cai d3t:
keepalived
S tar -zxf haproxy-keepalived.tgz
K&t qua gidi nén ra thu muc haproxy-keepalived
Cai d3at cac goi DEB:
S sudo dpkg -i haproxy-keepalived/S(Isb_release -s -c)/*.deb
Cé6 thé chay gbp 2 I&nh trén thanh 1 I1&nh duy nhat:
S tar -zxf haproxy-keepalived.tgz && sudo dpkg -i haproxy-
keepalived/S(Isb_release -s -c)/*.deb
2 Cau hinh Quy hoach 01 dia chi virtual ip (VIP) cung dai v&iip 2 node AllinOne
keepalived

Cau hinh keepalived trén 2 node, tao file
/etc/keepalived/keepalived.conf v&i ndi dung trén 2 node nhu sau:

Node 1:
global_defs {
router_id |b1
}
vrrp_script chk_haproxy {
script "killall -0 haproxy"
interval 2
weight 2
}
vrrp_instance VI_1 {
virtual_router_id 51
advert_int 1
priority 100
state MASTER
interface <net interface, vd: ens160/eth0>
virtual_ipaddress {
<VIP> dev <net interface, vd: ens160/eth0>

}

authentication {
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Node 2:
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}

Kh&i dong dich vu keepalived:

S sudo service keepalived start

Kiém tra lai virtual ip d3 dwoc gan vao node 1 chua:
Sipa

Kiém tra VIP xu3t hién cung ip chinh khéng.

Kiém tra dich vu qua VIP:

$ ping <VIP>

S telnet <VIP> 443

3 Cau hinh déng B1: Cai dat 2 node dén pack 4.102.0
b6 2 node

B2: Trén node BACKUP, m& /opt/docker/cronjobs/cronjobs.env
cassandra

$ nano /opt/docker/cronjobs/cronjobs/env
Slra ciu hinh nhu sau:

## Syncronize 2 Cluster Cassandra configs,
sync data from source hosts:port to
destination localhost:9042

## Only use to sync data between 2 Cluster
Cassandra

CASSANDRA SYNC ENABLE=true

CASSANDRA SOURCE HOSTS=<ip node master>
CASSANDRA SOURCE PORT=19042

#CASSANDRA DESTINATION HOSTS=127.0.0.1
#CASSANDRA DESTINATION PORT=9042

Cap nhat lai service cronjobs trén node BACKUP:

$ cd /opt/docker/

$ docker-compose up -d cronjobs

Thay service cronjobs duoc recreate lai la OK

B3: Chay thir d6ng bd 2 node Cassandra tai node backup, script déng
bo sé copy dit liéu tlr node MASTER sang node BACKUP

$ sudo docker exec -it cronjobs bash
/scripts/database/sync2cassandra.sh
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Cé6 thé kiém tra lai log ddng bd 2 node Cassandra hang ngay trong file
/opt/docker/cronjobs/log/Sync2Cassandra.log
4 C4au hinh cluster | M& file /opt/docker/elasticsearch/elasticsearch.yml

cho elasticsearch

Stra cac cau hinh nhu sau:

+ network.host: 0.0.0.0

+ discovery.zen.ping.unicast.hosts: ["<ip node 1>", “<ip node 2>"]
cluster.name: "ES-EDR"

node.name: ES

network.host:

http.cors.enabled: true
http.cors.allow-origin: "*"

discovery.zen.ping.unicast.hosts: ["10.0.0.121", "10.0.0.122"]
discovery.zen.minimum master nodes: 1

Restart lai elasticsearch trén 2 node:

S cd /opt/docker/

S ./restart-containers.sh elasticsearch

Cho dé elasticsearch khéi dong xong, kiém tra lai trang thai cluster:

S curl http://127.0.0.1:9200/ cluster/health?pretty

Néu thay status=yellow hodc green va number_of_data_nodes=2 [ OK

5 Cau hinh déng
b6 repo tir node
chinh sang node
du phong

Tai node 1, chay 3 l1énh c4u hinh dé cho phép ssh tir node 1 sang node
2 ma khdng can mat khau (chay quyén user thuwong, khéng phai root):

Sinh cap key ssh:

S ssh-keygen

Copy public key sang node 2:

S ssh-copy-id <user>@<ip-node-2>

Thr ssh sang node 2. Néu khéng can nhap mét khau la OK:

$ ssh <user>@<ip-node-2>

Chay thir 1énh sau dé ddng bd thu muc tir node 1 sang node 2:

S rsync -avr --delete /opt/docker/repo/ <user>@<ip-node-
2>:/opt/docker/repo/

Tai node 1, chay |énh “crontab -e” va thém dong cdu hinh sau:

0 */10 * * * rsync -avr --delete /opt/docker/repo/ <user>@<ip-node-
2>:/opt/docker/repo/
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6 Kiém tra hoat Bat trinh duyét vao portal qua VIP: https://<VIP>/login
ji?lgviua cac Thir kiém tra agents d3 cai dat cé online khong.

3.5. Cac budc cai dat backend MultiNode

Chu y: Trudc khi cai dat backend nén quy hoach str dung tén mién cho hé théng tap trung thay vi

str dung IP dé do'n gidn cho qua trinh ddi server c6 thé phat sinh sau giai doan trién khai.

3.5.1. Cau hinh cac node may ao

C4u hinh cai d&t cac mdy ao trén mdi 1 server vat ly:

DE tién cau hinh vé sau, khi cai OS nén dit chung tai khoan va mat khau/key ssh, chung mat

khau sudo gitta cac node.

STT | Loai node VM Cau hinh Ghi chu

1 Loadbalancer CPU: 8 virtual core Ldirectord
RAM: 4 GB Corosync
HDD: 40 GB Pacemaker
Network: 1 IP DCN + 1 IP dai ndi bd
10.0.0.0/24

2 Docker manager | CPU: 8 virtual core Docker manager
RAM: 8 GB Microservices
HDD: 80 GB Docker registry
Network: 1 IP dai ndi bd 10.0.0.0/24

3 Queue CPU: 16 virtual core Rabbitmq
RAM: 12 GB Logstash
HDD: 120 GB Nats streaming
Network: 1 IP dai ndi bd 10.0.0.0/24 Redis

4 Database CPU: 16 virtual core Elasticsearch
RAM: 32 GB Mongodb
HDD: 2 TB
Yéu cau HDD:

- Téc dd doc >= 200 MB/s
- Téc dd ghi>=100 MB/s
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Network: 1 IP dai n6i bd 10.0.0.0/24

5 Cassandra CPU: 16 virtual core Cassandra
RAM: 16 GB

HDD: 120 GB

Network: 1 IP dai ndi b6 10.0.0.0/24

6 Correlation CPU: 12 virtual core Correlation engine
RAM: 16 GB
HDD: 40 GB
Network: 1 IP dai n6i b6 10.0.0.0/24

Téng Téng:
CPU: 76 virtual core
RAM: 88 GB

HDD: 2.4 TB

Gilra cac server vat ly can c6 duwdng truyén tdc dd cao (khuyén nghi str dung duwdng truyén toi

thiu 1Gbs). Khi cai dat xong cdc mdy do can test thir t6c dd mang tai cac node gilta cac server vat ly
khac nhau.
Chuy kiém tra tdc d6 doc ghi 6 cirng clia node elasticsearch:

- Lénh kiém tra t8c dé doc:
S hdparm -Tt /dev/sda

- Lénh kiém tra t6c d6 ghi:
S dd if=/dev/sda of=largefile bs=1M count=100

- Lénh kiém tra do tré 6 clng:
S ioping -c 10 .

- Lénh kiém tra IOPS:

S fio --randrepeat=1 --ioengine=libaio --direct=1 --gtod_reduce=1 --name=tempfile --
filename=tempfile --bs=4k --iodepth=64 --size=4G --readwrite=randrw --rwmixread=75

3.5.2. Cau hinh network interfaces
Tai cdc node can xac dinh 1 IP 1am local virtual ip. Vi du: 10.0.0.100

Khi cu hinh network interfaces, can dat gateway Ia local virtual ip.

Vi du véinode ¢é IP 10.0.0.101:

# The primary network interface
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network:
version: 2
ethernets:
ens33:
addresses: [10.0.0.101/24]
gateway4: 10.0.0.100

Riéng node Loadbalancer can cé 2 network interfaces. Chi dit gateway cho interface cé ip

public, khéng ddt gateway cho interface dai local.

Vidu LB1 cdip local 10.0.0.11 va ip public 10.30.161.11:

# The primary network interface
network:
version: 2
ethernets:
ens33:
addresses: [10.0.0.11/24]
ens38:
addresses: [10.30.161.11/24]
gateway4: 10.30.161.1

3.5.3. Cai dat backend MultiNode

Buwdrc Thuc hién

1 Cai dit cac node VM theo ciu hinh & trén.
Dong bo thai gian cho cac server trong cum multimode: ¢ thé dung gidi phap NTP.

Chu y: thoi gian server khong ding cé thé gay ra 16i license, timestamp event log,
timestamp alert,...

Dong thoi trén mbi node VM (trir cac node LB) cai dit cac géi phan mém can thiét nhu
sau.

Copy 2 file sau dat chung vao 1 thu muc:
- Géi phan mém can thiét cho Ubuntu 20: packages.tgz
- Script cai dat: install-common-requiments.sh

Chay lénh cai dat cac goi:

S sudo bash install-common-requirements.sh
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ubuntu@ajiant-staging-dockermanager-3:~/setup$
total 103244
2 ubuntu ubuntu 4096 Dec 30 07:01 ./

ubuntu ubuntu 4096 Dec 30 oS

ubuntu ubuntu 1659 Dec 21 11:15 install-common-requirements.sh
- - ubuntu ubuntu 105709503 Dec 21 09:18 packages.tgz
ubuntu@ajiant-staging-dockermanager-3:~/setup$

Chu y quan sat qua trinh cai dat géi thanh céng khong.

2 Trén node Ib cai dat cac géi can thiét cha LoadBalancer theo cac budc sau:
e Luwachon 1: loadbalancer dung bé giai phap pacemaker, corosync, Idirectord.
Copy file Ib-packages-ubuntu20.tgz vao 2 node Loadbalancer
Giai nén bo file cai dat:
S tar -zxf Ib-packages-ubuntu20.tgz
K&t qua gidi nén ra 2 thu muc pacemaker-corosync va Idirectord-ipvsadm:
Cai dat cac gbi DEB:
S sudo dpkg -i pacemaker-corosync/*.deb

S sudo dpkg -i ldirectord-ipvsadm/*.deb

Cé6 thé chay gbp 3 Iénh trén thanh 1 I1énh duy nhat:

S tar -zxf Ib-packages-ubuntu18.tgz && sudo dpkg -i pacemaker-corosync/*.deb &&
sudo dpkg —i ldirectord-ipvsadm/*.deb

e Lwachon 2: loadbalancer dung b6 giai phap haproxy, keepalived
Copy file haproxy-keepalived.tgz vao 2 node loadbalancer
Gidi nén bo file cai dat:
S tar -zxf haproxy-keepalived.tgz
K&t qua giai nén ra thu muc haproxy-keepalived
Cai dat cac goi DEB:
S sudo dpkg -i haproxy-keepalived/S(Isb_release -s -c)/*.deb
Cé6 thé chay gbp 2 Iénh trén thanh 1 I1énh duy nhat:

S tar -zxf haproxy-keepalived.tgz && sudo dpkg -i haproxy-keepalived/S(Isb_release -s -
c)/*.deb

Phan c4u hinh 2 node Loadbalancer s& & phan tiép theo (dung ansible playbook)

3 Cai dat node ajiant_registry
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Chon node lam ajiant docker registry (thuong chon node manager1).
Chay script cai d3t cac gdéi can thiét theo yéu ciu néu chua cai & budc 1:
$ sudo bash install-common-requirements.sh

DPua cdc file cai dat ansible sau vao node registry:
- install-ansible.sh
- ansible.tgz

Cai dat goi ansible:

S sudo bash install-ansible.sh

Tao thu muc setup, chuan bi file ansible_playbook_3.3.0.zip va copy vao trong thu muc
setup clia node registry:

S mkdir setup && cd setup
Giai nén file zip:
S unzip ansible_playbooks_3.3.0.zip

ubuntu@ajiant-staging-dockermanager-1:~/setups 11
total 548
d 8 ubuntu ubuntu 4096 Nov 11 18:82 ./

ubuntu ubuntu 4  Nov 11 17:22 ../

root root 4096 Jan ansible/

ubuntu ubuntu 65 Nov 9 13: ansible.cfg

ubuntu ubuntu 6554712 Nov 9 H ansible.tgz

ubuntu ubuntu 4096 Nov H group_vars/

ubuntu ubuntu 3303 Nov :42 hosts

ubuntu ubuntu 127 Nov H init-all-data.yml

ubuntu ubuntu 330 Nov :42 init-database.yml

ubuntu ubuntu 1219 Nov H install_ajiant_registry.sh

ubuntu ubuntu 3608 Nov 11 2 install_ajiant_services

ubuntu ubuntu 1119 Nov install-ansible.sh

ubuntu ubuntu 2126 Nov install-common-requirements.sh
ubuntu ubuntu 1680 Nov 9 | key.pem

ubuntu ubuntu 854 Now ] :01 licence.txt

ubuntu ubuntu 736 Nov 11 17:04 main.yml

root root 4096 Jan 13 2 packages/

ubuntu ubuntu 49475799 Nov @ 48 packages.tgz

ubuntu ubuntu 4096 Nov 11 1 playbook/

ubuntu ubuntu 4 Nov 9O 1 3 roles/

d ubuntu ubuntu 4096 Nov 10 11:30 vbox/
ubuntu@ajiant-staging-dockermanager-1:~/setup$ sudo bash install ajiant registry.sh

-rW-Trw-r
-rW-Trw-r

—

E]
1
1
2
1
1
1
1
1
1
1
1
1
1
E]
1
E]
6
4

Chuan bi file ajiant_swarm_node_setup_3.3.0.deb va copy vao trong thu muc
setup/ansible/playbook/

Chuan bi file ajiant_registry_setup_3.3.0.deb va copy vao thuw muc setup/

Chuén bi folder vbox va copy vao trong folder setup/
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jiant-staging-dockermanager-1:~/setup$
2916
r-x 3 ubuntu ubuntu 4096 D

ubuntu ubuntu 4096
2 root root 4096 Dec 2 focal/

ubuntu ubuntu 1814 De install_vbox.sh
root root 11134336 Nov )
ubuntu ubuntu 9319 Dec vbox-packages.tgz
- ubuntu ubuntu 93194508 Dec 30 : Win7x86.tar.gz
iant-staging-dockermanager-1:~/se $

Chay I&nh sau dé cai ajiant_registry:
S sudo bash install_ajiant_registry.sh

Xem chi tiét qua trinh thyc hién cai dat tai muc 3.5.4

4 C4u hinh ansible theo cac buéc sau:
Budc 1: Cau hinh file hosts: d&i tén file template cé san host.x.x.template thanh file
hosts. M& file hosts dién théng tin ip cla cac node theo loai dich vu chay trén node.
- registry: dién ip ndi bd cla node registry
- elasticsearch: dién ip ndi bd cac node database
- cassandra: dién ip ndi bd cdc node cassandra
- mongodb: dién ip ndi bd cdc node database
- ms: dién ip ndi bd cac node docker managers
- controlserver: dién ip ndi bé cac node docker managers
- repo: dién ip ndi bd cac node docker managers
- nats: ip cac node chay nats streaming server
- rabbitmq: dién ip ndi bd cdc node queue
- redis: dién ip ndi bd cac node queue
- correlation va zoo: dién ip ndi bd cac node correlation
- Ibl:ip ndi bd node loadbalancer 1
- Ib2:ip ndi bo node loadbalancer 2
- loadbalancer: ip ndi b6 cac node loadbalancer
- managers: dién ip ndi bd cac node docker managers
- workers: dién ip ndi bd cac node ngoai trir node docker managers
- [all:vars] cau hinh bién t6ng thé khi chay ansible tasks: ansible_user,
swarm_manager_master
o PUBLIC_VIP: dia chi tén mién hodc public virtual IP cGa server
o LOCAL_VIP: local virtual IP cta server (chi y LOCAL_VIP trung véi
gateway cau hinh & muc 3.2). D€ tréng LOCAL_VIP néu khéng cé
dai mang ndi bo.
o COROSYNC_BIND_ADDRESS: dién dai ip local
o REGISTRY_HOST: dién ip ndi bé cac node registry

Budc 2: Cau hinh file group_vars: M file group_vars/all.yml va cau hinh cac bién sau:
- microservices_hosts: cdu hinh danh sidch hostname clia cdc node chay
micro services
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- rabbitmq_hosts: cdu hinh danh sdch hostname cla cac node s& chay
rabbitmq server

- correlation_hosts: cau hinh danh sach hostname cla céc node s& chay
correlation engine

- redis_hosts: cdu hinh danh sach hostname cla cac node sé& chay redis
server

- registry_hosts: cau hinh danh sach hostname cda node registry

- rack_node_labels: cdu hinh tag s6 hiéu rack cho céc node, cac node chay
cung server vat ly can c6 tag chung sd hiéu rack

5 Chay ansible playbook dé cau hinh thiét 1ap moi truvdng docker swarm, cho cac node
(trtr LB) cung tham gia docker swarm

S ansible-playbook -i hosts init-swarm.yml -vkK
SSH password:

BECOME password[defaults to SSH password]:
Nhap password ssh va password dé |én quyén root

Quan sat qua trinh cai dat xem cé thanh cong khong.

Khi cai dat thanh cdng, kiém tra danh siach node trong swarm:

S sudo docker node Is

Nhuw vay tat cd cdc node (trir LB) d3 clng & trong docker swarm.

Chu y: kiém tra cdc HOSTNAME & trén cé gidng hostname ciu hinh trong
group_vars/all.yml khéng !

6 Chi lam budc nay khi buéc trén thanh céng
Chay script cdu hinh cac dich vu backend ajiant.
S sudo bash install_ajiant_services.sh

SSH password:

BECOME password[defaults to SSH password]:

Nhap password ssh va password dé 1én quyén root

7 Chay Iénh sinh bd cai agent (yéu cau phai cai trudce virtualbox va unpack géi may 3o):

S cd /opt/ajiant && sudo bash gen_agent_installer.sh
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Khi két thuc sinh b cai agent thi s& sinh ra 2 file MSI (cho windows), 1 file DEB, 2 files

RPM va 1 file DMG trong thu muc: /opt/ajiant/repo/public/

- ajiant_windows_3.3.0_x64 full.msi
- ajiant_windows_3.3.0_x86_full.msi
- ajiant_ubuntu_3.3.0_x64 full.deb
- ajiant_centos7_3.3.0 x64.rpm

- ajiant_centos6_3.3.0 x64.rpm

- ajiant_macos_3.3.0_x64 full.dmg

Chay doéng bé repo tlr registry ra cdc node thuéc nhém repo:

$ sudo ansible-playbook -i hosts playbook/sync-repo.yml

Vao 2 node Loadbalancer kiém tra cai dat LB:

S sudo crm status

root@.Bl:~# crm status

Last updated: Fri Dec 6 14:03:08 2019

Last change: Sat Mar 10 17:00:24 2018 via cibadmin on LBl
Stack: corosync

Current DC: LBl (167772171) - partition with quorum
Version: 1.1.10-42T2063

2 Nodes configured

3 Resources configured

Online: [ LBl LB2 ]

Resource Group: ClusterResourceGroup
ClusterVIP1 (ocf::heartbeat:IPaddr2): Started LB1
ClusterVIP2 (ocf::heartbeat:IPaddr2): Started LB1
Ldirectord (ocf::heartbeat:ldirectord): Started LB1

Tai cad LB1 va LB2 déu hién cung két qua Started la LB1 (hodc cung la LB2)

Khi dé LB1 |a LoadBalancer master, con LB2 |a LoadBalancer slave.

Ther [énh sau tai node master:

S sudo ipvsadm

10

Kiém tra lai cac port dich vu: 80, 443, 4443, 8443, 8888, 5672
S telnet <virtual_ip> 80

S telnet <virtual_ip> 443

S telnet <virtual_ip> 4443

S telnet <virtual_ip> 8443

S telnet <virtual_ip> 8888

S telnet <virtual_ip> 5672
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3.5.4. Cai dat AliantRegistry

STT Thuyc hién
1 Trén node registry, chay file shell script:

S sudo bash install_ajiant_registry.sh

3 Né&u cé céc file cai dat ajiant_registry_setup_3.3.0.deb thi s& dugc hién ra trong danh
sach file muén cai dat.

— Installing ajiant backend multi node ——
Select a package file to install:
ajiant_registry_setup_3.3.0.deb2667025560 (bytes)
<0k=> <Cancel>

Lwa chon dung file muén cai va chon OK hodc &n Enter dé tiép tuc

4 Accept EULA, chdp nhan diéu khoan cai dat
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Accept EULA 7

End-User License Agreement ("Agreement")

Last updated: July 18, 2019

Please read this End-User License Agreement ("Agreement") carefully before
clicking the "I Agree" button, downloading or using “Ajiant”
("Application™).

By clicking the "I Agree" button, downloading or using the Application, you
are agreeing to be bound by the terms and conditions of this Agreement.

This Agreement is a legal agreement between you (either an individual or a
single entity) and “Ajiant” and it governs your use of the Application made
available to you by “Ajiant”™.

If you do not agree to the terms of this Agreement, do not click on the "I
Agree” button and do not download or use the Application.

The Application is licensed, not sold, to you by “Ajiant™ for use strictly
in accordance with the terms of this Agreement.

License

Subject to the condition that you have agreed to the terms of this Agreement
and You comply with all the terms and conditions stipulated herein, the
Provider shall grant You the following rights ("the License"):

Installation and use: You shall have the non-exclusive, non-transferable
right to download, install and use the Application solely for your personal,
non-commercial purposes strictly in accordance with the terms of this
Agreement.

Termination of the License: The License shall terminate automatically at the
end of the period for which granted. If You fail to comply with any of the

o>

Chon Yes dé ti&p tuc hodc chon No néu khdng chap nhan diéu khoan cai dit va thoat cai

dat.
5 Sau khi bé cai DEB dugc unpack ra /opt/ajiant, s&@ dén phan ciu hinh cai dat VEDR
Backend.

Enter public virtual IP to
install VEDR

=Cancel=

Nhap dia chi theo dang t&n mién hodc public ip d3 dwoc quy hoach dé cac agent két ndi
dén server, néu khéng s dung dia chi backup thi bo tréng.

Cha y: nén quy hoach st dung tén mién thay cho IP dé don gian cho qua trinh d6i server
c6 thé phat sinh sau giai doan trién khai.
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6 Né&u qua trinh cai dat phat hién ching thu cli d3 ton tai khi ndng cap backend
- Chon Yes néu muén dung chirng thu cfii

- Chon No néu mudn thiét 13p lai chirng thu mdi

—— Found existing certificate | —————

Reuse certificate from the previous installation at path
Jopt/docker/nginx/certs/cert.crt ?

<No>

7 Trong man hinh ti€p theo (truvdng hop tao mdi chirng thu)
Nhap CommonName (nhap tén mién hodc public ip cla server).

Mac dinh 13 ajiant.com. Cé thé nhap t&n mién ma agent k&t ndi |1én server vao
CommonName.

Enter common name (CN)

<0l =Cancel=

Nhap DNS SANs va IP SANs tlr danh sach tuy chon.

Chu y: trong danh sach IP SANs phai c6 tén mién hodc public ip dé agent cé thé két ndi
dén server.
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— Select DNS or IP SANs to generate certificate ——

ajiant.com
*.ajiant.com

172.17.0.1

<0k=> <Cancel>

Né&u agent k&t ndi qua tén mién thi nhap tén mién vao 6 DNS SANs.

Enter extra DNS SANs or IP SANs (Leave empty
to start generating certificate)

<0k= zCancel=

Nhap thoi gian hét han chirng thu theo ngay (méc dinh 1a 3650):

Enter expire days

<0k> <Cancel=

K&t qua s& sinh 2 file trong thu muc: /opt/ajiant/config/

- cert.crt
- cert.key

Khi tao chirng thu thanh cong sé cé thong bdo nhu sau:

Common name: ajiant.com
DNS SANs :
ajiant.com
*.ajiant.com
localhost
IP SANs:
127.60.0.1
192.168.129.136

SuccessTully generated certificate
Certificate: /fopt/ajiant/confir
Private Key: /opt/ajiant/config/cert.key
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N&u khdng dung cert inspect dé rdng va enter bd qua budc nay.

Né&u c6 dung cert inspect thi nhap dudng dan cert inspect. Chon OK. Script sé& copy file
cert_insp vao: /opt/ajiant/config/cert_insp.crt

Enter inspect certificate file path
or leave empty if not set

<0k= <Cancel=

8 Chon ip cla docker registry trong danh sach (can chon dai ndi bd dé cac node VM khac
truy cap)
—— Select an Ajiant registry IP ? ——— ——
172.17.0.1 docker®
192.168.129.136 ens33
=0k= =Cancel=
9 Khai tao registry:
Final step ! |
Start Ajiant registry and initialize data now 7
=<Yes:> =No=
Chon Yes dé khéi tao docker registry cho Ajiant backend.
10 B6 cai multinode chi ho tro cai dat 2 phién ban EDR va EDP, khéng hd trg phién ban EPP

e EDR: chicé tinh ndng cha EDR

e EDP: c6 thém tinh nang Antivirus
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Select production type to install
Choose an option and press Enter
To exit, select 'Cancel’ or press ESC

1 EDR (Endpoint Detection & Response)
2 EDP (EDR + AntiVirus)

<0k=> <Cancel>

Theo qua trinh cai dat dién ra dén khi két thac thanh cong.

3.6. Hudng dan kich hoat license tap trung

Tinh ndng license tap trung phuc vu bai toan kinh doanh, cho phép cung cap san pham theo hop
doéng d3 ky két véi don vi, quy dinh vé thoi han sir dung san pham va s6 lugng agents t8i da cho
phép cai dat tai don vi.

V& ludng quan ly license, san pham glri thong tin |&n hé thdng quan ly license tap trung ctia VCS dé
kich hoat, gia han, hlly hodc dinh ky kiém tra th&i gian con lai ca license dé quyét dinh cho phép
agent hoat dong (trwdng hop hét license, don vi van cé thé truy cap giao dién tuy nhién khéng con
nhan duoc log tlr agent nita).

Lwu y vé céch thire kich hoat license theo khach hang:
- Kich hoat online: 4p dung véi khach hang cho phép truy cap ngoai mang tir hé théng ndi bd.
- Kich hoat offline: 4p dung véi khach hang khdng cho phép truy cdp ngoai mang tir hé thdng
ndi bd (hé thdng bi cd 1ap).

DE tranh viéc tinh nang cta phan mém phu thudc vao dudng Internet, khuyén nghi st dung cach
kich hoat license offline theo cac budc sau:

Buwéc | Tén Thyc hién
1 Tao license | GUi cac théng tin qua email cho PM cla du an:
key ch A C s e 2 qoa e e a .
‘ey cho , e Ho tén, so dién thoai va dia chi email cia dau maoi bén khach
tirng khach N
. hang.
hang

e S8 lwong agent t6i da va thoi han license cua khach hang theo
Hop dong.
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PM du an sé tao license key cho tirng khach hang dua vao cac thong tin
trén.

Luu y: ho tén cha ddu mai bén khach hang s& hién thj trén trang thong tin
license

X
r
@ AJIANT o License Information
) @ Yourlicense is activated. Upgrade License
About VCS-aliant
L
License Information CUSTOMER NAME Pham Céng Hiéu
Account THE NUMBER OF AGENTS 3000
Information STARTED DATE 2021/02/01 17:52:01
Change Password EXPIRED DATE 2031/01/30 17:52:01
© Copyright of iettel Cyber Security - Branch of Viettel Group. For more information, please visit
license viettelcybersecurity.com
~ v a . . N a . A
2 Lay token bang nhap portal VCS-aliant, click vao icon thong tin User > License
Information > Enter your license > Offline activation
X
r
@ AJIANT o License Information
@ Licenseisrequired.
About VCS-aJiant You need a license to access the full features of VCS-aliant. You can get an e
T activation key from VCS-aJiant license management ,h
(htep:/ license vietteleybersecurity.com)
Account
Information
Change Password
© Copyright of Vietel Cyber Security - Branch of Viettel Group. For more information, please visit
license viettelcybersecurity.com
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License Activation X
Direct activation (=) Offline activation
You can enter your license key to get an activation request token, then use this token to obtain
an activation key forimporting into VCS-aJiant.
1 Enteryour license key here:
2  Youneed a license to access the full features of VCS-aliant. You can get an activation key
from VCS-aJiant license management (http://license.viettelcybersecurity.com).
3 Importyour activation key into VCS-aliant.
Enter your license key Browse...
Nhap license key vao Enter your license key here, click nit Get token, hé
théng sé cho tai vé file offline_request.txt
3 Kich hoat GUri file offline_request.txt cho PO dé PO tao tiép activation key dudi dang
license 1 file text.

Sau khi PO gtri lai activation key, import file text chira activation key vao
muc Import your activation key into VCS-aliant

License Activation 4

Direct activation (») Offline activation

You can enter your license key to get an activation request token, then use this token to obtain
an activation key for importing into VCS-aJiant.

1 Enteryour license key here:

Enter your license key

2 Youneed 3 license to access the full features of VCS-aldiant. You can get an activation key
from VCS-aJiant license management [http://licenseviettelcybersecurity.com}.

3 Import your activation key into VCS-aJiant.

RWUZFTKCTYGjiRVUUGPLDLL  Browse...

3.7. Dang nhap Portal

Sau khi cai dat thanh céng, vao trinh duyét, truy cap portal tai dia chi sau:
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https://<ajiant-ip>

AJIANT

Username

LOGIN

Ding nhap bang tai khodn quan tri ban dau:
- User: root
- Password: 123qweA@
Sau khi dang nhap thanh cdng can déi password ngay va quét ma OTP bang App 2FA
3.8.  Tai bo cai agent tiur repo

Tai vé bd cai agent vé tai dia chi URL sau (Basic Authen véi user admin, password sinh ngau

nhién trong file /opt/docker/nginx/passwd):
https://<AJIANT IP>/setup/

Hoac

https://<AJIANT 1P>:8443/setup/
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Index of /setup/

i
LgentInstaller OnFremise EDF 4.93.0 x64.exs 04: 401276932
LgentInstaller COnPremise EDP 4.93.0 xE6.exe 04: 3736883716
LgentInstaller OnPremise EDR 4.93.0 x64.exe 04 143477252
LgentInstaller OnPremise EDR 4.93.0 xB6.exe 04 130323972
LgentInstaller OnPremise EPP 4.593.0 xb64.exe 04 390374404
AgentInstaller OnPremise EPF 4.93.0 xB6.exe 04: 362863620

[}

8 Tell39%64
:19 GETEE312Z
140 81606728
19 72912740
136 112967480
136 112832908

ajiant centosé 4.100.0 x64 full.rpm
ajiant centosé 4.5E8.0 x64 full.rpm
ajiant centos7 4.100.0 x64 full.rpm
ajiant centaos7 4.5E8.0 x64 full.rpm
ajiant cyos 4.104.0 x64 full.deb
ajiant dekbian 4.100.0 x64 full.desk

[

[

[

[

[
8

[ T S I O Y L N1 I ST Y Y SR S S S O

[ IS O B S T U R O U T N U T O T (R S T U T R S T T S O R SIS I SIS |

9:

9

9

9

&

]
ajiant macos 3.3.1c x64 full.dmg 09:19 638443598
ajiant redhat7 4.100.0 xB6 64 full.rpm 09:43 850009848
ajiant redhatf 4. .0 xB6 &4 full.rpm 09:42 79780472
ajiant redhatf 4. 0 xB6 64 full.rpm 09:19 T7124441%6
ajiant ubuntu 4.1 0 x64 full.deb 09:34 112832908
ajiant ubuntu 4.8 .deb g9:19 105063904
ajiant windows 4. full.msi 09:18 112501580
ajiant windows 4. full.msi 0g:18 107911815
ajiant windows 4.7 full.msi 09:19 1140462397
ajiant windows 4. full.msi 09:19 102819034

3.9. Huéng dan cai dat cac thanh phan ciia mé hinh SOC-Platform

3.9.1. Cai dat server forwarder
Lién hé Phong Ha Tang & Cong Nghé cla VCS dé |1ay hudng dan trién khai server forwarder.

3.9.2. Cai dat agent
Khi cai dat agent SOC-Platform, chon Next 3 [an, dén budc Settings config:
[EAjiantSetup — hoe |

Settings config
Input config for settings and then click next to continue.

Config:

Server IP Address: |

Customer ID: |

Certificate file full path: [|

Back Hext Cancel

Nhap cac thong tin sau:
- Server IP Address: nhap ip forwarder
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- Customer ID: nhap ID cta khich hang d3 dugc cap
- Certificate file full path: nhap dwong dan ip forwarder dwoc sinh & buéc truée
Cac budc con lai thyc hién nhu cil.

3.10. Huéng dan thay certificate cho Portal

Chu y: hwéng dan thay certificate cho portal sau chi 4p dung véi bo cai AlllnOne phién ban 3.3.0
Céc budc thye hién thay certificate cho portal:
e Budc 1: Copy cert méi (bao gdbm 1 file .key va 1 file .crt) vao thu muc
/opt/docker/tools/change_portal_cert/
e Budc 3: vao thuw muc change_portal_cert g6 l1énh:
S cd /opt/docker/tools/change_portal_cert/
$ sudo bash change_portal_cert.sh
Output hién "Nginx restarted" tirc la da thay cert thanh cong

4. KHAC PHUC SU cO

5.1. Cac loi thudéng gap khi cai dit va nang cap backend

5.1.1. Loi build bé cai agents

Qud trinh sinh bd cai MSI cé thé xem log nhu sau:

S tailf /opt/docker/agentbuild/Win7x86/Logs/VBox.log
L&i build bo cai agent cé thé do cac nguyén nhan sau:
- Cai virtual box 16i: can cai dat lai géi virtual box va géi mé rong (extension pack)
- Gidi nén file may ao bj I6i: kiém tra lai file may a0 copy vao vao server (Win7x86.tar.gz
6 kich thwéc 2.4GB) va file sau khi gidi nén (Win7x86.vdi c6 kich thwéc khoang 5GB)
- Server chua dugc bat tinh ndng 3o hod Intel VT-x/AMD-V.

5.1.2. Khéng dang nhap dudgc portal
Tham khdo tai liéu Admin Guide muc 5.2.4

5.2. Khoi phuc hé thong

5.2.1. Khéi phuc hé théng sau khi ndng cap gap loi

M6 hinh AllinOne M6 hinh MultiNode

Thay lai file docker-compose.yml vao Thay lai file ajiant-stack.yml vao
/opt/docker/docker-compose.yml /opt/ajiant/ajiant-stack.yml
Chay lénh: Chay lénh:

S docker-compose up —d S ./DeployStack.sh
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Ki€m tra lai:

S ./list-containers.sh

Xem cdc service c6 & trang thai “Up” khong

Chd mét thoi gian va kiém tra lai céc thdng tin sau:
- Portal c6 dang nhap dwoc khong ?
- Co6 agent online khéng ?
- COthay log event gtti Ién khéng ?

- Kiém tra rabbitmg management xem céc log c6 dugc x& ly hét khdng ?

5.2.2. Khoi phuc toan bo (rollback)
N&u hé thong backend gép 16i khong thé phuc hoi lai (16i phan cing server, 16i 6 cirng) thi can phai
cai dat lai hé théng backend véi céc file cert va licence d3 lwu lai & budce cai dat:

/opt/docker/nginx/certs/cert.crt
/opt/docker/nginx/certs/cert.crt

Céc buéc thue hién twong tw muc 3.4 va 3.5 vdi file cert dd cé san
5.3. Théng tin dau méi ho trg
e Trungtdm giam sat va phan &ng trén khong gian mang, Cong ty An ninh mang Viettel

Email: soc247 @viettel.com.vn

e BO phan cham séc khach hang, Cong ty An ninh mang Viettel

Email: cskh_anm@viettel.com.vn
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