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Thuat ngir

Viét tat Dién giai Ghi chu
Cong ty An ninh mang
VCS Viettel Cyber Security ]
Viettel
Tén gidi phap Endpoint Detection & Response do
VCS-aliant ) . ) .
Cong ty An ninh mang viettel phat trién
Tén 1 dong san pham
gidm sat phat hién va
EDR Endpoint Detection & Response . o,
phan &ng vdi cac bat
thuong phia Endpoint
HA High Availability Tinh sdn sang cao
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1. GIOI THIEU

1.1. Thuc trang hién nay

Ngay nay, cac t6 chirc, doanh nghiép tiép tuc gép rat nhiéu khé khan vai viéc phat hién, xac
dinh, diéu tra va gidm thiéu cdc dang phan mém déc hai tién tién trong hé théng. Cac cong nghé
phong chéng ma ddc truyén thdng nhu Anti Virus dwa trén chit ky dang bi vuot qua mot cach cdy
bdi nhirng ké tan cong chuyén nghiép cé trinh dé cao vdi céc béd cdng cu tan cdng, phan mém déc
hai duoc tly chinh va hwdng muc tiéu cu thé. Nhiéu té chirc d4 thira nhan rang cac phuong phap
phong thu chéng phan mém déc hai truyén théng clia ho da that bai va mét chién lugc mai phai
duoc tao ra dé xac dinh nhirng vi pham nay tai endpoint. Mét s6 lwgng dang ké cac vi pham dit liéu
gan day tlr cdc dang phan mém déc hai ndng cao d3 lam tang su quan tdm cla khach hang déi vai

cdc Giai phap phat hién va phan t&ng cho I&p endpoint (EDR) ma VCS-aliant Ia mét trong s8 do.

1.2. Su phat trién cua céng nghé

Cong nghé clia Giai phap VCS-aliant gitip bu dap cac thiéu sét clia cac cong nghé dua trén
chir ky ma céc td chirc dang st dung nhu Anti Virus hay IPS/IDS dé cung cip kha nang phat hién bat
thudong dwa trén hanh vi va cho cdi nhin sdu hon vé cac thong tin cu thé cé lién quan trén endpoint

dé phat hién va gidm thiéu cdc méi de doa nang cao.

1.3. VCS-alJiant

VCS-aliant c6 kha ning cung cap thong tin chi tiét vé viéc lay nhiém phan mém doc hai va
cac hanh vi m& rong pham vi tan cong (lateral movement) cda nhirng ké tan cdng khi ching thuc
hién viéc do quét hodc sir dung thong tin bi danh cap trong mang noi bd déi véi cac hé théng va trng
dung.

Ngoai ra, VCS-aliant ciling b6 sung cho céc cdng nghé bao mat hién cé nhu gidi phap quan ly
sy kién va thong tin bao mat (SIEM), cac cdng cu gidm dinh mang (Network Forensics) va cac thiét bj
phong chéng méi de doa tién tién (Advanced Threat Detection), d6ng nghta la b6 sung vao danh muc

cdc gidi phap phan &ng su c6 an toan thong tin cta td chirc.
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2. TONG QUAN

2.1. Kién trac ha tang

Md hinh trién khai VCS-aliant nhu sau:

®®

Server Database Portal Admin

Endpoint Endpoint Endpoint

Céac thanh phan chia hé théng bao gom:

- Endpoint: La thanh phan duoc cai dat trén tirng may tinh, cé nhiém vu gidm sat cac dau hiéu
bat thwong trén may tinh, glri log vé server tap trung. Céc théng tin gidm sat bao gém cac
hanh vi lién quan dén File, Process, Memory, Registry, Network trén may tinh ngudi dung va
server.

- Cum server xt ly tap trung va lwu trir: La thanh phan x& ly dit liéu do Endpoint glri vé, déng
vai tro chinh trong viéc phan tich va xt ly di¥ liéu theo thoi gian thyec.

- Thanh phan Web Portal: La thanh phan ma ngudi quan trj s& sir dung dé diéu tra, gidm sat va

phan tich cac thdng tin cla hé théng, phan &ng khi cé cdnh bdo bat thudng tai cac agents
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2.2. Cong nghé dudgc sur dung

VCS-aliant sir dung cong nghé Filter Driver (cho phép chay va theo d&i &@ mirc Kernel-based)
thu thap cac thdng tin bao gém File, Process, Registry, Network trén mdy tinh ngudi dung va server.
Cac dau hiéu vé file bao gdbm (modified, delete, changed attribute), vé registry (delete key/value, set
value, rename key/value, create key vdi access nghi ngd. Cac dau hiéu nghi ngd vé Memory duoc
dinh ki quét ra soat lién tuc. Cac hanh vi dwgc xac dinh 1a nghi ngd dwoc ddy vé hé théng Back-end
phan tich tap trung.

Lubng nghiép vu diéu tra tan cong duoc thiét k& khép kin theo kich ban incident response (IR
Flow), hd trg phat hién va phan tich cdc dau hién bat thwong ngay trén mot giao dién duy nhat. Cung
cap cac chirc ndng diéu tra (Forensic) sau trén Endpoint. Ho tro |1y file nghi ngd (Get Artifact), day
cong cu ra quét (Tool Deployment), cho phép thuc hién diéu tra, cung cap bang chirng theo thoi gian
thwe (Process Analysis, Live Response), cho phép thuc hién phan (rng khi phat hién méi de doa.

Ngay khi xdc minh dugc bat thudng, Endpoint cung cap cac cdng cu g& bd ma doc trén dién
rong (Response Scenario) bao gom: c¢d lap mang may bi nhiém (network containment), kill process,

delete file/registry.

3. HUGONG DAN CAI DAT BACKEND
3.1. PDiéu kién dam bao cai dat
e CauhinhIP:

- M0 hinh AllinOne: ciu hinh 1 IP tinh cho node server.

- M®& hinh MultiNode: can 3 IP tinh (1 public virtual ip cho két néi tir agents dén server, 2 ip

cho loadbalancer)

e M két ndi dén server qua céc port sau:

Muc dich Port Protocol
Agent két ndi server 4443,5672, 8443, 8888 TCP
Truy cap Portal 80, 443 TCP

e Server can bat tinh ndng 3o hod Intel VT-x/AMD-V dé chay may 3o build bd cai agent
Windows.

3.2. Topo cua khach hang

Tuy theo quy m6 khach hang trién khai, cé thé Iya chon trién khai hé théng backend cla VCS-aliant
theo 2 m6 hinh AllinOne hoac MultiNode.
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3.2.1. AlliInOne Topo
V&i m6 hinh trién khai AllinOne, tat ca cac dich vu backend VCS-aliant duoc trién khai trén 1
node server duy nhat. Mé hinh nay phu hop khi trién khai v&i s6 lvgng khach hang nhé (<3000 agent).

Investigate/Responsa

User Agent User Agent

Event Logs

Hinh 1. M6 hinh trién khai backend VCS-aliant AllinOne

V@i cac khach hang cé s6 agent nhé (<3000) nhwng van yéu cau cé HA, thi cé thé trién khai mé
hinh AlllnOne cé HA. Mé hinh nay gébm 2 node AllinOne, trong dé c6 1 node chay chinh va 1 node dy

phong. Database clia 2 node dugc déng bé vdi nhau.
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Investigate/Response

Event Logs

Firewall

Heart beat:

AlO server master AlO server backup

Hinh 2. M hinh trién khai VCS-aliant AllinOne c6 HA

3.2.2. MultiNode Topo
Vi mé hinh backend MultiNode, cac dich vu dugc chay trén nhiéu node may do khac nhau gitta

cac server vat ly. M6 hinh Multinode hd trg can bang tai, HA cho cac dich vu va HA cho dit liéu.
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Hinh 3. M hinh trién khai backend MultiNode

3.2.3. MSSP Topo
Trong mé hinh MSSP (Managed Security Service Provider) bao gébm 3 thanh phan chinh:
- Server tap trung: chira cac dich vu backend, dwoc cai dat theo cach thong thuong theo
mo hinh AlliInOne hodac MultiNode
- Forwarder: forward cac goi tin tir agent dén server tap trung va ngugc lai. Forwarder
ddng vai tro trung gian giira agent va server dich.
- Agents: chi giao tiép véi forwarder
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Hinh 4. M hinh trién khai MSSP qua forwarder

3.3. Dinh c6 tai nguyén (Sizing)

M6 hinh AllinOne khong hd tro dugc s6 lwgng agents trén 3000. V&i s8 lwgng agents trén 3000,
can cai d3t md hinh backend MultiNode.

Tuy theo s8 lugng agents can trién khai, lwgng tai nguyén can thiét nhu sau:

3.3.1. Cau hinh server tiéu chuan
Cau hinh moi server vat ly thong thudng chia thanh cac loai sau:
o Loail:
o CPU:24 corevatly
o RAM:128GB

o Loai2:
o CPU:12 corevatly
o RAM: 64 GB

o Loai3:
o CPU:8 corevatly
o RAM: 32 GB

e Loai4:
o CPU:4 corevatly
o RAM: 16 GB
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3.3.2. Sizing tai nguyén CPU va RAM theo s6 agents
Chu y: v&i md hinh ¢6 multinode céan 3 (hodc 5) server vat ly (sé 1&) dé tinh nang HA chay hiéu qua

S6 agents | Mé hinh | Khdng c6 HA C6 HA

cai dat SO server Loai server | S& server Loai server
vat ly vat ly

0 - 200 AllInOne | 1 4 2 4

200 = 2k AllInOne | 1 3 2 4

2k = 5k AlllInOne | 1 2 2 2
Multi N/A N/A 3 2
Node

5k = 10k Multi N/A N/A 3 2
Node

10k = 25k | Multi N/A N/A 3 1
Node

25k = 50k | Multi N/A N/A 5 1
Node

3.3.3. Sizing dung lugng 6 citng theo sé agents
Yéu ciu hiéu n3ng 6 clirng tdi thiéu nhu sau:

Théng sd Gia tri yéu cau | Cach kiém tra

T6c dd doc | >=200 MB/s Chay lénh sau trén node can kiém tra (xem buffered disk reads):

S sudo hdparm -Tt /dev/sda

Téc do ghi >= 100 MB/s Chay Iénh sau trén node can kiém tra:
S sudo dd if=/dev/sda of=largefile bs=1M count=200

Do tré 6 <1lms Cai thém géi ioping dé kiém tra do tré 6 cirng:
cung S apt update && apt install -y ioping
Chay lénh sau trén node can kiém tra:

Sioping - 10 .

IOPS read: iops >= | Cai thém gai fio dé kiém tra IOPS 6 cirng:
500

S apt update && apt install -y fio
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200

write: iops >= | Chay Iénh sau trén node can kiém tra:

S fio --randrepeat=1 --ioengine=libaio --direct=1 --gtod_reduce=1
--name=tempfile --filename=tempfile --bs=4k --iodepth=64 --
size=4G --readwrite=randrw --rwmixread=75

Dung lugng & clirng theo sé agents trién khai

S6 lwgng agents | Tong dung lwgng HDD chia déu cac server vat ly (cai VM va lwu log 1 ndm)
Khong cé HA dir liéu C6 HA dir liéu (1 ban sao dir liéu)

0->50 160 GB

50 - 200 250 GB

200 - 500 500 GB 1TB

500 = 2k 1TB 2TB

2k > 5k 2TB 47TB

5k = 7k 3TB 6TB

7k = 10k 4TB 8TB

10k = 15k 6TB 12TB

15k = 20k 8TB 16 TB

20k - 25k 10TB 20TB

25k = 30k 12TB 25TB

30k = 40k 15TB 30TB

3.4. Bang théong tin phién ban ho trg ndng cap

Théng tin vé phién ban hd trg nang cap duoc md ta trong bang sau day:

Version muén nang cap

3.3.0 EDP 3.3.0 EDR 3.3.0 EPP
- 3.1.0 EDR v v X
s.
@ v v
2 3.3.0 EPP
c
k=)
@ 3.3.0 EDR 4 X
>
3.3.0 EDP X X
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3.5. Cac budc cai dat backend AllinOne

Cha y: Trwérc khi cai dit backend nén quy hoach st dung tén mién cho hé théng tap trung thay vi
str dung IP dé& don gian cho qua trinh d6i server c6 thé phat sinh sau giai doan trién khai.

3.5.1. Cai dat backend AllinOne version 3.3.0

Buwédc | Tén Thuwc hién
1 Cai hé diéu | Cai dat 1 node server Ubuntu Server 20.04.3 x64
hanh
server
2 Dong bd Chinh dung th&i gian va mui gio cho server, khuyén nghi cdu hinh NTP dé
thoi gian doéng bd thai gian cho server.
cho server

Chu y: thoi gian server khong dung cé thé gay ra 16i license, timestamp
event log, timestamp alert...

3 Chay script | Copy cac file sau Ién server va dat cung 1 thu muc:
cai dat - install_vedr_backend.sh

- vedr_requirement.tgz

- Win7x86.tar.gz

- vedr_backend_setup_3.3.0.deb

ubuntu@ubuntu:~/setup$ 11
total 4921616
-x 2 ubuntu ubuntu 40 ) 28 € 7 ./
ubuntu ubuntu : ) 28 6 ../

2

ubuntu ubuntu install_vedr_backend.sh
ubuntu ubuntu 2150 3 D ) vedr_backend_setup_3.3.0.deb
ubuntu ubuntu 3 5 De ) vedr_requirements.tgz

ubuntu 73 De > 02:55 Win7x86.tar.gz

Vao thw muc chira 4 file & trén, chay script:

S sudo bash install_vedr_backend.sh

4 Cai dat cac | Cai cac goi can thiét cho server (chon Yes) hodc skip (chon No). Viéc cai dat
gdi can cac goi can thiét sé dién ra ty dong sau dé.
thiét

Chu y: cai géi offline chi thanh céng véi phién ban Ubuntu Server x64
20.04.3 tré |én. Cac phién ban Ubuntu thap hon déu cé thé gay 16i.
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Backend requirements installation

Install backend requirements now 7

<No>

Sau khi cai ddt cac géi can thiét, néu trong thu muc d3 c6 san file cai dit

vedr_backend_setup_3.3.0.deb thi sé dugc hién ra trong danh sach file
muén cai dat.

— Installing ajiant backend all in one ——
Select a package file to install:

vedr_ backend_setup_3.3.0.deb2185408896 (bytes)

<0k> <Cancel>

Luwa chon dung file mudn cai va chon OK hodc &n Enter dé tiép tuc.

Né&u phat hién cé phién ban VEDR duoc cai trwdc dé, can xac nhan co dirng
tat ca dich vu lai trwdce khi cai bAn méi khéng (chon Yes)

| Warning ! |

Found existing docker-compose.yml at /opt/docker/docker-compose.yml
Stop the running services before removing backend files data ?

<No>

Pong y vdi
diéu khodn
st dung
(EULA)

Khi dugc hdi chdp nhan diéu khoan st dung (EULA), chon Yes dé tiép tuc cai
dat, chon No néu khéng chip nhan va thoat cai dat.
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| Accept EULA 7 |

End-User License Agreement ("Agreement”)

Last updated: July 18, 2819

Flease read this End-User License Agreement ("Agreement") carefully before
clicking the "I Agree" button, downloading or using “Ajiant”
("Application”).

By clicking the "I Agree" button, downloading or using the Application, you
are agreeing to be bound by the terms and conditions of this Agreement.
This Agreement is a legal agreement between you {either an individual or a
single entity) and “Ajiant™ and 1t governs your use of the Application made
available to you by “Ajiant”.

If you do not agree to the terms of this Agreement, do not click on the "I
Agree" button and do not download or use the Application.

The Application is licensed, not sold, to you by “Ajiant” for use strictly
in accordance with the terms of this Agreement.

License

Subject to the condition that you have agreed to the terms of this Agreement
and You comply with all the terms and conditions stipulated herein, the
Provider shall grant You the following rights ("the License"):

Installation and use: You shall have the non-exclusive, non-transferable
right to download, install and use the Application solely for your personal,
non-commercial purposes strictly in accordance with the terms of this
Agreement.

Termination of the License: The License shall terminate automatically at the
end of the peried for which granted. If You fail to comply with any of the

<No>

6 Chon File vedr_backend_setup_3.3.0.deb hd tro cai d&t 2 phién ban EDR va EDP:
phién ban
backend

dé cai dat e EDP: c6 thém tinh nang Antivirus

—————4 Select production type to install F——————

Choose an option and press Enter
To exit, select 'Cancel' or press ESC

e EDR: chi cé tinh nang ctia EDR

1 EDR (Endpoint Detection & Response)
2 EDP (EDR + AntiVirus)

<0k=> <Cancel=>

7 Nhap dia Sau khi bd cai DEB duoc unpack ra fopt/docker, s& dén phan cau hinh cai
chicta dat VEDR Backend.
server
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Enter public virtual IP to
install VEDR
=Cancel>
Enter BACKUP public virtual ip or
leave empty if not set
<0k> <Cancel>
Nhap dia chi theo dang t&n mién hodc public ip d3 dwoc quy hoach dé cac
agent két nGi dén server, néu khdng st dung dia chi backup thi bd tréng.
Chu y: nén quy hoach sir dung té&n mién thay cho IP d& don gian cho qua
trinh d&i server cd thé phat sinh sau giai doan trién khai.
8 Khéi tao NéEu qua trinh cai dat phat hién chirng thw cli d3 ton tai khi ndng cap

chirng thu | backend
(certificate

) cho hé
théng - Chon No néu mudn thiét |ap lai chirng thu mdi

——— Found existing certificate ! ——

Reuse certificate from the previous installation at path
/opt/docker/nginx/certs/cert.crt 7

<No>

- Chon Yes néu mudn dung chirng thu cil

Né&u cai mdi thi dén lubn man tao méi chirng thu.
Trong man hinh tiép theo (trudng hop tao mdi chirng thu)
Nhap CommonName (nhap tén mién hodc public ip cha server).

Mac dinh |a ajiant.com. C6 thé nhap tén mién ma agent két néi Ién server
vao CommonName.
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Enter common name (CN)}

ajiant.com

<0l =Cancel=

Nhap DNS SANs va IP SANs tir danh sach tuy chon.

Chua y: trong danh sach IP SANs phai c6 tén mién hodc public ip dé agent cé
thé két néi dén server.

Select DNS or IP SANs to generate certificate

[*¥] ajiant.com domain
*] *.ajiant.com domain
-alhost domain

ip

.168.129.136 ip

192
172.17.0.1 ip

<Cancel=

Né&u agent két ndi qua tén mién thi nhap tén mién vao 6 DNS SANs.

Enter extra DNS SANs or IP SANs (Leave empty
to start generating certificate)

<0k <Cancel=

Nhap thai gian hét han chirng thu theo ngdy (mac dinh 1a 3650):
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Enter expire days

<Ok

=Cancel:=

Két qua s& sinh 2 file trong thu muc: /opt/docker/nginx/certs/

- cert.crt
- cert.key

Common name: edr.viettel.com.wvn
DNS SANs

edr.viettel.com.vn
localhost

J 6.1
192.168.129.136

SuccessTully generated certificate
Certificate: /fopt/docker/nginx/certs/cert.crt
Private Key: /fopt/docker/nginx/certs/cert.key

9 Nhap
dudng dan Enter inspect certificate file path
cert or leave empty if not set

inspect

<Ok <Cancel=

Né&u khong dung cert inspect dé rdng va enter bd qua budc nay.

Né&u cé dung cert inspect thi nhap dudng dan cert inspect. Chon OK. Script
sé copy file cert_insp vao: /opt/docker/config/cert_insp.crt

10 Tao bd cai | Khi dwoc xdc nhan tao bo cai agent khéng, chon Yes dé tiép tuc.
dat agent
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Final step: Build agent installer

Build agent installer now ?

<No=

Nhap phién ban bd cai agent hodc 4n Enter dé 13y phién ban mac dinh tu
sinh

VEDR build version:

<0k> <Cancel>

Cho khoang 10 phut dé server build bé cai agent (build agent windows cé
thé dén 5 phat 1 Ién build do phdi khéi déng mdy do vbox)

Né&u qua trinh cai dat thanh coéng, server sé& sinh ra 2 file MSI (cho windows),
1 file DEB, 2 files RPM va 1 file DMG trong thu muc:
/opt/docker/repo/public/

- ajiant_windows_3.3.0_x64_full.msi
- ajiant_windows_3.3.0 x86_full.msi
- ajiant_ubuntu_3.3.0_x64_full.deb
- ajiant_centos7_3.3.0 x64.rpm

- ajiant_centos6_3.3.0_x64.rpm

- ajiant_macos_3.3.0_x64_full.dmg

11 Kh&i dong
server

vedr
backend

| Final step ! |

Start VEDR server now 7

<No=
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Chon ‘Y’ hodc ‘enter’ dé khéi déng ngay vedr backend hodc chon ‘n’ dé khai
dong sau.
Né&u chon “n”, dé kha&i déng VEDR backend sau dé thi chay Iénh sau:
S sudo bash /opt/docker/start_vedr.sh
12 Khéi tao | Initializing data ! |
dir liéu
database Initializing data on the first instalation ?

Khi dwoc héi cé khdi tao dir liéu khéng thi chon Yes dé thuc hién khdi tao

(k& ca cai mdi va nang cap).

Buwdc tiép theo 1a dit password cho user root, c6 thé 4n Enter dé bd qua néu

mudn user root git* mat khau c.

Enter root password:

— Change portal password |—

<0k> <Cancel>

Xdac nhan password da nhap

Change portal password
Confirm root password:

<Cancel>

Né&u thanh céng thi password méi sé dugc thiét 1ap cho user root.
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13 Kiém tra Khi khoi dong thanh cong, chay script sau dé kiém tra céc dich vu:
lai ‘cjac dich | ey Jopt/docker
vudang S sudo docker-compose ps
chay, cac
port két Hoac
noi $ cd /opt/docker

S ./list-containers.sh

Néu tat ca cac service & trang thai “UP” 1a OK.

ubuntu@ajiant-autotest-aio:/opt/ t-containers.sh

7680/tcp, 7001/tcp, cp, 127.0.0.1:9 tcp, 9160/tcp

sh ela ...

sh hapr ..

io_handler

Kiém tra cac port dich vu:

S telnet <PUBLIC_IP> 8888
S telnet <PUBLIC_IP> 5672
S telnet <PUBLIC_IP> 80

S telnet <PUBLIC_IP> 443
S telnet <PUBLIC_IP> 4443
S telnet <PUBLIC_IP> 8443

3.5.2. Cau hinh HA cho backend AllinOne
Véi khdch hang cai dat backend AllinOne va cé yéu cau HA thi trudc hét cin cai dat 2 node

backend AllinOne. Sau d6 thuc hién cau hinh HA theo cac budc sau:
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STT | Cong viéc

Thuwc hién

1 Cai dat cac goi Copy file haproxy-keepalived.tgz vao 2 node
haproxy & Gidi nén bo file cai dat:
keepalived
S tar -zxf haproxy-keepalived.tgz
K&t qua giai nén ra thv muc haproxy-keepalived
Cai dat cac géi DEB:
S sudo dpkg -i haproxy-keepalived/S(Isb_release -s -c)/*.deb
Cé thé chay gbp 2 1énh trén thanh 1 1énh duy nhat:
S tar -zxf haproxy-keepalived.tgz && sudo dpkg -i haproxy-
keepalived/S(Isb_release -s -c)/*.deb
2 Cau hinh Quy hoach 01 dia chi virtual ip (VIP) cung dai v&i ip 2 node AllinOne
keepalived

CAau hinh keepalived trén 2 node, tao file
/etc/keepalived/keepalived.conf v&i ndi dung trén 2 node nhu sau:

Node 1:
global_defs {
router_id b1
}
vrrp_script chk _haproxy {
script "killall -0 haproxy"
interval 2
weight 2
}
vrrp_instance VI_1 {
virtual_router_id 51
advert_int 1
priority 100
state MASTER
interface <net interface, vd: ens160/eth0>
virtual_ipaddress {
<VIP> dev <net interface, vd: ens160/eth0>
}

authentication {
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Node 2:
Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Narn Tu Liern dist., Hanoi Pa ge | 25

T: (+84) 971 360 360 E: ves.sales@viettel.comwn | W: www.viettelcybersecurity.com




viettel

security

}
Khai déng dich vu keepalived:

S sudo service keepalived start

Kiém tra lai virtual ip d3 duoc gan vao node 1 chua:
Sipa

Kiém tra VIP xuat hién cung ip chinh khéng.

Kiém tra dich vu qua VIP:

S ping <VIP>

S telnet <VIP> 443

3 Cau hinh cluster
cho cassandra

M@ file /opt/docker/docker-compose.yml

Stra cdu hinh service Cassandra trén 2 node:

+ Network_mode: host

+ CASSANDRA_BROADCAST_ADDRESS=<ip node hién tai>

+ CASSANDRA_RACK=<2 node nhap gia tri khac nhau, vd: rackl,rack2>
+ CASSANDRA_SEEDS=<danh sich ip cla clusters, gdbm ca ip 2 node>

cassandra:
e: cassandra
rt: always

user: 10¢C
ports:
- 9842:9842
- 8778:8778
environment:
CASSANDRA_CLUSTER NAME=EDR
MAX_HEAP SIZE=

HEAP NEWSIZE=5
CASSANDRA BROADCAST ADDRESS=10.0.0.13]
CASSANDRA ENDPOINT SNITCH= GossipingPropertyFileSnitch
CASSANDRA_DC ]
CASSANDRA_RAC
CASSANDRA SEEDS
CASSANDRA AUTO SUDTSTRAR false
volumes:
/data:/var/lib/cassandra
( sandra

./java:/usr/share/java

Kh&i dong lai Cassandra trén 2 node:
S cd /opt/docker/

S docker-compose up -d cassandra

Viettel Cyber Security

Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liem dist., Hano Pa ge | 26

T: (+84)971 360 360 E: vcssales@

wviettel.comwn | W:w

w.viettelcybersecurity.com




viettel

security
Kiém tra lai trang thai cluster Cassandra:
S /opt/docker/cacssandra/nodetool.sh status
Néu hién 2 node & trang thai UP (UN) I3 OK
rmal/Leaving/Joining/Moving
Load Tokens Owns Rack
31 5.5 MiB 256 ? € -4392-adel-764014bc36b7
7.19 MiB 256 7 2 cb9-4e06-87fd-12fb89bc97a9 rack2
4 Cau hinh cluster | M@ file /opt/docker/elasticsearch/elasticsearch.yml

cho elasticsearch ) AR
Stra cac cau hinh nhu sau:

+ network.host: 0.0.0.0

+ discovery.zen.ping.unicast.hosts: ["<ip node 1>", “<ip node 2>"]
cluster.name: "ES-EDR"

node.name: ES

network.host:

http.cors.enabled: true
http.cors.allow-origin: "*"

. ping.unicast.hosts: ["10.0.0.121", "10.0.0
zen.minimum master ne 1

Restart lai elasticsearch trén 2 node:

S cd /opt/docker/

S ./restart-containers.sh elasticsearch

Cho dé elasticsearch khéi déng xong, kiém tra lai trang thai cluster:

S curl http://127.0.0.1:9200/ cluster/health?pretty

Né&u thay status=yellow hodc green va number_of data_nodes=2 |a OK

5 Cau hinh déng Tai node 1, chay 3 I1&nh cdu hinh dé cho phép ssh tir node 1 sang node
b6 repo tlr node | 2 ma khdng cAn mat khau (chay quyén user thuwdng, khdng phai root):
chinh sang node

dy phong Sinh cdp key ssh:

S ssh-keygen
Copy public key sang node 2:
S ssh-copy-id <user>@<ip-node-2>

Thir ssh sang node 2. N&u khdng cdn nhdp mat khiu 1a OK:
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$ ssh <user>@<ip-node-2>
Chay thir |énh sau dé& d6ng bd thu muc tir node 1 sang node 2:

S rsync -avr --delete /opt/docker/repo/ <user>@<ip-node-
2>:/opt/docker/repo/

Tai node 1, chay |énh “crontab -e” va thém dong ciu hinh sau:

0 */10 * * * rsync -avr --delete /opt/docker/repo/ <user>@<ip-node-
2>:/opt/docker/repo/

6 Kiém tra hoat B4t trinh duyét vao portal qua VIP: https://<VIP>/login
dong cda cac

dich vu

Thir kiém tra agents d3 cai dat c6 online khéng.

3.6. Cac budc cai dat backend MultiNode

Cha y: Trwéc khi cai dit backend nén quy hoach str dung tén mién cho hé théng tap trung thay vi
str dung IP dé do'n gian cho qua trinh ddi server ¢6 thé phat sinh sau giai doan trién khai.

3.6.1. Cau hinh cac node may ao
Cau hinh cai d4t cdc may 4o trén moi 1 server vat ly:

D& tién cau hinh vé sau, khi cai OS nén dit chung tai khodn va mat khau/key ssh, chung mat

khau sudo gitra cac node.

STT | Loai node VM Cau hinh Ghi chu

1 Loadbalancer CPU: 8 virtual core Ldirectord
RAM: 4 GB Corosync
HDD: 40 GB Pacemaker
Network: 1 IP DCN + 1 IP dai ndi bd
10.0.0.0/24

2 Docker manager | CPU: 8 virtual core Docker manager
RAM: 8 GB Microservices
HDD: 80 GB Docker registry

Network: 1 IP dai ni b6 10.0.0.0/24

3 Queue CPU: 16 virtual core Rabbitmq
RAM: 12 GB Logstash
HDD: 120 GB Nats streaming

Network: 1 IP dai n6i b 10.0.0.0/24

Redis
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4 Database CPU: 16 virtual core Elasticsearch
RAM: 32 GB Mongodb
HDD: 2 TB
Yéu cau HDD:

- Téc dd doc >= 200 MB/s
- Téc dd ghi >= 100 MB/s

Network: 1 IP dai ni b 10.0.0.0/24

5 Cassandra CPU: 16 virtual core Cassandra
RAM: 16 GB
HDD: 120 GB
Network: 1 IP dai ni b 10.0.0.0/24

6 Correlation CPU: 12 virtual core Correlation engine
RAM: 16 GB
HDD: 40 GB
Network: 1 IP dai ndi b 10.0.0.0/24

Tong Téng:
CPU: 76 virtual core
RAM: 88 GB
HDD: 2.4 TB

Gilra cac server vat ly can cé dudng truyén téc do cao (khuyén nghi s&r dung dudng truyén toi
thi€éu 1Gbs). Khi cai dat xong cac mdy 3o can test thir tdc d6 mang tai cac node gilra cac server vat ly
khac nhau.

Chuy kiém tra t6c d6 doc ghi 6 clrng clia node elasticsearch:

- Lénh kiém tra tdc dd doc:
S hdparm -Tt /dev/sda
- Lénh kiém tra tdc d6 ghi:
S dd if=/dev/sda of=largefile bs=1M count=100
- Lénh kiém tra do tré 6 clrng:
S ioping -c 10 .
- Lénh kiém tra IOPS:

S fio --randrepeat=1 --ioengine=libaio --direct=1 --gtod_reduce=1 --name=tempfile --
filename=tempfile --bs=4k --iodepth=64 --size=4G --readwrite=randrw --rwmixread=75
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3.6.2. Cau hinh network interfaces

Tai cac node can xac dinh 1 IP Iam local virtual ip. Vi dy: 10.0.0.100
Khi cau hinh network interfaces, can dat gateway la local virtual ip.

Vi du véinode cé IP 10.0.0.101:

# The primary network interface
network:
version: 2
ethernets:
ens33:
addresses: [10.0.0.101/24]
gateway4: 10.0.0.100

Riéng node Loadbalancer can cé 2 network interfaces. Chi dat gateway cho interface cé ip

public, khdng dat gateway cho interface dai local.

Vidu LB1 céip local 10.0.0.11 va ip public 10.30.161.11:

# The primary network interface
network:
version: 2
ethernets:
ens33:
addresses: [10.0.0.11/24]
ens38:
addresses: [10.30.161.11/24]
gateway4: 10.30.161.1

3.6.3. Cai dat backend MultiNode

Buérc Thuwc hién

1 Cai dat cdc node VM theo cau hinh & trén.

DPong bo thai gian cho cac server trong cum multimode: cé thé dung giai phdp NTP.
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Cha y: thoi gian server khong dung cé thé gay ra 16i license, timestamp event log,
timestamp alert,...
Dong thoi trén mbi node VM (trir cac node LB) cai dét cac géi phan mém can thiét nhu
sau.
Copy 2 file sau dat chung vao 1 thu muc:

- G6i phan mém can thiét cho Ubuntu 20: packages.tgz

- Script cai dat: install-common-requiments.sh

Chay lénh cai dat cac gdi:

S sudo bash install-common-requirements.sh

@ajiant-staging-dockermanager-3:~/setup$
244
4 ubuntu 4096
ubuntu 4096

30 07:01 ./

B
ec 30 07:0 /

Dec
Dec el

- 1 ubuntu ubuntu 1659 Dec 21 11 install-common-requirements.sh
Dec

- 1 ubuntu ubuntu 105709503 Dec 21 09 packages.tgz

@ajiant-staging-dockermanager-3:~/setup$

Chu y quan sat qua trinh cai dat géi thanh cong khéng.

2 Trén node Ib cai dat cdc géi can thiét cha LoadBalancer theo cic budc sau:
e Luachon 1: loadbalancer dung b6 giai phap pacemaker, corosync, Idirectord.
Copy file Ib-packages-ubuntu20.tgz vao 2 node Loadbalancer
Gidi nén bo file cai dat:
S tar -zxf Ib-packages-ubuntu20.tgz
K&t qua gidi nén ra 2 thu muc pacemaker-corosync va ldirectord-ipvsadm:
Cai dat cac géi DEB:
S sudo dpkg -i pacemaker-corosync/*.deb

S sudo dpkg -i Idirectord-ipvsadm/*.deb

C6 thé chay gdp 3 Iénh trén thanh 1 1énh duy nhat:

S tar -zxf Ib-packages-ubuntu18.tgz && sudo dpkg -i pacemaker-corosync/*.deb &&
sudo dpkg —i ldirectord-ipvsadm/*.deb

e Luachon 2: loadbalancer dung b6 gidi phap haproxy, keepalived
Copy file haproxy-keepalived.tgz vao 2 node loadbalancer
Gidi nén bo file cai dat:

S tar -zxf haproxy-keepalived.tgz

K&t qua gidi nén ra thw muc haproxy-keepalived
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Cai dat cac goi DEB:
S sudo dpkg -i haproxy-keepalived/S(Isb_release -s -c)/*.deb
Cé thé chay gdp 2 Iénh trén thanh 1 1&nh duy nhat:

S tar -zxf haproxy-keepalived.tgz && sudo dpkg -i haproxy-keepalived/S(Isb_release -s -
c)/*.deb

Phan ciu hinh 2 node Loadbalancer s& & phan tiép theo (dung ansible playbook)

3 Cai dat node ajiant_registry

Chon node lam ajiant docker registry (thuwdng chon node manager1).
Chay script cai dat cdc géi can thiét theo yéu cau néu chua cai & budc 1:
S sudo bash install-common-requirements.sh

Pua cac file cai dat ansible sau vao node registry:
- install-ansible.sh
- ansible.tgz

Cai dat gdi ansible:

S sudo bash install-ansible.sh

Tao thu muc setup, chuén bij file ansible_playbook_3.3.0.zip va copy vao trong thw muc
setup clia node registry:

S mkdir setup && cd setup

Giai nén file zip:

S unzip ansible_playbooks_3.3.0.zip
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ubuntu@ajiant-staging-dockermanager-1l:~/setup$ 11

e

ubuntu ubuntu 4096 Nov 11 18:02 ./

ubuntu ubuntu 4096 Nov 11 17: -

root root 4096 Jan ansible/

ubuntu ubuntu 65 Nov G ansible.cfg

ubuntu ubuntu 6554712 Nov @ ansible.tgz

ubuntu ubuntu 4096 Nov 11 17: group_vars/

ubuntu ubuntu 3303 Nov 11 17:42 hosts

ubuntu ubuntu 127 Nov 11 16:37 init-all-data.yml

ubuntu ubuntu 330 Nov 11 17: init-database.yml

ubuntu ubuntu 1219 Nov 11 16:37 install_ajiant_registry.sh
ubuntu ubuntu 3608 Nov 8: install_ajiant_services.sh
ubuntu ubuntu 1119 Nov 9 : install-ansible.sh

ubuntu ubuntu 2126 Nov ¢ H install-common-requirements.sh
ubuntu ubuntu 1680 Nov 9 H key.pem

ubuntu ubuntu Nowv : licence.txt

ubuntu ubuntu 5 Nov 11 17:04 main.yml

root root i 5 Jan 13 2020 packages/

ubuntu ubuntu 494 Nov 9 13:48 packages.tgz

ubuntu ubuntu 4096 Nov 11 16:37 playbook/

ubuntu ubuntu 4 ) Nov 9 16:53 roles/

ubuntu ubuntu 4 5 Nov 10 11:30 vbox/
ubuntu@ajiant-staging-dockermanager-1:~/setup$ sudo bash install ajiant registry.sh

-wW-Tw-T
-wW-Tw-T

=
BOWRWR R RERRRRRRERBRRF P W

Chuan bij file ajiant_swarm_node_setup_3.3.0.deb va copy vao trong thw muc
setup/ansible/playbook/

Chuan bij file ajiant_registry_setup_3.3.0.deb va copy vao thu muc setup/

Chuan bj folder vbox va copy vao trong folder setup/

jiant-staging-dockermanager-1:~/setup$ 11 vbox/
total 192916
3 ubuntu ubuntu 40 ) 30 14:04 ./
ubuntu ubuntu /
root root 40 Jec 2 ocal/

ubuntu ubuntu Dec ) install_vbox.sh
root root 11134336 Nov 9 10 Oracle_VM VirtualBox_Extension_Pack-6.1.26.vbox-extpack
ubuntu ubuntu 931 ) 9 vbox-packages.tgz

-rw - ubuntu ubuntu 931945 ) 30 :04 Win7x86.tar.gz

ubuntu@ajiant-staging-dockermanager-1:~/ N |

Chay Iénh sau dé cai ajiant_registry:
S sudo bash install_ajiant_registry.sh

Xem chi ti€t qua trinh thyc hién cai dt tai muc 3.5.4

4 Cau hinh ansible theo cac budc sau:
Budc 1: Cau hinh file hosts: ddi tén file template c6 sdn host.x.x.template thanh file
hosts. M& file hosts dién thong tin ip cda cac node theo loai dich vu chay trén node.
- registry: dién ip ndi bd clia node registry
- elasticsearch: dién ip ndi bd cic node database
- cassandra: dién ip ndi bd cac node cassandra
- mongodb: dién ip ndi bé cac node database
- ms: dién ip ndi bd cdc node docker managers
- controlserver: dién ip ndi bé cidc node docker managers
- repo: dién ip ndi bd cdc node docker managers
- nats: ip cdc node chay nats streaming server
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- rabbitmq: dién ip ndi bé cic node queue
- redis: dién ip ndi bd cdc node queue
- correlation va zoo: dién ip néi bd cdc node correlation
- Ibl1:ip n6i bo node loadbalancer 1
- Ib2:ip n6i bo node loadbalancer 2
- loadbalancer: ip n6i bo cac node loadbalancer
- managers: dién ip ndi bé cac node docker managers
- workers: dién ip ndi bd cdc node ngoai trir node docker managers
- [all:vars] cau hinh bién t6ng thé khi chay ansible tasks: ansible_user,
swarm_manager_master
o PUBLIC_VIP: dia chi tén mién hodc public virtual IP cta server
o LOCAL_VIP: local virtual IP clia server (chi y LOCAL_VIP trung vé'
gateway cau hinh & muc 3.2). P& tréng LOCAL_VIP néu khéng cé
dai mang ndi bo.
o COROSYNC_BIND_ADDRESS: dién dai ip local
o REGISTRY_HOST: dién ip ndi bd céc node registry

Budc 2: Cau hinh file group_vars: M@ file group_vars/all.yml va ciu hinh céc bién sau:

- microservices_hosts: cdu hinh danh sach hostname cla cdc node chay
micro services

- rabbitmg_hosts: cdu hinh danh sdch hostname clia cdc node sé chay
rabbitmq server

- correlation_hosts: cdu hinh danh sdch hostname cla cac node s& chay
correlation engine

- redis_hosts: cdu hinh danh sédch hostname cla céc node s& chay redis
server

- registry_hosts: cdu hinh danh sach hostname ctia node registry

- rack_node_labels: cu hinh tag sé hiéu rack cho cac node, cac node chay
cung server vat ly can cé tag chung sé hiéu rack

5 Chay ansible playbook dé cau hinh thiét 1ap méi trudng docker swarm, cho cac node
(trtr LB) cung tham gia docker swarm

S ansible-playbook -i hosts init-swarm.yml -vkK
SSH password:

BECOME password[defaults to SSH password]:
Nhap password ssh va password dé [&n quyén root

Quan sat qua trinh cai dat xem cé thanh cong khong.

Khi cai d3t thanh céng, kiém tra danh sach node trong swarm:

S sudo docker node Is
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Nhu vy tat cd cac node (trir LB) d3 cling & trong docker swarm.

Chu y: kiém tra cdc HOSTNAME & trén cé gidng hostname cau hinh trong
group_vars/all.yml khéng !

6 Chi lam budc nay khi buédc trén thanh cong
Chay script cdu hinh céc dich vu backend ajiant.
S sudo bash install_ajiant_services.sh

SSH password:

BECOME password[defaults to SSH password]:

Nhap password ssh va password dé [én quyén root

7 Chay |énh sinh bd cai agent (yéu cau phai cai trudc virtualbox va unpack géi may 3o):
S cd /opt/ajiant && sudo bash gen_agent_installer.sh

Khi két thuc sinh bé cai agent thi s& sinh ra 2 file MSI (cho windows), 1 file DEB, 2 files
RPM va 1 file DMG trong thu muc: /opt/ajiant/repo/public/

- ajiant_windows_3.3.0_x64_ full.msi
- ajiant_windows_3.3.0_x86_full.msi
- ajiant_ubuntu_3.3.0_x64 full.deb
- ajiant_centos7_3.3.0 x64.rpm

- ajiant_centos6_3.3.0_x64.rpm

- ajiant_macos_3.3.0_x64_full.dmg

Chay dong bd repo tir registry ra cadc node thuéc nhém repo:

S sudo ansible-playbook -i hosts playbook/sync-repo.yml

8 Vao 2 node Loadbalancer kiém tra cai dat LB:

S sudo crm status
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root@LBl:~# crm status

Last updated: Fri Dec 6 14:03:08 2019

Last change: Sat Mar 10 17:00:24 2018 via cibadmin on LBl
Stack: corosync

Current DC: LBl (167772171) - partition with quorum
Version: 1.1.10-42f2063

2 Nodes configured

3 Resources configured

Online: [ LB1 LB2 ]

Resource Group: ClusterResourceGroup
ClusterVIP1 (ocf::heartbeat:IPaddr2): Started LB1
ClusterVIP2 (ocf::heartbeat:IPaddr2): Started LB1
Ldirectord (ocf::heartbeat:ldirectord): Started LB1

Tai ca LB1 va LB2 déu hién cung két qua Started la LB1 (hodc cung la LB2)

Khi d6 LB1 la LoadBalancer master, con LB2 la LoadBalancer slave.

Thir Iénh sau tai node master:

S sudo ipvsadm

10 Kiém tra lai cac port dich vu: 80, 443, 4443, 8443, 8888, 5672
S telnet <virtual_ip> 80

S telnet <virtual_ip> 443

S telnet <virtual_ip> 4443

S telnet <virtual_ip> 8443

S telnet <virtual_ip> 8888

S telnet <virtual_ip> 5672

3.6.4. Cai dat AliantRegistry

STT Thuwc hién

1 Trén node registry, chay file shell script:

S sudo bash install_ajiant_registry.sh

3 Néu cé céc file cai dat ajiant_registry_setup_3.3.0.deb thi s& duoc hién ra trong danh
sach file mudn cai dat.
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— Installing ajiant backend multi node ——

Select a package file to install:

ajiant_registry setup_3.3.0.deb2667025560(bytes)

<0k=> <Cancel>

Lua chon dung file mudn cai va chon OK hodc &n Enter dé tiép tuc

4 Accept EULA, chap nhan diéu khoan cai dat

| Accept EULA 7

End-User License Agreement ("Agreement™)

Last updated: July 18, 2819

Please read this End-User License Agreement ("Agreement") carefully before
clicking the "I Agree" button, downloading or using “Ajiant”
("Application™).

By clicking the "I Agree" button, downloading or using the Application, you
are agreeing to be bound by the terms and conditions of this Agreement.

This Agreement is a legal agreement between you (either an individual or a
single entity) and “Ajiant” and it governs your use of the Application made
available to you by “Ajiant”.

If you do not agree to the terms of this Agreement, do not click on the "I
Agree" button and do not download or use the Application.

The Application is licensed, not sold, to you by “Ajiant™ for use strictly
in accordance with the terms of this Agreement.

License

Subject to the condition that you have agreed to the terms of this Agreement
and You comply with all the terms and conditions stipulated herein, the
Provider shall grant You the following rights ("the License"):

Installation and use: You shall have the non-exclusive, non-transferable
right to download, install and use the Application solely for your personal,
non-commercial purposes strictly in accordance with the terms of this
Agreement.

Termination of the License: The License shall terminate automatically at the
end of the period for which granted. If You fail to comply with any of the

<No>

Chon Yes dé tiép tuc hodc chon No néu khéng chap nhan diéu khodn cai d3t va thoat cai
dat.
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5 Sau khi bd cai DEB dugc unpack ra fopt/ajiant, s& dén phan ciu hinh cai dat VEDR
Backend.

Enter public wvirtual IP to
install VEDR

<Cancel=

Nhap dia chi theo dang tén mién hoac public ip d3 dugc quy hoach dé cac agent két néi
dén server, néu khéng sir dung dia chi backup thi bo tréng.

Chu y: nén quy hoach str dung tén mién thay cho IP d€ don gian cho qua trinh d6i server
c6 thé phat sinh sau giai doan trién khai.

6 Néu qua trinh cai dat phat hién chirng thu cli d3 ton tai khi ndng cap backend
- Chon Yes néu mudn dung chirng thu cil

- Chon No néu mudn thiét 1ap lai chirng thu méi
———— Found existing certificate ! ———

Reuse certificate from the previous installation at path
Jopt/docker/nginx/certs/cert.crt ?

<No>

7 Trong man hinh ti€p theo (trwdng hop tao mdi chirng thu)
Nhap CommonName (nhap tén mién hodc public ip cta server).

Mac dinh |3 ajiant.com. C6 thé nhap tén mién ma agent két ndi I1én server vao
CommonName.
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Enter common name (CN)

ajiant.com

<0l =zCancel=

Nhap DNS SANs va IP SANs tlr danh sach tuy chon.

Chu y: trong danh séch IP SANs phai cé tén mién hodc public ip dé agent cé thé két néi
dén server.

— Select DNS or IP SANs to generate certificate ——

ajiant.com
*.ajiant.com
localhost
127.8.8.1
192.168.129.136
172.17.0.1

<0k> <Cancel=>

Néu agent két ndi qua tén mién thi nhap tén mién vao 6 DNS SANs.

Enter extra DNS SANs or IP SANs (Leave empty
to start generating certificate)

<0k= zCancel=

Nhap thoi gian hét han chirng thu theo ngay (mac dinh la 3650):

Enter expire days

<0k=> <Cancel=>
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K&t qua s& sinh 2 file trong thu muc: /opt/ajiant/config/

- cert.crt
- cert.key

Khi tao chirng thu thanh cong sé cé thong bdo nhu sau:

Common name: ajiant.com
DNS SANs :
ajiant.com
*. ajiant.com
localhost
IP SANs:

127.0.0.1
192.168.129.136

Successfully generated certificate
Certific Jopt/fajiant/config/c
Private Key: /opt/ajiant/config,

Né&u khong dung cert inspect dé rdng va enter bd qua budc nay.

Né&u cé dung cert inspect thi nhap dudng dan cert inspect. Chon OK. Script s& copy file
cert_insp vao: /opt/ajiant/config/cert_insp.crt

Enter inspect certificate file path
or leave empty if not set

<0 k= <Cancel>

8 Chon ip cla docker registry trong danh sach (can chon dai ndi bd dé cidc node VM khéc
truy cap)

——— Select an Ajiant registry IP ? ——— ——

172.17.0.1 docker@
192.168.129.136 ens33

<0k=> <Cancel>

9 Khd&i tao registry:
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| Final step !

Start Ajiant registry and initialize data now 7

<No>

Chon Yes dé khéi tao docker registry cho Ajiant backend.

10 B6 cai multinode chi ho trg cai dat 2 phién ban EDR va EDP, khéng hd tro phién ban EPP
e EDR: chi cé tinh ndng ctia EDR

e EDP: c6 thém tinh nang Antivirus

— Select production type to install ————

Choose an option and press Enter
To exit, select 'Cancel' or press ESC

1 EDR (Endpoint Detection & Response)

2 EDP (EDR + AntiVirus)

<0k=> <Cancel=

Theo qua trinh cai dat dién ra dén khi két thdc thanh cong.

3.7. Huéng dan nang cap hé théng

Luu y trude khi ndng cap hé thdng can backup nhirng file sau:
Jopt/docker/nginx/certs/cert.crt
/opt/docker/nginx/certs/cert.crt

3.7.1. M6 hinh AllinOne
Cha y:
- V&imd hinh AllinOne can backup thém file sau d& phuc hoi khi can:
/opt/docker/docker-compose.yml
- Viéc nang cap version backend can thyc hién lan lwgt theo tha ty 2.0.0 -> 3.0.0 -> 3.1.0 ->
3.3.0
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- File b cai backend vira st dung vira d€ cai mai vira d€ nang cép tir version cdi.

- Khi thyc hién nang cép, céc files agent clla nhém update release s& ty déng dwgc cdp nhat.
Do d6 néu khdng muén update agent hang loat thi khuyén nghitao nhém update khéc (vi du:
pre_release), sau d6 chuyén tat ca agents sang nhdm pre_release, réi mdi chuyén dan céc

agent sang nhom release.

Cu thé nhu sau:

Buwéc | Tén Thuc hién
1 Kiém tra tai Yéu ciu 6 clirng con tréng khodng 10 GB trd |én.
”gf,’ye“f‘e Kiém tra 6 cirng tréng bang |énh:
thong cii
Sdf-h
2 Chay script cai | Copy cac files sau lén server dat cung 1 thu muc setup:
dat

- install_vedr_backend.sh
- vedr_backend_setup_3.3.0.deb

Vao thu muc setup & trén, chay script:
S sudo bash install_vedr_backend.sh

Né&u c6 cdc file cai dat vedr_backend_setup_3.3.0.deb thi s& dwoc hién
ra trong danh sach file muén cai dat.

— Installing ajiant backend all in one ——

Select a package file to install:

vedr_ backend_setup_3.3.0.deb2185408896 (bytes)

<0k> <Cancel>

Lua chon dung file mudn cai va chon OK hodc 4n Enter dé tiép tuc.
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Trong qué trinh ndng cép, trinh cai dat phat hién cé phién ban backend
duoc cai trude d6, can xac nhan cé dirng tat ca dich vu lai trwdce khi cai
ban ma&i khéng (chon YES)

| Warning ! |

Found existing docker-compose.yml at fopt/docker/docker-compose.yml
Stop existing VEDR backend before installing the newer version 7

<Y es: <No=

3 Pong y vdi Khi dwoc héi chap nhan diéu khoan st dung (EULA), chon Yes dé tiép
diéu khodn s | tuc cai dat, chon No néu khong chap nhan va thoat cai dat.
dung (EULA) |

—
{ Accept EULA ? |

End-User License Agreement ("Agreement")

Last updated: July 18, 2619

Please read this End-User License Agreement {"Agreement”) carefully before
clicking the "I Agree" button, downloading or using “Ajiant”
("Application”).

By clicking the "I Agree" button, downloading or using the Application. you
are agreeing to be bound by the termms and conditions of this Agreement.
This Agreement is a legal agreement between you (either an individual or a
single entity) and “Ajiant™ and it governs your use of the Application made
avallable to you by “Ajiant™.

If you do not agree to the terms of this Agreement, do not click on the "I
Agree"” button and do not download or use the Application.

The Application 1s licensed, not sold. to you by “Ajiant” for use strictly
in accordance with the terms of this Agreement.

License

Subject to the condition that you have agreed to the terms of this Agreement
and You comply with all the terms and conditions stipulated herein, the
Provider shall grant You the following rights ("the License"):

Installation and use: You shall have the non-exclusive, non-transferable
right to downleoad, install and use the Application solely for your personal,
non-commercial purposes strictly in accordance with the terms of this
Agreement.

Termination of the License: The License shall terminate automatically at the
end of the period for which granted. If You fail to comply with any of the

<No=

4 Chon phién File vedr_backend_setup_3.3.0.deb hd trg ca dit 2 phién ban EDR va
ban backend EDP:
dé cai dat e EDR: chi cé tinh ndng ctia EDR

e EDP: c6 thém tinh nang Antivirus
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Select production type to install
Choose an option and press Enter
To exit, select 'Cancel’ or press ESC

1 EDR (Endpoint Detection & Response)
2 EDP (EDR + AntiVirus)

<0k=> <Cancel=

5 Nhap dia chi
cla server

Sau khi b cai DEB dwoc unpack ra /opt/docker, s& dén phan ciu hinh
cai dat VEDR Backend.

Enter public wvirtual IP to
install VEDR

=Cancel=

Enter BACKUP public virtual ip or
leave empty if not set

<0k> <Cancel>

Nhap dia chi theo dang tén mién hodc public ip da dugc quy hoach dé
céc agent két ndi dén server. Khi ndng cap thi théng tin dia chi nay duoc
dién san gid tri & 1an cai trudc dé.

6 Khé&i tao
chirng thu
(certificate)
cho hé théng

Né&u qua trinh cai dat phat hién chirng thu cli d3 ton tai khi ndng cap
version backend

- Chon Yes néu mudn dung chirng thu cii (recommend)

- Chon No néu muén thiét |ap lai chirng thu mai
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—— Found existing certificate ! —————
Reuse certificate from the previous installation at path
/opt/docker/nginx/certs/cert.crt ?
No>
7 Tao bd cai dat | Khi dugc xac nhan tao bd cai agent khéng, chon Yes dé tiép tuc.
agent

Final step: Build agent installer

Build agent installer now 7

<Moo=

Nhap phién ban bd cai agent hodc 4n Enter dé |1ay phién ban mac dinh

tu sinh

VEDR build version:

<0k>

<Cancel>

Ch& khodng 10 phut dé build bé cai agent (build agent windows cé thé
dén 5 phat 1 Ién build do phdi khéi déng mdy do virtual box)

Né&u qua trinh cai dat thanh coéng, s& sinh ra 2 file MSI (cho windows), 1

file DEB, 2 files RPM va 1 file DMG trong thu muc:

/opt/docker/repo/public/

- ajiant_windows_3.3.0_x64_ full.msi
- ajiant_windows_3.3.0_x86_full.msi
- ajiant_ubuntu_3.3.0_x64 full.deb

- ajiant_centos7_3.3.0_x64.rpm
- ajiant_centos6_3.3.0 x64.rpm

- ajiant_macos_3.3.0_x64_full.dmg
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8 Kh&i dong | Final step ! |
server vedr
backend Start VEDR server now ?
<No>
Chon ‘y’ hodc ‘enter’ dé khai dong ngay vedr backend hodc chon ‘n’ dé
khéi dong sau.
Né&u chon “n”, dé kha&i dong VEDR backend sau dé thi chay Iénh sau:
S sudo bash /opt/docker/start_vedr.sh
9 Khéi tao dir | Initializing data ! |

liéu database

Initializing data on the first instalation ?

<No>

Khi dugc hdi cé khdi tao dir liéu khdng thi chon Yes dé thuc hién khéi
tao (k€ ca khi cai mdi va nang cap).

Trong trudng hop cac dich vy database khéi ddng xong, trinh cai dat sé
hoi ¢ thir két néi lai database khéng.

Nén ch& khoang 15-30 phut dam bao cac database chay 1énh binh
thuwong. Database elasticsearch cé thé khdi déng kha 1au do cé nhiéu
di* liéu c.

Thr chay Iénh sau dé kiém tra cluster health:

S curl http://127.0.0.1:9200/_cluster/health?pretty

Néu & trang thai RED thi can chd thém, néu YELLOW hodc GREEN thi cé
thé tiép tuc chay.

Buwdc tiép theo 1a dat password cho user root, c6 thé an Enter dé bd
qua néu muén user root gitr mat khau cii.
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— Change portal password [—
Enter root password:
<0k> <Cancel>
Xdac nhan password da nhap
— Change portal password [—
Confirm root password:
<0k> <Cancel>
10 Kiém tra lai Khi kh&i dong thanh céng, chay script sau dé kiém tra cac dich vu:
cac dich vy , | §cd/opt/docker
dang chay, cac
e S sudo docker-compose ps
port két noi
Hoac
S ./list-containers.sh
Néu tat ca cac service & trang thai “UP” 13 OK.
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ubuntu@ajiant-autotest-aio:/ / st-containers

sAlert
sAppCtriHandler
msArtifactiandler

m
m

rypoint-cron ...

tool_handler yToolHandler

point_firewall nsEndpointFutandler

trypoint.sh ela ...

127.0.0.1:2701
vtrypoint.sh -p 14
vtrypoint.sh -p .
vtrypoint.sh -p 34 ...
andler
nd & nginx ...

h rabbi

r_portal
r_que
_log_parser

Kiém tra cac port dich vu:

S telnet <PUBLIC_IP> 8888
S telnet <PUBLIC_IP> 5672
S telnet <PUBLIC_IP> 80

S telnet <PUBLIC_IP> 443
S telnet <PUBLIC_IP> 4443
S telnet <PUBLIC_IP> 8443

Thir vao portal didng nhap vao hé théng va kiém tra mét s6 tinh ndng co
ban theo tai liéu test UAT.

3.7.2. M6 hinh MultiNode
V&i md hinh MultiNode hién tai chi h6 tro cai méi, chwa ho tro nang cap hé théng.

Khi ndng cap can doi gidi phap tham gia thuc hién.

3.8. Hudng dan kich hoat license tap trung

Tinh nang license tap trung phuc vu bai todn kinh doanh, cho phép cung cip sdn pham theo hop
doéng da ky két vai don vi, quy dinh vé thoi han sir dung sdn phdm va sé lugng agents téi da cho

phép cai dat tai don vi.
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V@ lubng quan ly license, sdn pham glri thong tin Ién hé thdng quan ly license tap trung cda VCS dé
kich hoat, gia han, hdy hodc dinh ky kiém tra thoi gian con lai cla license dé quyét dinh cho phép
agent hoat dong (truong hop hét license, don vi van cé thé truy cap giao dién tuy nhién khong con
nhan duoc log tlr agent nira).

Luu y vé cach thire kich hoat license theo khach hang:
- Kich hoat online: ap dung vai khach hang cho phép truy cap ngoai mang tir hé théng ndi bo.
- Kich hoat offline: 4p dung v&i khach hang khdng cho phép truy cp ngoai mang tir hé théng
noi bd (hé théng bi cd 1ap).

DE tranh viéc tinh ndng clia phan mém phu thudc vao duwong Internet, khuyén nghi str dung cach
kich hoat license offline theo cac budc sau:

Bwéc | Tén Thuwc hién
1 Tao license | GUri cac théng tin qua email cho PM clta dy an:
key cho A > g e A ,
. v , e Ho tén, so dién thoai va dia chi email cia dau moi bén khach
trng khach .
. hang.
hang
e SO lvong agent t8i da va thoi han license cta khdch hang theo
Hop doéng.
PM dy 4n sé tao license key cho tirng khach hang dya vao cdc thong tin
trén.
Luu y: ho tén cha dau mai bén khach hang s& hién thj trén trang théng tin
license
*
AJ IA NT License Information
About VeS-aliant @ Yourlicense is activated. Upgrade License
[
License Information Pham Céng Hiéu
Account 3000
Information STARTED DATE 2021/02/0117:52:01
Change Password EXPIRED DATE 2031/01/30 17:52:01
® Copyright of Viettel Cyber Security - Branch of Viettel Group. For more information, please visit
licenseiettelcybersecurity.com
2 L4y token bang nhap portal VCS-aliant, click vao icon thong tin User > License
Information > Enter your license > Offline activation
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(1) AnanT @) ticene formaion

@® Licenseis required.

About VCS-aJiant You need a license o access the full features of VCS-aliant. You can get an m
. . activation key from VCS-aJiant license management
License Information ¥ 5!
(http://license.viettelcybersecurity.com).

Account
Information

Change Password

@ Copyright of Viettel Cyber Security - Branch of Viettel Group. For more information, please visit

license.viettelcybersecurity.com

License Activation X

Direct activation ® Offline activation

You can enter your license key to get an activation request token, then use this token to obtain
an activation key for importing into WVCS-aJiant.

1  Enteryour license key here:

2  Youneed a license to access the full features of VCS-aliant. You can get an activation key
from VCS-alJiant license management (http://license.viettelcybersecurity.com).

3 Import your activation key into VCS-aJiant.

Enter your license key Browse...

Nhap license key vao Enter your license key here, click nit Get token, hé
théng s& cho tai vé file offline_request.txt

3 Kich hoat Gri file offline_request.txt cho PO dé PO tao tiép activation key dudi dang
license 1 file text.

Sau khi PO gri lai activation key, import file text chira activation key vao
muc Import your activation key into VCS-aliant
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License Activation X

Direct activation (s) Offline activation

You can enter your license key to get an activation request token, then use this token to obtain
an activation key forimporting into VCS-aJiant.

1  Enteryourlicense key here:

Enter your license key

2 Youneed alicense to access the full features of VCS-aJiant. You can get an activation key
from VCS-aJiant license management [http://licenseviettelcybersecurity.com).

3 Import your activation key inte VCS-aJiant.

RwuzfTKcTYCjiRVuUgPLDLL Browse... Import activation key

0

3.9. DPang nhap Portal

Sau khi cai dat thanh cong, vao trinh duyét, truy cap portal tai dia chi sau:

https://<ajiant-ip>

AJIANT

Username

LOGIN

Dang nhap bang tai khoan quan tri d3 duoc cung cap
3.10. Tai bo cai agent tur repo
Tai vé b cai agent vé tai dia chi URL:

https://<AJIANT IP>/repo/

Hoac

https://<AJIANT 1P>:8443/repo/
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Index of /repo/

[ -l_'-I

release/ 28-Dec-2821 18:33 -
ajiasnt_centoss_2.3.8 x84 full.rpm 28-Dec-2821 11:84 52827752
ajient_centos?_3.3.8_x64 full.rpm 28-Dec-2821 11:@5 54682634
ajiant_mscos_3.2.8_x64 full.dmg 28-Dec-2821 ©9:37 34218789
ajiant ubuntu 3.3.8 w64 full.deb 28-Dec-2821 11:83 54155368
ajiant _windows 3.3.8 x64 full.mzi 28-Dec-2821 11:03 67727368
ajiant windows 3.3.8 x86 full . msi 28-Dec-2821 11:83 63311872

3.11. Huéng dan cai dat cac thanh phan cia mé hinh MSSP

3.11.1.Cai dat server forwarder
Lién hé Phong Ha Tang & Cong Nghé clia VCS dé 18y huwéng dan trién khai server forwarder.

3.11.2.Cai dat agent
Khi cai dat agent MSSP, chon Next 3 [an, dén budc Settings config:
15 Ajiant Setup — e

Settings config

Input config for settings and then click next to continue.

Config:

Server IP Address:

Customer ID:

Certificate file full path:

Back Hext Cancel

Nhap cdc thong tin sau:

- Server IP Address: nhap ip forwarder

- Customer ID: nhap ID ctia khach hang da duoc cap

- Certificate file full path: nhap dwong dan ip forwarder dwoc sinh & budc trudc
Cac budc con lai thuc hién nhu cd.

3.12. Huéng dan thay certificate cho Portal

Chu y: hudng dan thay certificate cho portal sau chi ap dung véi bd cai AllinOne phién ban 3.3.0
Cac budc thire hién thay certificate cho portal:
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e Budc1: Copy cert mdi (bao gom 1 file .key va 1 file .crt) vao thu muc
Jopt/docker/tools/change_portal_cert/
e Buwdc 3: vao thu muc change_portal_cert go |énh:
S cd /opt/docker/tools/change_portal_cert/
$ sudo bash change_portal_cert.sh
Output hién "Nginx restarted" tirc la da thay cert thanh cong

4. HUGNG DAN CAI BAT AGENT

4.1. Huéng dan cai dat trén Windows
4.1.1. Yéu cau dam bao cai dat

Hé diéu hanh:
Tuong thich cai dat vdi cdc may Windows 7 SP1, Windows Server 2008 R2 va cac phién ban
ma&i hon.
CAu hinh phan cirng:
Yéu cau t6i thiéu:
- RAM 2GB
- CPU1core
- Dung lvgng cai dat 128MB
Két n6i mang:
Dam bao thdng két ndi téi hé thdng quan ly tap trung theo céc port (4443, 5672, 8443, 8888)

4.1.2. Huéng dan cai dat

a. V&'i bé cai cho server on premise

Cai dat théng qua hé théng tap trung:
B1. Tai bd cai agent (x86 va x64) thdng qua dia chi https://<server-ip>/repo/ theo version mdi nhat.

Index of /repo/

|-|_'.

release/ 28-Dec-2821 1@:33 -
ajiant_centos6_2.3.8 x64 full.rpm 28-Dec-2821 11:84 52827752
aijiant_centos? 2.3.8 x64 full.rpm 28-Dec-2821 11:85 54602684
ajiant_macos_3.2.8_x&4_full.dmg 23-Dec-20821 @9:37 34218733
ajiant wbuntu 3.3.8 x64 full.deb 28-Dec-2821 11:83 54155368
aiiant windows 3.3.8 x64 full . msi 28-Dec-2821 11:83 67727360
ajiant windows 3.3.8 x86 full.m=i 28-Dec-2821 11:83 63311872

B2. Vd&i cic hé thdng quan trj tAp trung AD thuc hién tao package cai dat tir xa cho bd cai VCS-aliant.
DAy package xudng cac may can cai dit. Cdu hinh tham s& cai dit cho bo cai VCS-aliant nhu sau:
Msiexec.exe /i <setup_file>.msi /qn
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Cai dat truc tiép:
B1. Tai bd cai (x86 va x64) thong qua dia chi https://<server-ip>/repo/ theo version mai nhat.
B2. Click dup bd cai, tién hanh cai dat theo cac budc (can quyén administrator dé thuc hién cai dit)

#2 Ajiant Setup — >

@ Welcome to the Ajiant Setup Wizard

The Setup Wizard will install Ajiant on your computer, Click
Mext to continue ar Cancel to exit the Setup Wizard,

Back Cancel
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#7 Ajiant Setup — e

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Ajiant to:

|C: YProgram FilesAjiant!,

Change...

17 Ajiant Setup — X

Ready to install Ajiant

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Back I D Install I Cancel
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#7 Ajiant Setup — ><

@ Completed the Ajiant Setup Wizard

Click the Finish button to exit the Setup Wizard.

=]
(Ll
[l
-~
|
=)
(%]
=
(]
Ll
]
m

b. Vi bé cai cho server MSSP

Cai dat théng qua hé théng tap trung:
B1. Tai bd cai agent (x86 va x64) thdng qua dia chi https://<server-ip>/repo/ theo version mdi nhat.

B2. V@i céc hé théng quan tri tap trung AD thuc hién tao package cai dat tir xa cho bé cai VCS-aliant.
D3y package va file certificate xuéng cdc may can cai dat. Cau hinh tham s8 cai dat cho bd cai VCS-
aliant nhuv sau:

Msiexec.exe /i <setup_file>.msi IP="<Server_IP>” ID="<Customer_ID>"
CERT="<Cert_File_FullPath>" /qn

Trong d6:
- Setup_file: |a tén file msi dwgc day xuéng may
- Server_IP: 13 dia chi IP cda server forwarder
- Customer_ID: I ID cta khach hang, dugc cung cap san
- Cert_File_FullPath: 1a dwong dan fullpath cua file certificate.

Vi du: Msiexec.exe /i Ajiant_3.3.0_x64.msi IP="1.2.3.4” ID="VCS” CERT="c:\certificate\vcs.crt” /qn

Cai dat truc tiép:
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B1. Tai bd cai (x86 va x64) thdong qua dia chi https://<server-ip>/repo/ theo version mai nhat.
B2. Click dup bd cai, tién hanh cai dat theo cac budc (can quyén administrator dé thuc hién cai dat)

13 Ajiant Setup =] = )

@ Welcome to the Ajiant Setup Wizard

The Setup Wizard will install Ajiant on your computer, Clidk
Mext to continue or Cancel to exit the Setup Wizard.

13 Ajiant Setup o @ [

End-User License Agreement

Flease read the following license agreement carefully

English Yersion: -
End-User License Agreement ["Agreement’]

Last updated: July 18, 2019

Please read this End-User License Agreement ["Agreement"]
carefully before clicking the "l Agree' button, downloading or

using "Ajiant" ["Application'].

By clicking the "'l Agree" button, downloading or using the
Application, you are agreeing to be bound by the terms and
conditions of this Agreement.

This Agreement is a legal agreement between you [either an
individual or a single entity] and "Ajiant" and it governs yvour -

|1 accept the terms in the License Agreement

Brint | | Back |[ Mext ] | Cancel
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ﬁ Ajiant Setup
Destination Folder
Click Mext to install to the default folder or dick Change to choose anather.

Install Ajiant to:

=l

|C: ‘YProgram Files\Ajiant!,

(=]

Back ][ Mext ]

[ Cancel

Nhap cdc thong tin cai dat:
- Server IP Address: |a dia chi IP clia server forwarder
- Customer ID: 13 ID ctia khach hang, duoc cung cap san

- Certificate file full path: 13 duwong dan fullpath cla file certificate.

Settings config
Input config for settings and then dick next to continue.

Config:

Server IP Address: |1. 2.3.4

Customer ID: vcs

Certificate file full path: |C: \certificate\wes, o]

39 Afiant Setup =] = ==

Back ” MNext ]

[ Cancel
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Ajiant Setu, = |
A p ==

Ready to install Ajiant

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back

'&'Insmll ] [ Cancel ]

ﬁ Ajiant Setup =
=]

Installing Ajiant

Please wait while the Setup Wizard installs Ajiant.

Status:
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jE‘;’A_iiantSetup EE@

@ Completed the Ajiant Setup Wizard

Click the Finish button to exit the Setup Wizard.

i
L

s}
Firl

4.1.3. Kiém tra cai dat
B1. Bang nhap vao portal tap trung

[ AJIANT

Sign in

B2. Vao muc quan ly agent (Agent Management)
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i anant

Agent management

6 resultis)

Agent management

>

>

Offline
Offiine

Offiine

Offiine

Offiine Defavit Rolease

B3. Kiém tra thdng tin may vira cai dat

Agent DESKTOP-13NBN8F

1D 2F

® ONLINE

First ping: 18/06/2019 15

POLICY Se .
UPDATE GROUP release
Info Network Interfaces
HOSTNAME  DESKTOP-13NBNGF [P
IP Ve
HOSTID 9d53cfGe-9c30-4184-ad4b-deb50b44cade MAC
MAME
| SETUPVERSION ~ N/A
IPV4
IPVé
05 windows MAC
PLATFORM Microsoft Windows 10 Education HEHE
IPV4
PLATFORM VERSION 10.0.17134 Build 17134 IPV6
MAC

PLATFORM FAMILY

Standalone Workstation

ARCHITECTURE amds4 Default Gateway
PHYSICAL MEMORY 8,388,608 192.168.1.1
CPUs DNS Server
CORES 4 203.113.188.1
MHZ 2400.000000
MODELNAME Intel(R) Core{TM) i5-6200U CPU @ 2.30GHz L
VENDOR ID Genuinelntel

169.254.154.103
feB0::88ec:429c:34dB:0a67
00:ff:82:c5:dd:e9

Ethernet 2
169.254.243.164
fe80::5801:9da8:2f8a:f3a4
00:ff:aeze0:5c:99

Ethernet 6

160.254.97.116
fe80::9184:b741:2167:6174
24:02:b%:df:23:c1

4.1.4. Huéng dan g& cai dat

G& cai dit thong qua hé théng tap trung:

V&i cac hé théng quan tri tap trung AD thyc hién day I1énh g& bo agent xudng cac mdy nhu sau:
wmic product where name="Ajiant” call uninstall

G& cai dat truc tiép:

Trong trinh quan ly Programs and Features ctia Windows thuc hién chon g& bd agent
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E; Programs and Features

Contrel Panel Home

View installed updates

®) Turn Windows features on or
off

&« v B « All Control Panel lterns »  Programs and Features

Uninstall or change a program

- a X

w O Search Programs and Features @

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize Change  Repair

Fa
Marme

[5=] Ajiant
@ Microsoft OneDrive
[®=] Oracle VM VirtualBox Guest Additions 5.2.6

. Viettel Cyber Security Product version:

Thuc hién theo huwdng dan dé hoan tat qua trinh g& bo
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2772018
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(o]}

« “ I [ « All Control Panel lterns » Programs and Features v O Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

) Turn Windows features on or
off

Organize *+  Uninstall Change  Repair S I | 0
Programs and Features Installed On
brity 10/1/2019
I Are you sure you want to uninstall Ajiant? aticn 10/1/2019
: pn 2/7/2018
[0 Inthe future, do not show me this dialog box Yes “
9
< >

e Viettel Cyber Security Product version:  1.0.1
. Size: 64.6 MB

4.2. Huéng dan cai dit trén Ubuntu va CyOS
4.2.1. Yéu cau dam bao cai dat

Phién ban OS: twong thich cai dat vai cdc may Ubuntu 18.04 x64 Desktop, Ubuntu 18.04 x64 Server,
CyOS x64

Phién ban linux kernel: 4.15, 4.18, 5.0
Céac phién ban khéc, VCS-aliant s& thiéu hai tinh ndng gdbm Event Log va Network Containment

C4u hinh phan cirng:
Yéu cau tdi thiéu:
o RAM 2GB
o CPU1 core
o Dung lugng cai dat 128MB

Két n6i mang:
Dam bao théng két ndi t&i hé théng quan ly tap trung theo cac port (4443, 5672, 8443, 8888).
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4.2.2. Huéng dan cai dat
B1. Tai bd cai agent ubuntu théng qua dia chi https://<server-ip>/repo/ theo version méi nhat.

B2. Chay lénh sau dé cai dit: sudo dpkg -i <dwong dén tdi package>
Vi du: sudo dpkg -i ajiant_ubuntu_3.3.0_x64.deb

thanhln9@thanhln9-VirtualBox: ~/Desktop

File Edit View Search Terminal Help
DKMS: build completed.

ajiant:
Running module version sanity check.
- Original module
- No original module exists within this kernel
- Installation
Installing to /lib/modules/4.15.0-29-generic/updates/dkms/

depmod. ...

DKMS: install completed.

Install kernel module here.
DkmsInstall return success

install kernel module return ©
VEDRDrvSetup return ©

Install ajlant agent successfully !
thanhln9@thanhln9-vVirtualBox: 1
thanhln9@thanhln9-VirtualBox:
thanhln9@thanhln9-VirtualBox:

4.2.3. Kiém tra cai dat
Tuong tu phan Windows

4.2.4. Huéng dan gd cai dat
Chay |énh sau dé g& cai dat: sudo dpkg -r ajiant
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thanhln®@thanhln9-VirtualBox: ~/Desktop

File Edit View Search Terminal Help
VVersion: 1.0.0
4.15.0-29-generic (x86_64)

Status: This module version was INACTIVE for this kernel.
depmod. ...

DEMS: uninstall completed.

Deleting module version: 1.0.0
completely from the DKMS tree.

DkmsUninstall last error code @
uninstall kernel module return @
VEDRDrvsetup return @

VESSvc: no process found
VESConfigurationManager: no process found
VESConnectionManager: no process found
VESUpdater: no process found
VESCollector: no process found
VESResponse: no process found
Uninstall successfully.
thanhln92@thanhln9-VirtualBox:

4.3. Huéng dan cai dit trén CentOS6 va CentOS7

4.3.1. Yéu cau dam bao cai dat
Phién ban OS: twong thich cai dat vai cac may Centos6 va CentOS7

Phién ban linux kernel:
- Cent0S6:2.6.32-754
- Cent0S7:3.10.0-1160, 3.10.0-1127, 3.10.0-1062, 3.10.0-957, 3.10.0-862, 3.10.0-693, 3.10.0-
514
Céac phién ban khéc, VCS-aliant sé& thi€u hai tinh ndng gébm Event Log va Network Containment

CAu hinh phan cirng:
Yéu cau tai thiéu:
o RAM 2GB
o CPU1 core
o Dung lugng cai dat 128MB

Két ndi mang:
Dam bado théng két ndi téi hé théng quan ly tap trung theo cac port (4443, 5672, 8443, 8888).
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4.3.2. Huéng dan cai dat
Cai dit bang dong lénh:

B1. Tai b cai linux thdng qua dia chi https://<server-ip>/repo/ theo version mdi nhat.

B2. Chay lénh sau dé cai d&t: sudo rpm -i <dwdng dén téi package>
Vi du: sudo rpm -i ajiant_centos7_3.3.0_x64_full.rom

[ 4

centos@centos?:~/Downloads - o x
File Edit View Search Terminal Help
total 37784
-rw-rw-r--. 1 centos centos 38690528 Mar 26 21:46 ajiant centos7 1.0.2 x86 64 fu
1LLl.rpm

d)

10.
10. N
.8-514.e17.x86 64.ko
10.
10.

10

10

[centos@centos? Downloads]$ rpm -1 ajiant centos7 1.0.2 x86 64 full.rpm
error: can't create transaction lock on /var/lib/rpm/.rpm.lock (Permission denie

0-1062.el7.x86 64.ko
8-1127.8.2.el7.x86 64.ko

0-693.el7.x86 64.ko
0-862.el7.centos.x86 64.ko

.0-957.el7.x86_64.ko
[VEDRDrvsetup]: InstallManual successfully
[VEDRDrvsetup]: install kernel module return @
[VEDRDrvsetup]: VEDRDrvSetup return @

Install driver successfully !

Install agent successfully !

[centos@centos? Downloads]$ I

[centos@centos? Downloads]$ sudo rpm -i ajiant centos7 1.8.2 x86 64 full.rpm
[sudo] password for centos:
Pre Install Started.

Post Install Started.

Created symlink from /etc/systemd/system/multi-user.target.wants/VESSvc.service
to fusr/lib/systemd/system/VESSvc.service.
ajiant 3.
ajiant 3.
ajiant 3.
ajiant 3.
ajiant_3.
ajiant_3.

4.3.3. Kiém tra cai dat
Tuwong tu phan Windows

4.3.4. Huéng dan g& cai dat
Chay lénh sau dé g& cai dat: sudo rom -e ajiant
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centos(@centos7:~ - 0O x

File Edit View Search Terminal Help

[centos@centos? ~]% sudo rpm -r ajiant

[sudo] password for centos:

rpm: arguments to --root (-r) must begin with a /
[centos@centos? ~]% sudo rpm -r ajiant

rpm: arguments to --root (-r) must begin with a /
[centos@centos? ~]% sudo rpm -e ajiant

Pre Uninstall Started.

[VEDRDrvSetup]: uninstall kernel module return @
[VEDRDrvsSetup]: VEDRDrvSetup return @

warning: file fusr/local/bin/ajiant/VESSvc.service: remove failed: No such file
or directory

Post Uninstall Started.

Uninstall successfully.

[centos@centos? ~1%

4.4. Hudng dan cai dat trén MacOS

4.4.1. Yéu cau dam bao cai dat
Phién ban OS: tuwong thich cai dat vai cdc may MacOS Catalina, Bigsur, Monterey

C4u hinh phan cirng: dung cho Mac mini hodc macbook d&i 2016 tré vé sau

Két n6i mang:
Dam bao théng két ndi t&i hé théng quan ly tap trung theo cac port (4443, 5672, 8443, 8888).

4.4.2. Huéng dan cai dat

Hudng din disable SIP dé cé thé chay dwoc céc rng dung ngoai App Store.

B1. Restart lai may dén khi thdy man den, bam gilt phim Command + R dé vao ché d6 Recovery. V&i
Mac M1 thi sau khi restart, gitr phim ngudén dé vao ché dd Recovery.

B2. Sau khi mdy d3 vao ché dd Recovery, chon muc Utilities -> Terminal

B3. GO lénh csrutil disable
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B4. Enter va may hién thj System Integrity Protection is off [ d3 thanh cong.
B5. G6 reboot d& may kh&i dong lai

Cai dat bang dong lénh:
B1. Tai bé cai MacOS théng qua dia chi https://<server ip>/repo/ theo version méi nhat.
B2. Click dup vao b cai vira tai vé dé md giao dién Ajiant_setup nhu hinh:

@ Finder File Edit View Go Window Help

SMus @ =

® Q & ThuDec30 514PM

Dec 17,2021 81 5:28 AV 50.6M8 Disk Image

wntdata

L0058 @8 0ed (/=07
B3: M& (rng dung Termial, gd Iénh theo ciu tric:
sudo bash ./install.sh [server_address] [update_port]

Luu y: trong trwdng hop thay d6i update_port thi cAn phai nhap thém dia chi update_port dang
thiét 1ap. N&u khong thay d6i update port mac dinh la 8443 thi khéng can nhap dia chi update port.
Vi du: sudo bash /Volumes/ajiant_setup/install.sh 10.30.161.3

B4. Cap quyén cho phép phan mém Ajiant dwoc phép truy cap cac thu muc:

M& (rng dung System Preferences/ Security & Privacy chon [an luot thi tu cédc budc tir 1 dén 4 nhu
hinh:

nnnnnn
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o0 4 iiit| Security & Privacy Q
General FileVault Firewall Privacy \.1
L :
Allow the apps below to access data like Mail,
Input Monitoring Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this
i Full Disk Access Mac.
;3-

\..F Files and Folders VESSve 4
e

@ Screen Recording a Terminal

Media & Apple Music

+ —
a Automation
g Analytics & Improvem
3 '2
E Ulick the lock to prevent further changes. Advanced... ?

Cai dat hoan tat s& hién thi théng bdo thanh cdng ngay trén clra sé Terminal.
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& Torminal Shell Edit View Window Help =us. @ Q & ThuDec30 5:18PM

fogedr!

Name ate Mod 5 .
@ Recents i
sdife 00 [ intozoom — -z5h — 136x24
Last login: Thu Dec 3@ 17:15:48 on ttyseee
&) Desktop intozoom@bichpt3_macosbigsure ~ % sudo bash /Volumes/ajiant_setup/install.sh 1@.255.250.97
() Documents Password:
Getting configuration from server: https://10.255.250.97:8443/repo/release/macos/amd64/targets/zero_config.bin
installer: Package name is VES_mac0S
installer: Installing at base path /

& Applicatl,

® Downlosds

® Network ant successfully

"disk2" ejected.
intozoom@bichpt3_macosbigsure ~ % ps -ef | grep VES
Orange 0 1038 1 @ 5:16PM ?? 9:00.88 /usr/local/bin/ajiant/VESSve
1055 1038 @ 5:16PM ?? 1.01 /usr/local/bin/ajiant/VESConfigurationManager
1081 1038 @ 5:16PM ?? .81 /usr/local/bin/ajiant/VESConnectionManager
bt 1087 1038 @ 5:16PM ?? .57 /usr/local/bin/ajiant/VESUpdater
Bl 501 1178 932 @ 5:18PM ttyseee :00.00 grep VES
intozoom@bichpt3_macosbigsure ~ % ~f

Red

Yellow

Purple

Gray

LibreOffice

L0708 o8 0ed[)/ =0

4.4.3. Kiém tra cai dat
Tuong tu phan Windows

4.4.4. Huéng dan g& cai dat
B1: M@ file ajiant_setup tai bo cai d& tai trén server vé

@ Finder Flle Edit View Go Window Help =|us @ ©® Q & ThuDec30 514PM

3|8 b

logedrt

@ Recents
Dec 17, 2021 81 5:28 AM 506M8 DiskImage
A Apphcati

2 Deskio

[ Documpesa &
® Downt ese ) ajiant_setup.

® NetWOl 5 jant_instalistion_MacOS_  grant_access.png nstallsh uninstallsh

wtdata

aiiant_setup

B2: M& terminal chay file uninstall.sh dé g& cai dit.
Lénh: sudo bash /Volumes/ajiant_setup/uninstall.sh
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5. KHAC PHUC SU ¢6
5.1. Cac loi thudng gap khi cai dat va nang cap backend
5.1.1. LGi build bd cai agents

Qua trinh sinh b6 cai MSI ¢ thé xem log nhu sau:

S tailf /opt/docker/agentbuild/Win7x86/Logs/VBox.log
LSi build b6 cai agent cé thé do cac nguyén nhan sau:
- Cai virtual box |6i: can cai d&t lai géi virtual box va géi mé rong (extension pack)
- Giai nén file may 4o bj 16i: kiém tra lai file may do copy vao vao server (Win7x86.tar.gz
6 kich thwéc 2.4GB) va file sau khi giai nén (Win7x86.vdi c6 kich thwéc khodng 5GB)
- Server chua dugc bat tinh ndng 4o hoa Intel VT-x/AMD-V.

5.1.2. Khong dang nhap dudgc portal
Tham khao tai liéu Admin Guide muc 5.2.4

5.2. Khoi phuc hé théng

5.2.1. Khéi phuc hé théng sau khi nang cap gap loi

M6 hinh AllinOne M6 hinh MultiNode

Thay lai file docker-compose.yml vao Thay lai file gjiant-stack.yml vao
/opt/docker/docker-compose.yml /opt/ajiant/ajiant-stack.yml
Chay lénh: Chay lénh:

S docker-compose up —d S ./DeployStack.sh

Kiém tra lai:

S ./list-containers.sh

Xem céc service co & trang thai “Up” khong

Ch& mot thoi gian va kiém tra lai cac théng tin sau:
- Portal cé dang nhap duoc khéng ?
- Céagent online khéng ?

- CAthay log event gtri Ién khong ?

- Kiém tra rabbitmq management xem cac log c6 dugc x{r ly hét khéng ?

5.2.2. Khoi phuc toan bo (rollback)
Né&u hé théng backend gdp 16i khong thé phuc hdi lai (16i phan cirng server, 16i 6 cirng) thi can phai
cai dat lai hé théng backend vdi céc file cert va licence da lwu lai & budc cai dat:

Viettel Cyber Security
Keangnam Building - Landmark 72, Pham Hung st., Nam Tu Liern dist., Hanoi P a ge | 71
T:(+84)971 360 360 E: vcs.sales@viettelcomwn | W www.viettelcybersecurity.com



viettel

security

/opt/docker/nginx/certs/cert.crt

/opt/docker/nginx/certs/cert.crt
Céc budc thue hién twong tw muc 3.4 va 3.5 vdi file cert d3 cé san
5.3. Théng tin dau mai ho trg

e Trung tdm gidm sat va phan (ng trén khdng gian mang, Cong ty An ninh mang Viettel

Email: soc247@viettel.com.vn

e B0 phan cham séc khach hang, Cong ty An ninh mang Viettel

Email: cskh_anm@viettel.com.vn
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