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“Gidi phdp toan dién bdo vé, phdt hién va xdt ly chi déng
trudc cdc nguy co tdn céng mang, dém bdo an todn
cho thiét bj dGu cudi cla doanh nghiép va té chdc.”

» THACH THUC

Cac cubc tan cdng mang ngay nay ngay mot da dang vé quy mé va muc dich,
khéng chi don thudn & nhing hanh vi xam nhap hé thdng, khai thac théng
tin, truc lgi vi muc dich ca nhan ma con La nhiing cudc tan cong cé té chic, co
ddng co kinh té va chinh tri.

Céc cudc tan cong cd thé kéo dai hang thang, t6i hang nam; cac loai ma ddc dugc
tao ra, danh riéng dé vugt qua cac hé théng bado vé cua td chc, chiém quyén va
thyc hién tan cong leo thang gay ra nhiing thiét hai ndng né dén t6 chic, doanh
nghiép.

® GIAI PHAP

VCS-aJiant la gidi phap dam bao an toan thiét bj ddu cudi mot cach toan dién, két
hop tron ven tinh nang clia Endpoint Detection & Response (EDR) va Endpoint
Protection Platform (EPP). Giai phap dap (ng nhu cau bao vé va phong chéng ma
doc tai cac doanh nghiép va té chic; phan ting, ngan chan, g& bd chuong trinh doc
hai mdt cach triét dé trén toan bo hé thang.

Bén canh do, phat hién cac dau hiéu tdn cong s6m nhat véi do chinh xéc cao cd
thé diéu tra, loang rong dé danh gia quy md, hau qua clia chién dich tan cong; tu
dong hoa cac cong viec mot cach tdi da dé tiét kiém thai gian va gidm thiéu cac
thao tac van hanh véi hé théng.

®» TiINH NANG CHINH
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® GIA TRl MANG LAl

« B30 vé toan dién cac thiét bi dau cudi.

- Gidm sat cac hanh vi bat thudng theo
chuan MITRE ATT&CK.

« B30 vé ch(l dong va toan dién ddi véi tan
cbng nang cao co chu dich APT (EDR) va ty
dong diét ma doc thdng thudng (EPP)
« Phan Ung nhanh, chd dong, ty dong.

- Phan tich & truy vét chuyén sau bang kha
nang biéu dién kill chain map tryc quan.

« Tiét kiém thoi gian xU ly su cd.

- Quan tri hiéu qué quy trinh x ly su c6
thdéng qua cac chi s6 thdi gian.

Phong chéng ma doc toan dién,

chu dong

Cung cdp co ché cho phép thanh phan
agent gidm sat chu doéng dudi kernel
mode, bat cdc sy kién khi ma ddc xam
nhap va tiéu diét ty ddng va ngay lap tdc
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Gidam sat hanh vi mdc driver

SU dung c6ng nghé Filter Driver gidm sat
tdt cd cac hanh vi lién quan dén File,
Process, Memory, Registry, Network trén
may tinh ngudi dung va may chd. Cac hanh
vi nghi ngd dugc ddy vé thanh phan
backend phan tich tap trung.

Tich hgp véi cac gidi phap bén thd ba
Tich hgp véi céc ngudn tri thic bén thd ba
nhu Threat Intelligence, Advanced Malware
Analysis (Phan tich ma doc chuyén sau),
SOAR, SIEM.

Bao cao theo thai gian thuc

Hién thi truc quan tinh hinh an toan théng
tin trén toan hé thdng va trén tiing may
NQuai dung.

93 gisi quyét con lai

iz 2 = 10 @
U 6LeK () 37.9k ()

Phan {ng sy ¢ nhanh chéng, chG déng
Ludng nghiép vy diéu tra tadn cong dugc
thiét k& khép kin, hd trg phat hién va phan
tich cac dau hiéu bat thudng trén giao dién
diéu khién. Cung cdp chic nadng diéu tra
truy vét (Forensic) chuyén sau trén thiét bj
endpoint. Ngay khi xac minh dugc bat
thudng, cung cap cac cdng cu gd bd ma
ddc dién rong.

99

Tich hgp va hd trg da nén tang
Hb trg da nén tang: Windows, Linux, MacOS.

Giao dién quan tri than thién

Giao dién diéu khién dugc thiét k& t6i uu
nhat cho ddi ngl van hanh dé dang giam
sat dugc hé théng ma khdng phai thuc hién
nhiéu thao tac.

EndPoint N N
- - ”

Thiét lap chinh sadch ATTT

H6 trg cac chinh sach An toan thdng tin
nhu: Kiém soat thiét bi ngoai vi, cung cap
remote an toan (Security Helpdesk) gidam
thiéu nquy ca lay nhiém ma doc

Phan tich tap trung

Ap dung nhiéu céng nghé nhu phat hién
bat thudng theo I0C/IOAs, mé hinh héa
hanh vi, xau chudi cdc méi quan hé gida
céc d6i tugng nghi ngd va lam néi bat bat
thudng, ma ddc chua tiing dugc biét trén
thé gi6i.

Hoat dong nhe nhang

Thiét ké tdi uu v6i ngudi dung, hoat ddng
nhe nhanh va hoan toan trong sudt
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» MO HINH TRIEN KHAI S 1
~l
Dash-oard
—e® Alerts

w!

Incident Response flow

v

User
Prevention & Protection
L o
Web Portal
Connection Alert & @
request Event log
L o Investigation

(3 (<

Centralized Processing System

Investigation
& Response lI Event log

Hé théng VCS-aJiant bao gém 03 thanh phan chinh:

Agents

La thé'nh phan giuoc cai dat trén ttng may tinh, c\é nhiém vy gidm sat
cadc dau hiéu bat thudng trén mdy tinh, gui log vé server tap trung.

Cum may chd xd ly tdp trung va luu trd
La thanh phan nquoi quan trj sé su dung dé theo ddi, giam sat va phan
tich cac théng tin cla hé thong.

Web Portal
La thanh phan ngudi quan trj sé st dung dé theo doi, gidm sat va phan
tich cac thong tin cla hé thong.
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» GIAI PHAP

VCS-aJiant két hgp day du tinh ndng clia Giadi phap phat hién & chdng tan céng c6 chu dich I6p endpoint (Endpoint Detection & Response -
EDR) va Giai phap bao vé & phong chéng ma doc trén toan bo hé théng (Endpoint Protection Platform - EPP). Bugc xdy dung dua trén cong
nghé tién tién trén thé gidi, phi hgp véi moi mé hinh t8 chic & doanh nghiép, VCS - aJiant dadm bao loai bo t&t ca nquy co bi khai thac &
chiém quyén diéu khién cing nhu dap (ng day du nhu cdu phong chdng ma ddc tai doanh nghiép & t6 chic, nham phan Gng, ngan chan, bao
vé mot cach triét toan bd hé thong ma khong anh hudng dén ngqusi ding. PAng thai, tu dong hda tac vy, tif do tiét kiém thoi gian & gidm
thiéu thao tac diéu hanh trong hé théng.

PHIEN BAN DAP UNG
TINH NANG CHiNH MO TA TiNH NANG
EDR EPP EDP
1. Tinh n3ng hd trg theo doi, thong ké
Agent Management Qudn ly théng tin mdy tram, hé trg gé cai ddt agent tif xa V4 4 v
Group Management Cho phép tao nhém va phan logi mdy tram theo nhém dinh nghia v v v
Account Management Hé trg tgo tai khodn ngudi dung, phdn quyén theo vai tro v v 4
2. Tinh n3ng ngdn ch3dn sy cd
Application 10Cs Block Cau hinh chdn dng dung déc hai hoat dong trén mady tram v v
Network 10Cs Block Céu hinh chdn két néi doc hai tr mdy tram v v
3. Tinh nang canh bao va xud ly canh bao
Detection Phdt hién déu hiéu tén céng ndng cao APT theo MITRE ATT&CK v v
Alert Management Theo déi va quan ly cdnh bdo v 4
Incident Response Flow Cho phép diéu tra phdn ung trén mot giao dién duy nhdt V4 4
4. Tinh n3ng diéu tra
Process Analysis Phén tich tién trinh dang chay ti xa trén mdy muc tiéu V4 V4
Event Search Tim kiém log event trén toan bé mdy tram V4 v
Deploy Tools Quadn ly & trién khai cong cu diéu tra/x( ly su c6 trén mdy tram trong t6 chuc 4 4
Containment Hé trg co lap (network, process) tam thdi cdc mdy phuc vy diéu tra \/ \/
5. Tinh nang phan dng nhanh
Live Response Thuc hién remote console tif xa t6i mdy muc tiéu dé diéu tra xu ly V4 v
Response Scenario Cho phép dinh nghia kich ban x( Ii su ¢6 trén dién réng mot cdch tu dong \/ \/
6. Tinh nang Diét ma doc
Real-time Protection Tu déng phdt hién va tiéu diét ma doc trén mdy tram v v
Cho phép ngudi dung chd dong quét ma déc bang quét nhanh, quét
Scan OnDemand toénpbé,pqugt thu mf/c theo.nfgw]uqcfiu ’ 7 ! v v
Anti Ransomware Phdt hién va tiéu diét méa déc mé héa tong tién v 4
Endpoint Firewall Thiét ldp chinh sdch dé kiém sodt truy cGp mang trong té chuc 4 v
Scan Scheduler Thiét [ap lich quét ma déc dusi cdc mdy tram ti xa V4 V4
Device Control Kiém sodt, {3510 \./é d lieu quan trong théng qua thiét bj ngogi vi: USB, \/ \/
CD, DVD, thiét bi Bluetooth
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